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Introduction

This document describes how to enable processor-based embedded ISP (In-System Programming) on
Microsemi IGLOO2™, SmartFusion2™, and PolarFire™ devices using the SPI Slave programming
method. In-System Programming refers to an external processor on board programming one of the
IGLOO2, SmartFusion2, or PolarFire devices via SPI peripheral interface.

The document assumes that the target system contains a processor or a soft-core microprocessor with a
minimum 1200 bytes of RAM, a SPI interface to the target device from the processor, and access to the
programming data to be used for programming the device. Access to programming data can be provided
by a telecommunications link for most remote systems.

SPI-DirectC is a set of C code designed to support embedded In-System Programming for the M2S,
M2GL, and MPF families of devices. To use SPI-DirectC v2.0, you must make some minor modifications
to the source code, add the necessary API, and compile the source code and the API together to create
a binary executable. The binary executable is downloaded to the system along with the programming
data file.

The programming data file is a binary file that can be generated by Libero SOC version 11.2 or later. The
detailed specification of the programming file is included in "Data File Format" on page 17.

SPI-DirectC supports systems with direct and indirect access to the memory space containing the data
file image. With paging support, it is possible to implement the embedded ISP using SPI-DirectC on
systems with no direct access to the entire memory space containing the data. Paging support is
accomplished by making modifications to the data communication functions defined in dpuser.h, dpcom.c
and dpcom.h.




& Microsemi

Power Matters.

1 - System Overview

To perform In-System Programming (ISP) for the SmartFusion2, IGLOO2, or PolarFire target device, the
system must contain the following parameters:

* A microprocessor with at least 1200 bytes of RAM or a softcore processor implemented in
another FPGA

» SPIIP to interface to the target device. SPI Mode 3 must be used.
» Access to the data file containing the programming data
* Memory to store and run SPI-DirectC code

Note: See your device datasheet for information on power requirements for V,;m, and other power
supplies.

Table 1-1 shows the memory requirements.
Text - This is the compiled code size memory requirements.

Data - This is the run time memory requirement, i.e. the free data memory space required to execute the
code.

BSS - This is the Block Started by Symbol allocation for variables that do not yet have values, i.e.
uninitialized data. It is part of the overall Data size.

Table 1-1 « Code Memory Requirements- SPI-DirectC Code Size on M3 16-Bit Mode

Units are in Bytes
Compile Options Enabled Text Data BSS
ENABLE_G4M_SUPPORT 13558 4860 1196
ENABLE_G5M_SUPPORT 12482 4904 762
All the above 18630 4960 1196

Systems with Direct Access to Memory

Figure 1-1 shows the overview of a typical system with direct access to the memory space holding the
data file. See Table 1-2 for data storage memory requirements.
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Figure 1-1 « System with Direct Access to Memory
Table 1-2 « Data Storage Memory Requirements - Data Image Size
Data Image Size
Device Core/FPGA Array - Embedded Flash Core/FPGA Array &
Encrypt (kB) Memory Block - Security - Encrypt (kB)
Encrypt (kB)

M2GL005 297 133 851
M2GL010 557 267 1639
M2GL025 1197 267 2918
M2GL050 2364 267 5253
M2GL090 3564 532 8178
M2GL150 5997 531 13046
M2S005 297 137 860
M2S010 557 272 1648
M2S025 1197 272 2926
M2S050 2364 272 5261
M2S090 3564 536 8186
M2S150 5997 535 13054
MPF300 9472 N/A N/A
The total image size is the sum of all the corresponding enabled blocks for the specific target device.

Systems with Indirect Access to Memory

Figure 1-2 is an overview of a system with no direct access to the memory space holding the data file.
For example, the programming data may be received via a communication interface peripheral that
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exists between the processor memory and the remote system holding the data file. dpcom.h and
dpcom.c must be modified to interface with the communication peripheral.
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M2SM3GL/MPF

Figure 1-2 « System With Indirect Access to Memory

Motorola SPI Protocol

Motorla SPI Mode 3 is required to communicate with M2S, M2GL, and MPF devices using dedicated
system controller SPI port. Please refer Motorola SPI standard for more information.

The Motorola SPI is a full duplex, four-wire synchronous transfer protocol which supports programmable

clock polarity (SPO) and clock phase (SPH). The state of SPO and SPH control bits decides the data
transfer modes as shown in Table 1-3.

Table 1-3 » Data Transfer Modes

Data Transfer Mode SPO SPH
Mode O 0 0
Mode 1 0 1
Mode 2 1 0
Mode 3 1 1

The SPH control bit determines the clock edge that captures the data.
*  When SPH is Low, data is captured on the first clock transition.
— Data is captured on the rising edge of SPI_CLK when SPO =0
— Data is captured on the falling edge of SPI_CLK when SPO =1
+ When SPH is High, data is captured on the second clock transition (rising edge if SPO = 1).
— Data is captured on the falling edge of SPI_CLK when SPO = 0.
— Data is captured on the rising edge of SPI_CLK when SPO = 1.
The SPO control bit determines the polarity of the clock and SPS defines the slave select behavior.
*  When SPO is Low and no data is transferred, SPI_CLK is driven to Low.
*  When SPO is High and no data is transferred, SPI_CLK is driven to High.
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Clockin | Sample | Shift Select
Mode SPS | SPO | SPH Idle Edge Edge inldle Select Between Frames
Motorola 0 0 Low Rising | Falling High |Pulses between all frames

0 1 0 High Falling | Rising High

0 0 1 Low Falling | Rising High |Does not pulse between back-to-back
frames. Pulses if transmit FIFO
empties.

0 1 1 High Rising | Falling High | Does not pulse between back-to-back
frames. Pulses if transmit FIFO
empties.

1 0 0 Low Rising | Falling High | Stays active until all the frames set by

] 0 1 Low Falling Rising High frame counter are transmitted.

1 1 0 High Falling | Rising High

1 1 1 High Rising | Falling High

Single Frame Transfer - Mode 0: SPO =0, SPH =0

SPI_CLK i ,il Y ! Y i ! mm
; o —
spo | [ wm T X | | G  E 5

Figure 1-3 « Motorola SPI Mode 0

Multiple Frame Transfer - Mode 0: SPO =0, SPH=0
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Figure 1-4 « Motorola SPI Mode 0 Multiple Frame Transfer

Notes:

+ Between frames, the slave select (SPI_SS[x]) signal is asserted for the duration of the clock
pulse.




+ Between frames, the clock (SPI_CLK) is Low.
+ Data is transferred to most significant bit (MSB) first.

* The output enable (SPI_DOE_N) signal is asserted during the transmission and deasserted at the
end of the transfer (after the last frame is sent).

Single Frame Transfer - Mode 1: SPO =0, SPH = 1

& Microsemi

Power Matters.”

SPICIK

SPI_SS[x] 1\

SPI DOE N i

s {0 X _w XX A X X a)
i - - 41032Bis

| | | | N

smpo [ Mm XX X X (e )

Figure 1-5 « Motorola SPI Mode 1

Single Frame Transfer - Mode 2: SPO =1, SPH =0
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Figure 1-6 « Motorola SPI Mode 2
Single Frame Transfer - Mode 3: SPO =1, SPH = 1
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Figure 1-7 « Motorola SPI Mode 3
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2 — Generating Data Files and Integrating DirectC

This chapter describes the flows for data file generation and SPI-DirectC code integration.

To generate your data file:
1. Generate the DAT file using Libero SoC v11.2 or later. If programming security is required, use
Libero SoC v11.4 or later to generate the DAT file. See the latest Libero SoC online help for
information on generating a DAT file.

2. Program the DAT file into the storage memory.

SPI-DirectC Code Integration

Figure 2-1 shows the SPI-DirectC integration use flow.

| | l

iy and connedt fie processor
CGenprale DAT fle =5 port 1o Te dedicaied SR port
oF TR S ST ORvCE

|

Fasprama the DIAT S Errtegeute The paocesaor SF1
nEps el emn e FeF dimeer o your application

Dedine oy interiace
fimctions dp_gal_dala and
ol gt _pssps st o
PaEmg 1 mqed

T

Call ghe d.F_l:-:-]:-_E'-'-m1

fumrhom bo wabiate the
degired action

T
Ceomzpale somes pode
ardl downlosd 10 the
TORC FOPC ERS0Y

(o

Figure 2-1 « Importing SPI-DirectC Files
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To use SPI-DirectC code integration:
1. Import the SPI-DirectC files shown in Figure 2-2 into your development environment.

—=1 (] DirectC
—=1 [ G4Algo
dpGdalg.c
— [k] dpGdalg.h
dpGdspi.c
—— k] dpGdspih
—=1 [ GRAlgo
dpGhalg.c
— k] dpGhalg.h
dpGhspi.c
—— k] dpGhspih
dpalg.c

— [h] dpalg.h
dpcom.c
— ] dpcomh
dpDUTspic
dpDUTspih
— k] dpuserh
dputil.c

—— [k dputil.h

Figure 2-2 « SPI-DirectC Files to import into your Development Environment

2. Modify the SPI-DirectC code.

Add the SPI driver (available with the processor used to run SPI-DirectC).

Modify the hardware interface functions (do_SPI_SCAN_in and do_SPI_SCAN_out) to use
the hardware API functions designed to control the SPI port.

Modify memory access functions to access the data blocks within the image file programmed
into the system memory. See "Data File Bit Orientation" on page 19.

Call dp_top with the action code desired.

3. Compile the source code. This creates a binary executable that is downloaded to the system for
execution.

10
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3 — Required Source Code Modifications

You must modify the dpuser.h, dpDUTspi.c, dpcom.c, and dpuitil.c files when using the SPI-DirectC
source code. contains a short description of SPI-DirectC source code and their functions. Functions that
must be modified are listed in Table 3-1.

Table 3-1 » Modified Functions

Function Source File | Purpose

do_SPI_SCAN_in dpspi.c Hardware interface function used to scan data in using the SPI driver
do_SPI_SCAN_out | dpspi.c Hardware interface function used to scan data out using the SPI driver
dp_get_page_data dpcom.c Programming file interface function

dp_display_text dpuser.c Function to display text to an output device

dp_display_value dpuser.c Function to display value of a variable to an output device

dp_delay dputil.c Delay function

Compiler Switches

The compiler switches are shown in Table 3-2

Table 3-2 « Compiler Switches

Function Source File Purpose

USE_PAGING dpuser.h Enables paging implementation for memory access.

ENABLE_G4M_SUPPORT | dpuser.h Enables M2S/M2GL programming support.

ENABLE_G5M_SUPPORT | dpuser.h Enables MPF programming support.

PERFORM_CRC_CHECK | dpuser.h Enables CRC check of the programming data prior to performing the
desired action.

ENABLE_DISPLAY dpuser.h Enables display to hyper terminal or other output devices.

Hardware Interface Components

Hardware Interface Function (dpDUTspi.c)

do_SPI_SCAN_in and do_SPI_SCAN_out functions are used to interface with the SPI port to clock data
into and out of the target device. These functions should use the SPI driver API available for the targeted
device processor.

dp_SPI_SCAN _in Function
This function takes three arguments:
+ Command: 8-bit variable holding the command value
» Data_bits: The number of bits to clock into the device.
» input_buffer: pointer to the buffer which holds valid data to be clocked into the device.

1"
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dp_SPI_SCAN_OUT Function
This function takes four arguments:

» Command bits: The number of bits to clock in for the command portion of the frame. This value
should be 8 as all SPI commands are 8 bit long.

+ Command: 8-bit variable holding the command value
+ Data_bits: The number of bits to read from the device.
» Ouput_buffer: pointer to the buffer to hold the data read from the target device.

Display Functions

Three functions, dp_display_array, dp_display_text, and dp_display_value, are available to display text
as well as numeric values. You must modify these functions for proper operation.

Memory Interface Functions

All access to the memory blocks within the data file is done through the dp_get_data function within the
DirectC code. This is true for all system types.

This function returns an address pointer to the byte containing the first requested bit.

The dp_get_data function takes two arguments:

» var_ID: an integer variable which contains an identifier specifying which block within the data file
needs to be accessed.

» bit_index: The bit index addressing the bit to address within the data block specified in Var_ID.
Upon completion of the function, it is expected that return_bytes will indicate the total number of
valid bytes available for the client of the function.

See "Systems with Direct Access to the Memory Containing the Data File" and "Systems with Indirect
Access to the Data File" for details.

Systems with Direct Access to the Memory Containing the Data File

Since the memory space holding the data file is accessible by the microprocessor, it can be treated as an
array of unsigned characters. In this case:

1. Disable the USE_PAGING compiler switch. See "Compiler Switches" on page 11.

2. Assign the physical address pointer to the first element of the data memory location
(image_buffer defined in dpcom.c). Image_buffer is used as the base memory for accessing the
information in the programming data in storage memory.

The dp_get_data function calculates the address offset to the requested data and adds it to
image_buffer.

Return_bytes is the requested data.
An example of the dp_get_data function implementation is:
DPUCHAR* dp_get_data(DPUCHAR var_I1D,DPULONG bit_index)

{

DPULONG image_requested_address;
if (var_ID == Header_ID)
current_block_address = 0;

else dp_get _data_block_address(var_ID);

if ((current_block _address ==0) && (var_ID !'= Header_ID))
{

return_bytes = 0;
return NULL;
b

/* Calculating the relative address of the data block needed within the image */

12
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image_requested_address = current_block_address + bit_index / 8;

return_bytes=image_size - image_requested_address;
return image_buffer+image_requested_address;

}

Systems with Indirect Access to the Data File

These systems access programming data indirectly via a paging mechanism. Paging is a method of
copying a certain range of data from the memory containing the data file and pasting it into a limited size
memory buffer that DirectC can access.

To implement paging:
1. Enable the USE_PAGING compiler option. See "Compiler Switches" on page 11.
2. Define Page_buffer_size. The minimum buffer size is 16 bytes.
3. Modify the dp_get_page_data function. This function copies the requested data from the external
memory device into the page buffer. See "Data File Bit Orientation" on page 20 for additional
information. For correct operation:

— Fill the entire page unless the end of the image is reached. See "Data File Format" on
page 17.
— Update return_bytes to reflect the number of valid bytes in the page.
SPI-DirectC programming functions call the dp_get_data function every time access to a data block
within the image data file is needed. The dp_get_data function calculates the relative address location of

the requested data and checks if it already exists in the current page data. The paging mechanism is
triggered if the requested data is not within the page buffer.

Example of dp_get_page_data Function Implementation

dp_get_page_data is the only function that must interface with the communication peripheral of the
image data file. Since the requested data blocks may not be contiguous, it must have random access to
the data blocks. Its purpose is to fill the page buffer with valid data.

In addition, this function must maintain start_page_address, end_page_address, and return_bytes.
These global variables contain the range of data currently in the page as well as the number of valid
bytes.

dp_get_page_data takes one argument:

+ address_offset - Contains the relative address of the needed element within the data block of the
image file.
void dp_get _page_data(DPULONG image_requested_address)
{

DPULONG image_address_index;
start_page_address=0;

image_address_index=image_requested_address;
return_bytes = PAGE_BUFFER_SIZE;

if (image_requested_address + return_bytes > image_size)
return_bytes = image_size - image_requested_address;

while (image_address_index < image_requested_address + return_bytes)

{

page_global_buffer[start_page_address]=image_buffer[image_address_index];
start_page_address++;
image_address_index++;

}

start_page_address = image_requested_address;
end_page_address = image_requested_address + return_bytes - 1;

13
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}

Main Entry Function

The main entry function is dp_top defined in dpalg.c. It must be called to initiate the programming
operation. Prior to calling the function, a global variable Action_code must be assigned a value as
defined in dpuser.h. Action codes are listed below.

#define DP_DEVICE_INFO_ACTION_CODE 1
#define DP_READ_IDCODE_ACTION_CODE 2

#define DP_ERASE_ACTION_CODE 3

#define DP_PROGRAM_ACTION_CODE 4

#define DP_VERIFY_ACTION_CODE 5

#define DP_ENC_DATA_AUTHENTICATION_ACTION_CODE 6
#define DP_VERIFY_DIGEST_ACTION_CODE 7

& Microsemi
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Note: Programming of individual blocks, such as array only, eNVM only, or security only is not possible
with one data file because of how the data is constructed. If you wish to use such a feature you
must generate multiple data files.

Data Type Definitions

Microsemi uses DPUCHAR, DPUINT, DPULONG, DPBOOL, DPCHAR, DPINT, and DPLONG in the SPI-
DirectC source code. Change the corresponding variable definition if different data type names are used.

/ /
/* DPCHAR -- 8-bit Windows (ANSI) character */
/* i.e. 8-bit signed integer */
/* DPINT -- 16-bit signed integer */
/* DPLONG -- 32-bit signed integer */
/* DPBOOL -- boolean variable (0 or 1) */
/* DPUCHAR -- 8-bit unsigned integer */
/* DPUSHORT -- 16-bit unsigned integer */
/* DPUINT -- 16-bit unsigned integer */
/* DPULONG -- 32-bit unsigned integer */
\/ /
typedef unsigned char DPUCHAR;

typedef unsigned short DPUSHORT;

typedef unsigned int DPUINT;

typedef unsigned long DPULONG;

typedef unsigned char DPBOOL;

typedef char DPCHAR;

typedef int DPINT;

typedef long DPLONG;

Supported Actions

Table 3-3 lists supported actions and devices.

Table 3-3 * Supported Actions

Action

Supported Devices

Description

DP_DEVICE_INFO_ACTION

SmartFusion2, IGLOO2,
PolarFire

Displays device security settings.

DP_READ_IDCODE_ACTION

SmartFusion2, IGLOO2,
PolarFire

Reads and displays the content of
the IDCODE register.

14




& Microsemi

Power Matters.

Table 3-3 « Supported Actions (continued)

DP_ERASE_ACTION SmartFusion2, IGLOO2, Erases all supported blocks in the
PolarFire data file.

DP_PROGRAM_ACTION SmartFusion2, IGLOO2, Performs erase, program and verify
PolarFire operations for all the supported

blocks in the data file.

DP_VERIFY_ACTION SmartFusion2, IGLOO2, Performs verify operation for all the
PolarFire supported blocks in the data file.

DP_ENC_DATA_AUTHENTICATION_ACTION | SmartFusion2, IGLOO?2, It performs data authentication of the
PolarFire bitstream within the data file

DP_VERIFY_DIGEST_ACTION_CODE SmartFusion2, IGLOO2, This action checks the digest of a
PolarFire programmed target device.

15
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4 — Data File Format

DAT File Description for M2GL, M2S, and MPF Devices

The M2GL and M2S data file contains the following sections:
» Header Block - Contains information identifying the type of the binary file and data size blocks.
» Constant Data Block - Includes device ID, silicon signature and other information needed for
programming.
+ Data Lookup Table - Contains records identifying the starting relative location of all the different

data blocks used in the SPI-DirectC code and data size of each block. The format is described in
Table 4-1.

« Data Block - Contains the raw data for all the different variables specified in the lookup table.

Table 4-1 « DAT Image Description

Header Section of DAT File

Information # of Bytes
Designer Version Number 24
Header Size 1

Image Size 4

DAT File Version 1

Tools Version Number 2

Map Version Number 2

Feature Flag 2

Device Family 1

Constant Data Block

Device ID 4
Device ID Mask 4
Silicon Signature 4
Checksum 2
Number of BSR Bits 2
Number of Components 2
Data Size 2
Erase Data Size 2
Verify Data Size 2
ENVM Data Size 2

16
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Table 4-1 « DAT Image Description (continued)

Header Section of DAT File

ENVM Verify Data Size

UEK1_EXISTS

UEK2_EXISTS

SEC_ERASE

UEKS3_EXISTS (M2S, M2GL only)

[ = = = =N N

Number of Records

Look Up Table

Information # of Bytes

Data Identifier # 1

Pointer to data 1 memory location in the data block section

# of bytes of data 1

Data Identifier # 2

Pointer to data 2 memory location in the data block section

# of bytes of data 2

Data Identifier # x

Pointer to data x memory location in the data block section

S [ N (R I O I N S NG I NG SN

# of bytes of data x

Data Block

Information # of Bytes

Binary Data Variable

CRC of the entire image 2

17
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5 — Source File Description

DPUSER.H

File contains definitions of all Action codes as well as possible error codes that could be reported within
SPI-DirectC code.

DPCOM.C and DPCOM.H

These files contain memory interface functions.

DPALG.C and DPALG.H

These files contain the main entry function dp_top and device ID check function.

DPG4ALG.C and DPG4ALG.H

These files contain the main entry function dp_top_g4 and all other functions common to M2S and MGL
families.

DPG5ALG.C and DPG5ALG.H

These files contain the main entry function dp_top_g5 and all other functions common to the MPF
family of devices.

DPDUTSPI.C and DPDUTSPI.H

These files contain the SPI interface function declaration and definition to the target device. SPI Mode 3
must be used to program M2S/M2GL devices. Refer to SPI IP block used for proper initialization.

DPGA4SPI.C and DPG4SPI.H

These files contain the SPI interface function declaration and definition to the target device specific to
M2S and M2GL device families.

DPG5SPI.C and DPG5SPI.H

These files contain the SPI interface function declaration and definition to the target device specific to
MPF device families.

DPUTIL.C and DPUTIL.H

These files contain utility functions needed in the SPI-DirectC code.

18
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6 —

Data File Bit Orientation

This chapter specifies the data orientation of the binary data file generated by the Libero software. The
SPI-DirectC implementation must be in sync with the specified data orientation. Table 6-1 illustrates how
the data is stored in the binary data file. See "Data File Format" on page 16" for additional information on
the data file..

Table 6-1 « Binary Data File Example

Byte O Byte 1 Byte 2 Byte 3 Byte N
Bit7..Bit0 Bit15..Bit8 Bit23..Bit16 Bit35..Bit24 Bit(8N+7)..Bit(8N)
Valid Data Valid Data Valid Data Valid Data 0 <-Valid Data

If the number of bits in a data block is not a multiple of eight, the rest of the most significant bits (msb) in
the last byte are filled with zeros. An example below shows a given 70 bit data to be shifted into the target
shift register from the least significant bit (Isb) to the most significant bit (msb). A binary representation of
the same data follows.

20E60A9ABOGFACT78A6 tdi
10000011100110 00001010100110101011000001101111101011000111100010100110 tdi

Bit 69 Bit0

This data is stored in the data block section. Table 6-2 shows how the data is stored in the data block.

Table 6-2 « Data Block Section Example

Byte O Byte 1 Byte 2 Byte 3 Byte 4 Byte 8
Bit7...Bit0 Bit15..Bit8 Bit23..Bit16 Bit31..Bit24 Bit43..Bit32 Bit71..Bit64
10100110 01111000 10101100 01101111 10110000 00100000
AB 78 AC 6F BO 20

19
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7 — Sample Project

The sample project, IAR_SPI_SlaveDirectC.zip, available with this release of SPI-DirectC is based on
IAR Embedded Workbench version 6.40. It is designed to work on M2GL_M2S-EVAL-KIT with
SmartFusion2 M2S025-FGG484 device.

Project Requirements

You will need the following hardware and software to run the sample project:
Hardware:
» SmartFusion2 Security Evaluation Kit with SmartFusion2 M2S090-FGG484 device.
* jLink from IAR.
Software:
* IAR Embedded Workbench version 6.4.
* UART Host Loader available with this release package.

Procedure

1. Program the evaluation kit with SPI_DC_top.stp STAPL file included under "M2S Eval Kit Files"
directory. The M2S090 design connects SPI1 port to certain pins of J1 header. Although not
needed for this project, it also maps out specific MSS 10s to other J1 header pins for JTAG
access.

2. Connect the SPI pins as described in HeaderPinAssignment.xlsx available under "M2S Eval Kit
Files" directory. Ignore JTAG portion of the header.

3. Connect the Mini USB (J18) to your PC. The mini USB is connected to FTDI FT4232h device
used as a USB to UART bridge.

Make sure the appropriate drivers are installed on your PC to communicate with this chip.

5. Run Host Loader available with this release package.

6. There should be 4 com ports available in the serial port setup window. Select the 4th one from
the list and configure the Baud Rate as shown below.

7. Click Initialize Port to establish connection with the selected COM port.

8. Select the programming file and desired action.

9. Click Run. The UART Host Loader application waits for data from the SmartFusion2 evaluation
kit.

10. The STAPL file programmed into the evaluation kit has a SPI-DirectC sample project that
supports SmartFusion2, IGLOO2, and PolarFire devices. Resetting the board runs the embedded
application and performs the action selected. To run another action or select a different
programming file, select it from the UART Host Loader and click Run again.
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4 UART Host Loader .

COM Port Operations
COM Ports: |COM34

Baud Rate: | 521600

Port Status:

JTAG/SPI DirectC
DAT File: |C:\dat\G5.dat

Action: PROGRAM

HzndShake passed

e e e e ke e ke e e e ke e ke e ke e ke e ke e ke e ke o ke o ke e ke o ke e ke o ke e ke o ke o ke e ke e ke o ke o ke e ke e ke o ke o ke o ke e ke o ke o e o ke e e
*%% SmartFusionZ, IGLOOZ and PolarFire SPI-S5lave Programming Demo ***
e e e e ke e ke e ke e ke e ke e ke e ke e ke o ke o ke e ke e ke o ke e ke o ke e ke e ke e ke e ke e ke o ke o ke e ke e ke o ke o ke o ke e ke e ke e ke o ke e e e e

ID read: 1FE8131CF

Checking data CRC...

Expected CRC=F510

Czlculating actual CRC. Please wait...

Save Log... Clear Log

Close

11. To make changes to the embedded project, run IAR workbench and modify the compile options

as desired. You can download the embedded application using jLink as follows:
a. Connect jLink to RVI/IAR header.
b. Set the JTAG select jumper low.
c. Click on download and run from IAR.
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8 — Error Messages & Troubleshooting Tips

The information in this chapter may help you solve or identify a problem when using SPI-DirectC code. If
you have a problem that you cannot solve, visit the Microsemi website at
http://www.microsemi.com/products/fpga-soc/design-support/fpga-soc-support or contact Microsemi
Customer Technical Support at tech@microsemi.com or call our hotline 1-800-262-1060.

See Table 7-1 for a description of exit codes and their solutions.
Table 8-1 « Exit Codes

Exit Code

Error Message

Action/Solution

0

This code does not indicate an error.

This message indicates success

2

Data processing failed.

- Check the Vpump level.

- Try with a new device.

- Measure SPI pins and noise or reflection.
- Load the correct DAT file.

The IDCODE of the target device does not
match the expected value in the DAT file
image.

Possible Causes:

- The data file loaded was compiled for a different
device. Example: M2S010 DAT file loaded to pro-
gram M2S050 device.

- Noise or reflections on one or more of the SPI pins
causing incorrect read-back of the SDO Bits.

Solution:

- Choose the correct DAT file for the target device.
- Cut down the extra length of ground connection.

Device polling error.

- Check the Vpump level
- Try with a new device

- Measure SPI pins and noise or reflection.
- Load the correct DAT file.

FPGA failed during the Erase operation.

Possible Causes:

- The device is secured, and the corresponding data
file is not loaded. The device has been permanently
secured and cannot be unlocked.

Solution:
- Load the correct DAT file.

10

Failed to program device.

- Check Vpump level.
- Try with new device.

- Measure SPI pins and noise or reflection.
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Table 8-1 « Exit Codes (continued)

11 FPGA failed verify. Possible Cause:

- The device is secured, and the corresponding DAT
file is not loaded.

- The device is programmed with an incorrect
design.

Solution:

- Load the correct DAT file.

- Check Vpump level.

- Measure SPI pins and noise or reflection.

18 Failed to authenticate the encrypted data. - Make sure the AES key used to encrypt the data
matches the AES key programmed in the device.

25 Device initialization failure. - Check Vpump level.
- Try with new device.

- Measure SPI pins and noise or reflection.

100 CRC data error. Data file is corrupted or pro- | - Regenerate data file.
gramming on system board is not successful. | - Reprogram data file into system memory.

150 Request action is not found. Check spelling.

151 Action is not supported because required data | Regenerate DAT file with the needed block/feature
block is missing from the data file. support.

23



A — SmartFusion2 and IGLOO2 SPI-Slave
Programming Waveform Analysis

Read ID code waveform:

Step 1: Hardware Status Check

MS0-X 20244, MYS2430973: Tue Jul 26 17:43:32 2016
1

sInln n

-54.00% 200.02¢

Delay = -84 000ns

Step 2: Hardware Status Check

WAS0-K 20244, MYE2430373: Tue Jul 26 17:43:43 2016

1 ] 7.908% 200,08/ Stop Ty TTL
KEYSIGHT

Delay = 7.905000us

oC
0c



Step 3: Clock in read_id command (0x21)
) 8979 Tue JUl 26 17:0 16
18795 200.08/ stop D, TTL
| KEYSIGHT
Delay = 18.794000us TECHNOLOGIES
' Aoquisition
Marrmal
126MSa/s

NEE
OC
OC

Cursors

A

+1.318000us
TEAN:
S

|||||‘|||||| || +7588.73kHz
Cursors Menu

> Mode Saurce Cursors Units A1 19.0714000us
<Mones= 1 H2 ~P- #2: 20.332000us

tes of zero values - Byte 0
Tue Jul 26 17:50:15 2016

20008/ stop Dy TTL
KEYSIGHT

TECHMNOLOGIES

Acquisition
Mormal
125M3als

Channels
OC
OC

Cursors

MISO

A

+1.318000us
MOST THAY

] | +758.73kH:
SCK I

s

Cursors Menu
> Mode Source Cursors Units a1 20 326000us

Manual <MNone= w2 e w20 21.644000us




Step 5: Clock in 16 bytes of zero values - Byte 1
; 197%: Tue Jul 26 17:50:24 2018
21448 200.0%/ Stop o, TTL

KEYSIGHT
¥1 =21 BAE000us TECHMOLOGIES
%7 = 27 964000us ' i Acquisition
Mormal
125MSa/s

|

|

|

|

|

I Channgls
| oc

I bC
|

|

|

|

i

|

|

|

Cursors

A
+1.318000us
THAK

+758. 73kHz

Cursars Menu
> Mode Saurce Cursors Units 121 BAR00Nus
1 H2 - #2: 22 564000us

alues - Byte 2
342015

20002/ Stop i TTL
KEYSIGHT

TECHMNOLOGIES

Acquisition
Mormal
125M3als

Channels

OC

Cursors

A
+1.318000us

I
|
|
|
|
|
|
|
I
|
|
I OC
|
|
|
|
|
|
|
|
|
|

THAY
+758.73kHz

Cursors Menu
> Mode Source Cursors Units a1 22 860000us
Manual <MNone= w2 e w2 24 278000us




Step 7: Clock in 16 bytes of zero values - Byte 3
) 5979 Tue Jul 26 17:50:45 2016
24 0fs 200.0%/ Stop o, TTL
KEYSIGHT

TECHMOLOGIES

Aoquisition
Maormal
125M3a/s

NEE

oC

Cursors

A

[

|

|

|

|

|

|

|

|

|

|

| OC
|

|

|

|

|

!

i +1.318000us
|

T4AK:

+758.73kH:

Cursors Menu
> Mode Saurce Cursors Units w124 27R000us
Manual <Mone> A2 ~P A2 25 896000us

Tue Jul 26 17.50:54 2016

25.37% 200.0%/ Stop D, TTL

I KEYSIGHT

¥1 = 25 590000us TECHMOLOGIES

%7 = 7F 908000us ' i Acquisition
Marmal

125M3a/ls

Channels
OC
OC

Cursors

A
+1.318000us
144

HHHHHHHHHHHH +758.73kHz

s

Cursors Menu
> Mode Source Cursors Units a1 25 590000us

Manual <MNone= w2 e #2: 26.908000us




Step 9: Clock in 16 bytes of zero values - Byte 5
) 5979 Tue Jul 26 17:51:06 2016
2B 70

200.0%/

stop

X1 = 26.302000us
X2 = 28.220000us

Cursors Menu
> Mode
IManual

Units
~P-

Cursors

K1HZ

Source
<Mone=

Step 10: Clock in 16 bytes of zero values - Byte 6
] S Tue Jul 26 17:51:14 2016
27.99:

200.0%/

#1726 802000us
X2 28.220000us

stop

X1 =28.218000us
X2 =28.536000us

C5

SR nN AR REREE RN A

Cursors Menu
> Mode
[Manual

Units
~-

Cursors
w12

Source
=Mone>

X1 28 218000us
#2: 29.536000us

D, TTL
KEYSIGHT

TECHHOLOGIES

Aoquisition
Maormal

125M3a/s

NEE
OC
OC

Cursors
A
+1.318000us
iFive
+758.73kH:

0, TTL
KEYSIGHT

TECHMOQLOGIES
Acquisition

Mormal
125M3als

Channels
OC
OC

Cursors
A
+1.318000us
1A%
+758.73kHz




Step 11: Clock in 16 bytes of zero values - Byte 7
; 197%: Tue Jul 26 17:51:25 2018
20328 200.0%/ TTL

KEYSIGHT
¥1 =29 536000us TECHMOLOGIES
%7 = 30.854000us ' i Acquisition
Mormal
125MSa/s

NEE
OC
OC

Cursors

A
+1.318000us
THAK
+758. 73kHz

Cursors Menu
> Mode Saurce Cursors Units a1 29 53R000us
Manual <Mone> A2 ~P #2: 30.854000us

Step 12: Clock in 16 bytes of zero values - Byte 8
il S Tue Jul 26 17:51:43 2016
a0.63s 20008/ stop Dy TTL

I KEYSIGHT

¥1 =30 848000us TECHMOLOGIES

%7 = 37 166000us ' i Acquisition
Marmal

125M3a/ls

Channels
OC
OC

Cursors

A
+1.318000us
144

|—||—|r—||—||—||—||—||—||—||—|’—v—||—| +758.73kHz

s

Cursors Menu
> Mode Source Cursors Units a1 30 848000us

Manual <MNone= w2 e w20 32 166000us




31.95%

200.0%/

X1 = 32.168000us
X2 = 33.486000us

Cursors Menu
> Mode

Source

Cursors

Units

*1: 32.168000us

TTL
KEYSIGHT

TECHHOLOGIES

Aoquisition
Maormal

125M3a/s

NEE
OC
OC

Cursors
A
+1.318000us
iFive
+758.73kH:

IManual <Mone= w2 w2 33.486000us

~-

Step 14: Clock in 16 bytes of zero values - Byte 10
il S Tue Jul 26 1 042016
33.26 20008/ stop Dy TTL

I KEYSIGHT

TECHMNOLOGIES

#£1 =33.478000us i
¥7 = 34 7960000z Acquisition
Marmal

125M35als

Channels
OC
OC

Cursors

A
+1.318000us
TFAK
+788.73kHz

AU L

5 i
Cursors Menu

> Mode
fanual

*1: 33.478000us
#2: 34.796000us

Cursors Units
w12 P

Source
=Mone>




34 58s 200.0%/ TTL
KEYSIGHT

TECHMOLOGIES

X1 =34 732000us

%7 = 36.110000us ' i Acquisition
Mormal

128M5als

NEE
OC
OC

Cursors
A

+1.316000us
TEAN:
+758.73kH:

Cursors Menu
> Mode Saurce Cursors Units a1 34 732000us
Manual <Mone> A2 ~P #2: 36, 110000us

Step 16: Clock in 16 bytes of zero values - Byte 12

i I Tue Jul 26 17:52.26 2016
30.91% 200.0%/ Stop Dy TTL

KEYSIGHT

TECHMNOLOGIES

Delay = 35 910000us
Acquisition

Marmal
128MSads

Channels

OC
OC

Cursors

A
+1.318000us
144

HHHHHHHHHHHH +758.73kHz

s

Cursors Menu
> Mode Source Cursors Units a1 36 114000us

Manual <MNone= w2 e w20 37.432000us




Step 17: Clock in 16 bytes of zero values - Byte 13
; 1975 Tue Jul 26 1 16

37235 200.0%/ Stop D, TTL

I KEYSIGHT

¥1 =37 422000us TECHMOLOGIES

%7 = 38 740000us ' i Acquisition
Mormal

125MSa/s

NEE

I

|

|

|

|

|

|

i OC
I oC
|

|

I

|

i

|

|

|

Cursors

A
+1.318000us
/AN

+758.73kH:

Cursors Menu
> Mode Saurce Cursors Units w137 422000us
Manual <Mone> A2 ~P w2 38, 740000us

Step 18: Clock in 16 bytes of zero values - Byte 14

i S Tue Jul 26 17:52.46 2016
38.54% 200.0%/ Stop D, TTL

KEYSIGHT
¥1 =38 734000us TECHMOLOGIES
%7 = 40 052000us ' i Acquisition
Marmal
125M3a/ls

Channels
OC
OC

Cursors

A
+1.318000us
144

+758.73kHz

Cursors Menu
> Mode Source Cursors Units a1 38 734000us
Manual <MNone= w2 e w20 40.052000us




lues - Byte 15

2016

35.86%

200.0%/

stop

X1 =40.056000us
X2 =41.374000us

Cursors Menu
> Mode

Source Cursors

<Mone=

Status Check
S Tue Jul 26 1

Units
~P-

458.01%

200.0%/

#1: 40 056000us
X2 41.374000us

stop

Delay = 48 010000us

C5

ARNRRNHEREE

I

Cursors Menu
> Mode
[Manual

Cursors
w12

Source
=Mone>

Units
~-

*1: 46 464000us
#2: 47.782000us

D, TTL
KEYSIGHT

TECHHOLOGIES

Aoquisition
Maormal

125M3a/s

NEE
OC
OC

Cursors
A
+1.318000us
iFive
+758.73kH:

0, TTL
KEYSIGHT

TECHMOQLOGIES
Acquisition

Mormal
125M3als

Channels
OC
OC

Cursors
A
+1.318000us
1A%
+758.73kHz




Step 21: Hardware Status Check
202 979 Tue Jul 26 1

bb 985 200.0%/ D, TTL

KEYSIGHT
Delay = 55.984000us TECHNOLOGIES
Aoquisition
Marrmal
128M35als

NEE
OC
OC

Cursors

A
+1.318000us
/AN
5

||||‘||||||||| +7588.73kHz
Cursors Menu

> Mode Saurce Cursors Units 21 46 464000us
<Mones= 1 H2 ~P- #2: 47 782000us

Status Check
S Tue Jul 26 1

B4.16S 200.0%/ Stop D, TTL

KEYSIGHT
Delay = B4 160000us TECHNOLOGIES
Acquisition
Mormal
125M3als

Channels
OC
OC

Cursors

A

+1.318000us
THAY

||‘|||||||‘|||‘ +758.73kHz

C5
Cursors Menu

> Mode Source Cursors Units 146 464000us
Manual <MNone= w2 e w247 782000us




76.89% 200.0%/ stop

£5

UL

Cursors Menu
+> Mode
L ETEL

Source
<Mane>

Cursors
X1X2

K1 77.118000us
X2 78.436000us

Units
~

Step 24: Reading out 16 Bytes of data — Byte 0 = OxCF

Il 52430!

79 Tue Jul 26 175413 2016

78.20% 200.0%/

*1 =78.432000us
#2 = 79.750000us

L

L

L L L

Cursors Menu
3 Mode
Ianual

Source
“Mone=

Cursors
K1 K2

*1: 78 452000us
#2: 79.750000us

b4 DU

0oc
OC

A

TTL
KEYSIGHT

TECHMOLOGIES
Acquisition

Mormal
125M5als

Channels

Cursors

+1.318000us

THAX

OC
e

A

+758.73kH:

KEYSIGHT

TECHMOLOGIES
Acquisition

Mormal
125M3als

Channels

Cursors

+1.318000us

THAK

+758.73kH:




Step 25: Reading
MS0-K 202

out 16 Bytes of data — Byte 1 = 0x21

8759 Tue Jul 26 17:5

78825

200.0%/

MIS0

A1 = 7974600005
X2 = 81.064000us

MOSI

£5

SClK_||‘|

U H L L

Cursors Menu
> Mode
[Manual

Source
=Mone>

Cursors
w12

Units
-

Step 26: Reading out 16 Bytes of data — Byte 2 = 0x80

979 Tue JUl 26 17:5

B0.84%

#1: 79.746000us
#2: 81.064000us

200.0%/

*1 =81.066000us
*2 = 82 3584000us

MOSI
| | r
SCK

5

ERERERNRRRERNNEAR

Cursors Menu
3 Mode
[anual

Source
<Mane>

Cursors
K162

Units
-

#1: 81.066000us
*2: 82 354000us

0C
OC

it

TTL
KEYSIGHT

TECHMOLOGIES
Aoquisition

Mormal
128M5als

Channels

Cursors

+1.318000us

1HAK

Oc
Oc

A

+758.73kH:

TTL
KEYSIGHT

TECHMOLOGIES

Aoquisition
Morrmal

126M3als

Channels

Cursors

+1.318000us

144K

+758.73kH:




Step 27 Reading out 16 Bytes of data — Byte 3 = Ox3F
5979 Tue Jul 26 17:54:48 2016
B2 218

200.0%/

stop

A1 = 082.378000us
X2 = 83.696000us

UL

Cursors Menu
> Mode
[Manual

Units
-

Cursors
w12

Source
=Mone>

Step 28: Reading out 16 Bytes of data — Byte 4 = 0x0
375 Tue Jul 26 17:54:57 2016

843.52%

200.0%/

*1: 82.5378000us
#2: 83.656000us

stop

LR L L

Cursors Menu
3 Mode
[anual

Units
-

Cursors
K162

Source
<Mane>

#1: 83.654000us
%2 85 002000us

D, TIL
KEYSIGHT

TECHMOLOGIES
Aoquisition

Mormal
128M5als

Channels
oC
OC

Cursors
A
+1.318000us
1/ A%
+758.73kH:

D, TIL
KEYSIGHT

TECHMOLOGIES

Aoquisition
Morrmal

126M3als

B Channels
OC
DC

Cursors
A
+1.318000us
1/ A%
+758. 73kH:




Step 29: Reading
WSO 202

out 16 Bytes of data — Byte 5 = 0x0

879 Tue Jul 26 17:55:10 2016

B54.86%

200.0%/

stop

A1 = 85.008000us
#2 = 86.326000u5

Cursors Menu
> Mode
[Manual

Cursors
w12

Source
=Mone>

out 16 Bytes of data — Byte 6 = 0x0
979 Tue Jul 26 17:55:21 2016

Units
-

BE. 185

*1: 80.008000us
#2: 86.326000us

stop

*1 = Bb.320000us
*2 =87 533000us

200.0%/
[

Cursors Menu
3 Mode
[anual

Cursors
K162

Source
<Mane>

Units
-

#1: 86.320000us
%2 87 B3B000us

D, TIL
KEYSIGHT

TECHMOLOGIES
Aoquisition

Mormal
128M5als

Channels
oC
OC

Cursors
A
+1.318000us
1/ A%
+758.73kH:

D, TIL
KEYSIGHT

TECHMOLOGIES

Aoquisition
Morrmal

126M3als

B Channels
OC
DC

Cursors
A
+1.318000us
1/ A%
+758. 73kH:




Step 31: Reading

out 16 Bytes of data — Byte 7 = 0x0

8759 Tue Jul 26 17:5

16

87 455 200.0%/ Stop

[
I
A1 =87.634000us
X2 = 8895200003

Cursors Menu
> Mode
[Manual

Source
=Mone>

*1: 87 634000us
#2: 88.5952000us

Units
-

Cursors
w12

55.61% Stop

200.0%/
[
|

*1 = B8.352000us
X2 =80 270000us

Cursors Menu
3 Mode
[anual

Source
<Mane>

Units
-

Cursors
K162

#1: 88.5952000us
*2: 30 Z70000us

D, TIL
KEYSIGHT

TECHMOLOGIES
Aoquisition

Mormal
128M5als

Channels
oC
OC

Cursors
A
+1.318000us
1/ A%
+758.73kH:

D, TIL
KEYSIGHT

TECHMOLOGIES

Aoquisition
Morrmal

126M3als

Channels
OC
DC

Cursors
A
+1.318000us
1/ A%
+758. 73kH:




Step 33: Reading
WSO 202

out 16 Bytes of data — Byte 9 = 0x0

879 Tue Jul 26 17:55:51 2016

30.12%

200.0%/
[

stop

A1 = 8026800005
X2 =191.586000u5

Cursors Menu
> Mode
[Manual

Source
=Mone>

975 Tue Jul 26 17:56:01 2016

Cursors
w12

Units
-

91.42¢%

#1790 268000us
#2: 91.586000us

stop

*1 =81.578000us
*2 = 52 396000us

200.0%/
I

Cursors Menu
3 Mode
[anual

Source
<Mane>

Cursors
K162

Units
-

#1:91.578000us
*2: 92 B36000us

D, TIL
KEYSIGHT

TECHMOLOGIES
Aoquisition

Mormal
128M5als

Channels
oC
OC

Cursors
A
+1.318000us
1/ A%
+758.73kH:

D, TIL
KEYSIGHT

TECHMOLOGIES

Aoquisition
Morrmal

126M3als

B Channels
OC
DC

Cursors
A
+1.318000us
1/ A%
+758. 73kH:




Step 35: Reading
MS0-K 202

out 16 Bytes of data — Byte 11 = 0x0

879 Tue Jul 26 17:56:10 2016

52735

200.0%/

stop

A1 = 82.835000us
#2 =194 21600003

Cursors Menu
> Mode
[Manual

Source
=Mone>

Cursors

K1 w2

Units
-

Step 36: Reading out 16 Bytes of data — Byte 12 = 0x0

975: Tue Jul 26 17:56:20 2016

94.058%

#1792 898000us
#2: 94, 218000us

stop

*1 =84 Z208000us
*2 =85 526000us

200.0%/
I

Cursors Menu
3 Mode
[anual

Source
<Mane>

Cursors
K162

Units
-

#1: 94, 208000us
*2: 35.526000us

D, TIL
KEYSIGHT

TECHMOLOGIES
Aoquisition

Mormal
128M5als

Channels
oC
OC

Cursors
A
+1.318000us
1/ A%
+758.73kH:

D, TIL
KEYSIGHT

TECHMOLOGIES

Aoquisition
Morrmal

126M3als

B Channels
OC
DC

Cursors
A
+1.318000us
1/ A%
+758. 73kH:




Step 37: Reading
MS0-K 202

out 16 Bytes of data — Byte 13 = 0x0

8759 Tue Jul 26 175

95,365

200.0%/ Stop

A1 = 8552000005
#2 = 96.838000us

Cursors Menu
> Mode
[Manual

Source
=Mone>

Cursors
w12

Units
-

Step 38: Reading out 16 Bytes of data — Byte 14 = 0x0

979 Tue Jul 26 17

96.67%

#1: 95.520000us
#2: 96,838000us

200.0%/ Stop

*1 = 86.838000us
*2 =88, 156000us

Cursors Menu
3 Mode
[anual

Source
<Mane>

Cursors
K162

Units
-

#1: 96,838000us
%2 98 156000us

D, TIL
KEYSIGHT

TECHMOLOGIES
Aoquisition

Mormal
128M5als

Channels
oC
OC

Cursors
A
+1.318000us
1/ A%
+758.73kH:

D, TIL
KEYSIGHT

TECHMOLOGIES

Aoquisition
Morrmal

126M3als

B Channels
OC
DC

Cursors
A
+1.318000us
1/ A%
+758. 73kH:




Step 39: Reading out 16 Bytes of data — Byte 15 = 0x0
MAS0-K 20244, MY5249097%: Tue Jul 26 17:56:48 2016

oc
oC

Cursors

. +1.318000us

Units



Read FSN waveform:
Step 1: Hardware Status Check
ul F Tue Jul 26 1
-1.0B0% 500.08/ 0, TTL

KEYSIGHT

TECHMOLOGIES

Aoquisition
Mormal
1.00GSals

g Channels
OC
OC

Cursors

A

+1.318000us
THAX

+788.73kH:
SCK

C5
Cursors Menu

3 Mode Source Cursors #1: 88 11200003
fanual <Mone= w1 R2 a2 99 430000us

B.730t | 500.0%/ Stop D,

KEYSIGHT
Delay = 6.730000us TECHNSLOGIES
Boguisition
Mormal
1.00GSa/s

Channels
OC
OC

Cursors

A
+1.318000us
144X
5

+788.73kHz
Cursors Menu

3 Mode SOUrcE Cursors Units #1898 112000us
Manual =Monez w2 ~ = #2899 430000us




Step 3: Clock in read_FSN command (0x18)
) 879 Tue Jul 26 17:0 16
18.80= 0008/ stop D, TTL
KEYSIGHT

TECHMOLOGIES

Aoquisition
Maormal
1.00G5a/s

NEE
OC
OC

Cursors

A
+1.318000us
/AN
5

+7588.73kHz
Cursors Menu

> Mode Saurce Cursors Units A1 19 002000us
Manual <Mones= K1 K2 ~P- #2: 20.320000us

Step 4: Clock in 16 bytes of zero values - Byte 0
ful 979 Tue Jul 26 17:01:58 2016
200.0%/ Stop D,

KEYSIGHT

TECHMOLOGIES
Aoquisition

Mormal
1.00G5a/s

Channels

oc

Cursors

A
+1.318000us
114

: +758.73kH:

|
|
|
|
|
|
|
|
|
|
|
I oc
|
|
|
|
|
|
|
|
|
|

Cursors Menu
) Mode Source Cursors Units a1 20 316000us
Manual <MNonez w2 ~ = w20 21 634000us




Step 5: Clock in 16 bytes of zero values - Byte 1
979 Tue Jul 26 1 2016

21.45% 200.0%/ Stop D, TTL
KEYSIGHT

TECHMOLOGIES

Aoquisition
Maormal
1.00G5a/s

Channels

oC

Cursors

A

[

|

|

|

|

|

|

|

|

|

|

| OC
|

|

|

|

|

!

i +1.318000us
|

T4AK:

’_| : +758.73kH:

5 i
Cursors Menu

+> Mode Saurce Cursors 121 BAN000us
Manual <Mone= a2 #2: 22.948000us

Step 6: Clock in 16 bytes of zero values - Byte 2
1973 Tue Jul 26 1 16
20002/ Stop i TTL

KEYSIGHT

TECHMNOLOGIES

Acquisition
Mormal
1.00G5a/s

Channels

OC

Cursors

A
+1.318000us

|
|
|
|
|
|
|
|
|
|
|
I OC
|
|
|
|
|
|
|
|
|
|

THAK

+758.73kHz

Cursors Menu
> Mode Source Cursors Units a1 22 348000us
[anual “<Mone= w12 ~P- w24 266000us




Step 7: Clock in 16 bytes of zero values - Byte 3
979 Tue Jul 26 1 i
24 DA% 0008/ stop D, TTL

KEYSIGHT

TECHMOLOGIES

Aoquisition
Maormal
1.00G5a/s

Channels
OC
OC

g Cursors
MISO
- ' A

+1.318000us
MOSI T4AK:

| +758.73kH:
SCK

l

I

I
C5 l
Cursors Menu

+> Mode Saurce Cursors i w124 25R000us
Manual <Monex= K12 %2: 20.574000us

200,08/ Stop D, TIL
KEYSIGHT

TECHMNOLOGIES

Acquisition
Mormal
1.00G5a/s

Channels

OC

Cursors

A
+1.318000us

I
|
|
|
|
|
|
|
I
|
|
I OC
|
|
|
|
|
|
|
|
|
|

THAK

+758.73kHz

Cursors Menu
> Mode Source Cursors Units 120 574000us
[anual “<Mone= w12 ~P- w2 26.892000us




Step 9: Clock in 16 bytes of zero values - Byte 5

979 Tue Jul 26 17:0 2018
2B.71%

200.0%/ Stop

Cursors Menu
+> Mode
IManual

Cursors

K1HZ

Source
<Mone=

28.025

*1: 26.884000us
K2 28.202000us

200.0%/ Stop

X1 =28.196000us
X2 =28.514000us

Cursors Menu
> Mode
Manual

Cursors Units

K1HZ ~5-

Source
<Mone=

*1: 28.196000us
X2 29.514000us

D, TTL
KEYSIGHT

TECHMOLOGIES
Aoquisition

Maormal
1.00G5a/s

Channels
OC
OC

Cursors
A
+1.318000us
iFive
+758.73kH:

0, TTL
KEYSIGHT

TECHMOQLOGIES
Acquisition

Mormal
1.00G5a/s

Channels
OC
OC

Cursors
A
+1.318000us
1420
+758.73kHz




lock in 16 bytes of zero values - Byte 7
979 Tue Jul 26 1 16
29 438 0008/ stop D, TTL

KEYSIGHT

TECHMOLOGIES

Aoquisition
Maormal
1.00G5a/s

Channels

oC

Cursors

A

[

|

|

|

|

|

|

|

|

|

|

| OC
|

|

|

|

|

!

i +1.318000us
|

T4AK:

+758.73kH:

Cursors Menu
+> Mode Saurce Cursors 129 51R000us
Manual <Mone= wl w2 a2 30.834000us

200,08/ Stop D, TIL
KEYSIGHT

TECHMNOLOGIES

Acquisition
Mormal
1.00G5a/s

Channels

OC

Cursors

A
+1.318000us

|
|
|
|
|
|
|
|
|
|
|
I OC
|
|
|
|
|
|
|
|
|
|

THAK

+758.73kHz

Cursors Menu
> Mode Source Cursors Units a1 30 824000us
[anual “<Mone= w12 ~P- w2 32.142000us




lock in 16 bytes of zero values - Byte 9
|. -

759 Tue Jul 26 170

2016

31.97%

200.0%/

stop

X1 =32 140000us
X2 = 33.458000us

5

UL UL

Cursors Menu
+> Mode
IManual

Source
<Mone=

979 Tue Jul 26 17:04:00 2016

Cursors

K1HZ

33.2495

200.0%/

*1:32.140000us
%2 33.458000us

stop

X1 =33.458000us
X2 =34 776000us

Cursors Menu
> Mode
Manual

Source
<Mone=

Cursors

K1HZ

Units
~-

*1: 33.458000us
K2 34.776000us

D, Tl
KEYSIGHT

TECHMOLOGIES
Aoquisition

Maormal
1.00G5a/s

Channels
OC
OC

Cursors
A
+1.318000us
iFive
+758.73kH:

D, TIL
KEYSIGHT

TECHMOQLOGIES
Acquisition

Mormal
1.00G5a/s

Channels
OC
OC

Cursors
A
+1.318000us
1420
+758.73kHz




34,5595 200.0%/

stop

Cursors Menu
+> Mode
IManual

Source Cursors
<Mone= wl w2

35915 200.0%/

*1: 34 772000us
%2 36.090000us

stop

X1 = 36.073000us
X2 =37 .396000us

(=

Loy gyy L

Cursors Menu
> Mode
Manual

Source Cursors Units
“<Mone= w12 ~P-

*1: 36.078000us
X2 37.396000us

D, Tl
KEYSIGHT

TECHMOLOGIES
Aoquisition

Maormal
1.00G5a/s

Channels
OC
OC

Cursors
A
+1.318000us
iFive
+758.73kH:

D, TIL
KEYSIGHT

TECHMOQLOGIES
Acquisition

Mormal
1.00G5a/s

Channels
OC
OC

Cursors
A
+1.318000us
1420
+758.73kHz




lock in 16 bytes of zero values - Byte 13
879 Tue Jul 26 17:0 16

37215

200.0%/

stop

Cursors Menu
+> Mode
IManual

Cursors

K1HZ

Source
<Mone=

Step 18: Clock in 16 bytes of zero values - Byte 14
1373 Tue Jul 26 1700 16

38.545%

200.0%/

*1: 37.400000us
#2: 38.718000us

stop

X1 =38.710000us
X2 =40.028000us

(=

W L L

Cursors Menu
> Mode
Manual

Cursors

K1HZ

Source
<Mone=

Units
~-

*1: 38.710000us
X2 40.028000us

D, TTL
KEYSIGHT

TECHMOLOGIES
Aoquisition

Maormal
1.00G5a/s

Channels
OC
OC

Cursors
A
+1.318000us
iFive
+758.73kH:

0, TTL
KEYSIGHT

TECHMOQLOGIES
Acquisition

Mormal
1.00G5a/s

Channels
OC
OC

Cursors
A
+1.318000us
1420
+758.73kHz




lock in 16 bytes of zero values - Byte 15
5979 Tue Jul 26 17:04:56 2016
a9 BhE 0008/ stop D, TTL
KEYSIGHT

TECHMOLOGIES

Aoquisition
Maormal
1.00G5a/s

Channels

oC

Cursors

[
|
|
|
|
|
|
|
|
|
|
| OC
|
|
|
|
|
|
i Ve
| +1.318000us
I /AN
+758.73kHz

Cursors Menu
+> Mode Saurce Cursors 140 024000us
Manual <Mone= wl w2 a2 41, 342000us

200.0%/ Dy TTL

KEYSIGHT

TECHMOLOGIES
Acquisition

Mormal
1.00G5afs

Channels
OC 10.0:1
OC 10.0:1

Cursors

AX

+1.318000us
144K

+758.73kH:
SCK

)

Cursors Menu
> Mode Source Cursors Unitz A1 3 160000us

[anual “Mone= X1H2 ~iP- we 4.478000us




Step 21: Hardware Status Check

79225 200.0%/ 0, TTL
KEYSIGHT

TECHMOLOGIES

Aoquisition
Maormal
1.00G5a/s

NEE
OC
OC

Cursors

A
+1.318000us
THAK
+758. 73kHz

Cursors Menu

> Mode Saurce Cursors Units a1 3 1R0000us
Manual <Mones= K1 K2 ~P- #2: 4 478000us

Step 22: Clock in read command (0x5)

Il S Tue Jul 2 002016

200,08/ Stop D, TIL
KEYSIGHT

TECHMNOLOGIES

Acquisition
Mormal
1.00G5a/s

Channels
OC
OC

Cursors

A

+1.318000us
THAY
Cs

+758.73kH:
Cursors Menu

> Mode Source Cursors Units 120 782000us
Manual <MNone= w2 e w2 22.100000us




Step 23 Reading out 16 Bytes of FSN data — Byte 0 = 0x14

875 Tue Jul 26 1

2016

21.935

200.0%/ Stop

Cursors Menu
> Mode
IManual

Source
<Mone=

Cursors Units
w1 R2 ~P-

Step 24: Reading out 16 Bytes of FSN data —Byte 1 =0x0

23.24%

*1: 22 102000us
X2 23.420000us

200.0%/ Stop

X1 = 23.412000us
#2 = 2473000005

Cursors Menu
> Mode
[lanual

Source
<Mone>

Cursors Units
w1 HZ P

*1:23.412000us
#2: 24.730000us

D, Tl
KEYSIGHT

TECHHOLOGIES

Aoquisition
Maormal

1.00G5a/s

NEE
OC
OC

Cursors
A
+1.318000us
iFive
+758.73kH:

0, TTL
KEYSIGHT

TECHMOQLOGIES
Acquisition

Mormal
1.00G5a/s

Channels
OC
OC

Cursors
A
+1.318000us
1A%
+788.73kHz




Step 25: Reading out 16 Bytes of FSN data — Byte 2 = 0x12
MAS0-K 202 975 Tue Jul 26 1 2016
24 bht 200.0%/ Stop o, TTL

I KEYSIGHT

¥1 =24 728000us TECHMOLOGIES

%7 = 25 046000us ' i Acquisition
Mormal

1.0065a/s

NEE
OC
OC

Cursors

A

+1.316000us
TEAN:
+758.73kH:

Cursars Menu
> Mode Saurce Cursors Units w124 72R000us
<Mones= K1 K2 ~P- #2: 26.046000us

Step 26: Readin t 16 Bytes of FSN data — Byte 3 = 0x0
] S Tue Jul 2 492016

200.0%/ Stop i TTL
KEYSIGHT

TECHMNOLOGIES

Acquisition
Mormal
1.00G5a/s

Channels
OC
OC

Cursors

A

+1.318000us
THAY
+758.73kHz

Cursors Menu
> Mode Source Cursors Units 1 26 044000us
Manual <MNone= w2 e w2 27 362000us




Step 27: Reading
MS0-K 202

out 16 Bytes of FSN data — Byte 4 = 0x13

73 Tue Jul 26 1 2016

27185 200.0%/ Stop

Cursors Menu
> Mode

Step 28: Readin
1

*1: 27 5952000us
X2 28.660000us

Units
~P-

Cursors

K1HZ

Source
<Mone=

t 16 Bytes of FSN data — Byte 5 = 0x0

S Tue Jul 2 122016

200.0%/ Stop

Cursors Menu
> Mode
[Manual

Units
~-

Cursors
w12

Source
=Mone>

*1: 28 678000us
#2: 29.5996000us

TTL
KEYSIGHT

TECHMOLOGIES

Oy

Aoquisition
Maormal
1.00G5a/s

NEE
OC
OC

Cursors
A
+1.318000us
iFive
+758.73kH:

TTL
KEYSIGHT

TECHMNOLOGIES

Dy

Acquisition
Mormal
1.00G5a/s

Channels
OC
OC

Cursors
A
+1.318000us
1A%
+758.73kHz




Step 29 Reading out 16 Bytes of FSN data — Byte 6 = 0x44
5979 Tue Jul 26 1 16
20 B2t

200.0%/ Stop

Cursors Menu
> Mode a1 29 596000us

X2 31.314000us

Units
~P-

Cursors

K1HZ

Source
<Mone=

Step 30: Readin
1

t 16 Bytes of FSN data — Byte 7 = 0x0
S Tue Jul 2 2016
a1.138

200.0%/ Stop

X1 =31.312000us
X2 = 32.630000us

SCK

C5

Cursors Menu
> Mode
[Manual

*1:31.312000us
#2: 32.630000us

Units
~-

Cursors
w12

Source
=Mone>

TTL
KEYSIGHT

TECHMOLOGIES

Oy

Aoquisition
Maormal
1.00G5a/s

NEE
OC
OC

Cursors
A
+1.318000us
iFive
+758.73kH:

TTL
KEYSIGHT

TECHMNOLOGIES

Dy

Acquisition
Mormal
1.00G5a/s

Channels
OC
OC

Cursors
A
+1.318000us
1A%
+758.73kHz




32485 200.0% Stop D, TTL

KEYSIGHT

TECHMOLOGIES

!

[

|

I Aoquisition
} MNormal

I 1.00G5a/s
|

|

|

|

|

|

|

|

|

|

|

NEE
OC
OC

Cursors

A

+1.316000us
TEAN:
+758.73kH:

Source Cursors Units w1 32 B18000us
<Mone= w1 R2 P w2 33.936000us

t 16 Bytes of FSN data — Byte 9 = 0xCD
S Tue Jul 2 552016

0, TTL
KEYSIGHT

TECHMNOLOGIES

Acquisition
Mormal
1.00G5a/s

I

[

|

|

|

|

|

|

|

|

|

I Channels
| oc
I DC
I

|

|

|

|

[

|

|

|

|

|

|

|

|

|

|

Cursors

A

+1.318000us
THAY
+758.73kHz

Cursors Menu
> Mode Source Cursors Units a1 33.944000us
Manual <MNone= w2 e w2 30.262000us




Step 33: Reading
WSO 202

out 16 Bytes of FSN data — Byte 10 = 0x0

379 Tue Jul 26 1

16

35105

200.0%/ Stop

Cursors Menu
> Mode

Step 34: Readin
1

Source
<Mone=

Cursors

K1HZ

Units
~P-

t 16 Bytes of FSN data — Byte 11 = 0x0

S Tue Jul 2

132016

3B.43%

*1: 30 ZbB000us
X2 36.574000us

X1 =36.570000us
X2 = 37.888000us

200.0%/ Stop
[

Cursors Menu
> Mode
[Manual

Source
=Mone>

Cursors
w12

Units
~-

*1: 36.570000us
#2: 37.888000us

D, TTL
KEYSIGHT

TECHHOLOGIES

Aoquisition
Maormal

1.00G5a/s

NEE
OC
OC

Cursors
A
+1.318000us
iFive
+758.73kH:

D, TIL
KEYSIGHT

TECHMOQLOGIES
Acquisition

Mormal
1.00G5a/s

Channels
OC
OC

Cursors
A
+1.318000us
1A%
+758.73kHz




Step 35 Reading out 16 Bytes of FSN data — Byte 12 = 0x4

875 Tue Jul 26 1 16

37745

200.0%

stop

/
I
|
|
[
|
|
|
[
|
|
|
I
|
|
|
|
|
|
|

Source
<Mone=

Units
~P-

t 16 Bytes of FSN data — Byte 13 = 0xD8

S Tue Jul 2 2016

w1

37.880000us
X2 39.198000us

&
I
|
|
|
|
|
|
I
|
|
|
|
|
|
|
|
|
|
|
[
|
|
|
|
|
|
|
|
|
|

Cursors Menu
> Mode

[Manual

Source
=Mone>

Units
~-

w1

39.200000us
#2: 40.518000us

D, TTL
KEYSIGHT

TECHHOLOGIES

Aoquisition
Maormal

1.00G5a/s

NEE
OC
OC

Cursors
A
+1.318000us
iFive
+758.73kH:

0, TTL
KEYSIGHT

TECHMOQLOGIES
Acquisition

Mormal
1.00G5a/s

Channels
OC
OC

Cursors
A
+1.318000us
1A%
+758.73kHz




Step 37: Reading out 16 Bytes of FSN data — Byte 14 = 0x88
MAS0-K 202 975 Tue Jul 26 1 18

40 3R 200.0%/ Stop o, TTL
KEYSIGHT

TECHMOLOGIES

Aoquisition
Maormal
1.00G5a/s

NEE
OC
OC

Cursors

A

+1.316000us
TEAN:
+758.73kH:

Cursors Menu
> Mode Saurce Cursors Units a1 40 51R000us
Manual <Mone> A2 ~P a2 41.834000us

Step 38: Readin t 16 Bytes of FSN data — Byte 15 = 0x13
il S Tue Jul 2 012016

41.695 200.0%/ Stop D, TTL
[

[ KEYSIGHT
¥1 =41 836000us TECHMOLOGIES
%7 = 43 154000us ' i Acquisition

Marmal
1.00G3als

Channels
OC
OC

Cursors

A

+1.318000us
THAY

+758.73kHz

Cursors Menu
> Mode Source Cursors Units 141 83R000us
Manual <MNone= w2 e 20 43.154000us




Program frame waveform:

When performing “Program, Verify or Authenticate” actions, the data to be clocked into the device
starts at the beginning of the “datastream” block as shown below.

Obviously, this data is different depending on the device and the design, but in all cases, the data is
clocked in 16 bytes at a time.

BEARBRAAERAABRNARENAREHNAARBRAABRNARERARBAAARBHIARREARABENARAEEEABAERABERAEERHABAENABENAA
HEABBHAREERABENAREHAAEHAARHAABENAREAAREAAABHEARREARAENARAEENEABENAEEHNAEENNABHNABEHAA
AABBNARRNERBRRARBRAREARRERARNBRARNBRARBRARBRARBER

numOf Blocks

2008487 E? IBAB5 006 4000602 A0BEA

datastream
FCSD1C2B3DY519B3224AABEE4EDS 6 C6 286545 B7B3266FDFS 275 C868564A76 EBGDCSE14F6C16 EGDEA
CYF14DFCADAR41 2AB0A3ARA2 ABRARBAARBEARARARRRRARBRARBRARBEARBRRARBNARRRERBRNARERAA
APARBNARENRRBRDARBNRAENRRBNRABEOARENARERRRRNARRBARBBARBBRERNBBPARBNREBNNRBRDABBDRA
BERRRNAAEREREENAAENRAENAABRHAABEHAREIAABERAABERRREARANAREBERARERARENARERERBENARBLAA
AEARARAAEREABRMARENAABHAABHAABRENARERIARBAAABEARREARAENARAREEARARARANAAAERHABAENABBNAA
BEARBRAAERAABRNARENAREHNAARBRAABRNARERARBAAARBHIARREARABENARAEEEABAERABERAEERHABAENABENAA
ARARARARRRARNBRRARRNAARRRRRRARPAARRARRRRARRRRARRRARBRARBPARABRRARBRARRRARBRNARARAAA
alalslolslalslolalalslstalalslslalslslolalslaolaisialslataialslstaiolslsralalalsrslalalralalalslslalalalslolalslslo]slalala]alalsla]Glals 11615 5161615 515 ]5)
BEARBNARENRRBRDABENRARDNRABNNABENARENARERAARAZ FB FFFFA2A188CA2Z2FD?4D32533035 310000008
AERARBNAAERRRABEBAARNRARRRABHAABERREIRRBRIAABERIRRBARANARAVERARERARENARERNRBRBARBBAA
8C41836EFJEF6CCB1ET3FD29C4F2898B6 FBAS 31 FoF4A2BAB62A22E6AT CoB4E?ETAC4AAS 86 BA7BA? A
LB3AD?56D163ABB12382AC4DB41 8BS 255 8AB1A2F1CFS YA EFB1 215B8C2ADABSFBAS 3BYDAGR ES470C
6B3EBAZ32D M 2E1?F?F2869F248AC43A341 22933 ECBAAD2FS8CEBDBSBSAABB224742635569CD51 E95
CD18ACE359DCAG4?240843B1ADASEYA?S26CC21727FA1D3CED20272283AD7?7?D2726F1549822F1B52A
317338002 80RBRHARRNRARHNAARHAABEHAREIAABERAABERIRREAIRANAREVERRERARENARERNRBRNARBLAA
AEARARAAEREABRMARENAABHAABHAABRENARERIARBAAABEARREARAENARAREEARARARANAAAERHABAENABBNAA

The scope plots below show how the first data frame is clocked. In this example, the following data is
clocked:

Bytes
o|1|2 (34,567 |8]|9(10|11|12|13 14|15
7C|5D|1C|2B|3D|75|19|B3 |92 |4A | AB|EE | 4E | D5 | 6C | 62

The SPI mode used is mode 3 and the data is clocked byte 0 MSB first.
Please note the following:

1. Before performing any data shift, the target device SPI buffer status is checked by shifting Oxff.
This is the only instruction that is 8 bit long and the data is read out at the same time as it is
shifted in. The result of the first shift is ignored.

2. When shifting data, into the device, the first byte is the command followed by 16 bytes of data.
16 bytes of zero value must be shifted for commands that do not require data.

3. Shifting data out from the device is a two steps operation. The command is clocked into the
device first and then the data is clocked out using a read command of 0x5.

4. All operations with the exception of spi hardware status check are made of one byte of
command followed by 16 bytes of data. CS line must be driven low before clocking the
command and should remain low until the last bit of data is shifted in. Then it must be driven
high to execute the loaded instruction.

Notes 1, 2, 3 above are taken care of by the programming algorithm.



Step 1: Hardware Status Check

¥ on Jun 06 13
o00.0s¢ 1.44Y

KEYSIGHT

TECHNOLOGIES

Acquisition
Mormal
1.0065afs

Channels
10.0:1
10.0:1

Cursors

MISO

MK

+44.100000us
1HAK
+22 676kH:

MOSI

5CK

'
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
[l
1
1
1
1
1
1
1
1
1
1
1
1
T
1
1
1
1
1
1
1
1
1
1
1
1
1

cs
Print Configuration Menu

4+ Print to Metwork Setup
*== METPRTO ~-

obo.0s/ 1.44Y
KEYSIGHT

TECHNOLOGIES

Aoquisition
Mormal
1.00GSals

Channels
OC 10.0:1
oC 10.0:1

Cursors

AX

+44.100000us
1A%
£S5

+22 B7EkH:
Print Configuration Menu

4« Print to Metwork Setup
t== NETPRTO -




Step 3: Shift in the first frame. Command = Ox1. Data to follow. Note CS signal
¥ Wor Jun 06 13:05:48 2016

18.685 200.0%/ stop 1.44Y
KEYSIGHT

TECHNOLOGIES

Acquisition
Mormal
1.0065afs

Channels
OC 10.0:1
oC 10.0:1

Cursors

MK

+1.418000us
1HAK

’—‘ ﬂ ﬂ ﬂ ﬂ ﬂ ’7 +705 22kH:
cs ,

Print Configuration Menu
4+ Print to Metwork Setup
*== METPRTO ~-

Step 4: Data Byte0 = 0x7C
I on Jun 08 13:06:47 2016
200.0%/¢ stop 1.44Y
' KEYSIGHT

TECHNOLOGIES

Aoquisition
Mormal
1.00GSals

|

|

|

|

|

|

|

|

} Channels

| OC 10.0:1
I oC 10.0:1
|

|

|

|

|

i

|

|

|

MISO Cursors

AX

+1.314000us
1A%

’—i*

MOSI

SRS RN RR RN EN ——

5 i

save to file =[scope 25
SavE Recall Default/Erasze Fress to
s ~P- ~P=- Saue




Step 5: Data Bytel = Ox5D
¥ on Jun 06 13

200,08/ stop 1.44Y
KEYSIGHT

TECHNOLOGIES

Acquisition
Mormal
1.0065afs

Channels
10.0:1
10.0:1

MISO Cursors

MK

+1.320000us
MOSI 1A

C5

sane to file =[scope 26
Sae Fecall Default/Erase Fress to
~5- ~5- Sare

Step 6: Data Byte2 = Ox1C
It on Jun 06 13

22,845 200.0%/ Stop 1.44Y

I KEYSIGHT
Delay = 22.840000us TECHNGLOSIES
' Aoquisition
Mormal
1.00G5a/s

Channels
OC 10.0:1
oC 10.0:1

AX

Cursors
+1.310000us
1/ A%

|

C5

save to file =[scope 27
SavE Recall Default/Erasze Fress to
s ~P- ~P=- Saue




I

Step 7: Data Byte3 = 0x2B

200.0%/

stop

MOSI

=

5CK

L

L

Sae

sane to file =[scope 28

Fecall

Step 8: Data Byte4 = 0x3D

i

Won Jun 06 13

Default/Erase

56 2016

200.0%/

stop

MISO

MOSI

5

L

UL

save to file =[scope_ 29

Save
~P-

Recall
~P-

Default/Erase
~P-

MK

1.44Y
KEYSIGHT

TECHMOLOGIES
Acquisition

Morma
1.0065afs

Channels
10.0:1
10.0:1

Cursors

+1.324000us

114K

Oc
0C

AX

+785.23kh:

Fress to
Sare

1.44Y
KEYSIGHT

TECHNOLOGIES

Aoquisition
Morma
1.00GSals

Channels
10.0:1
10.0:1

Cursors

+1.312000us

144K

+762.20kH:

Fress to
Sare




Step 9: Data Byte5 = 0x75

¥ on Jun 06 13
200.0=¢ stop 1.44Y
KEYSIGHT

TECHNOLOGIES

Acquisition
Mormal
1.0065afs

Channels

[

|

|

|

|

|

|

|

|

|

|

| 10.0:1
I 10.0:1
|
|
|
|
|
i
|
|
|
|
|
|

Cursors

MK

MISO
+1.312000us

MOSI‘[ J 17AX
WU UL UL L LY

C5

sane to file =[scope 30
Sae Fecall Default/Erase Fress to
~5- ~5- Sare

Step 10: Data Byte6 = 0x19
i on Jun 06 13:11:11 2018

20008/ Stop 1.44Y
KEYSIGHT

TECHNOLOGIES

Aoquisition
Mormal
1.00GSals

Oc 10.0:1
0C 10.0:1

]

|

|

|

|

|

|

|

|

|

I i Channels
|

|

|

|

|

I

| Cursors
L

MISO
AX.

| |  +1.312000us
MOSI I 1/AX:
u | +762.20kHz
5CK I

C5

save to file =[scope_ 31
SavE Recall Default/Erasze Fress to
s ~P- ~P=- Saue




Step 11: Data Byte7 = OxB3

Il Won Jun 06 13:11:46 2016

200.0%/ stop

MISO

MOSI

Duuy

C5

L

L

sane to file =[scope 32
Save Recall

Step 12: Data Byte8 = 0x92
i

Default/Erase

200.0%/ Stop

MISO

MOSI

5

[ UL

save to file =[scope_33
save Recall
- -

Default/Erase
~P-

1.44Y
KEYSIGHT

TECHMOLOGIES
Acquisition

Mormal
1.0065afs

Channels
10.0:1
10.0:1

Cursors
AL
+1.318000us
1/ A%
+758.73kHz

Fress to
Sare

1.44Y
KEYSIGHT

TECHMOLOGIES
Aoquisition

Mormal
1.00GSals

Channels
OC 10.0:1
oC 10.0:1

Cursors
MK
+1.318000us
1/ 40
+758.73kH:

Fress to
Sare




Step 13: Data Byte9 = Ox4A

¥ on Jun 06 13
200.0=¢ stop 1.44Y
KEYSIGHT

TECHNOLOGIES

Acquisition
Mormal
1.0065afs

]

|

|

|

|

|

|

|

|

|

I B Channels
| 10.0:1
I 10.0:1
|

|

|

|

|

i

|

|

|

Cursors

MK

+1.318000us
1HAK

MOSI

LI NEERN/sEaNsH

+788.73kh:

sane to file =[scope 34
Sae Fecall Default/Erase Fress to
Sare

Step 14: Data Byte10 = OxAB
It Won Jun 06 1313

20008/ Stop 1.44Y
KEYSIGHT

TECHNOLOGIES

Aoquisition
Mormal
1.00GSals

[

|

|

|

|

|

|

|

|

} Channels
| OC 10.0:1
I oC 10.0:1
|

|

|

|

|

i

|

|

|

|

|

|

Cursors

AX

+1.318000us
1A%

MOSI

L L L L L=

C5

save to file =[scope_ 35
SavE Recall Default/Erasze Fress to
s ~P- ~P=- Saue




Step 15: Data Bytell = OxEE
¥ on Jun 06 13

200,08/ stop 1.44Y
KEYSIGHT

TECHNOLOGIES

Acquisition
Mormal
1.0065afs

Channels
10.0:1
10.0:1

MISO Cursors

T A
| +1.318000us

MOST | TIAX.

m | +758.73kH:

SCK I

C5

sane to file =[scope 36
Sae Fecall Default/Erase Fress to
~5- ~5- Sare

Step 16: Data Bytel2 = Ox4E
i Won Jun 06 13:14:00 2016

20008/ Stop 1.44Y
KEYSIGHT

TECHNOLOGIES

Aoquisition
Mormal
1.00GSals

Channels
OC 10.0:1
oC 10.0:1

# Cursors
MISO
j - AX

+1.318000us
MOSI 144K

Cs ,
save to file =[scope 37

Save Recall Default/Erase Fress to
~p- ~P- ~P- Save




Step 17: Data Bytel3 = OxD5

M o Jun 06 1314
200.08¢ stop 1.444

KEYSIGHT

TECHNOLOGIES

Acquisition
Mormal
1.0065afs

Channels
10.0:1
10.0:1

MISO Cursors

MK

+1.318000us
MOSI 1A

' T
F U T T T L=

5
sane to file =[scope 38
Sae Fecall Default/Erase Fress to

~- ~- Save

Step 18: Data Bytel4 = 0x6C
It Won Jun 06 13:14:45 2016

20008/ Stop 1.44Y
KEYSIGHT

TECHNOLOGIES

Aoquisition
Mormal
1.00GSals

Channels
OC 10.0:1
oC 10.0:1

Cursors
MISO
AX.

| r ~ +1,318000us
MoS1 174
[ | +758.73kHz
5CK I

C5

save to file =[scope_39
SavE Recall Default/Erasze Fress to
s ~P- ~P=- Saue




Step 19: Data Bytel5 = 0x62. Note CS signal

39.87% 200.0%/ stop 1.44Y
KEYSIGHT

TECHNOLOGIES

Acquisition
Mormal
1.0065afs

I

|

|

|

|

|

|

|

|

|

I B Channels

| 10.0:1
I 10.0:1
|

|

I

|

i

I

|

MISO Cursors

MK

+1.318000us
MOSI 1A

] | +758.73kH:
SCK I

sane to file =[scope_ 40
Sae Fecall Default/Erase Fress to
Sare

At this point, the first frame of data is clocked in. The next operation is to check the status.
Step 20: Hardware Status Check
979 Mon Jun 06 14:56

-120.0% 200.0%/ stop 0, TTL
KEYSIGHT

TECHNOLOGIES

Acquisition
Mormal
1.0065afs

[

|

|

|

|

|

|

|

|

|

I Channels
| OC 10.0:1
I oC 10.0:1
|

|

|

|

|

i

|

|

|

|

|

|

Cursors

MK

+1.318000us
1HAK

+788.73kh:

C5

Trigger Menuy
Trigger Type 4> Source
Edge C5




200.0%/ Stop D, TIL
KEYSIGHT

TECHMOLOGIES

Boguisition
Mormal
1.00GSads

B Channels ¥
oC 10.0:1
OC 10.0:1

Cursors

MK
+1.318000us
1A
+758. 73kHz

Trigger Menu
Trigger Tvpe ) Source
Edge C5

Step 22: Frame Status command. Command = 0x4. Note CS signal

von Jun 06 13-19:45 2016
18.005 20008 Stop 1.44Y
' KEYSIGHT

TECHMOLOGIES

Boguisition
Mormal
1.00GSads

|

|

|

|

|

|

|

I

I B Channels 3
! oC 10.0:1
I oC 10.0:1
|

|

|

|

|

i

|

|

|

Cursors

AX

+1.318000us
144K

| +758.73kH:
|
|

sane to file =[scope_41
nave Recall Default/Erase Fress to
5 - - Save




I

Step 23: Data ByteO = 0x0
) Won Jun 06 13

200.0%/

stop

sane to file =[scope 42
Save

Fecall

Step 24: Data Bytel = 0x0

i

Default/Erase

200.0%/

stop

save to file =[scope_43
save
-

Recall
~P-

Default/Erase
~P-

1.44Y
KEYSIGHT

TECHMOLOGIES
Acquisition

Morma
1.0065afs

Channels
10.0:1
10.0:1

Cursors
AL
+1.318000us
14 A%
+758.73kHz

Fress to
Sare

1.44Y
KEYSIGHT

TECHMOLOGIES
Aoquisition

Morma
1.00GSals

Channels
OC 10.0:1
oC 10.0:1

Cursors
MK
+1.318000us
1/ 40
+758.73kH:

Fress to
Sare




I

Step 25: Data Byte2 = 0x0
) Won Jun 06 13

200.0%/

stop

sane to file =[scope_ 44
Save

Fecall

Step 26: Data Byte3 = 0x0

i

Won Jun 06 13

200.0%/

stop

save to file =[scope_ 45
save
-

Recall
~P-

Default/Erase
~P-

MK

1.44Y
KEYSIGHT

TECHMOLOGIES
Acquisition

Morma
1.0065afs

Channels
10.0:1
10.0:1

Cursors

+1.318000us

114K

Oc
0C

AX

+788.73kh:

Fress to
Sare

1.44Y
KEYSIGHT

TECHMOLOGIES
Aoquisition

Morma
1.00GSals

Channels
10.0:1
10.0:1

Cursors

+1.318000us

144K

+758.73kH:

Fress to
Sare




Step 27: Data Byte4 = 0x0
i Won Jun 06 132

20,38t 200,08/ stop 1.44Y
KEYSIGHT

TECHNOLOGIES

Acquisition
Morma
1.0065afs

Channels
10.0:1
10.0:1

Cursors

AL
+1.318000us
11AK:
+758.73kH:

sane to file =[scope 46
Sae Fecall Default/Erase Fress to
Sare

Step 28: Data Byte5 = 0x0
i

20008/ Stop 1.44Y
KEYSIGHT

TECHNOLOGIES

Aoquisition
Mormal
1.00GSals

Channels
OC 10.0:1
oC 10.0:1

Cursors
AX

+1.318000us
1A%
+758.73kH:

save to file =[scope_ 47
Save Recall Default/Erase Fress to
- - - Save




Step 29: Data Byte6 = 0x0
¥ on Jun 06 13

200,08/ stop 1.44Y
KEYSIGHT

TECHNOLOGIES

Acquisition
Mormal
1.0065afs

Channels
10.0:1
10.0:1

Cursors

AL
+1.318000us
11AK:
+758.73kH:

sane to file =[scope 48
Sae Fecall Default/Erase Fress to
Sare

Step 30: Data Byte7 = 0x0
i
79 328 20008/ Stop 1.44Y

I KEYSIGHT
Delay = 29.324000us TECHNGLOSIES
i Aoquisition
Mormal
1.00GSals

Channels
OC 10.0:1
oC 10.0:1

Cursors

MK
+1.318000us
1FAK
+758.73kH:

save to file =[scope_ 49
Save Recall Default/Erase Fress to
- - - Save




I

Step 31: Data Byte8 = 0x0
) Won Jun 06

30.63=

200.0%/

stop

sane to file =[scope &0
Save

Fecall

Step 32: Data Byte9 = 0x0

i

Default/Erase

200.0%/

stop

save to file =[scope &1
save
-

Recall
~P-

Default/Erase
~P-

1.44Y
KEYSIGHT

TECHMOLOGIES
Acquisition

Morma
1.0065afs

Channels
10.0:1
10.0:1

Cursors
AL
+1.318000us
14 A%
+758.73kHz

Fress to
Sare

1.44Y
KEYSIGHT

TECHMOLOGIES
Aoquisition

Morma
1.00GSals

Channels
OC 10.0:1
oC 10.0:1

Cursors
MK
+1.318000us
1/ 40
+758.73kH:

Fress to
Sare




I

Step 33: Data Bytel0 = 0x0
) Won Jun 06

33.26%

200.0%/

stop

sane to file =[scope B2
Save

Fecall

Step 34: Data Bytell = 0x0

i

Default/Erase

200.0%/

stop

save to file =[scope 53
save
-

Recall
~P-

Default/Erase
~P-

1.44Y
KEYSIGHT

TECHMOLOGIES
Acquisition

Morma
1.0065afs

Channels
10.0:1
10.0:1

Cursors
AL
+1.318000us
14 A%
+758.73kHz

Fress to
Sare

1.44Y
KEYSIGHT

TECHMOLOGIES
Aoquisition

Morma
1.00GSals

Channels
OC 10.0:1
oC 10.0:1

Cursors
MK
+1.318000us
1/ 40
+758.73kH:

Fress to
Sare




Step 35: Data Bytel2
1 '

=0x0
Won Jun 06

35.890=

200.0%/

stop

sane to file =[scope 54
Save

Fecall

Step 36: Data Bytel3 = 0x0

i

Won Jun 06 13

Default/Erase

200.0%/

stop

save to file =[scope BB
save
-

Recall
~P-

Default/Erase
~P-

1.44Y
KEYSIGHT

TECHMOLOGIES
Acquisition

Morma
1.0065afs

Channels
10.0:1
10.0:1

Cursors
AL
+1.318000us
14 A%
+758.73kHz

Fress to
Sare

1.44Y
KEYSIGHT

TECHMOLOGIES
Aoquisition

Morma
1.00GSals

Channels
OC 10.0:1
oC 10.0:1

Cursors
MK
+1.318000us
1/ 40
+758.73kH:

Fress to
Sare




Step 37: Data Bytel4 = 0x0
¥ on Jun 06

38.53%

200.0%/

stop

sane to file =[scope &6
Save Recall

~-

Step 38: Data Bytel5 = 0x0
It on Jun 06 13

Default/Erase
~P-

200.0%/

stop

save to file =[scope 57
save Recall
- -

Default/Erase
~P-

1.44Y
KEYSIGHT

TECHMOLOGIES
Acquisition

Mormal
1.0065afs

Channels
10.0:1
10.0:1

Cursors
AL
+1.318000us
1/ A%
+758.73kHz

Fress to
Sare

1.44Y
KEYSIGHT

TECHMOLOGIES
Aoquisition

Mormal
1.00GSals

Channels
OC 10.0:1
oC 10.0:1

Cursors
MK
+1.318000us
1/ 40
+758.73kH:

Fress to
Sare




Instruction is loaded. Issue read instruction using Ox5 command
Step 39: Hardware Status Check
| 979 Mon Jun 06 13:47:04 20168
-190.0% 200.0s/ Stop 144y
KEYSIGHT

TECHMOLOGIES

w7

Boguisition
Mormal
1.00GSals

B Channels ¥
oC 10.0:1
OC 10.0:1

Cursors

AX

+1.318000us
144K
£S

[
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
I
I +758.73kH:
|
|
|
|
|
|
sane to file =[scope BB

nave Recall Default/Erase Fress to
~ = Save

5

Step 40: Hardware Status Check
79 Mon Jun 06 13;
200.08/ stop 1.44%
KEYSIGHT

TECHNOLOGIES

Boquisition
Morrmal
1.00G5als

Channels
OC 10.0:1
oC 10.0:1

Cursors

MK

+1.318000us
144K

+788.73kh:
Cs

Sane to file =[scope_59
Sae Fecall Default/Erase Fress to
~5- ~5- ~5- Save




Step 41: Read command. Command = 0x5. Note CS signal
it on Jun 06 13 02016

20.67% 200.0%/ Stop 144
KEYSIGHT

TECHNOLOGIES

Acquisition
Mormal
1.0065afs

Channels
OC 10.0:1
oC 10.0:1

Cursors

MK

+1.318000us
1HAK

+788.73kh:
Cs

sane to file =[scope B0
Sae Fecall Default/Erase Fress to
Sare

Step 42: Data ByteO read
It Won Jun 06 13

0008/ stop 1,444
KEYSIGHT

TECHNOLOGIES

Aoquisition
Mormal
1.00GSals

Channels
OC 10.0:1
oC 10.0:1

Cursors
AX

+1.318000us
1A%
+758.73kH:

save to file =[scope_ &1
Save Recall Default/Erase Fress to
- - - Save




Step 43: Data Bytel read
¥ on Jun 06 13

200,08/ stop 1.44Y
KEYSIGHT

TECHNOLOGIES

Acquisition
Mormal
1.0065afs

Channels
10.0:1
10.0:1

Cursors

AL
+1.318000us
11AK:
+758.73kH:

sane to file =[scope B2
Sae Fecall Default/Erase Fress to
Sare

Step 44: Data Byte2 read
1] Won Jun 06 13

20008/ stop 1.44Y
KEYSIGHT

TECHNOLOGIES

Aoquisition
Mormal
1.00GSals

Channels ¥
OC 10.0:1
oC 10.0:1

Cursors
AX

+1.318000us
1A%
+758.73kH:

save to file =[scope B3
Save Recall Default/Erase Fress to
- - - Save




Step 45: Data Byte3 read

1 Won Jun 06 13:48:54 2016

2h.B2% 200.0%/ Stop 1.44Y

KEYSIGHT
X'] = EEDQEDDDUS TECHMGLDGIES
%2 = 27.344000us ' i Aoquisition

Mormal
1.00G8als

Channels
10.0:1
10.0:1

Cursors

MK

+1.318000us
1HAK
+788.73kh:

sane to file =[scope_ B4
Sae Fecall Default/Erase Fress to
Sare

Step 46: Data Byte4 read

I Won Jun 06 13:49:07 2016

27168 20008/ stop 1.44Y

KEYSIGHT
1 =27.344000us TECHNOLOGIES
%2 = 28.662000us ' i Aoquisition

MNormal
1.00G5als

Channels
OC 10.0:1
oC 10.0:1

Cursors
AX

+1.318000us
1A%
+758.73kH:

save to file =[scope_ B5
Save Recall Default/Erase Fress to
- - - Save




Step 47: Data Byte5 read
i Won Jun 06 13

200.0%/

stop

1.44Y

KEYSIGHT

TECHMOLOGIES
Acquisition

Mormal
1.0065afs

Channels
10.0:1
10.0:1

Cursors
AL
+1.318000us
1/ A%
+758.73kHz

sane to file =[scope 66
Save Recall
-

Step 48: Data Byte6 read
It Won Jun 06 13

Default/Erase
~P-

1302016

25,785 200.0%/

X1 =29.974000us
X2 =31.292000u5

save to file =[scope B7
save Recall
- -

Default/Erase
~P-

Fress to
Sare

1.44Y
KEYSIGHT

TECHMOLOGIES
Aoquisition

Mormal
1.00GSals

Channels ¥
OC 10.0:1
oC 10.0:1

Cursors
MK
+1.318000us
1/ 40
+758.73kH:

Fress to
Sare




Step 49: Data Byte7 read
['._."l 'l."1|:::|r'| ._||_ll'| I:IEI ] EI‘-.\“: 42 : ] :

31.09% 200.0%/ stop 1.44Y

I KEYSIGHT

¥1 =231.290000us TECHNOLOGIES

¥Z = 32 608000us ' i Aoquisition
Mormal

1.00G5a/s

Channels
10.0:1
10.0:1

Cursors

AL
+1.318000us
11AK:
+758.73kH:

sane to file =[scope B8
Sae Fecall Default/Erase Fress to
~5- ~5- Sare

Step 50: Data Byte8 read

I Won Jun 06 13

32 40% 200.0%/¢ 1.44Y

KEYSIGHT
1 =32.598000us TECHNOLOGIES
%2 = 33.976000us ' ¢ Aoquisition

MNormal
1.00G5als

Channels ¥
OC 10.0:1
oC 10.0:1

Cursors
AX

+1.318000us
1A%
+758.73kH:

save to file =[scope_ B9
Save Recall Default/Erase Fress to
- - - Save




Step 51: Data Byte9 read
['._."l 'l."1|:::|r'| ._||_ll'| I:IEI ] EIEI: I 2 : ] :

200,08/ stop 1.44Y
KEYSIGHT

TECHNOLOGIES

Acquisition
Mormal
1.0065afs

Channels
10.0:1
10.0:1

Cursors

AL
+1.318000us
11AK:
+758.73kH:

sane to file =[scope 70
Sae Fecall Default/Erase Fress to
~5- ~5- Sare

Step 52: Data Bytel0 read
It Won Jun 06 13

200.0%/ Stop 1.44Y
KEYSIGHT

TECHNOLOGIES

Aoquisition
Mormal
1.00GSals

Channels ¥
OC 10.0:1
oC 10.0:1

Cursors
AX

+1.318000us
1A%
+758.73kH:

save to file =[scope_ 71

Save Recall Default/Erase Fress to
~p- ~P- ~P- Save




I

Step 53: Data Bytell read

Won Jun 06 13

200.0%/

stop

1.44Y

KEYSIGHT

TECHMOLOGIES
Acquisition

Morma
1.0065afs

Channels
10.0:1
10.0:1

Cursors
AL
+1.318000us
14 A%
+758.73kHz

sane to file =[scope_
Save

72

Fecall

Step 54: Data Bytel2 read

i

Won Jun 06 13

Default/Erase

37675 200.0%/

stop

X1 =37.860000us
X2 =139.178000us

save to file =[scope_ 73

Save
~P-

Recall
~P-

Default/Erase
~P-

Fress to
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Step 56: Data Bytel4 read
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B — Product Support

Microsemi SoC Products Group backs its products with various support services, including Customer
Service, Customer Technical Support Center, a website, electronic mail, and worldwide sales offices.
This appendix contains information about contacting Microsemi SoC Products Group and using these
support services.

Customer Service

Contact Customer Service for non-technical product support, such as product pricing, product upgrades,
update information, order status, and authorization.

From North America, call 800.262.1060

From the rest of the world, call 650.318.4460

Fax, from anywhere in the world, 650.318.8044

Customer Technical Support Center

Microsemi SoC Products Group staffs its Customer Technical Support Center with highly skilled
engineers who can help answer your hardware, software, and design questions about Microsemi SoC
Products. The Customer Technical Support Center spends a great deal of time creating application
notes, answers to common design cycle questions, documentation of known issues, and various FAQs.
So, before you contact us, please visit our online resources. It is very likely we have already answered
your questions.

Technical Support

For Microsemi SoC Products Support, visit http://www.microsemi.com/products/fpga-soc/design-support/
fpga-soc-support.

Website

You can browse a variety of technical and non-technical information on the Microsemi SoC Products
Group home page, at www.microsemi.com/soc.

Contacting the Customer Technical Support Center

Highly skilled engineers staff the Technical Support Center. The Technical Support Center can be
contacted by email or through the Microsemi SoC Products Group website.

Email

You can communicate your technical questions to our email address and receive answers back by email,
fax, or phone. Also, if you have design problems, you can email your design files to receive assistance.
We constantly monitor the email account throughout the day. When sending your request to us, please
be sure to include your full name, company name, and your contact information for efficient processing of
your request.

The technical support email address is soc_tech@microsemi.com.

24


http://www.microsemi.com/products/fpga-soc/design-support/fpga-soc-support
http://www.microsemi.com/products/fpga-soc/design-support/fpga-soc-support
www.microsemi.com/soc
http://www.microsemi.com/soc
mailto:soc_tech@microsemi.com

My Cases

Microsemi SoC Products Group customers may submit and track technical cases online by going to My

Cases.

Outside the U.S.

Customers needing assistance outside the US time zones can either contact technical support via email
(soc_tech@microsemi.com) or contact a local sales office.

Visit About Us for sales office listings and corporate contacts.

Sales office listings can be found at www.microsemi.com/soc/company/contact/default.aspx.

ITAR Technical Support

For technical support on RH and RT FPGAs that are regulated by International Traffic in Arms Regulations
(ITAR), contact us via soc_tech_itar@microsemi.com. Alternatively, within My Cases, select Yes in the ITAR
drop-down list. For a complete list of ITAR-regulated Microsemi FPGAs, visit the ITAR web page.

Microsemi.

Power Matters™

Microsemi Corporate Headquarters
One Enterprise, Aliso Viejo,
CA 92656 USA

Within the USA: +1 (800) 713-4113
Outside the USA: +1 (949) 380-6100
Sales: +1 (949) 380-6136

Fax: +1 (949) 215-4996

E-mail: sales.support@microsemi.com

©2017 Microsemi Corporation. All rights
reserved. Microsemi and the Microsemi
logo are trademarks of Microsemi
Corporation. All other trademarks and
service marks are the property of their
respective owners.

About Microsemi

Microsemi Corporation (Nasdaq: MSCC) offers a comprehensive portfolio of semiconductor
and system solutions for communications, defense & security, aerospace and industrial
markets. Products include high-performance and radiation-hardened analog mixed-signal
integrated circuits, FPGAs, SoCs and ASICs; power management products; timing and
synchronization devices and precise time solutions, setting the world's standard for time; voice
processing devices; RF solutions; discrete components; Enterprise Storage and
Communication solutions, security technologies and scalable anti-tamper products; Ethernet
solutions; Power-over-Ethernet ICs and midspans; as well as custom design capabilities and
services. Microsemi is headquartered in Aliso Viejo, Calif. and has approximately 4,800
employees globally. Learn more at www.microsemi.com.

Microsemi makes no warranty, representation, or guarantee regarding the information contained herein or
the suitability of its products and services for any particular purpose, nor does Microsemi assume any
liability whatsoever arising out of the application or use of any product or circuit. The products sold
hereunder and any other products sold by Microsemi have been subject to limited testing and should not
be used in conjunction with mission-critical equipment or applications. Any performance specifications are
believed to be reliable but are not verified, and Buyer must conduct and complete all performance and
other testing of the products, alone and together with, or installed in, any end-products. Buyer shall not rely
on any data and performance specifications or parameters provided by Microsemi. It is the Buyer's
responsibility to independently determine suitability of any products and to test and verify the same. The
information provided by Microsemi hereunder is provided "as is, where is" and with all faults, and the entire
risk associated with such information is entirely with the Buyer. Microsemi does not grant, explicitly or
implicitly, to any party any patent rights, licenses, or any other IP rights, whether with regard to such
information itself or anything described by such information. Information provided in this document is
proprietary to Microsemi, and Microsemi reserves the right to make any changes to the information in this
document or to any products and services at any time without notice.
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