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Preface

About this document

This demo is for SmartFusion®2 system-on-chip (SoC) field programmable gate array (FPGA) devices. It
provides instructions on how to use the corresponding reference design.

Intended Audience

SmartFusion2 devices are used by:
+ FPGA designers
+ Embedded designers
» System-level designers

References

The following references are used in this document:
» PolarSSL TLS/SSL protocol: https://tls.mbed.org/
* IwIP TCP/IP stack:
— www.sics.se/~adam/Iwip/
— http://download.savannah.gnu.org/releases/Iwip/
*  FreeRTOS™ stack: www.freeRTOS.org

Microsemi Publications

» UGO0331: SmartFusion2 Micfocontroller Subsystem User Guide

+ UG0447: IGLOOZ2 and SmartFusion2 High Speed Serial Interfaces User Guide
* Libero SoC User Guide

*  UGO0557: SmartFusion2 SoC FPGA Advanced Development Kit User Guide

Refer to the following web page for a complete and up-to-date listing of SmartFusion2 device
documentation: hitp.//www.microsemi.com/products/fpga-soc/soc-fpga/sf2docs

Revision 5 4


http://www.microsemi.com/index.php?option=com_docman&task=doc_download&gid=130918
http://www.microsemi.com/index.php?option=com_docman&task=doc_download&gid=132011
http://www.microsemi.com/index.php?option=com_docman&task=doc_download&gid=130850
http://www.microsemi.com/index.php?option=com_docman&task=doc_download&gid=134215
https://tls.mbed.org/
http://www.microsemi.com/index.php?option=com_content&view=article&id=2655&catid=1676&Itemid=3668
http://www.sics.se/~adam/lwip/
http://download.savannah.gnu.org/releases/lwip/
http://www.freertos.org/
http://www.microsemi.com/index.php?option=com_docman&task=doc_download&gid=130918

& Microsemi

Running Secure Webserver Demo Design on
SmartFusion2 Devices Using PolarSSL, IwIP and
FreeRTOS

Introduction

This demo explains the Secure Webserver capabilities using transport layer security (TLS) and secure
sockets layer (SSL) protocol and tri-speed ethernet medium access controller (TSEMAC) of the
SmartFusion2 devices. This demo describes:

» Use of SmartFusion2 Ethernet MAC connected to a serial gigabit media.independent interface
(SGMII) PHY.

» Integration of SmartFusion2 MAC driver with the PolarSSL library (free TLS/SSL protocol library),
IwlP TCP/IP stack and the FreeRTOS operating system.

+ Use of Microsemi cryptographic system services in the implementation of TLS/SSL protocol.

* Implementation of the Secure Webserver application on the SmartFusion2 Advanced
Development Kit board.

*  Procedure to run the demo.

The microcontroller subsystem (MSS) of the SmartFusion2 device has an instance of the TSEMAC
peripheral. The TSEMAC can be configured between the host PC and the Ethernet network at the
following data transfer rates (line speeds):

10 Mbps
* 100 Mbps
* 1000 Mbps

Refer to the UG0331: SmartFusion2 -Microcontroller Subsystem User Guide for more information on the
TSEMAC interface for SmartFusion2 devices.

Secure Webserver Demo/Design Overview

The Secure Webserver application supports TLS/SSL security protocol that encrypts and decrypts the
messages to secure the communication against message tampering. Communication from the Secure
Webserver ensures that the sensitive data can be translated into a secret code that is difficult to tamper
the data. The Secure Webserver demo design consists of the following layers:

» Application Layer

»  Security. Layer (TLS/SSL Protocol)

* Transport Layer (IwIP TCP/IP Stack)
* RTOS and Firmware Layer
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Figure 1 shows the block diagram of the Secure Webserver demo design.

Application Layer
(HTTPS)

Security Layer
(TLS/SSL Protocol)

FreeRTOS

Transport Layer
(IwIP TCP/IP Stack)

Firmware Layer

SmartFusion2 Advanced
Development Kit (HW)

Figure 1+ Block Diagram of Secure Webserver Demo Design/on SmartFusion2
Application Layer
The Secure Webserver application is implemented on the SmartFusion2 Advanced Development Kit
board. The application handles the HTTPS request from the client browser and transfers the static pages
to the client in response to their requests. These pages run on the client (host PC) browser. Figure 2
shows the block diagram of the .connecting .server (Secure Webserver application running on
SmartFusion2 device) and client (web browser running on host PC).
Ethernet
Communication
Host PC
SmartFusion2
TLS/SSL Client
(Web browser)
TLS/SSL Server
Application
Serial Terminal . o
Emulation Serial Communication (UART)
Program >
Figure 2+ Client Server Communication Block Diagram

When the URL with IP address (for example, https://10.60.3.120) is entered in the browser, the HTTPS
request is sent to the port on the Secure Webserver. The Secure Webserver then interprets the request
and responds to the client with the requested page or resource.
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Security Layer (TLS/SSL Protocol)

Internet browsers and Webservers use TLS/SSL protocol to transmit information securely. TLS/SSL
protocol is used to authenticate the server and client to establish the secure communication between
authenticated parties using encrypted messages. This protocol is layered above the transport protocol,
TCP/IP as shown in Figure 1 on page 6. This protocol provides privacy and reliability in data transfers
between the client (internet browser) and the Webserver. An Open Source PolarSSL library is used to
implement the TLS/SSL protocol for the Secure Webserver application in this demo.

Refer to the following URLs for complete TLS/SSL protocol implementation details:
« Transport Layer Security protocol Version 1.2: http://tools.ietf.org/html/rfc5246
» Transport Layer Security protocol Version 1.1: http://tools.ietf.org/html/rfc4346
« Transport Layer Security protocol Version 1.0: http://tools.ietf.org/html/rfc2246
« Secure Sockets Layer protocol Version 3.0: http://tools.ietf.org/html/rfc6101

The PolarSSL library includes the cryptographic and TLS/SSL protocol implementations. This library
provides the application programming interface functions to implement Secure Webserver application
using the TLS/SSL protocol and the software cryptographic algorithms.

Refer to https://polarssl.org/ for TLS/SSL protocol library source code written in. C and licensing
information.

Transport Layer (IwlP TCP/IP Stack)

The IwlP stack is suitable for the embedded systems because of less resource usage. It can be used with
or without the operating system. The IwIP consists of the actual implementations of the IP, ICMP, UDP,
and TCP protocols, as well as the support functions such as buffer and-memory management.

For more information on the design and implementation, refer to www.sics.se/~adam/IwlP/doc/IwIP.pdf.

The IwlP is available (under a BSD license) in C source-code format for download from the following
address: http://download.savannah.gnu.org/releases/IwIP/

RTOS and Firmware Layer

FreeRTOS is an open source real time operating system kernel. FreeRTOS is used in this demo to
prioritize and schedule the tasks. Refer to http.//www.freertos.org for more information and the latest
source code.

The firmware provides the software driver implementation to configure and control the following MSS
components:

+ Ethernet MAC
» System controller services

+ MMUART
+ GPIO
+ SPI
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Design Requirements
The following table lists the hardware and software design requirements.

Table 1 «+ Design Requirements

Design Requirements Description

Hardware Requirements

SmartFusion2 Advanced Development Kit Rev A or later
* 12V adapter

* FlashPro5

* USB A to Mini-B cable

RJ45 cable -

Host PC or Laptop Windows 64-bit Operating System

Software Requirements

Libero® System-on-Chip (SoC) for viewing the design |v11.6

files

FlashPro Programming Software v11.6

SoftConsole v3.4 SP1

Host PC Drivers USB to UART drivers

One of the following serial terminal emulation
programs:

* HyperTerminal 4
e Tera-Term
« PUuTTY

Browser Mozilla Firefox version 24 or later

Internet Explorer version 8 or later

Demo Design

Introduction
The demo design files are available for download from the Microsemi website:
http://soc.microsemi.com/download/rsc/?f=m2s_dg0516_liberov11p6_df
The demo design files include:
« The Libero SoC hardware project with SoftConsole firmware project
» STAPL programming file
s readme.txt file
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Figure 3 shows the top-level structure of the design files. For further details, refer to the readme . txt file.

<download folder>

L sf2 secure webserver tcp demo df

—— libero

stapl_programming file

readme. txt

Figure 3 «

Demo Design Files Top-Level Structure

Demo Design Features

The demo has the following options:
+ Blinking LEDs
* HyperTerminal Display
* SmartFusion2 Google Search

Demo Design Description

The demo design is implemented using an' SGMII-PHY interface by configuring the TSEMAC for the
ten-bit interface (TBI) operation. For more information on the TSEMAC TBI interface, refer to the
UG0331: SmartFusion2 Microcontroller Subsystem Usér Guide.

The demo design comprises:
* Libero SoC Hardware Project
« SoftConsole Firmware Project
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Libero SoC Hardware Project
Figure 4 shows the Libero SoC hardware design implementation for this demo design.
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Figure 4+ Libero Top-Level Design
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The Libero Hardware project uses the following SmartFusion2 MSS resources and IPs:

1. TSEMAC TBl interface.
2. MMUART_0 for RS-232 communications on the SmartFusion2 Advanced Development Kit.
3. General purpose input and output (GPIO): Interfaces with the light emitting diodes (LEDs).
4. High speed serial interface (SERDESIF) SERDES_IF IP: Configured for SERDESIF_3 EPCS
lane3 as shown in Figure 5.
For more information on high-speed serial interfaces, refer to the UG0447: IGLOO2 and
SmartFusion2 High Speed Serial Interfaces User Guide.
5] High Speed Serial Interface Configurator WD U e § R W T e - e dhnd ' —-— ‘@M
Identification
) SerDesIF_0 () SerDesIF_1 () SerDesIF_2 @ SerDesIF_3 Simulation Level
Protocol Configuration
Protocol 1 Protocol 2
Type EPCS - Type None 7'J
Number of Lanes [xl '] [Lane 3 N Number of Lanes |
Lane Configuration
Lane 0 Lane 1 Lane 2 Lane 3
Speed Custom Speed
Reference Clock Source REFCLK1 (Differential) -
PHY RefClk Frequency { MHz ) 125
Data Rate ( Mbps ) 1250 Mbps (10 bit) hd
Data Width 10
FPGA Interface Frequency { MHz ) 125
VCO Rate ( MHz ) 2500
Signal Integrity Options Register Configuration

Figure 5 » _~High-Speed Serial Interface Configurator Window

5. Cryptographic system controller services: To implement TLS/SSL protocol.
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Package Pin Assignments
Package pin assignments for LEDs and PHY interface signals are shown in Table 2 and Table 3.

Table 2 lists the port names for the package pins.

Table 2 « LED to Package Pins Assignments

Port Name Package Pin
LED_1 D26
LED 2 F26
LED_3 F27
LED_4 C26
LED_5 C28
LED_6 B27
LED_7 c27
LED_8 E26

Table 3 lists the port names and directions for the package pins.

Table 3 « PHY Interface Signals to Package Pins Assignments

Port Name Direction Package Pin
PHY_MDC Output F3
PHY_MDIO Input K7
PHY_RST Output F2

SoftConsole Firmware Project
Invoke the SoftConsole project using standalone SoftConsole IDE.
The following stacks are usedfor this demo design:

* PolarSSL library version 1.2.8

* IwlP TCPI/IP stack version 1.4.1

*  FreeRTOS

Figure 1 on page 6 shows the block diagram of the Secure Webserver application on the SmartFusion2
devices used.in.this demo design.
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Figure 6 shows an example SoftConsole software directory structure of the demo design.

S6 - - Websesr TGP WSS G sppmin - Wicasars SoRCarEae eV

File Edit 5Source Refactor Mawvigate Search Project Bun Window Help
r‘{jv ||“_I!? % ‘& I‘ﬁvﬁvﬁv@v v\‘,-v ﬁ

K|.—|>_‘| Project Explorer 2 == =)
= Webserver TCP_MS5_CM3_app
4= Webserver_TCP_MS55_CM3_hw_platform
B @E Archives
b [l Includes
b= CMSIS
i = Debug
b [ drivers l
4 (= drivers_config

4 [ sys_config
i [h sys_config_mddr_define.h

i [h sys_config_mss_clocks.h
b [€] sys_config_SERDESIF 3.c
i [h| sys_config_SERDESIF_3.h
b [€] sys_config.c
I [ @ sys_config.h I

B [= hal

i [ Release

[ @ Webserver_TCP_top_hw_platform.h

Figure 6 + Example SoftConsole Project Explorer Window
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The SoftConsole workspace consists of two projects.

1.

Webserver_ TCP_MSS_CM3_app

This project contains the Secure Webserver application implementation using PolarSSL, LWIP,
and FreeRTOS.

The advanced encryption standard (AES) and non-deterministic random bit generator (NRBG)
system services are used to implement the Secure Webserver application. The AES and NRBG
can be implemented using SmartFusion2 hardware engine or software PolarSSL library. In this
demo design, AES and NRBG are implemented using SmartFusion2 hardware engine through
system services.

Table 4 « Macros to Enable or Disable System Controller Services

System Service

Macro Macro Location

AES

#define HW AES 1 |<download folder>\sf2_secure webserver tcp _demo df\libero\Webs
erver_TCP\SoftConsole\Webserver TCP_MSS_CM3\Webserver_ TC
P_MSS_CM3_app\polarssi-1.2.8\include\polarss/\aes.h

NRBG

#define HW_NRBG 1 |<download_folder>\sf2_secure.webserver_tcp_demo_df\libero\Webs
erver_TCP\SoftConsole\Webserver TCP_MSS_CM3\Webserver_TC
P_MSS_CMS3_app\polarssl-1.2.8\include\polarssi\ssl.h

Note: The system services AES and NRBG are supported for data security enabled SmartFusion2

device like M2S0150TS. If the SmartFusion2 device is not data security enabled, disable the
macros mentioned in Table 4 to use the software PolarSSL AES and NRBG algorithms.

2. Webserver_ TCP_MSS_CM3_hw_platform

This project contains all the firmware and hardware abstraction layers that correspond to the
hardware design. This project is configured as a library-and is referenced by the

Webserver TCP_MSS_CM3_app application project. The contents of this folder get over-written by
regenerating the root design every time and exporting the SoftConsole firmware project in the
Libero SoC software.

TLS/SSL Protocol Implementation using PolarSSL Library
The TLS/SSL protocol is divided into the following two protocol layers:

Handshake protocol layer
Record protocol layer

Handshake Protocol Layer

This layer consists of the following sub protocols:

Handshake: Used to'negotiate session information between the server and the client. The
session information includes session ID, peer certificates, the cipher spec, the compression
algorithm, and a shared secret code that is used to generate required keys.

Change Cipher spec: Used to change the key used for encryption between the client and the
server. The key is computed from the information exchanged during the client-server handshake.

Alert: Alert messages are generated during the client-server handshake to report an error or a
change in status to the peer.

14
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Figure 7 shows the overview of the TLS/SSL handshake procedure. Refer to

v11.6

http://tools.ietf.org/html/rfc5246 for detailed information on handshake protocol, record protocol, and

cryptographic algorithms.

Client (Host PC — Web Browser)

Client Hello

v

Cryptographic Information

Server Hello

o

Server (SmartFusion2 Device)

(Server Certﬁcate, key Exchange, Client Certificate Request)

Server Hello Done

<
«

Client certificate, Client key Exchange, Change Cipher Spec
»
Ll

(Sends Secret key Information Encrypted with Server Public Key)

Client Finished

v

Change Cipher Spec, Server Finished

A

Exchange Encrypted Messages

Figure 7+ TLS/SSL Handshake Procedure

Record Protocol Layer

The record protocol receives and encrypts data from the application and transfers to the transport layer.
The record protocol fragments the received data to a size appropriate to the cryptographic algorithm and
optionally compresses the data. The protocol applies a MAC or HMAC and encrypts or decrypts the data

using the information negotiated during the handshake protocol.
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Setting Up the Demo Design

The following steps describe how to setup the demo for SmartFusion2 Advanced Development Kit board:

1. Connect the host PC to the J33 Connector using the USB A to mini-B cable. The USB to UART
bridge drivers are automatically detected.

2. From the detected four COM ports, select the one which location on its Properties window must
be as on USB FP5 Serial Converter C. Make a note of the COM port number for serial port
configuration and ensure that the COM port Location is specified as on USB FP5 Serial
Converter C, as shown in Figure 8.

A< Computer Manageme:

«=»|xEEE

8| BB

File Action View Help |
r
Fahirs ot COMRD) g N N

A Computer Management (Local
4 (b System Tools
> ® Task Scheduler
» ] Event Viewer
> @l Shared Folders
» & Local Users and Groups|
> @ Performance
= Device Manager
a 22 Storage
=5 Disk Management
> :ﬂyj Services and Applications

< | mn |+

4 = wibd-Aithas
» /8 Computer
> - Disk drives
» B, Display adapters
> -ty DVD/CD-ROM drives
b l:ﬁ Hurnan Interface Devices
> gy IDE ATA/ATAPI controllers
b ¥ Jungo

> 22 Keyboards

b B Mice and other pointing devices

"‘-!-4 Menitors

b i Metwork adapters

473 Ports (COM & LPT)

: '? Communications Port (COML)

Y5 FlashPro5 Port (COM33)

¥

Generdl | Port Settings [ Driver | Details|

- FlashPro5 Port {COM35)

Detice type
Manufacturer:
Location.

Device status

Parts (COM& LPT)

Microsemi

on USB FP5 Serial Ganverter C

-"F" FlashPro5 Port (COMZ® |
¢ FlashPro3 Port (COM

n Processors

% Sound, video and game

-jM System devices

b a Universal Serial Bus cont:

Update Driver Software...
Disable
Uninstall

Scan for hardware changes

Properties

This device is working property, -

Opens property sheet for the current selection.

Figure 8 »

Device Manager Window

3. If USB drivers are not detected automatically, install the USB driver.
4. For serial terminal communication through the FTDI mini USB cable, install the FTDI D2XX driver.

Download the drivers and installation guide from:
www.microsemi.com/soc/documents/CDM_2.08.24_WHQL_ Certified.zip
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5. Connect the jumpers on the SmartFusion2 Advanced Development Kit board as shown in
Table 5. For information on jumper locations, refer to "Appendix 2: Jumper Locations" on page 30.

Caution: Switch OFF the power supply switch, SW7, before making the jumper connections,

Table 5 « SmartFusion2 Advanced Kit Jumper Settings

Jumper Pin (from) Pin (to) Comments

J116, J353, J354, J54 1 2 These are the default jumper settings of the Advanced Dev
1123 2 3 Kit board. Ensure these jumpers are set accordingly.

J124, J121, J32 1 2 JTAG programming via FTDI

J118, J119 1 2 Programming SPI Flash

6. In the SmartFusion2 Advanced Development Kit, connect the power supply to the J42 connector.

7. This design example can run in both Static IP and Dynamic IP modes. By default, programming
files are provided for dynamic IP mode.

For static IP, connect the host PC to the J21 connector.of the SmartFusion2 Advanced
Development Kit board using an RJ45 cable.

For dynamic IP, connect any one of the open network ports to the J21.connector of the
SmartFusion2 Advanced Development Kit board using an RJ45 cable.

Board Setup Snapshot

Snapshots of the SmartFusion2 Advanced Development Kit board with all the setup made is given in
"Appendix 1: Board Setup for Running the Secure Webserver" on page 29.

Running the Demo Design

The following steps describe how to run the demo design:

1. Download the demo design from:
http://soc.microsemi.com/download/rsc/?f=m2s_dg0516_liberov11p6_df

2. Switch ON the SW7 power supply switch.

3. Start any serial-terminal emulation program such as:

Note:

HyperTerminal

PuTTY
Tera-Term

In this demo PuTTY is used.

The configuration for the program is:

Baud Rate: 115200
Eight data bits

One stop bit
No Parity

No flow control

For information on configuring the serial terminal emulation programs, refer to the Configuring
Serial Terminal Emulation Programs Tutorial.

4. Launch the FlashPro software.

5. Click New Project.
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6. In the New Project window, enter the project name as shown in Figure 9.

View Tools Programmers Cenfiguration

Besm wosa o

Customize Help

el

Configure Device E

= =p L Y
x
; " Name r e St " Enabled
| New Project - gk e
171950 1950 (USB 2.0
Project Name:
SevureWebser
Project Location:
C:\Sevurelebser
Programming mode
@ Single device
() Chain
H
5]
 [ES [ heb | [ ok ][ cancel |
E —
E Refresh/Rescan for Programmers
5 1 -\
e
=
I
A kI Al A Errors Warnings # Info
Ready no pregramming file loaded SINGLE
Figure 9+ FlashPro New Project

7. Click Browse-and navigate to-the location where the project is required to be saved.
8. Select Single device as the Programming mode.
9. Click OK to save the project.

10. Click Configure Device.
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11. Click Browse and navigate to the location where the webserver tcp top Secure Demo.stp file
is located and select the file. The default location is: <download_folder>\
sf2_secure_Webserver_tcp_demo_df\stapl_programming_file\Webserver_tcp_top_Secure_Dem

o.stp
The required programming file is selected and is ready to be programmed in the device as shown
in Figure 10.

[& FlashPro - [SecureWebserver] * S S S — " = < )

& —— . il — — — ]

File Edit View Tools Programmers Configuration Custemize Help

DSHE 7 @ EE s e

New Project ;b
Open Project D”' Wiew Programmers ﬂ&

> [

x| Programming file -
L]
\Webserver_TCP_top_Secure_Demo.stp
U
_g DEVICE M25150TS " Mode: [ Basic (@) &dvanced
t| |paceacE MIS150TS-£cl152 Action E
% DATE 2015/01/30
2| |staPz vemston  gEspmL [PROGRAM v
a IDCODE 0F2061CF =
€ |IDMRsK OFFFFFEE
o| |DESIGN Webserver TCP_top
& |cuEcrsmM 1327 L4
& |szcurrry Disable -
E1l Fil e — '
£
[ -

L=lx

[+ a1}, Errors }, warnings }, Info

Figure 10 » FlashPro Project Configured
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12. Click PROGRAM to start programming the device. Wait until a message is displayed, indicating
that the program has passed.

[ FlashPro - [SecureWebserver] * =HEEn X
s —

File Edit View Tools Programmers Configuration Customize Help

DEH 2 =% EE 8 ® 20k £

Hew Project ﬁ
(pen Project N Wiew Programmers

¥ Programmer Programmer Port Progr Progr
Name Type at Enabled

1 [ 13Y30KNV AashPro5 usb 13Y30KNY (US RUN PASSED

H

4

=

z

:

o Refresh/Rescan for Programmers

o)

£

ﬁ programmer '13Y30ENV' : EXPCRT DSN[128] = 2ee0aa0l0000cd5a00£3000c0007001b

programmer '13Y30ENV' :
programmer '13Y30ENV' : Finished: Fri Jam 30 10:37:47 2015 (Elapsed time 00:04:52)

programmer '13Y30ENV' : Executing action| PROGREM PASSED

c-0o-0-0-0-20 ‘

1
——

lom | 3
AIIA Errars )\ Warnings f\[ﬂﬁ) /

Figure 11+ FlashPro Program Passed

Note: The demo can be run'in static and dynamic modes. To run the design in Static IP mode, follow the
steps mentioned in the "Appendix 3: Running the Design in Static IP Mode" on page 31.
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13. Power cycle the SmartFusion2 Advanced Development Kit board.

A welcome message with the dynamic IP address is displayed in the serial terminal emulation
program as shown in Figure 12.

[ &8 coms - puTTy E=REEE)

Figure 12« User Options

14. The IP address displayed on PuUTTY should be entered in the address bar of the browser to run
the Secure Webserver. If the IP address is10.60.3.120, enter https://10.60.3.120 in the address
bar of the browser. This demo supports both Microsoft Internet Explorer and Mozilla Firefox
browsers.
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Running the Secure Webserver Demo with Microsoft Internet
Explorer

The following steps describe how to run the secure webserver demo with Microsoft Internet explorer:

1. Open the Microsoft Internet Explorer and type the URL (for example, https://10.60.3.120) in the
address bar. The browser shows a warning message as shown in Figure 13.

' | - PeFET =
e@kg;l https://10603120/) 0O~ & o

:@ Certificate Error: Mavigation...
|@ There is a problem with this website's security certificate.

The security certificate presented by this website was issued for a different wébsite's address.

Security certificate problems may indicate an attempt te fool you orintercept afiy data you send to the
Server.

We recommend that you close this webpage and do not continue to this wehsite.
@ Click here to close this web page.

& Continue to this website (not recommended).

@ More information

Figure 13 » Microsoft Internet Explorer showing Certificate Error Warning Message
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2. Click Continue to this website (not recommended) to start secure communication with the
Webserver. The Microsoft Internet Explorer displays the main menu of the Secure Webserver as
shown in Figure 14.

.
o)
e | & hitps/10603020 O+ © Centi B3| @ smertfusion2 Webserver % | | oy e 62

SmartFusion2 Secure
Webserver Demonstration

HyperTerminal Display

SmartFusion2 Google Search

For More information about SmartFusion2 products, refer to the Microsemi SoC Products website:
http://www.microsemi.com/products/fpga-soc/soc-fpga/smartfusion2

Figure 14 « Main Menu of Secure Webserver in Internet Explorer
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Running the Secure Webserver Demo with Mozilla Firefox

The following steps describe how to run the Secure Webserver Demo with Mozilla Firefox:

1. Open the Mozilla Firefox browser and enter the URL (for example, https://10.60.3.120) in the
address bar. The browser shows a warning message as shown in Figure 15.

JLUntrusted Connection | + |

r%h' X | (B S|

0} ¥ This Connection is Untrusted
A You have asked Firefox to connect securely to 10.60.3.120, but we can't confirm that your connection
is secure,

Maormally, when you try to connect securely, sites will present trusted identification to prove that you
are going to the right place. However, this site's identity can't be verified.

What Should I Do?

If you usually connect to this site without problems, this error could mean that someone is trying to
impersonate the site, and you shouldn't continue,

Get me out of here!

Technical Details

I Understand the Risks

If you understand what's going on, you€an tell Firefox to start trusting this site's identification. Even if
you trust the site, this error could mean that someone is tampering with your connection.

Don't add an exception unless you know there's a good reason why this site doesn't use trusted
identification.

Add Exception_

@ Firefox automatically sends some data to Mozilla so that we can improve your experience. Choose What I Share | x

& @ http=//10603.120 ¢ | |B - Google L R ¥+ #

m

=

Figure 15« Mozilla Firefox showing Warning Message

2. Select I Understand the Risks and click Add Exception....
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3. Click Confirm Security Exception in Add Security Exception window as shown in Figure 16, to
start secure communication with the Webserver.

Add Security Exception Iﬁ
You are about to override how Firefox identifies this site,
H L Legitimate banks, stores, and other public sites will not ask you to do this.
Server
Location: | [glafot=Afa XS Wil Get Certificate ]
Certificate Status
This site atternpts to identify itself with invalid information. View...
Wrong Site
Certificate belongs to a different site, which could indicate an identity theft.
|
Perrmanently store this exception
Confirm Security Exception ‘ ‘ Cancel |
| ]

Figure 16+ Add Security Exception Window

Note: Adding security exception for the IP Address is required for first-time browsing only.
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The Mozilla Firefox browser displays the main menu as shown in Figure 17.

T

L

J (| SmartFusion2 Webserver

https://10.60.3.120/

[+]

(8- Googie AlE- ¥ A

SmartFusion2 Secure
Webserver Demonstration

Blinking LEDs

HyperTerminal Display

SmartFusion2 Google Search

For More information about SmartFusion2 products, refer to the Microsemi SoC Products
website:
http://www.microsemi.com/products/fpga-soc/soc-fpga/smartfusion2

Figure 17

Note:

Main Menu of the Secure Webserver in Mozilla Firefox

The main menu has the following options:
— Blinking LEDs

— HyperTerminal Display

— SmartFusion2 Google Search

These options can be yerified using either Microsoft Internet Explorer or Mozilla Firefox web
browsers. In this demo, the options are demonstrated using Mozilla Firefox web browser.
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Blinking LEDs
1. Click Blinking LEDs on the main menu. You can observe a running LED pattern on the
SmartFusion2 board. The webpage gives an option to enter the values to blink the LEDs
manually as shown in Figure 18.
=] ] ] |
{77 https://10.60.3.222/LED |T| _ “__‘
€& hitp=//10603.222/LED G| B~ Google 2 B 4+ @
Blinking LEDs
LEDs on the board should blink once from 1 to 255
To blink LEDs manually enter any value between 1 to 255 :

Figure 18 »+ Blinking LEDs Page
2. Enter any number between 1-255 to lit the LEDs . manually. For example, if you enter 1, blinking
LED1 goes OFF. If you enter 255;all the eight blinking LEDs go OFF.
3. Click Home to return to the main menu.
Note: SmartFusion2 Advanced Development Kit has Active Low LEDs.

HyperTerminal Display
1. Click HyperTerminal Display on the main menu. Figure 19 shows a webpage that gives an
option to enter a.string value.

(S = | 5
T hittpsy//10.60.3.120/HyperT erminal o i - —
é @ hitps://10.608320/HyperTerminal c BV Google P E- ¥+ #

»

HyperTerminal Display

m

Enter string to display on HyperTerminal: SmarFusion2

Home i

A

Figure 19 « HyperTerminal Display Page
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The entered string is displayed on PuTTY as shown in Figure 20.

,@ COME - PuTTY

Figure 20 » String Display on PuTTY

2. Click Go Back One Page (arrow button) or Home to go back to the main menu.

SmartFusion2 Google Search

1. Click SmartFusion2 Google Search on the main menu.

Note: Internet connection is required with proper access rights to(get to the SmartFusion2 Google Search

page.

Figure 21 shows a web page with Google search.

SmartFusion2 Google Search
Mcrosemi

About 12 results (0.28 seconds)

Ads by Google

Spectrum Devices
www.spectrumdevices.com/
Manufacturer of RF PWR Transistors AS| MA-COM Metorola ST replacements

Microsemi

www.richardsonrfpd.com/
RF Power Semiconductors available from Richardson RFFPD.

i Did you mean: Microsemi

RF Power & Microwave applications, ...
WwW.microSemi.com

J—'E'd DX ™
("} SmartFusion2 Google Search | + |
(- ) ) https:/1060.3.120/google_search.htm

|_|:| E] | e

El F Google A B~

| Search |

powered by (o

¥+ f

MREE

i . Microsemi
| = IManufactures high performance Silicon and Silicon Carbide semiconductors for Analog, Mixed Signal, Switching Power,

m

Figure 21+ SmartFusion2 Google Search Page

2. Click Home to go back to the main menu.
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Appendix 1: Board Setup for Running the Secure
Webserver

Figure 1 shows the board setup for running the demo on the SmartFusion2 Advanced Development Kit
board.

g

Figure 1 » SmartFusion2 Advanced Development Kit Setup
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Appendix 2: Jumper Locations

Figure 1 shows the jumper locations in the SmartFusion2 Advanced Development Kit board.

Figure 1 « Jumper Locations in Advanced Development Kit Board

Note:
» Jumpers highlighted in red-are sét by default.
» Jumpers highlighted in‘green must be set manually.
* The location/of the jumpers in Figure 1 are searchable.
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Appendix 3: Running the Design in Static IP Mode

The following steps describe how to run the design in Static IP mode:

1. Right-click the Webserver_TCP_MSS_CM3_app in the Project Explorer window of SoftConsole
project and select Properties as shown in Figure 1.

L Project Explorer &3

4 [7,== Webserver TCP_MSS CM3 app

. ;ff Binaries

> il Includes

: (= Debug

+ = FreeRTOS
2= lwip-1.4.1

» = polarssl-1.2.8
> (2 Release

¢ = WebServer 4
. FreeRTOSConf

main.c
msce_post_hw]

g
€

- €] sys_cfg.c
<

C.

h sys_cfg.h
zI30362_cenfig

|= Copy of produ

|=| httpserver-nety

|5 production-ex s

[E] README.bet

3 ‘_:'E- Wehser\rer_TCP_I\/\

Mlew

Go Into

Open in New Window

Copy
Paste

Delete
Mowve...

Rename...

Import...
Export..

Build Project
ClearProject
Refresh

Close Project

Close Unrelated Projects

Exclude from build...
Build Configuraticns
Make Targets

Index

Convert To...
Run As
Debug As
Profile As
Team

Compare With

Restore from Local History...

Properties

&~ =C

Ctrl+C
Chrl+V
Delete

F2

Alt+Enter

Figure 1 * Project Explorer Window of SoftConsole Project
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Figure 2 shows removing the symbol NET_USE_DHCP in the Tool Settings tab of the
Properties for Webserver_TCP_MSS_CM3_app window.

r - - -_— e a— T— ™
SC Properties for Webserver TCP MSS CM3app . = g
type filter tet Settings e

Resource
Builders
C/C++ Build Configuration: [Release [ Active ] vl [Manage Configurations.
Build Variables
Discovery Options
Enviranment 1 Tool Settings |.ﬁ‘ BnndStepsl Build Artifact Binary Palseul @ Error Parsers
Settings
Tool Chain Editor 53] (iNU C Compiler Defined symbols (-D) € B Y
C/C++ General (8 Preprocessor
Project References (22 Symbols B G
Refactoring History (B Directries LWIP_PROVIDE_ERRNO
Run/Debug Settings ( Optimization Yy Y

LWIP_COMPAT_MUTEX
(22 Debugging MICROSEMI_STDIO_THRU_UART
(# Warnings

(s Miscellaneous
3 GNU C Linker
@ General
(2 Libraries
(s Miscellaneous
53 GNU Assembler
@ General
) Memory map generator
) GNU Intel Hex File Generator
( General
53 GNU S-Record Generator
(2 General
) GNU Listing Generator
( General

Undefined symbols (-U) aqa 3 5l g

[ Restore Defauhsl [ Apply I

® oo

Figure 2 « Project Explorer Properties Window
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If the device is connected in Static IP mode, the board static IP address is 169.254.1.23, then
change the host TCP/IP settings to reflect the IP address. Figure 3 shows host PC TCP/IP
settings.

. ™
U Local Area Connection Properties ﬁ

Metworking

Connect using:
L¥ Broadcom MetLink (TM) Gigabit Ethemet

[ Configure. .. ]

This connection uses the following tems:

& Client for Microsoft Networks

QQDS Packet Scheduler

E_,I File and Printer Sharing for Microsoft Netwarks
i Broadcom Advanced Server Program Difwer
vio Irtemet Protocal Version 6 (TCPAPwE)
PN Intermet Protocol Wersion 4 (TCPAPv4)
i |inl-Layer Topalogy Discovery Mapper 170 Driver
i | inl-Layer Topoloow Discovern” Responder

’ Install... ] g Bginstall Froperties

Description

Transmission Contral Protocol/Intemet Protocol. The default
wide areametwork pretocol that provides communication
across diverse interconnected networks.

0K || Canesl

b

Figure 3 *Host PC TCP/IP Settings
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Figure 4 shows Static IP address settings.

-

Internet Protocol Version 4 (TCP/IPvd) Properties M

General

You can get IP settings assigned automatically if your netwark supports
this capability. Otherwise, you need to ask your network administrator
for the appropriate IF settings.

() Obtain an IP address automatically
i@ Use the following IP address:

IP address: 169 . 254, o . 220
Subnet mask: 255 . 255 , 255, 0.
Cefault gateway: | \

Obtain DMS server address automatically

i@ Use the following DMNS server addresses:

Preferred DMNS server: 169 .254 . 1 . 23

Alternate DNS server:

[ validate settings upaf exit [ Advanced... ]

[ Ok, ][ Cancel l

e

Figure 4 » Static IP Address Settings

Once these settings are made, build the design. Refer to "Running the Demo Design" section on

page 1-17 to execute the design in static IP mode, if the SmartFusion2 device is already programmed
with Wwebserver TCP top Secure Demo.stp file.

Note: To run the application in debug mode, FlashPro4 JTAG programmer is required.
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A — List of Changes

The following table shows important changes made in this document for each revision.

Date Changes Page
Revision 5 Updated "SoftConsole Firmware Project" section (SAR 73518). 112
(November 2015)

Revision 4 Updated the document for Libero v11.6 software release (SAR 72058). NA
(October 2015)

Revision 3 Updated the document for Libero v11.5 software release (SAR 63973). NA
(March 2015)

Revision 2 Updated the document for Libero v11.4 software release (SAR 60685). NA
(September 2014)

Revision 1 Initial release. NA
(April 2014)

last page of the document. The digits following the slash indicate theimonth and year of publication.

The revision number is located in the part number after the hyphen. The part number is displayed at the bottom of the
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B — Product Support

Microsemi SoC Products Group backs its products with various support services, including Customer
Service, Customer Technical Support Center, a website, electronic mail, and worldwide sales offices.
This appendix contains information about contacting Microsemi SoC Products Group and using these
support services.

Customer Service

Contact Customer Service for non-technical product support, such as product pricing, product upgrades,
update information, order status, and authorization.

From North America, call 800.262.1060

From the rest of the world, call 650.318.4460

Fax, from anywhere in the world, 408.643.6913

Customer Technical Support Center

Microsemi SoC Products Group staffs its Customer Technical Support Center with highly skilled
engineers who can help answer your hardware, software, and design questions about Microsemi SoC
Products. The Customer Technical Support Center spends a great deal of time creating application
notes, answers to common design cycle questions, documentation of known issues, and various FAQs.
So, before you contact us, please visit our online resources. lt'is very likely we have already answered
your questions.

Technical Support

For Microsemi SoC Products Support, visit
http://www.microsemi.com/products/fpga-soc/design-support/fpga-soc-support.

Website

You can browse a variety of technical and non-technical information on the SoC home page, at
http://www.micresemi.com/products/fpga-soc/fpga-and-soc.

Contacting the Customer Technical Support Center

Highly skilled engineers staff the Technical Support Center. The Technical Support Center can be
contacted by email or through the Microsemi SoC Products Group website.

Email

You can communicate your technical questions to our email address and receive answers back by email,
fax, or phone. Also, if you have design problems, you can email your design files to receive assistance.
We constantly monitor the email account throughout the day. When sending your request to us, please
be sure to include your full name, company name, and your contact information for efficient processing of
your request.

The technical support email address is soc_tech@microsemi.com.
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My Cases

Microsemi SoC Products Group customers may submit and track technical cases online by going to My
Cases.

Outside the U.S.

Customers needing assistance outside the US time zones can either contact technical support via email
(soc_tech@microsemi.com) or contact a local sales office. Visit About Us for sales office listings and
corporate contacts.

ITAR Technical Support

For technical support on RH and RT FPGAs that are regulated by International Traffic .in Arms
Regulations (ITAR), contact us via soc_tech@microsemi.com. Alternatively, within My Cases, select Yes
in the ITAR drop-down list. For a complete list of ITAR-regulated Microsemi-FPGAs, visit the ITAR web

page.
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Microsemi Corporate Headquarters
One Enterprise, Aliso Viejo,
CA 92656 USA

Within the USA: +1 (800) 713-4113
Outside the USA: +1 (949) 380-6100
Sales: +1 (949) 380-6136

Fax: +1 (949) 215-4996

E-mail: sales.support@microsemi.com
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Microsemi Corporation (Nasdag: MSCC) offers a comprehensive portfolio of semiconductor
and system solutions for communications, defense & security, aerospace and industrial
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integrated circuits, FPGAs, SoCs and ASICs; power management products; timing and
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Microsemi makes no warranty, representation, or guarantee regarding the information contained herein or
the suitability of its products and services for any particular purpose, nor does Microsemi assume any
liability whatsoever arising out of the application or use of any product or circuit. The products sold
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