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Introduction

SmartFusion®2 and IGLO02® field programmable gate array (FPGA) devices have many new security features
compared to previous Microsemi or competitive FPGA offerings. From supply chain assurances to enhanced
protection of the valuable intellectual property, SmartFusion2 and IGLOO2 FPGA are loaded with unique features,
making advanced cryptographic applications easier. SmartFusion2 and IGLOO2 FPGAs add many unique design
and data security features and use new models to the PLD industry. The system controller block in the SmartFusion2
and IGLOO2 device manages programming of the device and also handles system service requests to allow design
and data security. The system controller serves as the base on which the system services are made available with
the SmartFusion2 and IGLOO2 FPGAs. The following are the list of various system services:

e Device and design information services

e Flash*Freeze services

e  Cryptographic services

o Differential power analysis (DPA)-resistant key tree services

e Non-deterministic random bit generator services

e  Zeroization service

e  Programming services
The system ervices block can be accessed through the communication block (COMM_BLK). There are two
COMM_BLK instances: one in the microcontroler subsystem (MSS) or high-performance memory subsystem (HPMS)
that the user interfaces with and one that commusnicates with the first one that is located in the system controller.

The COMM_BLK consists of an advanced peripheral bus (APB) interface, eight byte transmit FIFO, and an eight byte
receive FIFO. The COMM_BLK provides a bidirectional message passing facility between the MSS/HPMS and the
system controller. The system services are initiated by the user using the COMM_BLK in MSS/HPMS, which can be
read or written by any master on the advanced high-performance bus (AHB) matrix; typically either the Cortex™-M3
(in SmartFusion2) or a design in the FPGA fabric (in SmartFusion2/IGLOO2).

The system controller receives the command through the COMM_BLK in the system controller. The system controller
then uses the Sll Master, a bus master controlled by the system controller, to get the additional details and options at
an address supplied in the original COMM_BLK command, pointing where this structured data is stored in memory by
the user prior to invoking the command. The system services output bytes returned to the user by the system
controller is written to a memory address specified in this data structure. Upon completion of the requested service,
the system controller returns a status message through the COMM_BLK.
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Design Description

The design consists HPMS, on-chip 50 MHz RC oscillator, Fabric clock conditioning circuitry (CCC),
CoreSysServices IP, CoreRESETP, CoreABC, CoreUART_apb, SysServices State Control block, and APB data
block. Figure 1 shows the block diagram of the design.

The 50 MHz RC oscillator is used as a main clock. It is used with CCC to provide 100 MHz reference clock to the
HPMS. This 100 MHz clock is also used as the main clock for the fabric blocks. The HPMS is configured to use
CoreRESETP to generate the reset signals for all the blocks.

The CoreSysServices IP is configured to use only the NRBG. It sends various NRBG commands to the system
controller through COMM_BLK in the HPMS. The Sysservice state control logic, controls the sequence of the system
service command and capture of the NRBG data from the CoreSysservice. The UART Controller sends the data from
the Sysservice state control logic to the HyperTerminal. The APB data block, inside the UART Controller block, also
converts the NRBG Hex data to ASCII Hex data to display the NRBG data in the correct format to the HyperTerminal.
The CoreABC program controls initiating the SysService Controller Block from the HyperTerminal and displaying the
data through CoreUARTapb. The Fabric logic also consists of a counter block (not shown in Figure 1) to display
counter value through LEDs that display the design is up and running.

SysService Controller Block UART Controller Block
Sysservice APB data
CoreSysServices «@mmp  State control |« P> i CoreUARTaph <=
logic
System Builder Block { = N { = J’ N
CoreABC
FAB_OSC FAB_CCC HPMS
CORERESETP

Figure 1 Block Diagram of the Design

Components Used
This tutorial uses the following SmartFusion2 devices:

e  SmartFusion2 FPGA fabric
e  On-chip 25/50 MHz RC oscillator
e Fabric CCC.
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Software Requirements
e Libero® System-on-Chip (SoC) v11.7 SP1 for viewing design files
e  FlashPro programming software (v11.7 SP1)
e USB to serial drivers

System Requirements
Any 64-bit Windows operating system

Hardware Requirements
e  SmartFusion2 Development Kit, Rev C that has:
— FlashPro4 programmer

- USB A- to Mini-B cable
— 12V adapter
e USB-RS232 Serial adapter or RS232 cable

Preparing for the Lab

The demo design files are available for download from the following path in the Microsemi website:

http://soc.microsemi.com/download/rsc/?f=m2s_tu0503_core_sys_svc_liberov11p7_df

Core System Services Lab - How to Use
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Step 1: Creating the Design

In this step create the fabric design using the system builder, SmartDesign and with the supplied source files. The
source files are provided in the C:\Coresyssvc_lab\Source_files folder.

Launching Libero SoC

The following steps describe how to launch Libero SoC:

1. Click Start > Programs > Microsemi Libero SoC v11.7 > Libero SoC v11.7, or click the shortcut on your
desktop to open the Libero 11.7 Project Manager.

2. Create a new project by selecting New on the Start Page tab (as shown in Figure 2), or by clicking Project >
New Project from the Libero SoC menu. This opens the New Project dialog box.

Clben s o« s T .. ... .. T et

Project File Edit View Design Tools Help
N9 o03|FH

StartPage ¥

Projects

Jlid

Libefd)
Recent Projects l ero

System-on-Chip h
C:fActel Projects/L...J...sion2 Tutorial
CilActel P 5L 4
C:fActel Projects/L

e et e ot | Welcome to Microsemi's Libero SoC v11.7

H rive/Assgnm i 7

Libero SoC is the most comprehensive and powerful FPGA design and development software available, providing start-to-finish design flow
guidance and support for novice and experienced users alike. Libero SoC combines Microsemi's tools with such EDA powerhouses as Synplify
Pro® and ModelSim@.
What's New in Libero SoC v11.7 Beta
The Libero SoC v11.7 Beta software includes the following new features for your evaluation: 1
Welcome to Libero SoC + Chip Planner — New floorplanning tool that allows you to create regions and make logic assignments to optimize logic placement for better

timing performance and routability of your design. This Qt-based tool runs on both Windows and Linux and has a faster runtime than MVN

i . - e 9
Libere SoC Quickstart in previous releases. Available for SmartFusion2, IGLOO2, and RTG4 families.

Libero SoC Interface Description + Enhanced Constraints Flow — New user interface that allows you to better manage design constraints throughout the design process.
N | e Features push-button automatic SDC Timing Constraint generation for CCC, SERDES, MSS, and OSC based on user configuration

Available for SmartFusion2, IGLOO2, and RTG4 families.
Libero Tutorials

Product Tutorials
Training Webcasts Libero - Learn more about Libero SoC

Microsemi SoC Website

More Information

Programming — Learn more about Programming Solutions

Power Calculators = Find XL $-based estimators for device families

Development Kits — Learn more about development kits to accelerate your design

Log & X Message f x

[E1Mescaces | €3 Erors i Warninas 8 Info =|Messaces | €4 Erors 4 Waminos @ Info  [S] Manaae suporessed messaces

Figure 2 Libero SoC Project Manager
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3. Enter the following information in the New Project dialog box.

e  Project Name: Sysservice_ NRBG

e Project Location: C:\Actelprj\

e Preferred HDL type: Verilog

e Family: IGLOO2

e Die: M2GL0O10TS

e Package: 484 FBGA

e Speed:-1

e Core Voltage: 1.2

e Range: IND

e Use Design Tool: checked (as shown in Figure 3)

B Progeet semingi — - - | L i |
|| [ Bence sabeetien
| D satbngi CApTEnSy GHRCE GOCE B MOS0 ROTS- GAR fre
Dt e Part fiawe
[ frgtan cpeatng conddom ! Becd
[] | & Sevubsten optons Py . D MIANETS = Feckagr bR &
| e Sewed: |- = | Corw voitage: 1.2 = A PO -
| vz
| Vum eemmands
Tirstucale =
4 Sarvadution kans.
KLnos S part
CORLAHBUITE LS . -
CORITAERACES LI Pt brriber SLUT DFF Usaa L IRAM 1K LERAM LI Math(1Selly  Pllasnd OO0  Ohp Glokah
CORIAPE] LB L e v 1A E2i] k] ] i 1 [
N
|
i =
bl o] ||

Figure 3 Libero SoC New Project Parameters
4. Click OK to close the new Project dialog box.
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5. Enter my_hpms as the name of the system in the System Builder dialog box, as shown in Figure 4.

] System Builder | B |

Enter a name for your system:

my_hpms

o] o

Figure 4 System Builder Name Dialog Box
6. Click OK. This opens the System Builder — Device Features.

7. Inthe System Builder — Device Features tab, select the HPMS System Services check box under System
Services, as shown in

Figure 5.
IO D e a S 0 amas = ol 8 YirLY. [ES= )
Device Features Peripherals Clocks HPMS Options SECDED Security Memory Map >
Select the IGLO0?2 device features you will be using in your design
Memory

[] HPMS Excternal Memary

SER S COMBLY J eSFA ﬂ

o

@ MDDR
Soft Memory Cantroller (SMC)

[] HPMS On-chip Flash Memary ( eNyM )
[] HPMS Cn-chip SRAM (eSRAM )

HPMS High Performance DMA ( HPOMA )
[] HPMS Peripheral DMA ( PDMA )
[] serial Peripheral Interface { SP1)

Fabric External DDR Memory ( FDDR )

RESET CTRL

Fanric.

High Speed Serial Interfaces FAR_COTD

[] SERDESIF_0

N 13304 5 3 uaan

ELCAERFE Teh]

10472 3 uaan

System Services

HPMS System Services

PB_SLAVE

APRAPOK |2

P8 8 PRESS™ M

T

3
=
- = R
o [ § b (oo | kL
A 3

oo |

Figure 5 System Builder — Device Features

Note: The IGLOO2 HPMS system builder offers a variety of services including Random Number Generation,
Encryption, and Flash*Freeze. To access these services through the HPMS, check the HPMS System
Services checkbox in the System Builder — Device Features page. This action exposes a Fabric Master port on
the System Builder generated block.
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8. Click Next. This opens the System Builder — Peripherals tab as shown in Figure 6. Use the default settings.

G‘ System Builder - Peripherals d - S—— B — i E@g
Device Features > _Peripherals Clocks HPMS Options SECDED Security Memory Map >

Allocate and configure master and slave components for your subsystems

Fabric Slave Cores Subsystems
Core Version @ HPMS FIC 0 - Fabric Master Subsystem it
1 Fabric AMBA Slave 0.0.102 Configure Enable Mame

‘ 1 ‘ HPMS_FIC_0_USER_MASTER_M1

Fabric Master Cores

Core Version

1 Fabric AMBA Master 0.0.102

To mowve a peripheral from one subsystem to another, drag it from its present location and drop it onto the desired susbsystem.
Masters are in bold and blue.

Figure 6 System Builder — Peripherals

Core System Services Lab - How to Use 9
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9. Click Next. This opens the System Builder — Clocks tab, select On-chip 25/50 Mhz RC Oscillator as the System
clock and FIC_0_CLK = HPMS/1= 100Mhz, as shown in Figure 7.

(9 Systern Builder - Clocks E'*

> DeviceFeabures » 2 Peripherals » 7 Clodks » > HPMS Options > 2 SECDED » 2 Security » > Memory Map >

Configure your subsystem clocks

System Clack
0.0 Mz
[On-chip 25050 MHz RC Oscillator x
= ok
HPMS_CLE = 100.00 MHz 100, 000
MODR Clocks
MDDR_CLE =tHems clkt L 7|
DDRJSMIC_FIC_CLK = MDDR_CLE | _]. T

ric Interf ace Clocks

FlC_0_CLK —HPMS_CLK | 100,000

FIC 1 O i

Fabric DDR Clocks

FDOR._CLK = [100 | Mtz

FDDR_SUBSYSTEM_CLK  =FODR_CLK] |1~

Figure 7 System Builder — Clocks
10. Click Next. This opens the System Builder — HPMS Options tab. Accept the default settings.
11. Click Next. This opens the System Builder — SECDED tab. Accept the default settings.
12. Click Next. This opens the System Builder — Security tab. Accept the default settings.

13. Click Next. This opens the System Builder — Memory Map tab. Accept the default settings.
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14. System Builder generates the memory, as shown in Figure 8. Verify the memory map settings and click Finish
to generate the System Builder blocks.

G‘ System Builder - Memary Map a 2 A SRas & ‘ o a P og X )
Device Features Peripherals Clocks HPMS Options SECDED Security Memory Map >
Configure your subsystem memory maps
B e Assign peripherals to addresses on bus:
CoreAHBLite 0 ( HPMS FIC_O - Fabric Master Subsystem ) Address Peripheral

000000000,

0x20000000, '

04000000, ™Y-hBms HPMS 0:FIC_0_AHB SLAVE

0x60000000

L

Figure 8 System Builder — Memory Map
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The System Builder block my_hpms is added to the SmartDesign Canvas as my_hpms_top, as shown in
Figure 9.

O Libero - CASysservice_NRBG_1\Sysservice_NRBG_Lprie” = =R

| Project | File Edit View Design Tools SmartDesign  Help

NEH2N &0

= c z StartPage || | &2 my_hpms_top ‘
Show: [Components = % -
o @ work o

[l XTLOSC_FAE (osc_compsa)
Bl XTLOSC fosc_comps.)
RCOSC_IMHZ_FAB {osc_campsa)
COSC_IMHE {ose_comps.)

> €¥E) my_hpms_top
& il COREAHBLITE LI

m

HPMS_FIC_0_SYS_SERVICES MASTER

PPN HE TR

my_hpms 0
[PFAB_RESET_N POWER_OM_RESET_M
[CEVRET NB————@ DEVRST N HPWE_READY
¢ FIC_0_PINS (&)
¥ my_hpms_HPMS_0_PINS
IHIT_PINS
T v
B < M 3
| DesignFlow | Design Hierarchy | Stimuus Herarchy | Catalog | Files |
Log 8 X
€3 Errorsj, Warnings i Info
The Sysservice NREG_L project was created. £
Ororo: tuy_bpws FONS' s successfully generated. 1
OInfn: 'my_hpms' was successfully generated. =
Tnfoi Hystem Builder successfully generated 'my hpms's Open Systen Builder summary for details 2
1nro: Pab pin ‘wy hpus 0:DEVRST N° of ‘my hpms 0° is automatically connected to a top-level port. s

|Farn: IGLOO2 | Die: M2GLOIOTS | Pkg: 484 FBGA | Yerilbg

T j—— m —

Figure 9 System Builder Block in the SmartDesign Canvas

15. Select The Master BIF on my_hpms_top block (mirroredMaster port M on my_hpms_top block), right-click and
select Promote to Top Level to promote the signal to top-level, as shown in
Figure 10.

|

Cornect

Disconnect
QuickConnect.,, Ctrl +K
Prormate ta Tap Lewvel

Clear Attribute
hAark Unused

ShowyHide BIF Pins

my _hpms 0

FAB_RESET_RN PCVGER_OM_RESET_N

DE%RST_M HFMS_READY

FIC_0_FINS

my _hpms_HPMS 0 PINS

IMIT_PIMNS

g-

Figure 10 Promoting Ports to the Top Level in SmartDesign
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16. Promote the other ports on my_hpms_top block to top-level, as shown in Figure 11.

[EAE BESE]

| DEVRS

my_hpms 0

FAB_RESET M POWER_ON_RESET_M
CEVRST N HAVE_RESTY
HAVE_FIC 0_S¥S SERVICES MASTER
_hpre_HAVE_0_ANSE
CONM BLI_INT
HAVS_NT_RNEF[T5D]
INT_ANSE]
NIT_DONE

g‘

Figure 11 my_hpms_0 block in the SmartDesign With All Ports Connected

17. Click File > Save my_hpms_top to save my_hpms_top smartdesign block, as shown in

Figure 12.

Project | File | Edit View Design Tools 5mg
D Mew 4
Open...
Design Hie P
Close my_hpms_top
Show: H Save my_hpms_top Ctrl+S I
B Save my_hpms_top as...
4
e Import [
Link Files *
VHDL Library »

Figure 12 Saving my_hpms_top SmartDesign Block

18. Click SmartDesign > Generate Component or select Generate Component to generate the my_hpms_top
block, as shown in Figure 13.

| Project File cdt VMiew [esign Toos | SmarDeign | Help
M. HAE  seserme Compinent
cHaNe0 3¢ ;
Dasian Herwhy DE fuo Come 5
|
: . 1 Connectin Mode E —
Sov: | Components ~ s
— [ Add Pert..
ol
e M Qucklerned. Cirl+k H
E YIS _FR (rer romgeui - , , !

Core System Services Lab - How to Use

Figure 13 Generating my_hpms_top SmartDesign Block
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After generating the design, end up with two new components in your Design Hierarchy. There is a my_hpms_top,
which is a SmartDesign that instantiates system builder generated component my_hpms. The my_hpms_top is a
regular SmartDesign that contains an instance of system builder. Double-click the my_hpms_top component in
Design Hierarchy to reconfigure the system builder, if needed.

Use several rtl source files in this tutorial. Next, import those source files.

19. Go to the Files tab, right-click on the hdl and select Import Files to open the Import files dialog box, or
File>Import > HDL Source Files, as shown in Figure 14.

4 [ component
B[] Actel
> [ work
> [ constraint
> [ designer
7 firmware
[ ]

Import Files...
Create Link...

[ synthesis
> [ tooldata

| Design Hierarchy I Stimulus Hierarchy | Files |

Figure 14 Importing HDL Source Files in the Libero SoC

20. Browse to C:\ Coresyssvc_lab\ Source_files_blocks\hdl folder and import all four source files:
APB_register_blk.v, Count28.v, Hex_to_ascii.v, and NRBG_sysservice_state.v files, as shown in Figure 15.

il

p - W Ly
G‘ Import Files - e - 1@
- -~ |
%v . « Source files_blocks » hdl v | &4 i Search hdl yel
- = e i ey
Organize ¥ New folder =~ 0 @
@ Documents “ Name : Date modified Type
J’ Music .
X =] APB _register_blk.v 910/2013513PM  VFile
[ Pictures ~ )
| Count28.v 9/5/20136:01PM  VFile
&1 Subversion L . 519013 F: /
B | Hex to_asciiv 9/5/20136:01PM  VFile
ideos
& NRBG_sysservice statey 9/10/20135:09PM  VFile
" Computer
& Local Disk (C:)
|-y
a DATAZ (E)

| o8 sqatests (idms)
& cae (\\dmb.amer . 4 | . |

File name: » |HDL Source Files ("vhd v *h) ~

3

Figure 15 Import Files Dialog Box
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After successful import, the files appear in the hdl folder and also in the Design Hierarchy tab, as shown in

Figure 16.

@ Libera —'C"{\\S’}-'S'SEM ce_MRBG 'S}'s servic e_NﬁEG‘pr]‘x*
Wiewe Design  Tools  SmartDesign Help

=g

Project  Eile  Edit

NEeH22 @ 0

—
&l
=

P | component
] constraint
[ desigrer

T

i hdl

S APB_register_blk.w

|E'£| Count2fa

% Hewx to_asciiw

% MRBG_sysservice_statew
[ sirmulation 4
smartgen

[ stirmulus

[ synthesis
[ tooldata

| Dresign Flov I Diesign Hierarchy I Skimulus Hierarchy I Catalog | Files |

Figure 16 Design Hierarchy Tab Showing the Source hdl Files

Next, create a block that instantiates CoreSysServices (configuring CoreSysServices for the NRBG service).

21. Move to the Design Hierarchy tab and click Create SmartDesign in the Design Flow window to create a new

SmartDesign block, as shown in Figure 17.

my_hpms_top

Tool

4 p Create Design

L stem Build
reate HLU
24 Create SmartDesign Testbench
Create HOL TestBench
4 | Verify Pre-Synthesized Design

B simulate

Figure 17 System Builder Block in the SmartDesign Canvas
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22. This opens the new SmartDesign dialog box. Enter syssvc_blk as the name, as shown in Figure 18.

] Create New SmartDesign

)

Marme:

syssvc_blk

Ok

] [ Cancel

Figure 18 Create a New SmartDesign

The SmartDesign canvas opens. Add CoreSysServices to design the canvas, as shown in Figure 19.

23. Go to the Catalog tab and expand Peripherals in the IP catalog.

Catalog F X
& ~ [ simulation Mode + 4
Mame - Version ar
CoreRGMI 20104
&= CoreRemap 11101
CoreResetP 7.0104
&= CoreSDLC 3011
&= CoreSDR 41111
&= CoreSDR_AHE 4.3.100
&= CoreSDR_AXI 20116
55 CoreSGMI 2.0101
E= CoreSPI 5.0,100
I E= CoreSysServices 3110
&= CoreTSE 2.0.307
&= CoreTSE_AHE 21105
CoreTimer 20103
&= CorelJART 5510
&= CorelARTapb 5510
&= CoreWatchdog 1110

Figure 19 Create a New SmartDesign Dialog Box

24. Drag an instance of the CoreSysServices v3.1.101 component into the SmartDesign canvas. SmartDesign uses
the CORESYSSERVICES _0 instance name.

Double-click the CoreSysServices _0 component in the SmartDesign canvas to open the CoreSysServices
Configurator.

25.

26.

16

Select the NRBG under the Data Security Services and enter the following settings:

Pointer to instantiate structure:

Pointer to RBG personalization string in MSS address space:

Pointer to DRBG generate structure:

Pointer to buffer to receive generated random data:
Pointer to DRBGINSTANTIATE structure:

Pointer to additional input data:

0x20001000
0x20002000
0x20003000
0x20004000
0x20005000
0x20006000

Core System Services Lab - How to Use
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-
#'| Configuring CORESYSSERVICES_O (CORESYSSERVICES - 3.1.101)
2] Configuring -0 AL 8 DO e ¢

Configuration

- C=nel !!Ei!d‘
N R

Device and Design Information Services

Serial Number Service: [}
User Code Service: ]
Device Certificate Service: =
Secondary Device Certificate:

User Design Version Service: |:|

Data Security Services

Cryptographic Service for AES128:
Cryptographic Service for AES256:
Pointer to input data to encrypt/decrypt:
Cryptographic Service for SHA256:
Cryptographic Service for HMAC:

Pointer to receive 256-bit HASH result:
DPA Resistant Key Tree Service:

DPA Resistant Pseudo PUF Challenge Response Service:
Pointer to receive 32-byte result:

Pointer to DREG Instantiate structure:
Pointer to DREG Generate structure:
Pointer to DREG Reseed structure:

Elliptic Curve Services

]

]
0x20000000

]

]
0x20000000

]

B
0x20000000
0x20001000
0x20003000

0x20005000

Painter to receive 128-bit Serial number:

Pointer to receive 32-bit User Code:

Painter to receive 768-byte Device Certificate:

Pointer to receive 640-byte Secondary Device Certificate:

Pointer to receive 15-bit Design Version:

Pointer to AES 128 descriptor data:

Pointer to AES256 descriptor data:

0x20000000

0x20000000

0x20000000

0x20000000

0x20000000

Pointer to receive output decrypted/fencrypted data:

Pointer to SHA256 descriptor data:

Pointer to HMAC descriptor data:

Pointer to data to be hashed:

Pointer to Key Tree descriptor data:

Pointer to Pseudo PUF Challenge Response descriptor data:

MNon-Deterministic Random Number Generator Service:

Pointer to RBG Personalization string:

Pointer to receive generated random data:

Pointer to additional input data:

0x20000000
0x20000000
0x20000000
0x20000000
0x20000000
0x20000000
0x20000000
0x20000000
0x20002000
0x20004000

0x20006000

m

Figure 20 Configuring CoreSysServices IP for the NRBG Services

The pointer address points to various locations in the eSRAM, CoreSystemServices, and COMM_BLK. Use these
locations to transfer data during various NRBG services operation.

27. Click OK to close the CoreSysServices.

Core System Services Lab - How to Use
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28. Drag my_sysservice_state instance from the Design Hierarchy tab to the SmartDesign canvas. SmartDesign
adds my_sysservice_state and use my_sysservice_state_0 as the instance name, as shown in Figure 21.

S

4 e@ work
E=j_ ATLOSC_FAB (osc_comps.v)
E=j_ KTLOSC (osc_comps.v)
w sysswe_blk
E=j_ RCOSC_1MHZ_FAB (osc_comps.y)
RCOSC_1MHZ (osc_comps.v)
| 5] my_sysservice state (MRBG_sysservice_state.v)

= e my_hpms_top
E=j_ counter?8 (Count28.v)
[» E=j_ APB_register_blk (APE_register_blk.v)
il COREAHBLITE_LIB

a4 | m |

Design Hierarchy Stimulus Hierarchy | Files |
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Figure 21 Adding NRBG State Machine Code in the SmartDesign Canvas
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Step 1: Creating the Design

29. Next, connect the signals between CORESYSSERVICES _0 and my_sysservice_state _0. There are several

ways to connect signals in the SmartDesign.

e Select SmartDesign > Connection mode, enter Connection Mode, and click and drag from one pin to

another.

e  Select the two signals you want to connect using the CTRL key, then right-click and select Connect to

connect them, as shown in Figure 22.

CORESYSSERYICES 0O

OLK HSEL
RESETH SERY_BUSY
HELK SERY_STATUS Wi LD
HRESET™ SERM _STATUS_ RESHT.0]

SERV_ENABLE REQ

SERY_DATA WRDH
SEEEATA_RMALID

ATA_R[31:0]

SERV_IMRE
SERY_MRE B QuickConnect.., Ctrl+K
SERY_MRE
SERV_TMRE Edit Slice..,

Prarnote to Top Lewel

Clear Attribute

Inwert

Tie Low | @ L

Tie High

my_sysservice state 0

FESETn

LK

START

SELF_TEST. SERVICE
INSTANTIATE SERY ICE
GEMERATE SERVICE
SERY_BUST
SERW_DATA _WURLY
SERVTDATA TRVALID
SERY_DATA_R[31:0]
SERY . STATIUS. RESHT.O]
SERY_STATUE VALID

SER_DATA_WI31:0]
SEV_DATE WivALD
SERY_EMAELE REQ
I TE 0]

o
SERY_MRBG_HAMOLET:0]
SERY _MRBG ACOLEMNGTHT:O]
SERY _MRBG_PREED[T:0]
MRBG_DATA [31:0]
MNREG_HAMNOLET:0]
MRBG_SY T DOME
fami3:0]

Figure 22 Connecting Ports Between CoreSysServices_0 and my_sysservice_state_0
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30. Connect the following signal between CORESYSSERVICES _0 and my_sysservice_state _0 block, as shown

in Table 1.

Table 1 Signal Connection with the Smart Design Block

CoreSysServices_0

my_sysservice_state

SERV_BUSY

SERV_BUSY

SERV_DATA_WRDY

SERV_DATA_WRDY

SERV_DATA_RVALID

SERV_DATA_RVALID

SERV_DATA_R[31:0]

SERV_DATA_R[31:0]

SERV_STATUS_RESP[7:0]

SERV_STATUS_RESP[7:0]

SERV_STATUS_VALID

SERV_STATUS_VALID

SERV_DATA_WI[31:0]

SERV_DATA_WI[31:0]

SERV_DATA_WVALID

SERV_DATA_WVALID

SERV_ENABLE_REQ

SERV_ENABLE_REQ

SERV_CMDBYTE_REQ

SERV_CMDBYTE_REQ

SERV_NRBG_LENGTH

SERV_NRBG_LENGTH

SERV_NRBG_HANDLE

SERV_NRBG_HANDLE

SERV_NRBG_ADDLENGTH

SERV_NRBG_ADDLENGTH

SERV_NRBG_PRREQ

SERV_NRBG_PRREQ

CORESYSSERVICES 0
yolK 6 B
by i My _Sjssarvice stats 0
b LK SFRY_ATATLG_VALD D » TR SY_DATA_WH-D]
> HILULIN LY _STATUS B 20 » LK SHY TR _WWALD)
U _LALLE 10 LY _DATA_ Wy B P LRI SLH7_EMA DL D
P U _CHOY T R0y SLRY_DAIA_FNALUD P el TSI BERY_CHOEV TE_RLOJ-0)
poUN LA IA_WALD SR DA AR D INGIANIATE SERVICE LN LR TH D)
P U D8 1A M) D GENERATL_THVICE LR _NRBC_HR NOLE 0]
b COMM_RILK T bRy _RUSY SFRY_NEAG_AMT BNGTHT 1)
SRV _NRRG_| RBTHT N CERY_TATA_WRIY BERY_RRAN_PRRRO[T
b SERY TMRBGCHRNOLE (] SEHY TR VALD NREGLA LA 1.0
b SEHY_MNRBG_ADCLENG I L SeHy_ A I 310 NREG_HA NLLE )
b SEHY _MREG_FHRER 120) EEHY_5IA] U5_HESH U] NHE_EWG_LUNE

b EERV_ETATLE VALD

E
H
él
= P
= &

Figure 23 Port Connected Between CORESYSSERVICES _0 and my_sysservice_state _0 Blocks

31. Promote RESETn, START, CLK, SELF_TEST_SERVICE, INSTANTIATE_SERVICE, GENERATE_SERVICE,
NRBG_SVC_DONE, NRBG_HANDLE[7:0], NRBG_DATA[31:0], and fsm port from my_sysservice_state_0 to the
top-level, as shown in Figure 24.

20
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32. Promote COMM_BLK_INT and AHBL_MASTER interface (M) to top-level, as shown in Figure 24.

33. Connect the following ports between my_sysservice_state and CoreSysServices_0 as shown in Table 2.

Table 2 Port Connections

my_sysservice_state

CoreSysServices_0

CLK

CLK and HCLK

RESETn

RESETN and HRESETN

Figure 24 shows the final syssvc_blk.

b RESETn

GENERATE SERVICE

— @ SERV_BUSY

SELF_TEST_SERVICE
INSTANTITE_SERVICE
GEHERATE_SERVICE

SERN_DATA WIRDY
SERV_DATA_RVALD
1 sERVDATA_Rp31.0)
SEFV_STATUS RESFR)
SRV STIUS WAL femiza]

my_syssenice_state 0

SERWDATA 3 U]t—

SERY DATAVALD B

SERi_ENABLE REC
SERW_CMDEY TE REGF 0]

SERV_NRBG_LENGTH 0]

SERV_HRBG_HANDLE[ 0]

SERV_NRBG_ADDLENGTH 0]

SERV_RBG_ PRREQ[O]

NREG_ DATAR 0]
HREG_AANDLER 0] B—1—

NREG_SVC_DONE

CORESYSSERVICES_0

Ly TL

HRBG HANDLET
HRBG SYC DONE

s mi3.0

LK HSEL[
RESETH SERY_BUSY [p—
HELK, SERV_STATUS VALD
HRESETH SERV_STATUS_RESFF.I]

SERV_BNABLE RED SERV_DATA_WIRDYY|

SERV_CMDEY TE_RE[]

SERY_DATA_RVALD B—
—_—

SERV DATA_WVALID SERVDATA_R[1:0]

SERV DATA W[31:0] AHBL MASTER B

CONt BLC NI

Lo BLE HT
SERV_WRBG_LENGTHITO]

SERV_HRBG_HANDLE[7.0]

SERV_NRBG_ADDLENGTHT 0]
b SERVNRBG_PRRECT 0]

AHBL WA STER

Figure 24 syssvc_blk Block in the SmartDesign

34. Select the Generate Component icon ( % ) to generate syssvc_blk.

35. Select File > Close syssvc_blk to close the syssvc_blk design canvas.

Next, import the UART_top SmartDesign block. This block converts the NRBG_DATA (Hex value) to ascii hex
value and then sends it to the HyperTerminal.

Core System Services Lab - How to Use
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36. Go to the Files tab and select Component > Import Files and this opens the File Import dialog box, as shown in
Figure 25.

iles

> |D CDmEﬁnnn‘f
[ const Import Files...

7 coreconsaole
] desigrer

[ firravare
] hdl

[ phy_synthesis
B[] sirmulation

[ smartgen

[ stimulus

[ synthesis

[ T T

| Design Hierarchy I Stimulus Hierarchy | Files |

Figure 25 Importing the Components File in the Libero SoC
37. Ensure the File name drop-down is selected as Components (*.cxf) in the Import Files dialog box.

38. Browse to C:\ Coresyssvc_lab\ Source_files_blocks\UART_top folder and select UART_top.cxf. Click Open
to import UART_top SmartDesign block, as shown in Figure 26.

(¥ Import Files
@Uv| | < Source files_blocks » UART top » ~ | 4 || Search LART top P
Organize Mew folder =~ 0 @

= |

B videos oy Mame Date modified Type

|, COREABC_D 974/2013 6:08 PM File folder

(M Computer ;
) . CorelJARTaph_0 07472013 6:08 P File folder

&, Local Disk (C3) _

|| UART top.cxf 974/2013 4:54 PM CHF File
a DATA (D)
o DATAZ (E) o T_},fpe: CXF File

Size; 4,32 KB

5 sgatestd (Vudm3)
L cae (hdmbarmer
52 Mir (sw-fs-010S
¥ alirn Mhaw-fs-02.2

Date modified: 9/4/2013 4:54 Ph

9; Metnrark - 4 [ | r
File narme: - I Components (*.cxf) - I
[ Open ] [ Cancel l

Figure 26 Importing the Files Component Dialog Box

Ignore any warning or error message in the Libero SoC during import. Regenerate the UART_top to update all the
components used in UART_top.
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39. Select UART _top in the Design Hierarchy tab. Right-click and select Generate Component to generate the
UART _top block, as shown in Figure 27.

Design Hierarchy
Shaw: '_Cnmponents x|
4 eﬁ work

E 3 O5E_COMPS.Y,
[® XTLOSC_FAB ( )
X (osc_comps.v)

Gl XTLOSC p

O UART top, ]
B syssve_blk Set As Root

[® RCoOSCIMHI Open Component

Ill:!in R_CULS_C'_"\TE 5 Generate Component I

Open HDL File
Design Hierarchy | Stimulus Check HOL File

Figure 27 Generating the Component in the Libero SoC

40. Open the UART_top block and see the following components:

e CoreABC_0: Initiate the system service by sending START_sysservice signal and the type of service
through GENERATE_SERVICE, INSTANTIATE_SERVICE, and SELF_TEST_SERVICE ports. It also
captures the system service output from APB_register_blk_0 and sends it to the CoreUARTapb_0 block.

e APB_register_blk_0: Capture the NRBG data and convert the regular Hex to ascii Hex.

e CoreUARTapb_0: Interact with the HyperTerminal. The UART block is configured with the following
settings: baud rate 57600, data 8-bit, and parity none, as shown in Figure 28.

=
g 2%
2 ©
‘g% é Bé APB. ister_blk_0
3 Blzg]|& —rEgisEr ik
CoreAPB3 0 o § Gan PR
3 = — FENAE
Frl 2 2|2 — W rsE START_sy=servi
= o = FRESETH SELF TEET SERVCE]
3 = § PWRITE INSTA RTIATE_ SERV CE|
Ep | |& FADDRE:0] GENERATE SERV CE|
2 PWDATA[31:0] FROATAR1:0]
[TFEG TACLO] £ NREG_DATA[1]
AREG. FANILET( | (A NREG_HA NDLE[T-0]
#

Figure 28 UART _top Block in the SmartDesign Canvas

Next, create the top-level block and connect the three sub-blocks in the SmartDesign canvas to complete the design.
As mentioned, the SmartDesign in the Libero SoC has a connection mode that supports click, drag and release to
make connections.
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Creating the Top-Level in the Canvas
The following steps describe how to create the top-level in the canvas:

1. Double-click Create SmartDesign in the Design Flow tab, the Create New SmartDesign dialog box opens, as

shown in Figure 29.

my_hpms_top

Tool

4 F Create Design

[ Suestern Build

reate HD

¥ Create SmartDesign Testbench

Create HDL TestBench

4 F Werify Pre-Synthesized Design
B simulate

4 F Create Constraints

“= IO Constraints

e = ok

Design Flow | Catalog |

Figure 29 Creating New SmartDesign in the Libero SoC

2. Enter Top as the Name and click OK to open the SmartDesign canvas, as shown in Figure 30.

-+

# | Create Mew SrnartDesign

Marme:

Top|

o [ e

Figure 30 Create New SmartDesign Dialog Box
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3. Drag an instance of the UART_top, syssvc_blk, my_hpms_top, and counter28 components into the
SmartDesign canvas, as shown in Figure 31.

HPMS FIC 0 USER MASTER M1 AHBmmastera

UART_top_0
RX ™
NSYSRESET GENERATE SERVICE]
PCLK START_sysservice
NRBG SVC_DONE INSTANTIATE SERVICE]
NRBG_HANDLET7:0] SELF_TEST_SERVICE
NRBG DATA[31.0]
my_hpms _top_0 gv 50
DEVRST_N HPMS_FAB_RESET N
 EICORERESETP_0_PINS my_hpms_HPMS_0_PINSE
D> EXT_RESET_IN N COMM_BLK_INT
USER _FAB_RESET_IN_N HPMS_INT_M2F[15:0]
USER_FAB_RESET_N FIC32_0_PINSE
FIC32_0_CLK
AC32 0_LOCK
FC32 0_RESET IN_N
syssvc_blk_0
GENERATE SERVICE NRBG_SVC_DONE EaufiEs 126 1
START fsm[3:0] clk cniout[27:24]
CLK NRBG_DAIA|31.0] nreset
INSTAMTIATE SERVICE NRBG_HANDLE[7:0] GFE
SELF TEST_SERVICE
RESETn
COMM_BLK_INT

AHBL MASTER

G

Figure 31 SmartDesign Canvas After Adding the Components

4. Next, connect the components in the SmartDesign canvas to complete the design.
Tip:

Also, expand all the BUS signals.
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5. Connect the various signals between the block, as shown in Table 3.

Table 3 Connection Signals with the Block

& Microsemi
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my_hpms_top_0 syssvc_blk_0 UART_top_0O counter28 0
INIT_DONE RESETn NSYSRESET nreset
FIC_0_CLK CLK PCLK clk

COMM_BLK_INT COMM_BLK_INT

START

START_sysservice

HPMS_FIC_0_SYS_SERVI AHBL_MASTER

CES_MASTER
NRBG_DATA[31:0]

NRBG_DATA[31:0]

NRBG_HANDLE[7:0]

NRBG_HANDLE[7:0]

NRBG_SVC_DONE

NRBG_SVC_DONE

GENERATE_SERVICE

GENERATE_SERVICE

INSTANTIATE_SERVICE

INSTANTIATE_SERVICE

SELF_TEST_SERVICE

SELF_TEST_SERVICE

6. Tie FAB_RESET_N to high. To tie a signal to high, select the signal, right-click and select Tie High, as shown in

Figure 32.

my_hpms _top 0
DEYEST M HPMS_READY

—NohnmR Skl BECET R

| B Connect i =]
HE
| == Disconnect =g
LK
!Iﬂ QuickConnect... Ctrl+K ng‘
T
Prormote ta Top Level 0]
Clear Attribute
Inwert
| Tie Lowy
Tie High
Mark Unused
Add Pins to Group
—
o
oy
)
E L
s a

Figure 32 Tie Signal to the Top Using SmartDesign

7. Promote TX and RX ports on UART_apb_0, cntout[27:24] port on counter28_0, and fsm[3:0] on syssvc_blk_0

to the top-level.

26
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8. After making all the connections listed, top-level Smart Design canvas TOP appears, as shown in Figure 33.
Drag the components or use the SmartDesign Auto Arrange feature to improve the appearance of the canvas.

UART _top_0
(E—®rx T
NSYSRESET GENERATE SERVICE
START_syss ervi
P NRBG_SWC_DONE INSTANTIATE_SERVIC
b NREG_HA NDLE 0] SELF_TEST SERVICE!
P NREG_DATA[31:0]
#

DEVRET N’—‘

[

-

my_hpms top_0

ok
nres e

counter28 0

ontout[27 24]

—& DEVRET_N HPMS_READT
4P FaB_RESETN POWVER_ON_RESET_N
INIT_PINS &

INIT_BONE
FIC_A_PHS

FIC_0_CLK

FIc_0_COCK
my_hpms_HPNE_0_FING

COhiM BLE_INT

HPWIS_INT_M2F[150]

B

AHBL_MASTER

i

P START

GENERATE SERVICE

CLK
P NS TANTITE_SERVICE
RESETn

|

) SELF_TEST_SERVICE
p COMA_BLK_NT

_blk_0

1z m310]
NREG_HANDLET )
HRBG_DATAE 1]

H

HREG_SWC_DON

#*

i o

\—4' HPME_FIC_0_EvE_SERVICES _MWASTER

5D

e

Figure 33 Tie Signal to the Top Using SmartDesign

9. Ensure Top is set as the root in the Design Hierarchy. If it is not set as the root, select Top block in the Design
Hierarchy, right-click and select Set As Root.

10.
11.

Save the design (File > Save Top).

icon on the SmartDesign toolbar ( @).

12.
13.
14.

Close the design (File > Close Top).

Core System Services Lab - How to Use

Restore the work area (View > Restore Work Area), if you expanded the work area earlier.

Confirm that the message Top was successfully generated appears in the Libero Log window.

Generate the design by clicking SmartDesign > Generate Component or by clicking the Generate Component

27
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Step 2: Importing a Physical Constraint File

In this step use a Physical Constraint file to make pin assignments and I/O attribute assignments for the layout. There
are multiple ways to make 1/0O assignments. In this section, import a PDC file that is provided to make the 1/O attribute
and pin assignments.

1. Expand Create Constraints in the Design Flow window. Right-click /O Constraints and select Import Files,
as shown in Figure 34.

[l
[

A

Top

Tool

4 } Create Design
L4 System Builder
B3 Create SmartDesign
Create HOL
E Create SmartDesign Testbench
Create HDL TestBench
4} Verify Pre-Synthesized Design
. Simulate
4} Create Constraints

_| ; 'E /O Constraint i

m

d) Timing Constr Create Mew Constraint From Root Module
E Floorplan Co Import Files...

4} Implement Desi Link Files...
S Synthesize

Figure 34 Importing the PDC Constraint File
2. Enter the following information in the Import Files dialog box, then click Open:
e Lookin: C:\Actelprj\Coresyssvc_lab\Source_files_blocks\constraint
e File name: Top.pdc
e Files of type: Physical Design Constraint Files (*.pdc)
3. Click Yes in Information window, as shown in Figure 35.

r ™
5| Information e ﬁ

: Do you want to organize constraint file(s) for your current root (Top) for (Compile Metist)?

[ Yes ] [ Mo ]

Figure 35 Information Window After Importing the PDC Constraint File
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4. The file is visible under 1/0O Constraints and Create Constraints, as shown in Figure 36.

Top =

Tool
4 b Create Design
&4 System Builder
B Create SmartDesign
Create HDL
24 Create SmartDesign Testbench
Create HDL TestBench
4 b Verify Pre-Synthesized Design
. Simulate
4 F Create Constraints

:| 4 0 Constraints
constraint\ic' Top.pdc |

Figure 36 PDC Constraint File in the Libero SoC Project

5. Right-click on constraint\io\Top.pdc and select Use for Compile to use the file for Compile, as shown in

Figure 37.
T
Top E o g’

Tool |«

4 b Create Design
& System Builder
B3 Create SmartDesign
Create HDL
7 Create SmartDesign Testbench
Create HDL TestBench
4} Verify Pre-Synthesized Design Ll
. Simulate
4} Create Constraints
4 “E /0 Constraints
| |a constraint\io' Toj ]
(b Timing Constraints Use for Compile
Q Floorplan Constraint

PR Ay

Figure 37 Applying the Imported PDC File for Compile Operation

m

Open in Text Editor

6. Double-click the PDC file name on the Files tab to open it in the Libero SoC editor. Scroll in the file to become
familiar with the syntax.
A description of the Designer PDC constraints is available in the Libero SoC Help (Help > Implement Design >
Constrain Place and Route > Assigning Design Constraints > Design Constraints Guide > Constraints by
File Format > PDC Command Reference).
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Step 3: Synthesis and Layout

In this step use the push-button flow to synthesize the design with Synplify Pro, run layout, and generate the
programming file.
1. Click the Generate Bitstream icon in the Data Flow window (as shown in Figure 38) or select Design >

Generate Fabric Programming Data to synthesize the design, run compile and layout using the I/O constraints
that are created and generate the programming file.

2@B ¢

Figure 38 Generate Icon
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The design implementation tools run in the batch mode. Successful completion of a design step is indicated by a
green check mark next to the Implement Design in the Design Flow window, as shown in Figure 39.

Step 3: Synthesis and Layout

=

a © @ ¢

Design Flow
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Create Design
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'.E 1/0 Constraints
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d) Timing Constraints
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S Synthesize
b Verify Post-Synthesis Implementation
- Simulate
B Compile
+| Configure Flash*Freeze
9;3 Place and Route
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= [/O Constraints
G Timing Constraints
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E Device I/O States During Programming
Configure Security and Programming Options
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W‘ Programming Features
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Figure 39 Successful Completion of a Design Implementation
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The Reports tab displays reports for the tools used to implement the design, as shown in Figure 40.
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Reports & X | StartPage & X | ETop [ 4 |

4l
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Net Name
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Figure 40 Reports Tab After Implementing the Design

Select the Compile report (Top_compile.xml) under Compile on the Reports tab to view the resource usage.
Record the number of sequential and combinatorial cells used in the design below.

Combinatorial cells (COMB)

Sequential cells (SEQ)
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Step 4: Programming

In this step run FlashPro in batch mode to program the M2GLO10TS device in the IGLOO2 Evaluation Kit board.

50 Mhz LPDDR GPIO LEDs  JTAG Programming  Feset SW3 Swd
Oscillator Header Header Switch

OOt
Switch

Connect
W Power
to Power pRly Input = ! = & b
cord e ! . E o B 111111
10/100/1000 : < L . ALqmmnT
Ethernet | $ Mkl ool s Lo

Connect AT
erminal
to PC USB

MicraUSE
ora

SERDES
Reference
Clack

=B i) |
sWe L _!-Onam Lp Curmant  SWF  SWS
R 125 Mhz  Crystals Measurement

x1 PCle Edge Connector IGLODZ

Figure 41 IGLOO2 Evaluation Kit Board

1. Prior to programming and powering up the IGLOO2 Evaluation Kit board, confirm that the jumpers are
positioned, as shown in Table 4.

Table 4 Jumper Positions

Jumper Location Setting
J3 Above the On/Off Switch 1-2 installed
J8 Below the JTAG Programming Header (J5) 1-2 installed

2. Plug the FlashPro5 ribbon cable into connector J5 (JTAG Programming Header) on the IGLOO2 Evaluation Kit
board.

3. Connect the mini USB cable between the FlashPro4 and the USB port of your PC.

4. Install the FlashPro5 drivers, if prompted. The drivers are located in the <FlashPro Installation
Directory>\Drivers folder.
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5. Expand Program Design in the Design Flow window. Right-click Run Programming Action and select Run to
start programming, as shown in Figure 42.

pesgnion |
Top Eog

Tool

Ih Verify Power

4 ) Edit Design Hardware Configuration

Il Programming Connectivity and Interface

& Programmer Settings

% Device If0 States During Programming
4} Configure Security and Programming Options

@ Security Policy Manager

@‘ Pregramming Features

@‘ Update eNVM Memery Content

¥ <+ » Program Design
vV %2 Generate Programming Data
] B Run PROGRAM Actinn =
4 ) Debug Design Run
Q Instrument Design Clean and Run All

@' SmartDebug Desig T
4 » Handoff Design for i

m

#| Export Programmi Configure Action/Procedures...
+L| Export Pin Report
+] Export BSDL About 'Run PROGRAM Action'

4 } Develop Firmware
!. "¥rite Application Code e

| Design Flow Iﬂl

Figure 42 Launching Programming Software From the Design Flow Window

6. FlashPro runs in the batch mode and programs the device. Programming messages is visible in the Libero SoC
log window (the programmer number differs).

CAUTION: Do not interrupt the programming sequence; it may damage the device or the programmer.
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The following message, shown in Figure 43, must be visible in the Reports view under Program Device when the
device is programmed successfully (programmer number differs).

programmer "82427": device "M2GLO10T": Executing action PROGRAM PASSED.

Reports & X | StartPage & X | aTop B X |

4l

UART top_DataShe.. = &3 DErrors 4, 1Warning i 0 Info
UART_top_manifest...
4 my_hpms_top Software Version: 11.7.0.50 |«
my_hpms_top_Data... programmer 'S5200KV4RQ4' : FlashProS
my_hpms_top_man... Opened 'C:/D_Drive/Assignments/2016/01_January,/Updating Tutorials_Demos_4 Libero wll.7/5y3te
4 my_hpms The 'open_project' command succeeded.
my_hpms_CCC_0_c... IPD file 'C:/D_Drive/Assignments/2016/01_January/Updating Tutorials Demos_4 Likero wll.7/5w:
- - - DESIGN : Topr CHECKSUM : C433; FPDB _VERSION : 1.9
my_hpms_5Y5_BLD... The 'set_programming file' command succeeded.
my_hpms_manifest... W ng: Progr ng is already enabled £ levice 'K 5"
4 my_hpms_HPMS The 'enable_device' command succeeded.
my_hpms_HPMS_D... The 'set_programming action' command succeeded.
my_hpms_HPMS_... programmer 'S200XV4RQ4' : Scan Chain...
4 sysswve_blk programmer 'S5200XV4A0Q4' @ Vpump will not be driven from the programmer, an external voltage
syssve_blk_DRC.xml pProgrammer :S200XV4AQ4‘ : Check Chain... )
syssve_blk_manifest.. programmer '3200XV4R04T SCEI.I and Check Chain PASSED.. )
LT programmer '3200XV4AQ4' : device '"M2GLOl0TS' : Executing action PROGRAM
4 Synthesize programmer 'S200XV4AQ4" : device 'M2GLOL0TS' : EXPORT ISC_ENABLE RESULT[32] = 00726744
L synplify.leg programmer 'S200XV4AQ4' @ device 'M2GLOLOTS' : EXPORT CRCERR: [1] = 0
4, Top.srr programmer 'S200EV4RQ4Y : dewvice 'M2GLO10TS' : EXPORT EDCERR: [1] = 0 =
run_options.bd programmer '5200XV4R04' : device "M2GLO10TS' : TEMPGRADE: ROOM
4 Compile Metlist programmer 'S5200XV4RQ4' : device "M2GLO10TS' : EXPORT VPFRANGE: [3] = 2
Top_compileml programmer '3200XV4AQ4" : device '"M2GLOLlOTS' : VPPRANGE: HIGH
- . . =|/| programmer '5200XV4204"' : device 'M2GLO10TS' : EXPORT TEMF: [8] = &7
Top_compile_hier_r.. |7/ |\ ogrammer 'S200XV4AQ4" : device 'M2GLOL1OTS' : EXPORT VEB: [E] = Ta
Top_combinaticnal... programmer 'S200XV4AQ4' : device 'M2GLO10TS' : Programming FPGL Array...
0 Top_compile_lo... programmer 'S200XV4RQ4Y @ device "M2GLO1lOTS' :
4 Place and Route programmer 'S5200XV4RQ4" : device '"M2GLO10TS' : EXPORT DSN[128] = 03e8aa010000cd5a00910004007
Top_glb_net_report.... programmer 'S200EV4AQ4 @ device "M2GLOLOTS' :
Top_mindelay_repai... programmer 'S5200XV4RQ4" : device "M2GLOL1O0TS' : Finished: Wed Jan 20 15:03:14 2016 (Elapsed 1
o Top_layout_log.... programmer "S200XV4R04" : dewviece "M2GLO10TS' : Executing action PROGRRM PASSED.
- - programmer 'S200XV4A04" : Chain programming PRASSED.
4 Generate FPGA Array D... Chain Programming Finished: Wed Jan 20 19:03:14 2016 (Elapsed time 00:00:23)
Top_init_config.xml
Top_debug.be C-o0-0-0-0-20
4 (Generate Bitstream |
Top_generateBitstre... The 'run_selected_actions' command succeeded.
4 Run PROGRAM Action ';he. ‘set_prngran’ming_file‘ command succeeded.
roject saved.
A Top_PROGRAM... "~ || The 'save_project' command succeeded. -
4 Export Bitstream |l = 1 .

Figure 43 Programming Messages in the Libero SoC Log
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A green check mark appears next to the Program Design and Program Device in the Design Flow window, to
indicate programming is completed successfully, as shown in Figure 44.

Design Flow g X

Top

Tool
& 10 Advisor
£ SSN Analyzer
4 p Program and Debug Design
v +[| Generate FPGA Array Data
@x Update eNVM Memory Content
¥ Configure Hardware

[

Il Programming Connectivity and Interface
’u Cenfigure Prograrmmer
fess Device IO States During Programming
4 Configure Security and Programming Options
» Configure User Pregramming Data
@;f Configure Programming Recovery
@ Cenfigure Security
4 » Program Design
'ﬂﬁ Generate Bitstream
& Run PROGRAM Action
¥ Debug Design
Q Identify Debug Design
€0 SmartDebug Design

A S
|

1%

Figure 44 Design Flow After Programming
7. Close the Libero SoC (Project > Exit window).
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Running the Application

The following steps describe how to run the application:

Running the Application

1.

Connect one end of the USB mini-B cable to the J18 connector provided on the IGLOO2 Evaluation Kit board.
Connect the other end of the USB cable to the host PC.

Ensure that the USB to UART bridge drivers are automatically detected which can be verified in the Device
Manager, as shown in Figure 45. If the USB to UART bridge drivers are not installed, download and install the
drivers from: http://www.microsemi.com/soc/documents/CDM_2.08.24 WHQL_ Certified.zip.

From the detected four COM ports, select the one with Location on its properties window as on USB Serial
Converter D. Note the COM port number for the serial port configuration.

View Help
s A NERN 7 N W

File  Action

USB Serial Port (COM20) Properties

4 7 wi-Donthus

- M Computer

:» 1 Disk drives

- B Display adapters

> e DVD/CD-ROM drives

> P:t‘,‘ Human Interface Devices

i g IDE ATAVATAPI controllers
> % Irnaging devices

b & Keyboards

b L"! Mice and other pointing devices
b A Monitors

5P Network adapters

Y3 Ports (COM & LPT)

.75 USB Serial Port (COMLT)
1 USBSerial Port (COMLE)
7' USB Serial Port (COMLY)
-7 1USB Serial Port (COM201

-

; n Processors Update Driver Software...
> -3 Sound, vide: Disable

. i

b1 Sys.tem devi Uninstall

> i Universal 5e

Scan for hardware changes

General | Port Settings I Driver I Details

- USE Serial Port{COM20)

S

Device type: Paorts ([COM & LPT)
Manufacturer: FTDI

Location: on USE Serial Converter D

Dlevice stahis

[This device is working property.

Properties

Opens property sheet for the current selectio
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3. Connect the HyperTerminal, select the right COMM port, then select the following settings, as shown in
Figure 46.
e Bits per second: 57600
e Data bits: 8
e Parity: None
e Stop hits: 1
e Flow control: None
T COM14 Properties )
Port Settings |
Bits per second: [E?BDD v]
Data bits: [8 v]
Parity: [None v]
Stop bits: [‘I v]
Flow control: [None v]
ok ) [ Cones ] [ ey
Figure 46 Design Flow Window After Programming
If you do not have a HyperTerminal installed, copy the HyperTerminal folder to local pc from
Coresyssvc_lab\Source_files_blocks and double-click hypertrm.exe to launch it.
4. Cycle the power on the board. This is not needed if the HyperTerminal program is running before programming
operation is done.
38
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5. Enter 1 to start the DRBG generation. The DRBG value is displayed in the HyperTerminal. Enter 2 to run a self
test on the NRBG block in the system controller, as shown in Figure 47.

_—
# | Mir - HyperTerminal =k

File Edit View Call Transfer Help

Enter 1 to Start nrbggenrate 2 to Start nrbg selftest
handle value

01

nrbg value

B4AE1BD17

Enter 1 to Start nrbggenrate 2 to Start nrbg selftest
handle value

01

nrbg value

39825627

Snter 1 to Start nrbggenrate 2 to Start nrbg selftest
done

H Enter 1 to Start nrbggenrate 2 to Start nrbg selftest

Connected 0:00:41 Auto detect 57600 8-N-1 MUK

Figure 47 HyperTerminal GUI Shows the NRBG Generation

6. When finished, remove power from the board.

Conclusion

This tutorial shows how to use CoreSysServices for Non-deterministic random bit generator services in an IGLOO2
design. The design displays the non-deterministic random number generator service (NRBG) values in the
HyperTerminal and also describes the following:

e Creating an IGLOO2 design in the Libero SoC

e Using the System Builder to configure HPMS for the System Service

e Using CoreSysServices soft IP for the IGLOO2 design

e Using CoreUART with CoreABC to transfer Hex data to the HyperTerminal

e Using the IGLOO2 Eval-Kit and displaying the NRBG values in the HyperTerminal.
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List of Changes

The following table shows important changes made in this document for each revision.

Revision Changes Page
Revision 4 Updated the document for Libero v11.7 software release (SAR 75639). N/A
(January 2016)

Revision 3 No history available on the updates. N/A
(October 2014)
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Product Support

Microsemi SoC Products Group backs its products with various support services, including Customer Service,
Customer Technical Support Center, a website, electronic mail, and worldwide sales offices. This appendix contains
information about contacting Microsemi SoC Products Group and using these support services.

Customer Service

Contact Customer Service for non-technical product support, such as product pricing, product upgrades, update
information, order status, and authorization.

From North America, call 800.262.1060
From the rest of the world, call 650.318.4460
Fax, from anywhere in the world 650. 318.8044

Customer Technical Support Center

Microsemi SoC Products Group staffs its Customer Technical Support Center with highly skilled engineers who can
help answer your hardware, software, and design questions about Microsemi SoC Products. The Customer Technical
Support Center spends a great deal of time creating application notes, answers to common design cycle questions,
documentation of known issues and various FAQs. So, before you contact us, please visit our online resources. It is
very likely we have already answered your questions.

Technical Support

For Microsemi SoC Products Support, visit http://www.microsemi.com/products/fpga-soc/design-support/fpga-soc-
support.

Website

You can browse a variety of technical and non-technical information on the Microsemi SoC Products Group home
page, at http://www.microsemi.com/products/fpga-soc/fpga-and-soc.

Contacting the Customer Technical Support Center

Highly skilled engineers staff the Technical Support Center. The Technical Support Center can be contacted by email
or through the Microsemi SoC Products Group website.

Email

You can communicate your technical questions to our email address and receive answers back by email, fax, or
phone. Also, if you have design problems, you can email your design files to receive assistance. We constantly
monitor the email account throughout the day. When sending your request to us, please be sure to include your full
name, company hame, and your contact information for efficient processing of your request.

The technical support email address is soc_tech@microsemi.com.

My Cases

Microsemi SoC Products Group customers may submit and track technical cases online by going to My Cases.
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Outside the U.S.

Customers needing assistance outside the US time zones can either contact technical support via email
(soc_tech@microsemi.com) or contact a local sales office. Visit About Us for sales office listings and corporate
contacts.

ITAR Technical Support

For technical support on RH and RT FPGAs that are regulated by International Traffic in Arms Regulations (ITAR),
contact us via soc_tech@microsemi.com. Alternatively, within My Cases, select Yes in the ITAR drop-down list. For a
complete list of ITAR-regulated Microsemi FPGAs, visit the ITAR web page.
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Microsemi Corporate Headquarters
One Enterprise, Aliso Viejo,
CA 92656 USA

Within the USA: +1 (800) 713-4113
Outside the USA: +1 (949) 380-6100
Sales: +1 (949) 380-6136

Fax: +1 (949) 215-4996

E-mail: sales.support@microsemi.com

© 2016 Microsemi Corporation. All
rights reserved. Microsemi and the
Microsemi logo are trademarks of
Microsemi  Corporation.  All  other
trademarks and service marks are the
property of their respective owners.

Microsemi Corporation (Nasdaq: MSCC) offers a comprehensive portfolio of semiconductor
and system solutions for communications, defense & security, aerospace and industrial
markets. Products include high-performance and radiation-hardened analog mixed-signal
integrated circuits, FPGAs, SoCs and ASICs; power management products; timing and
synchronization devices and precise time solutions, setting the world’s standard for time; voice
processing devices; RF solutions; discrete components; Enterprise Storage and
Communication solutions, security technologies and scalable anti-tamper products; Ethernet
solutions; Power-over-Ethernet ICs and midspans; as well as custom design capabilities and
services. Microsemi is headquartered in Aliso Viejo, Calif., and has approximately 4,800
employees globally. Learn more at www.microsemi.com.

Microsemi makes no warranty, representation, or guarantee regarding the information contained herein or
the suitability of its products and services for any particular purpose, nor does Microsemi assume any
liability whatsoever arising out of the application or use of any product or circuit. The products sold
hereunder and any other products sold by Microsemi have been subject to limited testing and should not
be used in conjunction with mission-critical equipment or applications. Any performance specifications are
believed to be reliable but are not verified, and Buyer must conduct and complete all performance and
other testing of the products, alone and together with, or installed in, any end-products. Buyer shall not
rely on any data and performance specifications or parameters provided by Microsemi. It is the Buyer’s
responsibility to independently determine suitability of any products and to test and verify the same. The
information provided by Microsemi hereunder is provided “as is, where is” and with all faults, and the
entire risk associated with such information is entirely with the Buyer. Microsemi does not grant, explicitly
or implicitly, to any party any patent rights, licenses, or any other IP rights, whether with regard to such
information itself or anything described by such information. Information provided in this document is
proprietary to Microsemi, and Microsemi reserves the right to make any changes to the information in this
document or to any products and services at any time without notice.
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