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Abstract — An update on a method (SJ BIST™)
to detect intermittencies in Ball Grid Array
(BGA) packages is presented, and another
method (SJ Monitor™) is introduced. SJ
BIST™ is primarily firmware embedded in the
FPGA application; SJ Monitor™ is hardware
on an IC chip.

Failure of monitored /O pins on operational,
fully-programmed FPGAs is reported by SJ
BIST and SJ Monitor to provide positive
indication of damage to one or more /O
solder-joint networks of an FPGA on an
electronic digital board. The board can then
be replaced before accumulated fatigue
damage results in intermittent or long-lasting
operational faults.

INTRODUCTION

SJ BIST™ is an innovative, solder-joint built-in
self-test that is in-situ within an FPGA to detect
high-resistance damage to solder-joint networks
of fully operational Field Programmable Gate
Arrays (FPGASs) in ball-grid array (BGA) packages
such as a XILINX® FG1152/FG1156 [1]. SJ
Monitor™ uses innovative circuit design on an IC
chip in-situ on an FPGA board to provide a
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method to monitor I/O pins 24x7 at much less
power than SJ BIST. FPGAs are used in all
manner and kinds of control systems in both
defense and commercial applications.

SJ BIST is a two-port firmware core to be included
in operational, fully-programmed FPGAs: SJ
Monitor™ is a transistor-level circuit to be realized
as an Integrated Circuit (IC) on a chip. Both
correctly detect and report instances of resistance
at least as low as 100 Q without false alarms. The
Center for Advanced Vehicle Electronics (CAVE)
at Auburn University is running Highly Accelerated
Life Test (HALT) experiments to verify correct
operation and to collect statistics; Raytheon
Missile Systems, Tucson, Arizona, has purchased
SJ BIST demonstration boxes; and a large
automobile manufacturer has contracted for SJ
BIST experiment and evaluation assistance.

Mechanics-of-Failure

Solder-joint damage under thermo-mechanical
and shock stresses is cumulative and is
manifested as plastic work leading to voids and
cracks, as seen in Figure 1; cracks propagate to
become fractures [2-5] which cause FPGA
operational faults. Thermo-mechanical stresses



can result from differential expansion under
environmental and operational temperature
exposure due to coefficient of thermal expansion
(CTE) mismatches. Shock loads might be
imposed during shipping and during normal
operation in harsh environments. A solder-joint
network with a damaged solder ball might not
immediately experience a failure, and such
failures are typically transient (intermittent) in
nature. One reason for this intermittent behavior
is other solder balls of the BGA package remain
intact and tend to keep the package pressed
toward the board to maintain electrical contact
between the surfaces of cracks [5-7].

Mechanical vibration or shock tends to cause
fractured bumps to momentarily open and cause
hard-to-diagnose, intermittent faults of high
resistance — 100 Q to 1000 Q2 have been used as
fault threshold levels [2,8-11]. Such faults
typically last for periods of hundreds of
nanoseconds, or less, to more than 1 us [2,6,11].
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Figure 1. Crack Propagation at the Top and
Bottom of a Solder Ball, 15 mm BGA [3].

These intermittent faults increase in frequency as
evidenced by a practice of logging BGA package
failures only after multiple events of high-
resistance: an initial event followed by some
number (for example, 2 to 10) of additional events
within a specified period of time, such as ten
percent of the number of cycles of the initial event
[9-11]. Even then, an intermittent fault in a solder-
joint network might not result in an operational
fault. For example, the fault might be in a ground
or power connection; or it might occur during a
period when the network is not being written; or it
might be too short in duration to cause a signal
error. Figure 2 shows shock-actuated intermittent
faults in a package interconnect: the duration of
the fault during the 5" cycle is over 3 milliseconds.
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Figure 2: Shock-actuated Failure: Transient

Strain (Blue) and Intermittent Opens (Mauve).

Figure 3 represents HALT test results performed
on XILINX FG1156 Daisy Chain packages in
which 30 out of 32 tested packages failed in a test
period consisting of 3108 HALT cycles. Each
temperature cycle of the HALT was a transition
from -55°C to 125 °C in 30 minutes: 3-minute
ramps and 12-minute dwells. What is not
immediately apparent is that each of the logged
FPGA failures (diamond symbols) represents at
least 30 events of high resistance: a FAIL was
defined as being at least 2 OPENS (net resistance
of 500 Q or higher) within one temperature cycle,
log the package as failed after 15 FAILS [10]. A
single OPEN in any temperature cycle was not
counted as a FAIL event.

30 OF 32 FAILED - 3108 CYCLES, MTTF = 2386 CYCLES

PERCENT FAILED
=

10° 10*

CYCLES - 15T FAILURE AT 1601
Figure 3: Representation of XILINX FPGA
HALT Test Results [9].

Location of Greatest Stress on FPGA
/0O Ports

The 1/O ports nearest one of the four corners of
BGA packages experience the greatest thermo-
mechanical stresses [12-15]. Evidence of this is
all four pins at each corner of a XILINK FG1156



are ground connection pins. The next nearest I/0
ports at each corner are strong candidates for
testing by SJ BIST and monitoring by SJ Monitor
because those I/O ports are likely to fail first.

State of the Art

The use of leading indicators of failure for
prognostication of electronics has been previously
demonstrated [12-15]. One important reason for
using in-situ solder-joint fault sensors is that
stress magnitudes are hard to derive, much less
keep track of, which leads to inaccurate life
expectancy predictions [16]. Another reason is
that even though a particular damaged solder-joint
port might not result in immediate FPGA
operational faults, detected faults by sensors
indicates the FPGA is likely to have, or will soon
have, other 1/0 ports that are damaged — the
FPGA is no longer reliable. SJ BIST can be used
in newly designed manufacturing reliability tests to
address a concern that failure modes caused by
the PWB-FPGA assembly are not being detected
during component qualification [7].

These sensor methods are the first known for
detecting faults in solder-joint networks of 1/O
ports of operational, fully-programmed FPGAs.
Furthermore, FPGAs are not amenable to the
measurement techniques typically used in
manufacturing reliability tests such as Highly
Accelerated Life Tests (HALTs) [5]. This is
because, for example, a 4-point probe
measurement requires devices to be powered-off;
and because FPGA I/O ports are digital, rather
than analog, circuits (see Figure 4).

Modern BGA FPGAs have more than a thousand
pins and very small pitch and ball sizes, for
example, Figure 5 shows the bottom of a XILINX
FG1156 with a footprint of 35x35 mm?, and an
array of 34x34 solder balls.

The dense array of fine-pitch and ultra fine-pitch
BGA packages with very small pitch and solder
ball tends to make physical, optical and other
inspection techniques impractical for detecting the
onset of damage.
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Figure 4. FPGA Diagram, I/O Buffer [17,18].

Die

Figure 5: XILINX FG1156: Size is 35x35 mm~;
Pitch: 1.0 mm. Ball: 0.6 mm [17,18].

SJ BIST

SJ BIST requires the attachment of a small
capacitor to an unused I/O port as near as
possible to a corner of the package. Figure 6 is a
block diagram of an FPGA containing SJ BIST
with a capacitor connected to two 1/O pins.

FPGA
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FAULT
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) LI
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Figure 6: SJ BIST Block Diagram




Referring to Figure 6, SJ BIST writes a logical ‘1’
to charge the capacitor and then reads the voltage
across the charged capacitor. If the solder-joint
network of the 1/O port of the FPGA is
undamaged, the write causes the capacitor to be
fully charged and a logical ‘1’ is read by SJ BIST.
When the solder-joint network is damaged, the
effective resistance of the SJ network increases,
the charging time constant increases, the write
fails to sufficiently charge the capacitor, and a
logical ‘0’ instead of a logical ‘1’ is read: a fault
occurs, is detected by SJ BIST and is reported.

Test Results

SJ BIST was synthesized, programmed into test
FPGAs and tested at various clock frequencies
ranging from 10 KHz to 100 MHz and for varying
solder-joint network conditions ranging from no
fault to over 100 Q of fault resistance: All faults of
100 Q or larger were detected, and there were no
false alarms.

Solder Joint No Fault and Fault Tests

Referring to Figure 7, two sets of voltages on a
1.0 uF capacitor connected to a group of two 1/0
ports are shown. Figure 7A shows the capacitor
voltage when one of the two ports connected to
the capacitor has a 1 Q resistor connected in
series with the solder joint: the resistance is not
high enough cause a write fault to occur, and SJ
BIST correctly did not report a detected fault.

Figure 7B shows the capacitor voltage when the
resistance is increased to 100 Q, a write fault
occurs. SJ BIST correctly reported the fault and
incremented the fault count for that I/O pin.

Clock Frequency, Capacitor Value and
Detectable Fault Resistance

There is a relationship between the frequency of
the FPGA clock, the value of the connected
capacitor to each group of two I/O pins, and the
detectable fault resistance. Figure 8 shows the
results of tests conducted in September of 2006:
For a given clock frequency, there is a capacitor
value that will cause SJ BIST to always detect a
fault resistance at least as low as 100 Q.

For clock frequencies of one-half or higher of the
maximum clock frequency of the FPGA, the

capacitance of the I/O port was sufficient — no
external capacitance needed to be connected,
and SJ BIST correctly detected faults with no
alarms.

Figure 7: SJ BIST: 1 MHz Capacitor Signal.
Top is for a No Fault Condition; Bottom is for a
Fault Condition (100 Q) — 0.5 us x 2.0V Grid.

Frequency Curves - 20MHz(.), 10MHz(O). 1MHz("), 100KHz(.)
500 T T T T

450 © N .
o %
400+ o)
5 o *
380+ . e
g2 %}
g 300+ . ¥
=
P ) +
= 280 5 *
5 o *
& 200} o
a o] %
150} e $
100} . @ L 1 .
50 8
107 107 10° 10 10° 10°
External C - nF

Figure 8: Clock Frequency, External Capacitor
Value and Detectable Fault Resistance — Sep.
2006.



SJ BIST Sensitivity and Resolution

Given a correctly selected pair of CLK frequencies
and capacitor values, SJ BIST is guaranteed to
detect all faults at least as low as 100 Q
(sensitivity) when the fault lasts at least two clock
periods (resolution). For faults of shorter duration,
the fault is detectable when it occurs shortly
before the write and when it lasts about one-half
of the clock period.

SJ BIST Signals

SJ BIST needs to present at least one error signal
(a fault indicator) either to an external FPGA 1/O
port or to an internal fault management program.
At least one control signal is required: an enable
(disable) BIST.

Error Signals and Fault Counts

In addition to recording fault counts, the SJ BIST
core has two error signals: (1) at least one fault
has been detected in the 2-port network being
tested and (2) at least one fault is currently active.
A fault counter (1:255) is provided. For a
deployed SJ BIST, we anticipate most
applications would only use the two error signals.
We also believe a deployed SJ BIST application
would most likely use at least four groups of cores
— one group of two I/O pins near each corner of
an FPGA.

Control Signals

In addition to CLK, the SJ BIST core has two input
signals: ENABLE and RESET. ENABLE is used
to turn SJ BIST detection on and off;, RESET is
used to reset both the fault signal latches and the
fault counters. For a deployed SJ BIST, RESET
might not be used.

SJ MONITOR

SJ Monitor is designed and is being developed as
an Integrated Circuit (IC) chip, which must be
mounted next to and connected to the FPGA on
the board. SJ Monitor is a low-power, continuous
monitoring sensor: at 1.2 V to 2.5 V, it uses less
than 5.0 mW to monitor 8 I/O pins. SJ BIST has a
power requirement of over 100 mW to test 8 1/0
pins. A block diagram representation of SJ
Monitor is shown in Figure 9.

SJ Monitor is a passive detector capable of
detecting a voltage perturbation in a solder-joint
network caused by a resistance spike at least as
low as 100 Q. We have successfully designed
and simulated SJ Monitor at 3.3 V for a TSMC®
0.25-um process, and at 1.2 V and 2.5 V for an
IBM® 130-nm process node.

We intend to realize, package, test and
characterize SJ Monitor for a 1.2 V, 130-nm
process. We have not made any decision as to
the number of SJ Monitor cells to put on each IC
chip. Board wiring constraints might require us to
only put 4 cells on each IC chip; this might then
require the placing of two SJ Monitor chips on the
board.
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Figure 9: SJ Monitor Block Diagram

Although an active I/O port is shown in Figure 9,
an active port is not a requirement: the only
requirement is the port must be at logical zero
level.

Simulation Results

Measurements and evaluations of various FPGAs
from more than one manufacturer indicate that for
I/0 ports pulled low and sourced with external
currents of less than 0.5 mA, the noise on an
output I/O port is much less than 2.5 mV. This
allowed us to design SJ Monitor to source less
than 200 pA to each monitored I/O pin of an
FPGA. We have verified we can easily change
the design to handle a higher level of source
current to overcome a greater-than-expected
noise margin.

A complementary version of SJ Monitor using
negative 1.2 V power was designed and
simulated: It provides a monitoring capability for
FPGAs that are powered off.



Noise Rejection and Fault Detection

We simulated DC pull-down levels from 0 to over
300 mV with noise perturbations of 2.0 to 3.0 mV,
which is about 3 times larger than the maximum
level of noise we measured.

Referring to Figure 10, (A) shows an 1/O pin with a
pull-down voltage level of 10 mV and (B) shows
an /O pin with a pull-down voltage level of 100
mV. Superimposed on each of the pull-down
voltage levels are 3.0 mV noise pulses and 9.5
mV fault perturbations. The fault perturbations
are caused by injecting a 100 Qfault into the
solder-joint network.
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Figure 10: FPGA 1/O Pin Voltages: (A) Pull-
down is 10 mV and (B) Pull-down is 100 mV;
Noise is 3.0 mV, Fault Perturbation is 19.5 mV.

SJ Monitor is insensitive to a specific value of pull-
down voltage: Both of the input conditions seen in
Figure 10 result in the output shown in Figure 11.
SJ Monitor uses signal conditioning to ignore the
pull-down voltage level, to suppress noise and to
amplify the fault perturbation to produce a digital
fault signal.

Simulations were performed using variations in
circuit parameters: (1) 10 to 20 percent variation
in transistor widths and lengths were used; (2)
three different power supply voltage levels were
used — 1.08 V, 1.20 V and 1.32 V; (3) three
different temperatures were used — -25°C, 27°C

and 100°C; and (4) the complementary version of
SJ Monitor was simulated using negative power
voltages of -1.08V, -1.20 V and -1.32 V. For all
variations, SJ Monitor produced correct results: all
faults detected and no false alarms.
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Figure 11: SJ Monitor Fault Signhal Response

to Figure 10 A and B.

SJ Monitor Sensitivity and Resolution

The value of the minimum detectable fault
resistance is primarily dependent on the duration
of the fault and the operating temperature as
shown in Figure 12. The results indicate that SJ
Monitor is able to detect a fault resistance at least
as low as 100 Q when the fault duration is at least
as long as 20 ns.

Temperature Curves (VCC=1.2V): -25C, 27C, 100C
T T T T

250 T
| . S e

[
1 M |

a

8

g

a

Detected Fault Resistance (Ohms)
5

Fault Duration (ns)
Figure 12: Temperature, Fault Resistance and
Fault Duration Curves.

SJ Monitor Signals

SJ Monitor is designed to have the same input
and outputs as SJ BIST: (1) currently active fault;



(2) at least one fault detected since last reset; (3)
enable input; (4) reset input; (5) count of the
number of faults detected (1:255).

SJ Monitor Power

Test simulations showed SJ Monitor has a power
requirement of between 0.9 mW and 2.4 mW to
monitor 8 I/O pins, depending on temperature and
voltage. This low power requirement makes SJ
Monitor suitable for continuous monitoring and for
short test applications.

Temperature Curves: -25C, 27C, 100C
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Figure 13: Power Used vs Temperature and
Supply Voltage (VCC).

INTERMITTENCY MITIGATION

SJ BIST and SJ Monitor are very useful sensors
for mitigating intermittencies when corner I/O pins
of a BGA package are monitored. Early detection
of failure of an unused 1/O pin allows the
electronic board to be replaced before subsequent
fatigue damage causes an application 1/O pin to
fail, and therefore intermittent operational
anomalies are avoided. Reported detection of
one or more faults can be used to confirm that the
electronic board with that FPGA is a likely
candidate for replacement to address reported
opearational anomalies.

PRESENT ACTIVITIES

Extensive experiments, including HALTs, have
been planned and are presently being conducted.

The primary objectives are the following: (1)
perform final sensitivity, resolution and clock
frequency measurements to update Figure 8; (2)
collect, evaluate and publish statistical data
related to test I/O port location, first failure and
probability of failure distribution.

Figure 14 is a footprint for a XILINX FG1156
FPGA showing the 1/O pins (shaded) we selected
for testing by SJ BIST. Sixty-four I/O pins were
selected, so there are 32 groups of SJ BIST cores
in our test program.
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Figure 14: FG1156 Footprint Showing Selected
SJ BIST I/O Pins: 32 Groups, 64 Pins.

Figure 15 is a block diagram of the HALT test
board we designed. We load the SJ BIST test
program into a PROM, which then loads the
program into each FPGA when the board is
powered on. Each FPGA generates 640 bits of
data (64 x (2 faults signals + 8 bits of count));
each board generates 2560 bits of data, and we
have 4 boards in the HALT oven = 10,240 bits of
data for each sample period. We wrote a
LabVIEW® program to control the collection of
data, and we wrote a MATLAB® program to
process the data.

Figure 16 shows a manufactured, populated and
soldered HALT test board. There are three
connectors: (1) XILINX programmer connection,
(2) power input and (3) experiment control
connections.
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Figure 15: HALT Test Board Block Diagram.
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Figure 16: HALT Experiment Board with Four
XILINX FG1156 FPGAs.

Figure 17 shows a test result using a known fault
of 300 Q, a 25 MHz clock and a 47 pF capacitor.
The result is actually better than that predicted by
Figure 8: for a 300 Q fault, a 20 MHz clock and a
100 pF capacitor.

Error! Reference source not found. is a picture
of one of the SJ BIST demonstration boxes being
tested for delivery to Raytheon Missile Systems.
The front panel shows a fault count of 7, a
previously detected fault in an upper-right pin, and
both an active (the fault inject button is
depressed) and a previously detected fault in a
lower-right pin. The purpose of the box is to allow
for portable demonstrations, and to allow non-
Ridgetop personnel to independently demonstrate
and evaluate SJ BIST.

2.00V 2jul 2007

14:26:39

300 Ohm Fault
Figure 17: 25 MHz CLK, 47 pF, 300 Q Test.
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Figure 18: SJ BIST Demonstration Box.

Figure 19 is a picture of the XILINX SPARTAN®-3
board inside of the SJ demonstration box. We

programmed the FPGA to monitor 8 1/O pins.

Figure 19: SJ BIST e.rﬁohs_tratilon Box,
XILINX Spartan 3 Board.



Figure 20 is a picture of the display control board
for the SJ BIST demonstration board. The board
provides the interface and control between the
box front panel and the FPGA. Not shown is a
small board upon which the 7-segment LED is
mounted. Future versions of the SJ BIST
demonstration box will use a printed circuit board
instead of a bread board.

.......
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Figure 20: SJ BIST Demonstration
Display Board.

Box,

SUMMARY

In this paper we provided updated information on
SJ BIST, which was originally presented in 2006,
and we introduced a new solder-joint fault sensor,
SJ Monitor. A brief overview of the mechanics-of-
failure was included: the primary contributor to
fatigue damage is thermo-mechanical stresses
related to CTE mismatches, shock and vibration,
and power on-off sequencing. Solder-joint fatigue
damage can result in fractures that cause
intermittent instances of high-resistance spikes
that are hard-to-diagnose. In reliability testing,
OPENS (faults) are often characterized by spikes
of a 100Q or more lasting for less than 100 ns to 1
us or longer.

Prior to SJ BIST and SJ Monitor, there were no
known methods for detecting high-resistance
faults in solder-joint networks belonging to the 1/0
ports of operational, fully-programmed FPGAs.

An in-situ SJ BIST or SJ Monitor to test or monitor
selected /O pins is useful because stress
magnitudes are hard to derive, which leads to
inaccurate life expectancy predictions; and even
though a particular damaged solder-joint port
might not result in immediate FPGA operational
failure, the damage indicates the FPGA is no

longer reliable. SJ BIST can also be used in
newly designed manufacturing reliability tests to
investigate failure modes related to the PWB-
FPGA assembly.
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