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1 About this Guide

The following sections define the manual objectives, concepts used, conventions used and associated
documentation

1.1 Objectives

This User Guide introduces PowerDsine’s IPv6 capable Power View Pro Remote Web Managers used for
managing PowerDsine’s Power over Ethernet (PoE) product line of IPv6 capable Midspan devices including:
= 10/100Mbit Midspans
o PD - 6506/AC/M: 6 port 10/100Mbit Midspan
o PD-6512/AC/M: 12 port 10/100Mbit Midspan
o PD —6524/AC/M: 24 port 10/100Mbit Midspan
o PD - 6524/AC/M/F: 24 port 10/100Mbit full power Midspan

& » Only Network Management Modules with internal FLASH memory of 4MB can be upgraded to
> Jatest IPv6 complient software version. For further information see Midspan Manager Module
Software Upgrade on page no. 105.

= 1 Gigabit Midspans
o PD - 6506G/AC/M: 6 port 1 Gigabit Midspan
o PD-6512G/AC/M: 12 port 1 Gigabit Midspan
o PD -6524G/AC/M: 24 port 1 Gigabit Midspan
o PD - 6524G/AC/M/F: 24 port 1Gigabit full power Midspan
= 1 Gigabit High Power 802.3at compliant Midspans
o PD -9006G/ACDC/M: 6-port High Power 1 Gigabit 802.3at compliant Midspan
o PD-9012G/ACDC/M: 12-port High Power 1 Gigabit 802.3at compliant Midspan
o PD -9024G/ACDC/M: 24-port High Power 1 Gigabit 802.3at compliant Midspan
o PD -9024G/ACDC/M/F: 24-port Full High Power 1Gigabit 802.3at compliant Midspan
= 1 Gigabit High Power 802.3at compliant four-pair Midspans
o PD-9506G/ACDC/M: 6-port High Power 1 Gigabit 802.3at compliant four-pair Midspan
o PD-9512G/ACDC/M: 12-port High Power 1 Gigabit 802.3at compliant four-pair Midspan
o PD -9524G/ACDC/M: 24-port High Power 1 Gigabit 802.3at compliant four-pair Midspan
= 1 Gigabit High Power 802.3at compliant energy efficient Midspans
o PD -5524G/ACDC/M: 24-port High Power 1 Gigabit 802.3at compliant energy efficient Midspan
= 1 Gigabit High Power PoH compliant four-pair Midspans
o PD -9606G/ACDC/M: 6-port High Power 1 Gigabit PoH compliant four-pair Midspan
o PD-9612G/ACDC/M: 12-port High Power 1 Gigabit PoH compliant four-pair Midspan

1.2 Audience

This guide is intended for network administrators, supervisors and installation technicians who have a
background in:

= Basic concepts and terminology of networking

= Network topology

=  Protocols

Copyright © 2012 Microsemi
Rev. 1.6, 26-Mar-12 Analog Mixed Signal Group
1 Enterprise, Aliso Viejo, CA 92656, USA; Phone (USA): (800) 713-4113, (ROW): (949) 221-7100 Fax: (949) 756-0308
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= Microsoft Windows environment
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1.3 Organization
This guide is divided into the following sections:

= Section 1: Defines the concepts used, conventions used and associated documentation
= Section 2: Power View Pro features and capabilities

= Section 3: Complete system installation procedure

= Section 4: PowerView Pro Web interface detailed description

= Section 5: Midspan 90xxG/95xxG/55xxG/96xxG - Power Backup and Management

= Section 6: SNMP Monitoring and Configuration

= Section 7: Upgrading Midspan software

= Section 8: Troubleshooting

1.4 Conventions

The various conventions used in defining commands and examples are given in the following table.

CONVENTION DEFINITION
bold Keywords and commands
italics Represents a Web interface item
screen Displayed Information
Courier text Information to be entered
Notes Helpful information

1.5 Related Documentation

For additional information, refer to the following documentation:

= Product user guide (included inside the CD)

= Technical Note 132: Using RFC3621 PoE MIB with PowerDsine Midspans (included inside the CD).
= Creating SSL Certificate for Midspan Secured Web Server User Guide (included inside the CD)

= RFC3621 SNMP MIB, and private MIB (included inside the CD)

= |EEE Standard 802.3af, DTE Power via MDI

Copyright © 2012 Microsemi
Rev. 1.6, 26-Mar-12 Analog Mixed Signal Group
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or
*" from Microsemi.

1.6 Abbreviations

Table 1-1: List of Abbreviations

IPv4 32 bit long IP address
IPv6 128 bit long IP address
DHCPv4 Dynamic IPv4 Host Configuration Protocol
DHCPv6 Dynamic IPv6 Host Configuration Protocol
PoE Power over Ethernet
NTP Network Time Protocol
DES Data Encryption Standard
MD5 Message Digest algorithm 5
MDI Media Dependent Interface
MIB Management Information Base
PD Powered Device
SNMP Simple Network Management Protocol
SSL Secure Sockets Layer
TFTP Trivial File Transfer Protocol
SyslLog System Log
SSH Secure Shell
RADIUS Remote Authentication Dial In User Service
RPS Redundant Power Source
EEPoE Energy Efficient Power over Ethernet
PoH Power Over HDBaseT
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2 Introducing the Power View Pro (IPv4, IPv6)

PowerDsine’s Power View Pro is a management system used to monitor and control PowerDsine’s Power over
Ethernet (PoE) and Power over HDBaseT (PoH) Midspans, via a remote network management station.
Management can be done over IPv4, IPv6 or both Network protocols.The system provides direct online power
supervision, configuration, monitoring and diagnostics of PowerDsine products via WEB / SNMPv2c / SNMPv3 /
Telnet/SSH.

NOTE:

» The principle of operation is similar for all IPvé capable Midspan models described in this
S manual.

2.1 Features

The manager provides a number of unique features along with multiple access options:

= Supported network IP protocols:
o IPv4 — IP address is made out of 32 bits (static / DHCPv4).
o IPv6 — IP address is made out of 128 bits (ststic / DHCPv6)
= Access Options:

o HTTP: Web based friendly configuration interface for managing remote Power over Ethernet
device

o SSL: Secured WEB based configuration
o SNMP: SNMPv2c and secured plus encrypted SNMPvV3 (legacy SNMPv1 is also supported)
= RFC3621 Power over Ethernet (PoE) SNMP MIBs

= Private MIB extension for RFC3621 PoE MIB

o Telnet: Remote terminal over Ethernet Network

o SSH: Remote encrypted terminal over Ethernet Network
= RADIUS: Authentication and accounting for WEB / Telnet / SSH remote WEB users
= SyslLog Server: Sends log events to remote SysLog Server

= Automatic Service Configuration by DHCP: Enables DHCP Server to configure automatically
Midspan SNMP Manager's IP address, SysLog Servers |IP address, Radius Servers IP address

= Access List Filtering: Controls which remote Host or Network can manage the Midspan device, and
via which management interface. Interfaces such as SNMP, Telnet, Web, etc.

= Easy software update during run time without affecting active PoE ports

= Configuration and real time monitoring using graphical representations of remote device
= System status display

= Automatic activation / deactivation of PoE ports based on weekly schedule configuration
= Automatic deactivation of low priority ports when UPS battery is low

= Power backup by 2nd Midspan or external Power Source (90xxG, 95xxG series only)
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2.2 System Capabilities

The manager can be accessed from any computer using any WEB browser, SNMPv2¢c/SNMPv3 management
station, Telnet/SSH, RS232 Terminal or USB virtual COM (Midspan 90xxG, 95xxG, 55xxG series). The Power
View Pro enables monitoring and controlling of Power over Ethernet IP networks as shown in Figure 2-1.

Management Deployment

Management Station

Figure 2-1: Management Deployment

2.3 POE Capabilities

The Midspan injects power over data-carrying Ethernet cabling which reduces the need for AC outlets, local
UPS and AC/DC adapters near PDs. The following Power over Ethernet (PoE) options are available:

= Legacy PoE — delivers power to pre IEEE 802.3af PoE devices

= |EEE 802.3af — delivers up to 15.4 Watts using two out of four paires on RJ45 Etehrnet connector.
Applicable mostly to 65xx/65xxG Midspan family although all Midspans support IEEE-802.3af.

= |EEE 802.3at — delivers up to 30/36 Watts (PowerDsine Midspan may be configured to deliver up to 36
Watts). Applicable to 55xxG/90xxG/95xxG Midspan family.

= 4-pairs IEEE 802.3at — PowerDsine Midspan solution to deliver up to 72 Watts by delivering up 36
Watts on each pair of wires on the RJ45 Ethernet connector. Applicable to 95xxG Midspan family.

= EEPoE - Energy Efficient Power over Ethernet deliver up to 30/36 Watts by powering IEEE-802.3at PD
deviced over four paires. By powering PD devices over four paires, the power loss on the Ethernet
cable is reduced by 50%. For example a PD device which consumes 30 Watts may cause power loss
of up to 5W on the Ethernet cable, forcing the Midspan to deliver 35 Watts. By using 55xxG EEPoE
Midspan the power loss on the Ethernet cable will be reduced by 50% to 2.5 Watts, forcing the Midspan
to deliver only 32.5 Watts.

=  PoH - Power Over HDBaseT delivers up to 95 Watts over four pairs. Applicable to 96xxG Midspan
family.
2.4 Configuration Options

Serial communication configuration should be used to set unit’s initial IPv4 or IPv6 address (also set by web
browser), upload / download unit configuration, restore unit configuration to factory default (also set by web
browser), or update software. Any other configuration should be carried out via the WEB browser.

= Web based: Via a WEB browser

= SNMPv1/2¢c/3: Via an SNMP management application on a remote computer
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Telnet: Via a Telnet application on a remote computer
SSH: Via an SSH client application on a remote computer

Serial communication port: Via a DB9 port using Terminal emulation software such as Microsoft
Windows Hyper Terminal, PuTTY, or any similar software (excluding Midspan 90xxG, 95xxG, 55xxG
series).

Serial communication port via USB Virtual Communication Port driver (Midspan 90xxG, 95xxG,
55xxG series only): Simplifies serial communication whenever laptop is in use (laptops are missing
physical serial communication ports).

NOTE:

Serial communication rate must be set to 38400, no hardware flow control. When using RS232
serial port cable, a cross cable must be used (pin 2 crossed with pin 3).

NOTE:

» The Midspan default IPv4 address is 192.168.0.50. Make sure that a computer network card is
configured to the same IPv4 network (for example 192.168.0.40).

NOTE:

» For security reasons, when unit is shipped the SNMP is disabled. Prior to enabling SNMP,
modify SNMP community strings and only then enable it.

The Telnet/SSH and WEB configuration options are password protected.

2.5 Security and User Authentication

Different security profiles are available, depending on the used type of configuration.

2.5.1

Web Security

Web interface has two user access levels, Viewer and Administrator.

Viewer: The user has access only to Web pages which report Midspan status of configuration summary
and cannot change the Midspan configuration.

Administrator: The user has full access to all Web pages and can modify Midspan configuration.

NOTE:

» SSL (https) offers encryption and authentication protection in addition to Viewer &

o Administrator access levels.
2.5.2 SNMP Security
=  SNMP v1/v2: Community string is utilized for Get/Set/Trap authentication. SNMPv1/v2 is considered
an unsecured protocol since the community string password can be easily intercepted by any Network
sniffer device.
=  SNMP v3: Resolves SNMPv1/v2 security issues by adding authenticating and encryption to SNMP
packets.
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2.5.3 Telnet/SSH Security

Since Telnet/SSH provides access to various configuration parameters, software update and data base
upload/download, it is always password protected.

NOTE:

\\59 The Web interface has a dedicated password, while Telnet and SSH share the same passwords
S

FYNOTE:

= The Power View Pro is provided with the following factory defaults passwords:

WEB/Telnet/SSH:
View (usually user) :

user name ="user”
password ="password”

Configure (usually administrator):

user name ="admin”
password ="password”.

SNMP v3:

Guest (usually remote SNMP manager) :
user name ="public”

View User (usually user) :
user name ="view”
authentication password (MD5) = ”“password”
privacy password (DES)= "password”

Admin User (usually administrator) :
user name ="admin”
authentication password (MDS5) = ”"password”
privacy password (DES)= “password”,
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3 Installation

The following sections detail the installation process.

3.1 System Requirements

The following hardware/software items are required to configure and operate the Power over Ethernet (PoE)
Midspan:
= Computer with Ethernet Network card configured to the following parameters:
o [IPv4:192.168.0.40
o IPv4 Mask: 255.255.255.0
= Ethernet cable.

= Ethernet switch connected to the computer and Midspan management RJ-45 port (user can use cross
cable connected directly between the computer and the Midspan without needing to use an Ethernet
Switch).

= Telnet application (already provided by Windows/Linux).
= A free serial communication port on the computer.
o Null-modem RS232 crossed cable

o USB cable (90xxG, 95xxG, 96xxG, 55xxG Midspan series). For virtual com driver installation,
refer to section 3.4.6.
Important: The Midspan is shipped with the default IP set to 192.168.0.50. Before connecting the Midspan to
your network, verify that no other device has the same IP address.

3.2 Hardware Setup
Before configuring the units, set up your hardware as follows:

1. Connect an AC power cable to the PoE unit.
2. Verify that all LEDs are lit (self test).
3. Configure the units (refer to Figure 3-1):

= Serial port: Connect the crossed null-modem cable between the management station serial port and
the Midspan RS 232 port.

= Midspan 90xxG, 95xxG, 96xxG, 55xxG: Use USB cable (verify virtual com port driver installation was

already done).

= Ethernet network: Connect a network cable to Midspan RJ45 management port (use cross cable
whenever connecting it directly to Laptop Ethernet port).

Make sure the green LED on the right side of Midspan RJ45 Management port turns on. In case a
problem arises, refer to Troubleshooting, Section 8.
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Figure 3-1: Connecting the PoE Unit

3.3 Configuration Procedure
The following sections describe how to install the unit via the configuration options.
The following connection options are available:

= Connecting to Unit Using a Web Browser

= Connecting to Unit Using Window's Telnet

= Connecting to Unit Using serial port and a Hyper Terminal Application (65xx, 65xxG Midspan series)
= Connecting via USB Serial Communication Virtual Port, page 18 (90xxG, 95xxG, 96xxG, 55xxG

Midspan series)
3.3.1 Connecting to Unit Using a Web Browser
1. Open the web browser.
2. In the address field type:
192.168.0.50

3.3.2 Connecting to Unit Using Window's Telnet
For Windows XP / Windows Vista / Windows 7:

* In the Start Menu, select Run.
» Type: cmd. (Black DOS window will appear).
» Type:telnet 192.168.0.50.

= Type the username and password.

=3 NOTE:
\59

¥ Use the web browser to view the System Configuration->Security web page and make sure that
the Telnet is enabled.

3.3.3 Connecting to Unit Using serial port and a Hyper Terminal Application

Windows XP includes Hyper Terminal communication application which can be used to configure the Midspan
over the serial port. For Windows Vista and Windows 7 we recommend using PuTTY application which can be
downloaded for free from the Internet.

3.3.3.1 Windows 2000 and Windows XP
1. In the Start Menu, select:

Start >Programs >Accessories >Communications > HyperTerminal.
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or
*" from Microsemi.

The Hyper Terminal window appears (Figure 3-2).

2. Select the following parameters:

Bits per second: 38400

Data bits: 8
Parity: None
Stop bits: 1
Flow control: None
Part Settings I
Bits per zecond: |EEEN
[rata bits: |8 j
Barity: INone ﬂ
Stop bits: I‘I LI
Flovs cantral: INone Ll

BRestore Defaults |
Ok I Cancel | Spply |

Figure 3-2: Windows XP Hyper Terminal Specifications

3.3.3.2 Windows Vista / Windows 7

Windows XP HyperTerminal serial communication is not included in Windows Vista / Windows 7. ltis
recommended to use PUTTY, HyperTerminal freeware serial communication software or any other commercial
serial communication software tool.

1. Download PuTTY freeware at: http://www.putty.org/.
2. Run PuTTY.
The Putty Configuration window appears (Figure 3-3).
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2 PuUTTY Configuration |
| B azic options for your PUTTY seszion |
BT L.oglglng ~ Specify the destination you want to connect ta
= Terminal
Serial line Speed

- Keyboard

 Bel Jcam1 [33400

- Features Connection type:
= Window " Raw ¢ Telnet © Rlogin  S5H ' Serial

- Appearance B i

. Behaviour Load, save or delete a stored session

.. Translation Saved Sessions

Select%

Eolo.urs Default Settings Load |
[=1- Connection

Data Sa\"e |

- Prowy

- Telnet Delete |

- Rlogin

[+ 55H
e Close window on exit:
 Always  © Mever % Dnly on clean exit
About | Open I Cancel |

Figure 3-3: Putty Configuration Window
3. Under Connection type, select Serial.
The PUTTY Serial Configuration Window appears (Figure 3-4).

2 PUTTY Configuration =l
Categony:
B S_ession Options controlling local zerial lines |
¢ e Logging _ e
N Seléct .a zerial line \
- Keyboard Serial line to connect to ICDM2
- Bell
F:atures r— Configure the senial ine
- Window Speed [baud) _’ |384DD
- bppearance .
. D ata bits IS
- Behaviour
- Tranzlation Stop bits |1—
- Selection X
.. Colours Parity I Mone hd l
(- Cannection Flows contral m
- Data ﬁoﬂd—
- Prosy
- Telnet
- Rlogin
- 55H
About | Open I Cancel |
Figure 3-4: PuUTTY Serial Configuration Window Specifications
4. Select:
o Serial line to connect to: Required COM port
o Speed (baud): 38400
o Flow control: None
5. Click Open.

3.3.4 Connecting via USB Serial Communication Virtual Port

The 90xxG/95xxG/96xxG/55xxG Midspan offers USB serial communication rather than the traditional RS232
DB-9 interface. This eases the serial communication whenever a laptop is used (laptops lack serial interface
ports).

To install the 90xxG/95xxG/96xxG/55xxG driver:
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. Verify that the host's USB port is disconnected from the 90xxG/95xx/96xxG/55xxG Midspan's USB port.
. Install the Virtual Serial Communication driver from the included CD
. Connect the host USB to the 90xxG, 95xxG, 96xxG, 55xxG Midspan USB port.

. In the host, configure the connection setting.

AW N -

=  Windows 20000 and Windows XP OS: Run the HyperTerminal application.
=  Windows Vista / Windows 7 OS: Run PuTTY.
= Select the following settings:

o Baud rate: 38400

o Number of bits: 8

o Stop bit: 1

o Flow-control: None

3.3.5 Configuring the System via the serial port

There is no password protection while using the serial communication port. Password
protection is only applicable for Telnet, SSH or WEB access.

>
&

To configure the system via the HyperTerminal:

= Click the ESC or space key (in case you are already in the main menu).The Main Menu appears:

Main Menu — [Midspan Devicel

- Uiew menu
. Configuration & maintenance menu
. Ping vemote host

Totad o =k

F. Exit to debug information screen 4

Figure 3-5: Main Menu Screen

The Main Menu contains the following functions:
= View Menu: View PoE ports status, Network configuration, ACL Filter, software version and release
date.

= Configuration & maintenance menu: Enable/disable PoE ports, Network configuration,
upload/download configuration, update SSL certificate, software update, restore username & password
or unit configuration to factory default and reset unit.

= Ping remote host: Determine whether a particular IP system on a network is functional. Use this
function to diagnose IPv4 and IPv6 network connectivity.

= Exit to debug information screen: Enables on-going debug information to be reported by the
terminal.

3.3.5.1 Using the View Menu

= |n the Main Menu, select the View Menu option.
The View Menu screen appears.
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View Henu
1. View PoE ports status
2. View network parameters
3. View ACL (Access List) filter parameters
L. View time & system up time
9. View application & Boot software version

ESC - Return to previous menu

Figure 3-6: View Menu Screen

The View Menu contains the following functions:

View PoE ports status: Shows whether a PoE port is enabled/disabled, if the port provides power to a
PD device, and PD power consumption.

View network parameters: Displays the Midspan IPv4 address, subnet mask, default gateway. For
IPv6, same data is displayed plus DNS, SysLog servers, NTP server and unit MAC address.

EgNOTE:
* While DHCP is in use, DHCP server IP appears as well.
View ACL (Access List) filter parameters: Shows Access List Filter configuration mode and statistics

detailing how many network packets were accepted or rejected by HTTP, HTTPS, SNMP, Telnet, and
SSH filters.

View time & system up time: Displays how many days, hours, minutes and seconds the unit has been
operational.

View application & Boot software version: Displays the application and boot version number and
creation date.

3.3.5.2 Using the Configuration & Maintenance Menu

In the Main Menu, select the Configuration & Maintenance Menu.

Configuration & Maintenance Menu

D DWW Q0] OO DO

ESC - Return to previous menu

Enable/Disable PoE Port
Network configuration

Download configuration file from TFTP Server (reset only Manager module)
Upload configuration file to TFTP Server

Download WEB SSL Certificate from TFTP Server (reset only Manager module)
Software update menu

Turn RADIUS,ACL Filter off. Restore all user & password to factory default
Restore unit to factory default (excluding IP configuration])

Reset Manager module
Reset unit

Enable/Disable auto ping to Default Gateway to ensure Network connectivity

Figure 3-7: Configuration & Maintenance Menu

The Configuration & Maintenance Menu contains the following options:

Enable/Disable PoE Port: Allows users to enable/disable a PoE port (same as from
WEB/SNMP/Telnet/SSH).
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Network configuration:

Set IPv4 address (static / DHCPv4), and DNSv4

Set IPv6 address (static / DHCPv6), and DNSv6

Set Host name (used by DHCP4 / DHCPV6)

Download configuration File from TFTP Server: Download a configuration file from a remote host

using a TFTP application (host must run TFTP server application prior to using this option; see
Section 3.4).

NOTE:

Upon successful downloading, only the manager module will reset itself without effecting active
powered PD devices.
Upload Configuration File to TFTP Server: The unit uploads its internal configuration file to the host,
utilizing a TFTP application (host must run TFTP server application prior to using this option - see

Section 3.4).

Download WEB SSL Certificate from the TFTP Server: Download a valid private key and certificate
files for Web SSL by TFTP. The private key eliminates web browser security warnings whenever SSL
is used.

FSINOTE:
'\
* For detailed procedure description and applicable utility files, refer to Web SSL documentation
on the CD.

Software update menu: Enables the user to update management module software or PoE firmware.

&
¥ It is recommended that you use the TFTP server application on the CD.
Turn RADIUS, ACL Filter off. Restore all user & password to factory default: Turns RADIUS and
Access List Filter (ACL Filter) off, and restores Manager Module view/configure user name and
password to default values (only the manager module resets itself without effecting active powered PD
devices).

\gé

Restore the unit to factory default. Keep IP configuration unchanged: Restores most of the unit
configuration parameters to factory default values. Note that to enable the remote user to access the
Midspan after it was restored to factory default; various IP parameters (for example unit IP address)
remain the same (only the manager module will reset itself without effecting active powered PD
devices.).

Reset Manager Module: Manager Module resets only itself, without effecting active powered PD
devices.

Reset unit: Reset the entire unit, which causes all powered PD devices to be turned off for several
seconds, and then re-powered.

Enable/Disable auto ping to Default Gateway to ensure Network connectivity: When enabled, it
allows the Midspan Network Management Module to verify proper Network connectivity by pinging
default gateway every six seconds (IPv4 DGW or IPv6 DGW). After 10 consecutive ping failures,
Network Management Module will reset itself without effecting PoE ports.

S NOTE:
&

Manager Module will not reset itself in case there are no DGWs

ESC: Return to Previous Menu

3.3.56.3 Using the Ping Remote Host Menu

The Ping Remote Host Menu can be used to test Midspan Netwrok configuration, and also verify access to
remote services such as SysLog server, SNMP Network management station, etc.

To ping a remote device:
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1. In the Main Menu, select Ping Remote Host Menu.
2. Type the remote IPv4, IPv6 or remote Host name (for using hostname, DNS must be configured).

3.4 Configuring the TFTP Server

The following section describes how to configure the IPv4 TFTP server which is utilized for optional software
updates and transferring unit configuration to and from the host.

£
EINOTE

1. Make sure Firewall is turned off on the computer which runs the TFTP Server (or enable
UDP port 69 to pass through the Firewall).

2. For Upload Configuration: Make sure Enable Writes checkbox is checked (see Figure 3-8).
To configure the TFTP server:

1. From the provided CD, copy the NBTFTP.exe application to your server’s desktop.
2. Run NBTFTP.exe application; the following window appears (Figure 3-8)

[ rorreserer RSIE]
Search Directaries:
DATFTR o ADD

»>Remaove

ke Directary:
ID:\TFTF'

v Enable writes [ Start Minimized

About
Status

Ildle Exit

e i

Figure 3-8: NBTFTP Server Window
3. Click ADD, to add the root folder of the TFTP server.
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4 Web Interface Description

The Web Interface provides a friendly graphical interface for monitoring and configurating the Midspan unit..

4.1 Overview

The system provides the following features:

= View of PoE ports status, Power consumption and Midspan configuration.
= Modification of Midspan configurations which are applicable for the entire Midspan unit.
= Modification of PoE ports configurations, such as maximum power, priority, port description, etc.

The Web Interface has two authorization levels (see System Configuration Security, page 60):

= User: Allows remote users to access only web pages which are located under the View menu.
= Administrator: Allows remote users full access to all web pages.

4.2 Opening Screen

Browse to the Midspan IPv4 or IPv6 address. The Main Window (Opening screen) appears (Figure 4-1). The
Opening screen is composed of three main submenus:

= View menu: Used to view unit status, network configuration and product information.

= System Configuration menu: Used for configuring anything that isn’t PoE port specific (network,
SNMP, security, RADIUS, UPS power management, access list filter, product parameters and
maintenance).

= Port Configuration menu: Used for enabling/disabling of ports, allocation of power, setting of
priorities, and weekly based schedule automatic PoE ports activation/deactivation.

—
Microsemi Home View System Configuration Port Configuration

Welcome to

Power View Pro

Monitor & Configuration System

|PV6, IPv4 powered solution

IPv6 Ready certified product @

Figure 4-1: Power View Pro Main Window
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4.3 View Menu

The View menu is used to view the following categories (see Figure 4-2):

L] System status
L] Configuration summary
= Product information

The View menu differs according to the model being used:

= View - Status Screen 65xx, 65xxG Midspan Series
= View - Status Screen 90xxG, 95xxG, 96xxG four-pair High Power Midspan Series.
= View - Status Screen 55xxG energy efficient High Power Midspan Series.

M’b’osemi Home System Configuration Port Configuration

iew - Status

View - Configuration Summary
View - Product Information

Welcome to

Power View Pro

Monitor & Configuration System

|PV6, IPVv4 powered solution

IPv6 Ready certified product @

Figure 4-2: View Menu

4.3.1 View - Status Screen 65xx, 65xxG Midspan Series

The View - Status screen is used for monitoring which PoE ports are active and power consumption (for the
entire unit or per port). It is made up of several elements (see Figure 4-3):

= Port status panel — view which PoE ports are enabled, which are provide with power, and amount of
power.

= Port power status table — pressing the @ or ¥ images will open a detailed port report table.

= General power status table — reports internal power supply voltage, total power consumption, etc.

= UPS power management information — reports remote UPS battery level, and AC or Battery power
source.

RNOTE: |

UPS Power Management window for 65xx, 65xxG, 90xxG appears at the bottom right section of
the screen only if the UPS Power Management option is enabled (for more details, refer to
Section 4.3.12).
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-
MfoOSGﬂTf View System Configuration Port Configuration

Port Status panel

[ [ 0
vescrwvon | 4 [ 4 |d |d |d|d|d|d|dld|éléléldlélé|dléldld|¥|dldldl]
Midspan Status UPS Power Management \

Total Power Consumption (\Watt) o Midspan UPS Powered by AC Port Power
Maximum available Power (Watt) 430 Midspan UPS Battery Level(%) e o status table
System Voltage (Volt) 55.1 Midspan UPS Battery Time Leﬂ@in} 68

. |IEEE8&02 3af +
PD Detection Method
etection e Legacy \ UPS Power management
Midspan Status Active General Power dedicated information
status table

Figure 4-3: View - Status Screen (65xx, 65xxG Midspan Series)

4.3.2 View - Status Screen 90xxG, 95xxG, 96xxG four-pair High Power Midspan
Series

In addition to the information provided by the View - Status Screen (65xx, 65xxG Midspan Series), the 90xxG,

95xxG High Power Midspan series View - Status Screen (see Figure 4-4) provides the following addition
information:

=  PoE PD detection method: Includes IEEE802.3at PoE PD in addition to the 802.3af and legacy PoE
PD devices (not supported by 96xxG Midspan).

= Power sources: Internal and external power sources status (redundancy power backup capability was
added to 90xxG, 95xxG, 96xxG Midspan series).

= External redundancy power source status: The 90xxG, 95xxG, 96xxG Midspan support redundant
power supplies.

= PD power consumption (90xxG): PoE PD Power consumption reports up to 30 watts for IEEE802.3at
devices or up to 36W if Extended Power Mode is enabled.

= PD power consumption (95xxG): PoE PD Power consumption reports up to 60 watts or up to 72
watts if the Extended Power Mode is enabled.

= Temperature (95xxG/96xxG/55xxG): Internal temperature sensor is included in 95xxG Midspan series
which reports the Midspan internal temperature. The 95xxG/96xxG/55xxG Midspan temperature can be
obtained from View System Status WEB page, or from Midspan SNMP Private MIB (Version 1.7 and

above).
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-

Mmsern' System Configuration Port Configuration
Midspan Nickname: Midspan PoE Device
Power (VW) 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
Description | § | 4 |4 |4 |4 |d |d |d|d |d |d|i i |d |é|d|é|d|d|d|d|i
Midspan Status UPS Power Management
Total Power Consumption (Watt) 0 Midspan UPS Powered by AC
Maximum available Power (Watt) 430 Midspan UPS Battery Level(%) J 100
System Voltage (Volt) 551 Midspan UPS Battery Time Left {min) 68
IEEEB0Z 3af +
PD Detection Method IEEEBOZ 3at +
Legacy
Midspan Status Active
Power Source Status
Internal {430\WV) Power Source Ok
No External Power Source
Figure 4-4: View - Status Screen (90xxG High Power Midspan Series)
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A
Microsemi System Configuration  Port Configuration

Midspan Nickname: Midspan PoE Device

Power Source Status
Internal (950\WW) Power Source Ok

No External Power Source

Power (W) o ] o o o o o ] ] o o
Descrition | & | 4 | 4 |4 |4 |4 |éd |d|d|d|d|i
Midspan Status UPS Power Management
Total Power Consumption (\Watt) 1] Midspan UP S Powered by AC
Maximum available Power (Watt) 950 Midspan UPS Battery Level(%) I 100
System Voltage (Volt) 547 Midspan UPS Battery Time Left {min) it}
Temperature (F) 833
IEEE202.3af + Midspan Temperature
PD Detection Method IEEES02.3at +
Legacy
Midspan Status Active

Figure 4-5: View - Status Screen (95xxG four-pair High Power Midspan Series)
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Mfcmser-;"' Home View System Configuration Port Configuration

Midspan Nickname: Midspan PoE Device

z =

Power (W) i}

escription | § | § |4 | d | |d | é|d|d|d|d|i
Midspan Status

Total Power Consumption (Watt) ]

Maximum available Power {(Watt) 950

System Voltage {(Volt) 55.4

Temperature {F} 5.7

Midspan Status Active

Power Source Status
Internal (950W) Power Source Ok
No External Power Source

Figure 4-6: View - Status Screen (96xxG PoH four-pair High Power Midspan Series)
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4.3.3 View - Status Screen 55xxG energy efficient High Power Midspan Series

In addition to the information provided by the View - Status Screen 90xxG, 95xxG, 96xxG four-pair High Power

Midspan Series, the 55xxG High Power Midspan series View - Status Screen (see Figure 4-7) provides the
following addition information:

= Energy saving information — reports annual Energy saving, annual Co2 Saving and number of EEPoE
active ports out of the number of EEPoE enabled ports.

= PD power consumption: PoE PD Power consumption reports up to 30 watts for IEEE802.3at devices
or up to 36W if Extended Power Mode is enabled.

e
Mmsemf Home View System Configuration Port Configuration

Midspan MNickname: Midspan PoE Device Energy Saving: upto 0 KWatt [ Year &

v | 4 14 1414141414144 1d1d 44 dlaldlalilililaldlii]

Midspan Status UPS Power Management
Total Power Consumption (Watt) 1] Midspan UPS Powered by AC
Maximum available Power (Watt) 430 Midspan UPS Battery Level{(%) ‘3_—.' 449
System Voltage (Volt) 5.4 Midspan UPS Battery Time Left {min) 33
Temperature {F} T9.5

" +
PD Detection Method :Eggggg g:{
Midspan Status Active %

Power Source Status

Internal (430W) Power Source Ok Energy Saving
Mo External Power Source - status table
Energy Saving

Energy Saving (KWatt / Year). Up to 0

€02 Saving (Kg / Year). Up to 0
Active EEPOE Ports Ooutof24

Figure 4-7: View - Status Screen (55xxG energy efficient High Power Midspan Series)
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\\{9 NOTE:
AN
The external power source type MUST match the Midspan type.

PD-RPS-450 backups:
* PD-9006/ACDC/M
* PD-9012G/ACDC/M
* PD-9024G/ACDC/M
* PD-9506G/ACDC/M
* PD-5524G/ACDC/M

PD-RPS-1000 backup:
* PD-9024G/ACDC/M/F
* PD-9512G/ACDC/M
* PD-9524G/ACDC/M
* PD-9606G/ACDC/M
* PD-9612G/ACDC/M
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4.3.4 View - Status Screen Elements

The following sections describe in detail the View - Status Screen elements.

4.3.4.1 Ports Status Panel
The display panel includes a number of visual indicators (see Figure 4-8).

= A green colored RJ45 port indicates that the PoE port is enabled, and may provide power whenever a
PD device is connected to this port.

= Agreen LED on top of the green colored RJ45 port indicates that the PoE port provides power to a PD.

= Ared colored RJ45 port with an "X" symbol indicates a disabled PoE port (a port that can’t provide

power).

‘ Port Disabled

‘ Port Enabled

‘ Ethernet Link LED

Figure 4-8: Ports Status Panel

4.3.4.2 Midspan LED Indications

Two LEDs are located on the front panel, marked “Main” (220/110VAC) and "Link" (Ethernet connection plus

activity status) as described in Table 4-1.

Table 4-1: Main Status Indications

Main Power LED

Indicator Color Main Power Status Remarks
Internal power
Internal power supply supply voltage
Off unit is unplugged or is too low. All
faulty ports are
disconnected
G Indicates AC power input Internal power
een | active supply voltage
AC LED is within limits
Internal power supply All ports are
voltage is out of range disconnected
S.r een 90xxG, 95xxG, 96xxG — 90xxG, 95xxG
inking . .
Internal power supply is — unit powered
unplugged by external
power source
Indicates valid Ethernet
LINK Green link, and some data
LED blinking communication flow over
the Ethernet network
Indicates valid Ethernet
LINK Green link (no communication
LED data)
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Table 4-2: 65xx, 65xxG, 90xxG, 95xxG and 55xxG Gigabit High Power Midspan Port

Status Indications

Port LED
Color

Port Load Conditions

Port Voltage

Off

Non-active load,
unplugged port or disabled
port

Power to the port is
disconnected. No DC
voltage present on spare
pairs

Green

Active load is plugged in
and complies with normal
load conditions

95xxG: PoE port is
configured as two-pair,
and power PD device, or
as four-pair and power PD
device on all four pairs.

55xxG: PoE port is
configured as EEPoE and
power PD device, or as
four-pair and power PD
device, on all four pairs

Continuous nominal DC
voltage is present on the
spare pairs

Orange

95xxG/96xxG: PoE port is
configured as four-pair,
and power PoE device on
two pairs only.

55xxG: PoE port is
configured as EEPoE, and
power PoE device on two
pairs only.

Green
blinking

Overload conditions; or
short; or forced external
voltage feed (constant
DC) into the port

Power to the port is
disconnected. No DC
voltage is present on the
spare pairs

Slow
Green
blinking

Port can't be activated
since total aggregated
power exceeds maximum
power budget

Power to the port is
disconnected. No DC
voltage is present on the
spare pairs
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4.3.4.3 Midspan Status Table

The Midspan Status Table displays the following parameters:

Total Power Consumption (VWatt) 14.1

Maximum available Power (Watt) 1000

System Voltage (Volt)

562

IEEEBDZ.3af +

PD Detection Method IEEES02 3at +
Legacy
Midspan Status Active

Table 4-3: Midspan Status Table Details

Parameter

Description

Total Power Consumption

Total power consumed by all PDs

Maximum available Power

Maximum available power for all PDs

System Voltage

Voltage level supplied to PDs

PD Detection Method

Detection method selected by the user from the System
Configuration - Product Parameters menu (see Sections

4.3.14, 4.3.15, and 4.3.16)

Midspan Status

Midspan status display with the following options:

Active: Normal operation
Midspan has no firmware

[ )
[ ]
e Internal communication failure
[ )

Midspan firmware update

4.3.4.4 Detailed Port Information Report

Clicking the I image, or the RJ45 jack image, causes a new popup web page to appear with detailed port

description information (see Figure 4-9):

7 Dl sk Posrt Dndsrmakion - Pt @i - b

L IFL165.24T,

Port Enatied
Porres (W) ]

Blax P (W) 2 (-
Prisxity Low
Termina Typs | Dascrighon

5 #
0
| i

Power (W) 3

LT

Description

| Clann ] gaas ) E.:‘-
Gl g ' '
Figure 4-9: Detailed Port Information
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Table 4-4: Detailed Port Description Information

Parameter Description

Port o Disabled: Port is disabled

o Enabled: Port is enabled

o Enabled: Delivering Power; Port is enabled and a valid PoE PD
device is connected and consuming power

o Enabled: Failure to power a PoE Device; Port is enabled, PoE
PD device is connected, but no power is provided. Possible
causes include: PoE device consumes too much power
(overload) or the PoE PD device is invalid, etc.

Power (W) Actual consumed power by individual PD

Max Power(W) | Maximal allocated power per port as configured in the Port
Configuration
Midspan 95xxG reports also if PoE port is configured as two pair or
four pair.

Midsan 55xxG reports also if POE port is configured as energy
efficient PoE.

Priority Current priority level set by the user

Terminal Type / | Textual terminal description as configured in the Port Configuration
Description

Class PD device class

4.3.4.5 Manual Override Key

0

Whenever the Weekly Schedule feature is activated, the IT manager can configure one of the Midspan PoE
ports to act as a Manual Override Deactivation key. This enables easy temporary deactivation of the Weekly
Schedule feature, whenever an authorized user arrives at work during unexpected hours. The IT manager
selects the override port manually via the Web interface and then enables the override feature; an icon then
appears on the selected port.

£
& MEIE

The Deactivation key is an optional item which may be purchased separately from Microsemi.

Upon unexpected user arrival to work, the user inserts the deactivation key into the previously assigned
override port (Figure 4-10) (usually routed through the patch panel near the doorway entrance).

Figure 4-10: Manual Override Deactivation key

As long as the override key is inserted, all Weekly Schedule deactivated PoE ports remain active. Upon leaving
work, the user removes the override key, which in-turn will causes all Weekly Schedule assigned ports to turn
Off (Weekly Schedule time configuration dependent).

\6;; NOTE

In cases where the Ea®] icon appears but the corresponding port LED does not illuminate, it
means that the port had been assigned as a ‘bypass’ port, but the override key has not been

inserted.
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4.3.4.6 Weekly Scheduled Activated Port/s

The weekly schedule feature enables (when checked) scheduling of automatic PoE ports activation/deactivation
as set in the weekly schedule activation scheme.

When the @ icon appears on a port, it means that a specific port was temporary deactivated by the Weekly
Schedule algorithm.

NOTE:

Note that PoE port activation/deactivation hours depend on user Weekly Schedule
configuration (see Section 4.4.3.1).

Weekly Scheduled
Activated Port

Port assigned as
Overide- Key

Weekly Scheduled ' Port assigned as Override-Key |
Deactivated Port

Figure 4-11: Weekly Activated/Deactivated Ports

4.3.5 View - Configuration Summary
The View - Configuration Summary screen (see Figure 4-12) displays the following parameters:
= |Pv4 in-use: Currently in use IPv4 address/Mask/Gateway (may be acquired by DHCP or static

configuration) and IPv4 Domain name servers.

= |IPv6 in-use: Currently in use IPv6 address/Prefix/Gateway (may be acquired by DHCPV6 or static
configuration), and IPv6 Domain name servers.

= Network Host Name: Midspan hostname used by IPv4 / IPv6 to register Midpsan hostname in
DHCPv4/DHCPvV6 Server.
NOTE: Only A-Z, a-z, 0-9, minus, and dots are allowed. Hostname must start with a letter.

= Ethernet MAC Address: Six byte (48 bit) unique Ethernet address.

= Remote Servers: IP address of remote NTP (Network Time Protocol) Server, remote SysLog Servers,
and remote Radius Servers.

= Remote Trap SNMP Managers List: List of assigned SNMP managers to receive Midspan SNMP
Trap reports.

= Date & Time: Unit local time, as acquired from the NTP Server (GMT time zone should be configured
by the user)

= Remote Access & Security: A list of Midspan remote access and security options; SNMP v1/v2 and
SNMPv3, Telnet/SSH, RADIUS, and SSL Web encryption

= Advanced Features: Indication of Automatic Weekly Schedule PoE ports activation and UPS Power
Management features activation.
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Microsemi

View System Configuration Port Configuration

Copyright © 2012
Rev. 1.6, 26-Mar-12

IPvd in-use IPvE in-use
DHCPv4 Ma DHCPv6 - Mo
IPvd4 Address 172.16.5.247 IPv6 Address
IPv4 Mask 255.255.245.000 fef0::205:5a5f: fe02: 83ads1/ 128 B
IPv4 Default Gateway 172.16.0.2
Domain Hame Server #1 172.16.1.46 ﬂ
Domain Hame Server #2 172.16.1.47 IPv6 Default Gateway
Network Host Name ﬂ
Host Name abc ﬂ
IPvG Domain Name Servers
Ethernet MAC Address j
MAC Address 00:05:5402:88:AD ﬂ
Remote Access & Security Remote Servers
Telnet/S5H Telnet NTP Server HODDTCE400.microsemi.net
SHMP v2 7 SysLog #1 HODDTCE8400.microsemi.net
SNMP v3 7 SysLog#2
) Radius #1 000.000.000.000
Web SSL Encryption ™ Radius #2  000.000.000.000
RADIUS Authentication -
RADIUS Accounting Il
Advanced Features Remote Trap SHMP Managers List
Weekly Schedule - Manager #1 HODDTC8400.microsemi.net
UPS Power Management 7 Manager #2
Manager #3
Manager #4
Manager #5
Manager #6
Date and Time Manager #7
- Manager #8
Local Time (OK) |12;32;55 Manager #9
Date (DD/MMYYYY) | 09/06/2011 Manager #10
Figure 4-12: View - Configuration Summary Screen
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4.3.5.1 IPv4 in-Use

IPv4 in-use window displays the current IP address being used with the following parameters (Figure 4-13):

IPv4 in-use

DHCPv4 Mo

IPvd Address 172.16.5.247
IPvd Mask 255,255 248.000
IPvd Default Gateway 17216.02
Domain Hame Server #1 172.16.1.46
Domain Hame Server #2 1T216.1.47

Figure 4-13: IP in-Use Window

Table 4-5: IP in User Parameters

Parameter Description

DHCPv4 Indicates if DHCPv4 or static IPv4 is in use

IPv4 Address IPv4 address of the Midspan in use.

IPv4 Mask Determines the size of the IPv4 Network

IPv4 Default IPv4 address of the local Gateway which enables communication
Gateway with other IPv4 networks

Domain Name IPv4 address of DNS used for resolving remote host names.
Server 1&2

4.3.5.2 Remote Servers

The Remote Servers window (see Figure 4-14) displays IPv4, IPv6 or remote hostname address of a remote
SysLog Servers, Radius Servers and NTP Server.

Remote Servers

NTP Server HODDTCS400.microsemi.net
SysLog#1  HODDTCS400.microsemi.net
SysLog #2

Radius #1  172.016.005.254

Radius #2  172.016.005.253

Figure 4-14: Remote Servers Window

Parameter Description
NTP Server IPv4/IPv6 address of a remote Network Time Protocol
(NTP) Server.
SysLog Server#1 Send SyslLog events to Main and Backup IPv4/IPv6
SysLog Server#2 SysLog Server via SysLog protocol. Note that empty
fields prohibit the unit from sending Log Events.
Radius Server #1 Used for authenticating remote user by sending remote
Radius Server #2 user username and password to Radius Server for
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authentication and obtaining remote user access level
(viewer or administrator).

4.3.5.3 Date and Time

The Date and Time (GMT time zone) window (see Figure 4-15) displays the unit’s local time as acquired from
the NTP Time Protocol Server by the user. Set the offset local time zone as well.

Local Time (OK) |1B:1'E: 2]
Date (DOMRMATY) [zzaszos

Figure 4-15: Date and Time Window

Parameter Description

Local Time Time (HH:MM:SS) as acquired from the NTP Server, plus time
zone offset
Date (D/M/Y) Date (DD/MM/YYYY) as acquired from the NTP Server

—
\@: NOTES

S
1. When the appropriate time and date are acquired from the NTP server, an OK indication

appears. Alongside the Time Zone Offset from GMT window in the System Configuration

- Weekly Schedule Ports Activation menu (refer to Section 4.4.3.1) If the system fails to
acquire the appropriate time and date ‘FAIL’ indication appears instead!

2. If the unit fails to acquire time from NTP Server, it displays the elapsed time starting from
1/1/2005

3. If time and date are not acquired, Weekly Schedule functionality will not function!

4. If local time zone offset has been improperly set by the user (Weekly Schedule
configuration Web page), an incorrect time will be shown!

4.3.5.4 Remote Trap SNMP Managers List

This list displays all of the user pre-configured SNMP managers (see Figure 4-16). All listed managers will
receive traps reported by the Midspan (to receive PoE traps, make sure that PoE RFC3621 Notification feature
is enabled). Verify RFC3621 and Midspan private MIB are installed on the SNMP management station used to
monitor the Midspan device.
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IPv4/IPvG Remote Trap SNMP Managers List (v2civ3)

Trap Manager
Trap Manager
Trap Manager
Trap Manager
Trap Manager
Trap Manager
Trap Manager
Trap Manager
Trap Manager

Trap Manager

#1
2
#3
#4
#5
#6
&
#2
#9
#10

Isnmp.trﬂp.mﬂnﬂger

[172.16.5.254

Figure 4-16: Remote Trap SNMP Managers List

4.3.5.5 Remote Access & Security

Remote Access & Security list (see Figure 4-17) summarizes whether Midspan can be managed by SNMPv2,
SNMPv3 Telnet or SSH, HTTP or HTTPS, and whether RADIUS authentication and accounting is enabled.

Remote Access & Security

Telnet/S5H Telnet
SHMP v2 W
SHMP v3 W
Web SSL Encryption -
RADIUS Authentication -
RADIUS Accounting -

Figure 4-17: Remote Access & Security Window

Parameter Description

Telnet/SSH Indicates whether Midspan can be managed by Telnet, SSHv2
(secure and encrypted terminal) or by none of them.

SNMPv2 Indicates whether Midspan can be managed by SNMPv1/v2.

SNMPv3 Indicates whether Midspan can be managed by SNMPV3. It is
not recommended to enable SNMPv2 while SNMPV3 is in use.

Web SSL Indicates whether Midspan WEB pages will be encrypted by
SSL.

RADIUS When checked, indicates that remote Telnet/SSH/WEB users

Authentication are authenticated by the RADIUS Server rather then by the
Midspan itself.

RADIUS When checked, indicates that the Midspan sends an accounting

Accounting report to the RADIUS Server whenever remote users access
Midspan by Telnet/SSH/WEB..
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4.3.5.6 Advanced Features

The Advanced Features window (see Figure 4-18) displays which of the Weekly Schedule / UPS Power
Management advanced features is activated.

The weekly schedule feature enables scheduling of automatic PoE ports activation/deactivation as set in the
weekly schedule activation scheme.

The UPS Power Management feature enables to extend the period of time the Midspan may provide power to
high priority PoE devices during a power failure. This is accomplished by monitoring the UPS battery level, and
automatically shutting down low priority PoE ports, whenever the UPS battery level drops to a low level.

Advanced Features

Weekly Schedule -

UPS Power Management <

Figure 4-18: Advanced Features Window

Parameter Description
Weekly Indicates that the weekly schedule feature had been activated via the
Schedule System Configuration - Weekly Schedule Ports Activation menu.
UPS Power Indicates that the Midspan was configured to communicate with UPS
Management SNMP agent to monitor its UPS battery level and automatically
deactivate low priority POE ports whenever UPS battery becomes low.
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4.3.6 View - Product Information

The View - Product Information web page summarises production related parameters such as product type,
serial number, PoE firmware software version, and Network management module software version (see Figure

4-19):

M"cmsemi View System Configuration Port Configuration

Product Information

Product Nickname
Part Number

Serial Number (S/N)
Production Number
Software Version
Firmware Version
Boot Version

Flash Size

Midspan PoE Device
PD-9512GACDCIM
000063

0570

4.07.02.04
11040801.0575.002
1.07

4MB

Figure 4-19: View - Product Information Screen

Parameter Description

Product Unit nickname as configured by network administrator to be

Nickname displayed in the View-Status web page and in serial/Telnet/SSH
menus

Part Number Midspan part number

Serial Number Midspan serial number

Production Unique manufacturing product number per each Midspan type

Number (all Midspans of the same type have the same production

number)

Software Version

Power View Pro Network Manager Module software version

Firmware Version

PoE Firmware version

Boot Version

Network Manager Module boot version

Flash Size Network Management Module flash memory size.
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4.3.7 System Configuration Screen

The System Configuration menu is used for configuring the following options (Figure 4-20):

L] Network Configuration
. SNMP Configuration
. SNMPv3 Configuration
] Security Configuration
L] RADIUS Configuration
. UPS Power Management Configuration
. Access List Filter Configuration
. Product Parameters - Configuration
. System Configuration - Maintenance
Mjcmsemi Home Port Configuration

System Configuration - Netw -‘h
System Configuration - SNMP

Syatem Configuration - SNMPw3
System Configuration - Security
System Configuration - RADIUS

'l'm( System Configuration - UPS Power Manager
elc o me to System Configuration - Access List Filter

P System Configuration - Product Parameters
0 W e r System Configuration - Maintenance

Monitor & Configuration System

|PV6, IPV4 powered solution

IPv6 Ready certified product @

Figure 4-20: System Configuration Screen

4.3.7.1 System Configuration - Network
The System Configuration - Network menu (see Figure 4-21) enables configuration of

static/dynamic IPv4 address

static/dynamic IPv6 address
NTP server (IPv4/IPv6)

SysLog log (IPv4/IPv6) servers
e automatic SNMP Trap list
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e SyslLog and Radius IP to be obtained by DHCP Server which simplifies management whenever many
Midspan devices need to be managed.

For a detailed description see section 4.3.7.2.

@9 NOTE:

>
When enabling Automatic IP configuration for SNMP traps, SysLog, and DARIUS by DHCPv4
server, only IPv4 address type can be obtained automatically for SysLog, SNMP and RADIUS.

Micmsem; System Configuration Port Configuration

IPv4 Address Configuration IPvE Address Configuration

Enable DHCPvd r Enahle DHCPvE r

Use the following Static IP address: Use the following Static IP address:
IPv4 Address 192.168.0.50 IPvG Address

IPv4 Subnet Mask 255 255 255.0 IPvE Prefix B4

IPv4 Default Gateway |192.168.0.1 IPvG Default Gateway

IPv4 DNS #1 192.168.0.250 IPvG DMS #1 123412

IPv4 DNE #2 192.168.0.251 IPvG DMNS#2
Auto services configuration by DHCPv4 Network Host Name

DHCP-Request Vendar I— Host name second floor.midspan
ClassID (option 60 midspan_ip_list ! P
Automatic Services Configuration by DHCP-Reply IPvdilPvE Remote Servers

(option 43)

NTP Server 128.249.10

SMMP Managers IP (code 180) Il I

SysLog Servers IF (code 181) SysLog Server #1 |192.1EB.D.249[
Radius Servers IP (code 182) W SysLog Server #2 |

Hote - Auto services configuration by DHCP _

When creating new Vendor Option class, use Save Options

code numbers 180-182, and data type as IP

Address array (see user manual for detailed

configuration description). UL S | EETEE

Figure 4-21: System Configuration - Network Screen
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Table 4-6: System Configuration Network Screen Details

Parameter

Description

IPv4 Address Configuration

DHCPv4 En/Dis — When checked enables Midspan to obtain IPv4
address from DHCPv4 Server.

Enahle DHCPv4 -
Use the following Static IP address:

IPv4 Address 172.16.5.247

IPv4 Subnet Mask 255,255 2458000
|IPv4 Default Gateway |172.15.0.2
IPvd DS #1 172.16.1.45

IPvd DS #2 172.16.1.47

IPv4 Address — Static IPv4 address to be used in case DHCPVv4 is
disabled.

IPv4 Subnet Mask — Static IPv4 subnet mask to be used in case
DHCPv4 is disabled.

IPv4 Default Gateway — Static IPv4 default gateway to be used in
case DHCPv4 is disabled.

IPv4 DNS #1 — Static IPv4. 1" DNS IPv4 address to be used in
case DHCPv4 is disabled.

IPv4 DNS #2 — Static IPv4. 2™ DNS IPv4 address to be used in
case DHCPv4 is disabled.

Auto services configuration by DHCPv4

DHCP-Request Vendor - —
|m|d span_ip_list

ClassID (option G0

Automatic Services Configuration by DHCP-Reply
(option 43)

SMMP Managers IP (code 180) I
SysLog Servers IP (code 181y [T

Radius Servers IP (code 182) [T

Set Vendor Class ID string (DHCPv4 option #60) within DHCPv4
request message sent by Midspan to DHCP Server.

Whenever DHCPV4 is active, Enable/Disable DHCPv4 Server to
automatically configure SNMP Managers IP, SysLog Server IP,
and RADIUS Server IP (for detailed configuration example see
manual).

Network Host Name

Hostname

Imidspan_End_ﬂDDr

Midspan Hostname to be send within DHCPv4 and DHCPv6
messages.

IPv6 Address Configuration

Enable DHCPvE -

Use the following Static IP address:
IPvG Address 1234:AB:3A2
IPvE Prefix 54

IPvG Default Gateway |1234:1

IPvE DS #1 1234::98
IPvG DNS#2 1234:99

DHCPv6 En/Dis — When checked enables Midspan to obtain IPv6
address from DHCPV6 Server.

g@ NOTES:
N
e DHCPv6 functionality varies by M&O bits which are
advertised by IPv6 Router over the Netwrok.

e M=1, O=1: Obtain IPv6 address & DNS from DHCPv6
Server

e M=0, O=1: Obtain only DNS from DHCPv6 Server.
Use Automatic link-local IPv6 address

IPv6 Address — Static IPv6 address to be used in case DHCPV6 is
disabled.

IPv6 Prefix — Static IPv6 prefix (subnet mask) to be used in case
DHCPV6 is disabled.

IPv6 Default Gateway — Static IPv6 default gateway to be used in
case DHCPVG is disabled.

IPv6 DNS #1 — Static IPv6. 15 DNS IPv6 address to be used in
case DHCPV6 is disabled.

IPv6 DNS #2 — Static IPv6 2". DNS IPv6 address to be used in
case DHCPV6 is disabled.

IPv4/IPv6 Remote Servers

MNTP Server |128.249.1.1EI

SysLog Server#1 |192.158.D.1D

SysLog Server#2 |syslog.sewer1|'

NTP Server — IPv4/IPv6/Hostname address of a remote NTP
Server.

\@: NOTES:

S
Local time GMT offset can be configured via the Weekly
Schedule Port Activation WEB page.
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SysLog Server #1 — IPv4/IPv6/Hostname address of remote
SysLog Server #1.

SysLog Server #2 — IPv4/IPv6/Hostname address of remote
SysLog Server #2.

Update & Save | Updates new network parameters. All properties and Remote
Server parameters become effective only after this button has been
clicked.

Cancel | Cancels current operation and restores previous values in case

Update & Save buttons were not clicked.
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4.3.7.2 Auto Services Configuration by DHCPv4

DHCPv4 Server can be configured (see Figure 4-22) to automatically set the Midspan SNMP Manager List,
SysLog servers, and Radius Servers. Such a configuration simplifies multiple Midspans management. The
configuration example shown below is based on a Windows 2008 Server. The same configuration guidelines
should be used when another DHCP Server type is in use.

= Configure Midspan DHCP Vendor Class ID (DHCP option 60) on Midspan: Set Vendor Class ID
string which will be sent from the Midspan to DHCP Server in each DHCP-Discover and DHCP-
Request message.

Auto services configuration by DHCPvd

DHCP-Request Vendor
Class|D (option 60):

Automatic Services Configuration by DHCP-Reply
(option 43)

Imil:l span_ip_lizt

SMMP Managers IP (code 180) r
SysLog Servers P (code 181) [
Radius Servers IP (code 182) [

Figure 4-22: Auto Services Configuration by DHCP

Configure DHCP Vendor Class ID on DHCP Server: Configure same Vendor Class ID on DHCP
Server. Whenever DHCP Server detects a known Vendor Class ID string, it may be configured to
provide various IP addresses which are unique for each pre configured Vendor Class ID string.

1. Right click on DHCP root and then choose Define Vendor Class (see Figure 4-23).
2. Click Add.
3. Fill in the Display name and Description fields.
4. Click on the ASCII section and type midpsan_IP_list (Figure 4-24).
5. Click OK to close the window.
File  Action Wew Help
&= | 2FE 6= HE|E
D DHCP !
= & winzoos
= @'W Display Statistics, .
@
B0 MewScope...
Mew Superscope. ..
e Multicast Scope. ..
Define User Classes...
CE Cefine Yendor Classes. ..
B Ui Reconcile All Scnpes.."?‘h
Figure 4-23: Defining Vendor Class
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IR0
@ Py I Contents of DHCP Server | Status
@ Scope [10.2.2 M1 muien ol I@Scope [10.2.2.0] IPv4 DHCP Reley 10.2.2,.3... Inactive
B PR o e vendor Cosses ——_______EE|
:::::zi Available classes:
[BE] Reserv; Mame | Deescription | Add... |
@smpec Microgoft Windows 20 Microzoft vendor-specific option... -
CB Server Opti Microsoft Windows 98 ... Microzoft vendor-specific option. .. Edit... |
8 Pyt Microsoft Options Microsoft vendor-specific option...
New Class k ﬂﬂ
Dizplay name:
IMidspan automatic 1P configuratior]
Drescription:
IVendor Clasgz 1D for PowerDsine Midpzan J
1D: Binary: ASCI: |
0000 &D &9 &4 73 70 61 RE 5F midspan_
0008 69 70 GF 6&C 69 73 74 ip_list
L / .
Must match to Midspan
Vendor Class ID
QK I Cancel
Figure 4-24: Set Vendor Class String
= Adding Pre Defined Sub types:
1. Right click on DHCP root.
2. Select the Set Predefined Options (Figure 4-25).
3. Select the new Option Class - Midspan automatic IP configuration (see Figure 4-26).
4. Click OK
5. Click Add.
EB pHCP
File  Action Miew Help
e | == ~1 . =m
& |57 E = HE
B9 pHer
= B winzooa
SN i o
[ Display Statistics. . s
Bl Mew Scope...
Mew SUperscope, ..
e Mulkicast Scope. ..
Define User Classes, .,
[ Define Yendor Classes, .
B Reconcile &ll Scopes. ..
Set Predefined fiptions. . .
Figure 4-25: Set Predefined Options
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File  Action  Yiew Help

&= |75 B ez HE EE

@ Predefined Options and ¥alues EE
B §

[ Option class: DHCP Standard Options
. ; DHCF Standard O ptions
Option name: Microsoft Windows 2000 O ptions

ticrozoft WWindows 38 Options
b icrosaflt Dptiong
Midzpan automatic: IF configuration

D escription; ILIET offset in seconds b,

Figure 4-26: Adding Predefined Sub Types

= In the Option Type window (Figure 4-27):
. Fill in the Name and Description fields.

. Set Data Type to IP Address.

1

2

3. Check the array checkbox. The Code field must be the same as in the Midspan (Figure 4-28).
4

. Click OK.
DOption Type El
Clazs: Global
MName: [SHMP b anage List
Data type: IIP Address j v Amay
N Y,
D escriphion: ISNMF’ M anager List
’TI Cancel

Figure 4-27: SNMP Manager Option Type

Auto services configuration by DHCPvd

DHCP-Request Vendor
ClassiD (option G0

Automatic Services Configuration by DHCP-Reply

(option 43) *___‘_,_,---—""

SHMP Managers IP (code 180) v

Imil:l zpan_ip_list

SysLog Servers IP (code 181) W

Radius Servers IP (code 182y [

Figure 4-28: Midspan Option Code

= Code 180: SNMP Manager IP list
= Code 181: SysLog IP list
= Code 182: Radius IP list
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= Repeat the same procedure to create the SysLog Manager List and Radius Manager List Option Type

(Figure 4-29 and Figure 4-30).

[alalat-1uaT-1

Clazs:

M arne:

Data ype:
Code:

Dezcription:

[

e N - (|

Midzpan automatic IP configuration

T T AT

IS_I,ISLDQ b anager List

IIF' Address j V¥ Arap
|1a1|

IS_I,ISL-::g kanager List

o« 1|

Cancel |

Option Type
Clazs:
M ame:
D ata type:
Code:

Dezcrption:

[

Figure 4-29: SysLog Option Type

Midzpan automatic 1P configuration

IHadius kanager List

IIF' Address j I fray

|182

IHadius b anager Lizl

o]

Cancel

Setting Scope Options:
. Select the appropriate DHCP,

. Right Click Scope Options.

Figure 4-30: RADIUS Option Type

. Select the Advanced tab (Figure 4-32).

1
2
3. Select Configure Options (Figure 4-31).
4
5

. In the Vendor Class select the new defined vendor class (Midspan Automatic IP Configuration).
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I8 pHCP

File  Action ‘Miew Help

&= 25 =|HB| &

o
= 8 winzo0z -

= @1 P4 Cpkion Mal

(1) Scope [10.2.2,0] IPv4 DHCP Rele g Ui

B [ Scope [12.2.3.0] 12,2.3,30-40 ) 006 D
address Paal '@ 015 DM
Qi'. Address Leases
EE Reservations

@ Scope Opkig =
EE Server Options Configure Options. ..
g e Vi )
Refresh
Expork List. ..
Help

Figure 4-31: Scope Options Configurations

Scope Options ﬂ E

| General Advanced |H

Wendor class:  —— Midzpan automatic [P configuration

User class: IDefauIt Uzer Class -
Awailable Optiong | Drescription -
[ 180 SMMP b anager List SMMP kManager List |
[ 121 SysLog Manager List Swzlog Manager List

109 B adine b amanar Lick R adicie hd aeanar |isk hd
A B
— Data entry

’TI Cancel | ASpply

Figure 4-32: Midspan Scope Options

= Check the sub vendor options that the DHCP Server should advertise so as to automatically configure
the various IP addresses used by the Midspan. The new configured scope options are added to the

Scope Options advertised by the DHCP Server (Figure 4-34).
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Scope Options

General Advanced |

Yendor class:

User class:

IMidspan automatic [P configuration

IDefauIt User Class

=

Available Dptions

| Dezcription

'y

™ [ 180 SHMP Manager List
181 SyzLog Manager List
7]

SHMP M anager List

Syslog Manager List e
R 4 | » I

— D ata entry
Server name:
I Rezalve |
IP address:

[ Add |

Femowve |
Up |
Do |

o |

Cancel |

Apply |

Figure 4-33:

Configuring Scope Options

([ server Options
8 e

File Action Wiew Help
&= |2l o= HE £
@ DHCP Scope Dptions
= B winzo0s ;
Cption Mame vendor Walue
ENHT &
@ Scope [10.2.2.0] Pve DHCP Rele 003 Router Standard 12.2,3.253
= [ Scope [12.2.3.0] 12.2.3,30-40 ﬁlﬁﬂ SMMP Manager Lisk == Midspan autom...  <Monex
Address Pool ﬁ.‘% 181 SysLog Manager Listg—  Midspan autom...  <Mone:=
@ Address Leases .g§° 182 Radius Manager List g Midspan autom...  <Mone
(& Reservations @ 006 DNS Servers Standard 12.2.3.254
{g8 Scope Options o] 015 ONS Domain Mame Standard test

Figure 4-34:

1. Select SNMP Manager List.

Advertised Scope Options

Setting SNMP Manager IP Address List:

2. Right click and select Properties (Figure 4-35).

3. Type SNMP Manager IP Address (up to 10 SNMP Managers).

4. Click Add.

5. Repeat same process for SysLog IP list (up to two addresses) and Radius Servers IP list (Figure 4-36).
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9 pHCp

File  Action Wiew Help

[[# Scope [10.2.2.0] 1
= [ Scope [12.2,3.0] 1

| 2m R E o= E 6
B9 oHeP Scope Dptions
= B winzoos -
= @ IPvd Ciption Mame Wendar
@DDS Router Skandard

JMP Manager Lisk
Address Pool @181 Syslog Manager Lisk
&‘3 Address Lease: ﬁlSZ Radius Manager Lisk
(B Reservations &3] 006 DNS Servers
@ Scope Oplions @ 015 DS Damain Name

CE Server Options

Delete
Refresh

Help

Figure 4-35: SNMP Scope Options

9 pHCp

File  Action Wiew Help

4 = |

He | RE 6 = | |8

Bl

@ DHCP Scope Options
= B winzoos -
= @ IPvd %’:IDH Iame Wendar
L_@ Scope [10.2.2.0] T DDS Router Standard

JMP Manager Lisk
@181 SysLog Manager Lisk
&‘3 Address Lease: ﬁlSZ Radius Manager Lisk
(B Reservations &3] 006 DNS Servers
@ Scope Oplions @ 015 DS Damain Name
CE Server Options

[C] scope[12.2.3.0] 1
Address Pool

Delete
Refresh

Help

Figure 4-36: Setting SNMP Manager IP List

= Setting Midspan Automatic Service Configuration: After configuring the DHCP Server to advertise
the SNMP Manager List, SysLog Servers List and Radius Server List, configure which Midspan
Network services should be configured dynamically, and which one should use Midspan static

configuration.

As shown in Figure 4-37, SNMP Manager IP List and SysLog IP are updated dynamically by the DHCP
Server. The Radius Servers IP list is not updated even if advertised by the DHCP Server. Check
Obtain IP by DHCP checkbox and click Update & Save.
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M’k:.msemf 3 em Configuration

IPv4 Address Configuration

Port Configuration

IPvE Address Configuration

Enable DHCPv4 Il
Use the following Static IP address:

IPv4 Address 182.168.0.50
IPvd Subnet Mask 255.255.255.0

IPv4 Default Gateway |192.1688.0.1

Enable DHCPvG -
Use the following Static IP address:
IPvG Address 1234:AB:3A2
IPvE Prefix 64

IPvG Default Gateway | 1234:1

Automatic Services Configuration by DHCP-Reply
{option 43)

SMMP Managers IP (code 180) W
SysLog Servers IF (code 181) W
Radius Servers IP (code 182) [

IPvd DMS #1 182.168.0.249 IPvE DMNS #1 1234::98

IPv4 DNS #2 182 168.0.250 IPvE DNS#2 1234:99
Auto services configuration by DHCPv4 Hetwork Host Name

DHCP-Request Vendor " i I Hostname second floor. midspan
ClassID (option 60): [mcspan_ie_ist I 00 THE

IPv4iIPvE Remote Servers

NTP Server |‘128.249.1.‘1U

SysLog Server #1 |192.168.0.248

SysLog Server #2 |

Note - Auto services configuration by DHCP
When creating new Vendor Option class, use
code numbers 180-182, and data type as IP

Address array (see user manual for detailed

configuration description).

Save Options

Update & Save | Cancel

Figure 4-37: Midspan Automatic Service Configuration

FSENOTES:
&

All IP address obtained by the Auto Service Configuration by DHCP will be saved even
after Midspan DHCPv4 option was disabled

Rev. 1.6, 26-Mar-12

Analog Mixed Signal Group

e Checking the SNMP, SMMP Wanagers IP (180) @ SysLog or Radius has no
effect if DHCPv4 is disabled
SysLog Servers IP (181) W
Radius Servers IP (182) [
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4.3.7.3 Log Server

The Midspan can send various internal event reports to an external IPv4/IPv6 host running SysLog daemon

application (see Figure 4-38) which logs those events for future use. An example of such IPv4 SyslLog server
application can be found at http.//www.kiwisyslog.com/.

E}E. Kiwi Syslog Daemon (Version 7.1.4)
Fle Wiew Help

4] @ A ® [Display 00 Defaul)  x

Date Time | Prioity | Hostname |Message
(LRI 11:21:37  LocalD.nfo 172.16.17.16 Aug 13 8:23:07 172.016.017.016 (GMT): MsglDHOD1 - Port #12 status changed to [Deliver Pwi]

3

Figure 4-38: Syslog Server Log Events

SysLog messages are sent whenever the SysLog Server’s IP field is other than 0.0.0, or none empty string.
The following events may be sent by the Midspan:

System UP

Port status has changed (PoE port was changed to another RFC3621 SNMP MIB port state)
Midspan delivers power above xy% threshold

Midspan delivers power less then xy% threshold (after exceeded power message was sent)
Remote user tried to access web view pages using an incorrect username or password
Remote user tried to access web configuration pages using incorrect username or password
Remote user tried to post web form using incorrect username or password

Unit was restored to factory default values

Unit configuration was changed

PoE controller reset was detected

Remote Telnet/SSH user failed to login (incorrect username or password)

Remote Telnet/SSH/Web user was rejected by RADIUS Server (incorrect username or password)

Remote Telnet/SSH/Web user was rejected since no reply from primary and secondary RADIUS
Server

Remote Telnet/SSH/web user got viewing access privilege from remote RADIUS Server, while trying to
access configuration section

Weekly Schedule override key was inserted
Weekly Schedule override key was removed
Remote UPS operates on battery

Remote UPS switched back to AC

Maximum delivered power by Midspan was changed by remote SNMP manager or UPS dynamic
power management algorithm

Additional Midspan 90xxG/95xxG/96xxG55xxG SysLog Messages:

Internal Power Source failure. External Power Source is in use

Internal Power Source was restored

External Power Source failure

External Power Source was restored

Midspan is connected to incompatible Power-Backup source type. Turn unit off and disconnect it.
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= Each SysLog message contains a message date and time (GMT). The Midspan acquires date &
time from the Network NTP Server.

4.3.7.4 NTP Server

Whenever a valid NTP Server IPv4/IPv6/NTP-Server-hostname is configured, the Midspan acquires date & time
(GMT) from the Network NTP Server. In cases where no valid IP is set, or in cases where the Midspan fails to
acquire time from the NTP Server, initial Midspan time will be set to 1/1/2005 as default.

4.3.8 System Configuration SNMP

The Unit's SNMP agent (v1/v2/v3) can be accessed either by IPv4 or IPv6. It enables a remote SNMP
management station to monitor and configure the unit as per RFC3621 (enable/disable PoE ports, view total
power consumption, etc) and view MIB-1l Network statistics. The Private MIB extends PoE functionality beyond
the RFC3621 PoE MIB. For example:

= Set each individual PoE port maximum power

= Read each individual port current power

= Limit entire Midspan maximum power

The SNMPv3 offers a secured method for accessing the Midspan, both for configuration and monitoring.
SNMP Network packets may be authenticated by MD5 and encrypted by DES.

The System Configuration SNMP screen enables configuration of SNMP parameters common to both
SNMPv1/v2 and SNMPv3 (SNMPv1/2 community string is the only exception). The following parameters can

be configured (see Figure 4-39):
= SNMPv1/v2c Community Strings
=  MIB-Il System Information
= Remote Trap SNMPv2c/v3 Managers List
= RFC3621 PoE MIB partial configuration parameters
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Mjcmsemi System Configuration Port Configuration

SHMPv2c IPv4/IPv6 Remote Trap SHMP Managers List (v2civ3)
Enable SNMPv2c v Trap Manager #1 Isnmp.trap.manﬂger

Get Community ||:lublic— Trap Manager #2 182.168.0.250

Set Community Inrivate— Trap Manager #3 |

Trap Comrmunity ||:|ublic— Trap Manager #4

Trap Manager #5

Trap Manager #6

|
|
|
System Information (MIB-Il, v2civ3) Trap Manager #7 |
|
|
|

SysContact ISumeune Trap Manager #38
SysMame IMidspan Name Trap Manager #9
SysLocation |0verThe Globe Trap Manager #10

PoE MIB (RFC3621, v2civ3)

Save Options
Enable Motification Ird

Motify Exceeded Power Usage (1-99%) |20 Update & Save Cancel

Figure 4-39: System Configuration SNMP Screen

4.3.8.1 SNMPv2c

The SNMPv2c feature (Figure 4-40) enables/disables an SNMP agent to respond to SNMPv1/v2c get/set
commands, generated by remote SNMP Management station as HP OpenView, IBM Tivoli, etc.

Community strings — Get/Set/Trap community strings are actually SNMP passwords. To enable remote SNMP
manager communication with the device, you must configure his community strings to match those of the
Midspan. Community Strings window enables configuration of the following parameters:

SNMPv2c

Enable SMNMPv2C Vv

Get Community fpublic

Set Community fprivate

Trap Community  [public

Figure 4-40: SNMPv2 Window
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Table 4-7: SNMPv2 Field Details

Field Description

Enable Enable/Disable SNMPv1/v2c agent.

SNMPv2c

Get community | Password to be used by remote SNMP NMS station for SNMP GET
commands.

Set community Password to be used by remote SNMP NMS station for SNMP SET
commands.

Trap Each TRAP sent by the Midspan to remote NMS managers contains

community a Trap community string password. It must match remote SNMP
NMS managers password or otherwise be discarded by SNMP
manager.

4.3.8.2 System Information (MIB-Il, v2¢c/v3)
The System Information window enables configuring the following:

Table 4-8: System Information Window

Button/Checkbox Description

SysContact SNMP MIB-II 1.3.6.1.2.1.1.4: Textual identification of the contact
person for this managed node, joined by information on how to
contact this person.

SysName SNMP MIB-Il 1.3.6.1.2.1.1.5: Textual identification of an
administratively-assigned name for current managed node.
SysLocation SNMP MIB-II 1.3.6.1.2.1.1.6: Textual identification of the physical

location of current node.

4.3.8.3 PoE MIB (RFC3621, v2c/v3)
This window simplifies the configuration of two major RFC3621 PoE MIB parameters:

Table 4-9: RFC3621 PoE MIB Parameters

Button/Checkbox Description
Enable Notification Allows/prohibits unit from sending RFC3621 PoE traps (both
SNMPv2c and SNMPv3)
Notify Exceeded If Enable Naotification is checked, Midspan will send a trap
Power Usage (1-99%) | whenever total power consumption exceeds xy%.

4.3.8.4 Remote Trap SNMP Managers List

This window enables configuration of up to 10 remote IPv4/IPv6 SNMP managers (see Figure 4-41).

Whenever Midspan needs to send a trap message, the trap will be duplicated and sent by the Midspan to all the
remote SNMP managers (in cases where both SNMPv2c and SNMPv3 are set, each trap will be sent twice,
once by SNMPv2c and once by SNMPV3).
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IPv4iIPvG Remote Trap SHMP Managers List (v2civ3)

Trap Manager
Trap Manager
Trap Manager
Trap Manager
Trap Manager
Trap Manager
Trap Manager
Trap Manager
Trap Manager

Trap Manager

#1
#2
#3
#4
#5
#6
#7
#8
#9
#10

|5nmp.trap.manager

[172.18.5.229

Figure 4-41: Remote Trap SNMP Managers List

Button Description
Upclate & Save Updates Midspan functionality per the new configuration.
All SNMP parameters become effective only after this button has
been clicked!
cancel | Cancels current operation and restores previous values

4.3.9 System Configuration SNMPv3

The System Configuration SNMPv3 menu (see Figure 4-42) enables configuration of three different SNMPv3

user types and notification (trap) which requires similar parameters as any other SNMPv3 user.
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Microsemi

Enable SNMPv3

System Configuration

Enable/Disable Secured SNMPv3 1= ‘
User Type

Guest User

User Name ||:|ublic—
View User

User Name Iview—
Authentication Password (MD5) [esssesss
Privacy Password (DES) [tonenses
Authentication+Encryption Im
Admin User

User Name Iadmm—
Authentication Password (MD5) [eessssas |
Privacy Password (DES) IT
Authentication-+Encryption [woses =]

Port Configuration

Hotification (Trap)

User Mame Itrap—
Authentication Password (MD5) [eessssas
Privacy Password (DES) IT
Authentication+Encryption Im

Save Options

Update & Save I Cancel

Figure 4-42: System Configuration SNMPv3 Screen

= Enable/Disable SNMPv3: Enables/disables SNMPv3 agent to respond to SNMPv3 GET/SET

messages sent by remote SNMP management station (note that SNMPv3 works independently from

SNMPv2c).

= Guest User: Enables read only access to the MIB-Il System OiD tree. It should be used by SNMP
managers who prefer not to expose their real username and password to pool the device for "keep

alive" reports. A guest user has no authentication or privacy (encryption) ability.

= View User: Has read only (GET) access to all SNMP branches but cannot perform any modifications

(SET).

o User Name: SNMPv3 user (mandatory field).

o Authentication Password (MD5): Applicable when MD5 or MD5+DES are being used.
o Privacy Password (DES): Applicable only when MD5+DES are being used.
o Authentication + Encryption: Enables selection of one of three security levels:

None: SNMPv3 packets are neither authenticated nor encrypted.

MD5: SNMPv3 packets are authenticated but not encrypted.

MD5+DES: SNMPv3 packets are authenticated and encrypted.

= Admin User: Has full reading (GET) and writing (SET) access to all SNMP branches.

o O O O

User Name: SNMPv3 user (mandatory field).

Authentication Password (MD5): Applicable when MD5 or MD5+DES are being used.
Privacy Password (DES): applicable only when MD5+DES are being used.
Authentication + Encryption: Enables selection of one of three security levels:

None: SNMPv3 packets are not authenticated or encrypted.
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= MD5: SNMPv3 packets are authenticated but not encrypted.
= MD5+DES: SNMPv3 packets are authenticated and encrypted.

= Notification Trap: SNMPv3 trap configuration parameters are identical to SNMPv3 user
o User Name: SNMPv3 user (mandatory field).
o Authentication Password (MD5): applicable when MD5 or MD5+DES is being used.
o Privacy Password (DES): Applicable only when MD5+DES is being used.
o Authentication + Encryption: Enables selection of one of three security levels:
= None: SNMPv3 packets are not authenticated and neither encrypted

= MD5: SNMPv3 packets are authenticated but not encrypted
= MD5+DES: SNMPv3 packets is authenticated and encrypted

4.3.10 System Configuration Security
The System Configuration Security menu enables configuration of the following parameters (see Figure 4-43):

= WEB Secure Access & Configuration
= Telnet/SSH View & Configuration
= Remote Access

Mfcmsemf System Configuration Port Configuration

Web Secure Access & Configuration Remote Access
Protect View by Password — Enable Telnet/ 35H |Te|net vl
User Mame |~— Enable Web S5L Encryption —
Password |........
Confirm Password |........

Note #1

Web, Telnet'S5H username and password are
Protect Configuration by Password [ applicable only whenever RADIUS Authentication is

- disabled.

User MName Iadmln

Note #2
Password I """" Disabling Web View/Configuration password
Canfirm Password IT protection is applicable only when RADIUS

Authentication is disabled.

Telnet / 55H View & Configuration

Viewer privilege

User Mame Iuser
Password I““““

Save Options
Configuration privilege
UserName Iadmin Update & Save | Cancel
Password |.....".

Figure 4-43: System Configuration Security Screen

4.3.10.1 Web Secure Access & Configuration

Web pages are divided into two sections, View and Configuration. View web pages provide status reports and
configuration summaries, without being able to change configuration. Configuration web pages (under System
Configuration and Port Configuration) enable the user to view and modify the Midspan configuration.
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View web pages and Configuration web pages use different passwords. View user name and password
provides access only to View web pages, while configuration user name and password provides access both to

View and Configuration Web pages (see Figure 4-44).

Web Secure Access & Configuration

Protect View by Password r
L=er Mame uzer

Confirm Passward

|
Password |........
|

Protect Configuration by Password [V

User Name Iadmin
Password |-.......
Confirm Password |“““..

Figure 4-44: Web Secure Access & Configuration Window

FSM NOTE:

$

b Disabling Web View/Configuration password protection is applicable only when RADIUS
Authentication is disabled!

4.3.10.2 Telnet/SSH View & Configuration
The Telnet/SSH remote terminal are always password protected.

The Telnet/SSH menu is divided into View privilege and Configuration privilege sub menus (see Figure 4-45).

= View privilege: Can view Telnet/SSH text menus but will be rejected when trying to access the
Configuration text menus.

= Configuration privilege: can access both to View and Configuration text menus.

Telnet | 55H View & Configuration

Viewer privilege

User Name |user

Fasswaord |““““

Configuration privilege

User Name [admin

Fasswaord |||||||||

Figure 4-45: Telnet/SSH View & Configuration Window

ESHINOTE:
N
> Web, Telnet/SSH username and password are applicable only in cases where RADIUS
Authentication is disabled.
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Remote Terminal view menu example

View Menu
1 View PoE ports status
2. View network parameters
3. View ACL (Access List) filter parameters
&. View time & system up time
5 View application & Boot software version

ESC - Return to previous menu

Remote Terminal configuration menu example

m DWW SO-l NOARW R

ESC

Configuration & Maintenance Menu

Enable/Disable PoE Port
Network configuration

Download configuration file from TFTP Server {reset only Manager module)
Upload configuration file to TFTP Server

Download WEB SSL Certificate from TFTP Server (reset only Manager module)
Software update menu

Turn RADIUS,ACL Filter off. Restore all user & password to factory default
Restore unit to factory default (excluding IP configuration)

Reset Manager module
Reset unit

Enable/Disable auto ping to Default Gateway to ensure Network connectivity

- Return to previous menu

4.3.10.3 Remote Access
See Figure 4-46.

Remote Access
Enable Telnet/ 35H |‘5In5t "I
Enable Web 35L Encryption r

Figure 4-46: Remote Access Window

= Enable Telnet / SSH / None: Enables/disables remote IPv4/IPv6 terminal access by Telnet, SSH or
none of them.

= Enable Web SSL Encryption: When checked, enables encryption of WEB pages between remote
WEB client and an on-board WEB Server.

S NOTE:
&

Due to Web browser Web pages caching, whenever changing the Web SSL encryption method
(encrypted/non encrypted) close the Web browser and re-open it.

Button Description

Updates Midspan parameters and saves configuration. All Remote Access

Update & Smee
parameters become effective only after this button has been clicked.
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cancel | Cancels current operation and restores previous values (in cases where
upsste 2 save. Was not clicked).

4.3.11 System Configuration - RADIUS

Whenever the IPv4 RADIUS client is enabled (see Figure 4-47), the remote Web/Telnet/SSH username and

password are sent to the RADIUS Server for authentication purposes. This in turn can provide the user with a

viewer access level, administrator access level, or reject the remote user.

&

Any invalid activity (e.g. user was rejected, user tried to access the configuration section), is
reported to the SysLog Server

&

Please view attached CD under Documentation > Technical Notes, on how to configure
Midspan RADIUS to work against Cisco ACS Radius Server

bemsem; i System Configuration Port Configuration

RADIUS Authentication (View & Configuration)

Enable RADIUS Authentication — Note #1
) To get Administrator privileges, RADIUS Server Authentication-
Enable RADIUS Accounting Report [l Reply has to contain ‘callback-Number attribute with “admin’
Authentication Method [char =1 value.
Note #2
Primary RADIUS Server IP Address 172 . 016 . 005 . 254 Each Midspan authentication-Request message includes
‘Calling-Station-ID" attribute with one of the following values:
Secondary RADIUS Server IP Address | 172 . 016 . 005 . 253 telnet, 'ssh’ or ‘web”. RADIUS Server may use itto provide
different privilege access level.
Shared Secret |te51ing123
Authentication UDP port |1S12
Accounting UDP port |1S13
Timeout (Sec) |2 vl
Save Options
Update & Save Cancel

Figure 4-47: RADIUS Configuration Screen

= Enable RADIUS Authentication: When checked, all remote Telnet/SSH/Web users will be
authenticated by the RADIUS Server.

ESW NOTE:

N

b To deactivate RADIUS in case it was enabled while configured incorrectly, connect to Midspan
serial port (38400), and select from configuration menu:

Turn RADIUS, ACL Filter off. Restore all user & password to factory default
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= Enable RADIUS Accounting Report: When enabled, (checked), the Midspan will send an accounting
report whenever login or logout of remote Web/Telnet/SSH users occurs. Note that the Accounting
report can be enabled only if RADIUS Authentication is enabled.

= Authentication Method: Determines whether the remote user, username and password are sent to the
RADIUS Server via PAP or CHAP (more secure).

* Primary and Secondary RADIUS Server IP Address: IP address of the RADIUS Server. In cases
where there is no reply from the primary RADIUS server after 3 retries, the same authentication request
will be sent to the backup RADIUS Server.

= Shared Secret: The same string must be configured both in the RADIUS server and the Midspan
RADIUS client.

= Authentication UDP Port: Should not be changed, unless you use a RADIUS Server which utilizes
UDP port 1645.

= Accounting UDP Port: Should not be changed, unless you use a RADIUS Server which utilizes UDP
port 1646.

= Timeout: A period of time (in seconds) during which the Midspan RADIUS client waits for a reply from
the RADIUS Server before resending a request. Note that the Midspan RADIUS client retries up to 3
times before accessing the backup RADIUS server. For example, if timeout equals two seconds, the
backup server will be accessed only after 6 seconds.

4.3.11.1 Configuring RADIUS Server to Provide Viewer/Administrator a Privileged Access

To get administrator privileges, RADIUS Server Authentication-Reply must contain a 'callback-Number' attribute
with an 'admin' value. Failing to do so results in providing viewing access privilege only!

4.3.11.2 How to Differentiate Between Telnet/SSH/Web RADIUS Users

Each Midspan authentication-request message includes a 'Calling-Station-ID' attribute with one of the following
values: 'telnet’, 'ssh' or 'web'. The RADIUS server may use this attribute to differentiate between
Telnet/SSH/Web remote RADIUS users by providing different privilege access levels.

;3 NOTE:
&

Whenever RADIUS authentication is enabled, Web users will be authenticated regardless of
whether or not the Web username and password validation was unchecked (disabled).

4.3.12 System Configuration - Dynamic UPS Power Management

Dynamic UPS power management (Figure 4-48) enables extending UPS operation time whenever power failure
occurs by monitoring the UPS battery level. Whenever the battery level starts to decline, the Midspan
automatically starts shutting down low priority ports to save overall power consumption, which in turn extends
the operation of critical PD devices by extending UPS operation time.
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SHMP Manzged
Bachkup UPS

110522 0e C

Ethermet Switch

Figure 4-48: Dynamic UPS Power Management
Parameters to be set by the user are (see Figure 4-49):

=  UPS SNMP Agent Network Parameters
= Vendor Specific SNMP Parameters

= Maximum Provided Power Versus UPS Battery Level

Whenever Dynamic UPS Power Management is enabled, the View - Status screen provides information related
to the UPS status (battery level, UPS operates on AC/Battery, UPS Battery remaining time).

PRI NOTE:

< User should not use SNMP private MIB mainPowerUsageBudget OiD to make changes while
Dynamic UPS Power Management is enabled.
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Mfcmsemf System Configuration Port Configuration

UPS SNMP Agent Midspan Max Power Versus UPS Battery Charge Level

Enable Midspan Dynamic I3 Battery Level 80%-100%  Midspan Max Power (%) [100 =]
UPS Power Management

IPv4lIPvE Address IW Battery Level 60%-80% Midspan Max Power (%) | 30 vl
SHMP viivac | SNMPY1 vI Battery Level 40%-60% Midspan Max Power (%) I
GET Community String Ipublic Battery Level 20%-40% Midspan Max Power (%) 50 =
UPS Vendor [mee =] Battery Level 0%-20% Midspan Max Power (%) T
Timeout {Sec) [z =l

Custom UPS Vendor SNMP OiDs

Battery Charge Level (0-100%) QiD

UPS on Battery/AC Power QiD

UPS on Battery - OiD Value

Save Options

Battery time left QiD
Time unit type (Minute/Second)  [Sec -] UEEE AT EITIE

Figure 4-49: Dynamic UPS Power Management Screen

In a typical Dynamic Power Management configuration, PoE ports priority and power limit must be set.
Whenever battery level drops below 80%, 60%, 40%, etc. (main power failure), the Midspan automatically starts
to shut down pre-defined low priority PoE ports. This is done to reduce UPS power consumption. The ports
which are deactivated are marked by blinking green LEDs which are located on top of each port. The same
report can be seen from remote by browsing to the Midspan unit and accessing View System Status Web page.

eyNoTE:
\5{)

4 SysLog reports and SNMP Traps are sent, per each deactivated PoE port.

4.3.12.1 UPS SNMP Agent

= Enable Midspan Dynamic UPS Power Management: Enables/ disables Midspan from monitoring
remote UPS over the Network by sending IPv4/IPv6 SNMP GET messages.

= |Pv4/IPv6 Address: IPv4/IPv6 address of the UPS SNMP agent.

= SNMP Type: Midspan uses either SNMPv1 or SNMPv2c to communicate with the UPS SNMP agent.

=  GET Community String: Should be identical to the community string set for the UPS SNMP agent.

= UPS Vendor: For APC and MGE UPS vendors, there is no need to define a dedicated SNMP Object’s
ID to be used to communicate with the UPS. In cases where another vendor is used, select the
‘custom’ option and manually type in the SNMP Object ID's to be used.

NOTE:

Whenever APC or MGE UPS vendors are selected, the Custom UPS Vendor SNMP OiDs section

is dimmed. It is active only whenever the ‘custom’ option is selected!

= Timeout: The period of time in which the Midspan waits for reply from the UPS SNMP agent before
retrying again.

@)
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4.3.12.2 Custom UPS Vendor SNMP OIDs

= Battery charge level (0-100%) OiD: An SNMP object ID which provides battery charge percentage
level (100% = battery fully charged).

= UPS on Battery/AC OiD: SNMP object ID which reports if the UPS operates on an AC/Battery.

= UPS on Battery OiD value: Used by the Midspan to properly interpret UPS on AC/Battery returned
value.

Note that any other returned value will be considered as if the UPS works on AC.

= Battery time left OiD: An SNMP object ID which provides the amount of UPS battery time remaining.

= Time Unit Type (Minute/Second): Selected time units (seconds, minutes or time ticks) for the Timeout
parameter.

4.3.12.3 Midspan Max Power versus UPS Battery Charge Level

= For each 20% drop in battery level, users may limit the maximum power allocated by the Midspan
(Figure 4-50). 100% power applies to Midspan maximum power when operated on AC.

Midspan Max Power Versus UPS Battery Charge Level

Battery Level 80%-100% Midspan Max Power (%) 100 |=
Battery Level 60%-80%  Midspan Max Power (%) e
Battery Level 40%-60% Midspan Max Power (%) T
Battery Level 20%-40% Midspan Max Power (%) 80 |
Battery Level 0%-20% Midspan Max Power (%) T

Figure 4-50: Midspan Enforced Maximum Power Levels

\%9 NOTES:
4 1. The user should make sure that the Midspan and the Ethernet Switch are connected to an

AC power source through a UPS!

2. After configuring, the user should verify that the Midspan communicates with the UPS over
the Network. This is performed via the View - Status page; UPS Power Management window
appears on the screen with the relevant UPS information.

3 If UPS-Midspan communication fails, the screen below with ‘???’ marks appears (see Figure
4-51):

UP5 Power Management

Midspan UPS Powered by Y
Midspan UPS Battery Level(%) $777) 777
Midspan UP5 Battery Time Left (min) 7

Figure 4-51: UPS-Midspan Communication Failure

4.3.13 System Configuration - Access List Filter

ACL (Access List) Filter enables configuring which remote networks or even remote users can manage the
Midspan over the network.
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The Access List Filter filters (block/forward) only HTTP/HTTPS/Telnet/SSH/SNMP traffic. All
other network traffic as DHCP, Ping, ARP, etc., is handled the same regardless if the Access
List Filter is enabled or disabled.

Micmsemi System Configuration Port Configuration

Enable Remote Users Access Filtering
Enable Access List Filter I~ ‘

Access List Filter Mode - Accept/Block remote users

Access List Filter Mode IAccept remote users according to the fiter list (block all others) j ‘

Remote users Filter list

Filter| Enable Source IP Network Services
Filter IPv4/IPv6-Address IP-Prefix(mask)|  HTTP HTTPS Telnet SSH SHMP
P |[12340 Y W r W~ W~ W
r |[rziess [24 FoOF OF T
ol [24 [ A R
|l [24 [ A A A
ol [24 [ A R
|l [24 [ A A A
ol [24 [ A R
|l [24 [ A A A
ol [24 [ A R
|l [24 [ A A A

Save Options

Update & Save I Cancel |

Figure 4-52: Access List Filtering

= Enable Access Filter: Enable/Disable Access List Filter functionality
= Access List Filter Mode:

o Accept remote users according to the filter list (block all others): Accept only remote users which
comply with one or more ACL filters. All other remote users are blocked.

o Block remote users according to the filter list (allow all others): Accept all remote users excluding
remote users which comply with one or more ACL filters.

= Remote Users Filter List:
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Remote users Filter list

Filter| Enable Source IP Network Services
# Filter IPvd/IPv6-Address IP-Prefix{mask) HTTP HTTPS Telnet S5H SHMP
M |[12341 1 fos " r 2 ~ 2

Figure 4-53: Access List Filtering

A user can configure up to ten ACL filters. The IPv4/IPv6 -Address, plus IP-Prefix (mask), controls the size of
the IP network which is affected by these filter settings. IP-Prefix is equivalent to IP-Mask. For example,
IP-Prefix 24 = 255.255.255.0, IP-Prefix 16 = 255.255.0.0.

Each filter can be configured to affect one or more of the following network protocols:

= HTTP
= HTTPS
= Telnet
= SSH
= SNMP
The filter configuration does not affect any other network traffic.
Field Description
Enable Filter Enable/Disable one out of ten ACL filters
Source IP: IP-Address IPv4/IPv6-Address or IPv4/IPv6-Net to be affected by this ACL
filter
Source IP: IP-Prefix IPv4-Prefix (1 - 32) or IPv6-Prefix (1-128) controls the range of
IPs which are affected by this filter setting.
Example:

32 (255.255.255.255) = Single IP address

24 (255.255.255.0) = 256 IP address

Network Services: HTTP En/Dis ACL filter from filtering remote user HTTP (Web) access
Network Services: HTTPS En/Dis ACL filter from filtering remote user HTTPS (Web) access

Network Services: Telnet En/Dis ACL filter from filtering remote user Telnet access
Network Services: SSH En/Dis ACL filter from filtering remote user SSH (secure Telnet)
access

Network Services: SNMP En/Dis ACL filter from filtering remote user SNMPv1-v3 access

4.3.13.1 ACL Filter Statistics

Via the View Menu, you can access the ACL statistics. View Menu is accessible by serial/Telnet/SSH interface
(see the following figure).

View Menu
1. View PoE ports status
2. View network parameters
3. View ACL (Access List) filter parameterse——
h. Niew time & system up time
2 Yiew application & Boot software version

Figure 4-54: View ACL Filter Parameters from View Menu
ACL Filter Menu options:

= View ACL filter configuration & statistic counters: Displays ACL filter statistics counters
= Clear ACL filter statistic counters: Clears ACL filter statistics counters
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ACL Filter Menu

1. View ACL filter configuration & statistic counters
2. Clear ACL filter statistic counters

Figure 4-55: View ACL Filter Parameters

ACL statistics offers easy ACL configuration verification by reporting how many packets are accepted (or
blocked in Block mode) by each ACL filter, and by which network protocol (HTTP, HTTPS, Telnet, SSH,

SNMP).

Access List Filter Statistics Counters: Accept mode

4 ACL Mode (Accept/Block) ‘

0 Telnet:0 .58H: 0 ,SHMP : 6
)] Telhet:B L5SH: B ,SHMP : 8
()] Telnet:0 .SSH:B LSHHP: B
)] Telhet:B L5SH: B ,SHMP : 8
()] Telnet:0 ,S5H:0 LSNHP: 0
0 Telnet:0 .58H: 0 ,SHMP : 0
()] Telnet:0 ,S5H:0 LSNHP: 0
A Telnet:8 ,SSH:@ ,SNHE:@

# 1:HTTP: 44 HTTPS
# 2:HTTP:0 HTTPS
# J:HITP:0 HTTPS
# 4:HTTP:0 HTTPS
# 5:HITP:0 HTTPS
# 6:HTTP:0 HTTPS
# 7:HITP:0 HTTPS
# 8:HTTP:0 HTTPS
B O9HTTP:0 |y ar or)
#10:HTTP:0

' Number of HTTP packets that were accepted (or blocked in Block mode) by ACL filter#1

Total accepted packets
Total blocked packets

(HTTP/HTTPS/Telnet/SSH/SNHP) : 50 4 Total accepted packets by all ACL filters ‘

(HTTP/HTTPS/Telnet/SSH/SNHP) : 8 4 Total blocked packets by all ACL filters ‘

Figure 4-56: View ACL Filter Statistics Counters
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4.3.13.2 ACL Filter Configuration Example

ACL (Access List Filter) example filtering requirements:

= Enable the Midspan to be fully managed only from IP-Network 172.16.5.0-172.16.5.255.
= Limit remote user with IP 174.16.124.35 to manage the Midspan only by HTTP ( Web) Solution:

Figure 4-57 illustrates the required settings for complying with the above ACL filter requirements.

Enable Remote Users Access Filtering
Enable Access List Filter v

Access List Filter Mode - Accept/Block remote users

Access List Filter Mode Accept remote users according to the fiter list (block all others) LI

Remote users Filter list

Filter| Enable Source IP Hetwork Services

# Filter IPv4ilPvE-Address IP-Prefiximask) HTTP HTTPS Telnet S5H SHMP
¥ |[i721850 1 fod 4 2 ¥ [ 2
r |[i74t612432 1|32 73 r r r r

Figure 4-57: ACL Filter Configuration Example

@9 NOTES:

»> If Midspan network connectivity is lost due to incorrect ACL filter configuration, connect to
Midspan via serial port (38400), and from the configuration menu select one of the following
options:

1. Turn RADIUS, ACL Filter off. Restore all users & passwords to factory default- turn off
ACL without changing unit configuration
2. Restore the unit to factory default. Keep IP configuration unchanged — turn off ACL filter
as part of restoring the unit to factory default configuration (without modifying IP
configuration).
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4.3.14 System Configuration - Product Parameters - 65xx, 65xxG Family

-
Mfcmsemf System Configuration Port Configuration

Midspan Nickname

Midspan Mickname Miczpan PoE Device

System Detection Method

PD Detection Method | IEEES02.3af + Legacy |
Status View Refresh Rate

Refresh Rate {in seconds) |1|:|

Save Options

Ilpdate & Save I Cancel

Figure 4-58: System Configuration Product Parameters Screen
Use the System Configuration Product Parameters Screen to configure the following parameters:

= Midspan Nickname
= System Detection Method
= Status View Refresh Rate

Button Description
Midspan Hickname Assists network managers to identify a Midspan by assigning a
Mid Nick W unique name for each Midspan device. Midspan nickname is
HidsRan Hicname Hespan FoE BEVIEE | displayed when browsing to view->status web page, or accessing

the Midspan through Serial / Telnet / SSH

System Detection Method e |EEE 802.3af
e |EEE 802.3af + Legacy (default)

PO Detection Method | IEEE20Z 3af + Legacy
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Status View Refresh Rate Set refresh rate for View System Status web page.
Refresh Rate {in seconds) |1D ‘
Update & Save | Updates Midspan product based parameters.

All the product parameters become effective only after this button
has been clicked!

Cancel | Cancels current operation and restores previous values

4.3.15 System Configuration - Product Parameters - 90xxG Family

-
Micmsemi Home System Configuration Port Configuration

Systemn Detection Method

PD Detection Method | IEEES02.3af + EEES02.36t + Legacy v |

Enable pre 802.3at 2

Extended Power Mode (36W per port)

Enahle Extended Power Made v

Power Backup Mode

Fower Backup Mode | Redundancy =]

Midspan Nickname

Midspan Mickname IMidSpan PoE Device
Status View Refresh Rate
Refresh Rate {in seconds) |1|:|

Save Options

Update & Save I Cancel I

Figure 4-59: System Configuration Product Parameters Screen
Product parameters set by the user include (see Figure 4-59):

= System Detection Method

= Other vendors pre 802.3at PD (as Cisco 125x access points)
= Extended Power Mode

= Power Backup Mode
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= Midspan Nickname
= Status View Refresh Rate

Button

Description

‘ PD Detection Method | IEEES02 3af + IEEEG0Z3at + Legacy 7|

PD Detection Method for 90xxG Midspan series:
o |EEE 802.3af + IEEE 802.3at
o |EEE 802.3af +IEEE 802.3at + Legacy

| Enable pre 802 3at W

Powers pre 802.3at PD devices including Cisco
125X access points.

Extended Power Mode (36W per port)

Enahle Extended Power Mode I

Extend PD maximum power beyond 802.3at 30W
to 36W

Power Backup Mode

Power Backup Mode

Redundancy LI

External Power Backup mode

e Redundancy: In this mode the external power
source backs up the internal power supply of
the Midspan. In case the internal power
supply fails to operate, the external source will
pick up the full load and all the ports will
continue to function normally.

e Maximum Power: In this mode the external
power source offers additional power on top of
the power delivered by the internal power
supply. For example the PD-9024G/ACDC/M
Midspan is using internal power supply of
430W, when external power source is
connected in Max Power mode(PD-RPS-450)
the user available power will be 860W (430W
internal + 430W external)

Midspan Nickname

Midspan Mickname hidzpan PoE Device

Assists network managers to identify a Midspan
by assigning a unique name for each Midspan
device. Midspan nickname is displayed when
browsing to view->status web page, or accessing
the Midspan by Serial / Telnet / SSH.

Status View Refresh Rate

| Refresh Rate (in seconds)

Enables Setting of System Status WEB page
refresh rate.

Update & Save |

Updates Midspan product based parameters.
All the product parameters become effective only
after this button has been clicked!

Cancel |

Cancels current operation and restores previous
values
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4.3.16 System Configuration - Product Parameters - 95xxG Family

M,’cmsem" System Configuration Port Configuration

System Detection Method Midspan Nickname

PD Detection Method IIEEEBDZ.SET + [EEE&02 3at + Legacy j Midspan MNickname Midzpan PoE Device
Extended Power Mode {72V per port) Status View Refresh Rate

Enable Extended Power Mode v Refresh Rate (seconds) |1u
Power Backup Mode Temperature Format (Fahrenheit | Celcius)

Power Backup Mode Redundancy | Temperature format Fahrenheit Bl

Unit maximum power Vs Unit Temperature

Enable automatic unit maximum power reduction I

Save Options

Update & Save | Cancel |

Figure 4-60: System Configuration Product Parameters Screen

Product parameters set by the user include (see Figure 4-60):

= System Detection Method

= Extended Power Mode

= Power Backup Mode

= Unit maximum power Vs Unit Temperature (see note bellow)

= Midspan Nickname

= Status View Refresh Rate

= Temperature Format (Fahrenheit/Celsius)

PS@INOTE: |
&

Please uncheck ‘Unit maximum power Vs Unit Temperature’ checkbox whenever connecting
95xxG Midspan to a redundant power source such as another Midspan or RPS unit.
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Button Description

System Detection Method PD Detection Method for 95xxG Midspan series:
PD Detection Method  [IEEEB02.3af + EEES0Z.3at + Legacy  w| o |EEE 802.3af + IEEE 802.3at

o |EEE 802.3af +IEEE 802.3at + Legacy

Extended Power Mode (72W per port) Extends PD maximum power beyond 2 x 802.3at

60Wto72W

Enable Extended Power Mode W

Power Backup Mode External Power Backup mode

= ¢ Redundancy: In this mode the external power
Power Backup Mode Redundancy = source backs up the internal power supply of
the Midspan. In case the internal power
supply fails to operate, the external source
picks up the full load and all the ports continue
to function normally.

e Maximum Power: In this mode the external
power source offers additional power on top of
the power delivered by the internal power
supply. For example, if the PD-
9506G/ACDC/M Midspan uses a 430 W
internal power supply, and an external power
source is connected in Max Power mode (PD-
RPS-450), the user available power is 860 W
(430 W internal + 430 W external)

Unit maximum power Vs Unit Temperature Enables the Midspan to automatically lower the

N . . maximum power that can be provided by the unit

Enable automatic unit maximum power reduction - . .

whenever internal unit temperature becomes too

high (typically due to improper cooling).

Midspan Hickname Assists network managers to identify a Midspan
Midspan Mickname Midspan PoE Device by assigning a unique name for each Midspan

device. Midspan nickname is displayed when

browsing to view->status web page, or accessing
the Midspan by Serial / Telnet / SSH.

Status View Refresh Rate Sets the View System Status WEB page refresh
Refresh Rate (seconds) J10 rate.

Temperature Format (Fahrenheit / Celcius) Reports the Midspan temperature in View System
Temperature format [Fatrennet - Status WEB page in Fahrenheit or Celsius
Update & Save | Updates Midspan product based parameters.

Note: All product parameters become effective

only after clicking this button!

Cancel | Cancels current operation and restores previous
values
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4.3.17 System Configuration — Product Parameters — 96xxG Family

-
Micmsemf Home View System Configuration Port Configuration
System Detection Method Midspan Nickname
‘ PD Detection Method | HDBaseT PoH bt ‘ ‘ Midspan Mickname hickspan PoE Device ‘ %
Power Backup Mode Status View Refresh Rate
Power Backup Mode Reduncdancy N ‘ Refresh Rate (seconds) 10 ‘
Unit maximum power Vs Unit Temperature Temperature Format {Fahrenheit / Celcius)
Enahle autornatic unit maxirmum power reduction O ‘ Temperature format Fahrenhet v ‘

Save Options

Figure 4-61: System Configuration Product Parameters Screen
Product parameters set by the user include (see Figure 4-61):
= System Detection Method
= Power Backup Mode
= Unit maximum power Vs Unit Temperature (see note bellow)
= Midspan Nickname
= Status View Refresh Rate
= Temperature Format (Fahrenheit/Celsius)
&

Uncheck ‘Unit maximum power Vs Unit Temperature’ checkbox whenever connecting 96xxG
Midspan to a redundant power source such as another Midspan or RPS unit.
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Button

Description

System Detection Method

FD Detection Method | HDBaszeT PoH

PD Detection Method for 96xxG Midspan series:
e HDBaseT PoH

e HDBaseT PoH + Legacy (power also older pre
PoH HDBase-T devices)

Power Backup Mode

Fower Backup Mode Redundancy

External Power Backup mode

¢ Redundancy: In this mode the external power
source backs up the internal power supply of
the Midspan. In case the internal power supply
fails to operate, the external source picks up
the full load and all ports continue to function
normally.

e Maximum Power: In this mode the external
power source offers additional power on top of
the power delivered by the internal power
supply. For example, if the PD-
9606G/ACDC/M Midspan uses a 950W
internal power supply, and an external power
source is connected in Max Power mode (PD-
RPS-1000), the user available power is 1900W
(950W internal + 950W external)

Unit maximum power Vs Unit Temperature

Enable automatic unit maximum power reduction

Enables the Midspan to automatically lower the
maximum power that unit can provide whenever
internal unit temperature becomes too high
(typically due to improper cooling).

Midspan Nickname

Midspan Mickname WMidspan PoE Device

Assists network managers to identify a Midspan
by assigning a unique name for each Midspan
device. Midspan nickname is displayed when
browsing to view->status web page, or accessing
the Midspan by Serial / Telnet / SSH.

Status View Refresh Rate

Refresh Rate (seconds) J10

Sets the View System Status WEB page refresh
rate.

Temperature Format (Fahrenheit / Celcius)

Temperature format |Fahrenhe'rt

Reports the Midspan temperature in View System
Status WEB page in Fahrenheit or Celsius

Update & Save |

Updates Midspan product based parameters.
Note: All product parameters become effective
only after clicking this button!

Cancel |

Cancels current operation and restores previous
values
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4.3.18 System Configuration — Product Parameters — 55xxG Family

)
Mfcmsem!' Home View System Configuration Port Configuration

System Detection Method Midspan Nickname
PC Detection Method | IEEESD2 3af + IEEES02 3at v Midspan Mickname Mickspan PoE Device
Extended Power Mode (36W per port) Status View Refresh Rate
Enable Extended Power Mode Refresh Rate (seconds) 10
Power Backup Mode Temperature Format (Fahrenheit / Celcius)
Power Backup Made Redundancy b Tamperature farrmat Fahrerheit w
Unit maximum power Vs Unit Temperature
Enable automatic unit maximum power reduction O

Save Options

Figure 4-62: System Configuration Product Parameters Screen

Product parameters set by the user include (seeFigure 4-62):

= System Detection Method

= Extended Power Mode

= Power Backup Mode

= Unit maximum power Vs Unit Temperature (see note bellow)

= Midspan Nickname

= Status View Refresh Rate

= Temperature Format (Fahrenheit/Celsius)

E<I NOTE:
&

Please uncheck ‘Unit maximum power Vs Unit Temperature’ checkbox whenever connecting
55xxG Midspan to a redundant power source such as another Midspan or an RPS unit.

Copyright © 2012 Microsemi 79
Rev. 1.6, 26-Mar-12 Analog Mixed Signal Group
1 Enterprise, Aliso Viejo, CA 92656, USA; Phone (USA): (800) 713-4113, (ROW): (949) 221-7100 Fax: (949) 756-0308



Power Over Ethernet Power View Pro User Guide

$37 7 poE o83
e-.. Systems
*" from Microsemi.

Button Description

System Detection Method PD Detection Method for 55xxG Midspan series:
PD Detection Method  [IEEEB02.3af + EEES0Z.3at + Legacy  w| o |EEE 802.3af + IEEE 802.3at

o |EEE 802.3af +IEEE 802.3at + Legacy

Extended Power Mode (36W per port) Extend PD maximum power beyond 802.3at 30W
Enable Extended Power Made to 36W

Power Backup Mode External Power Backup mode
Power Backup Mode Redundancy =] e Redundancy: In this'mode the external power

source backs up the internal power supply of
the Midspan. In case the internal power
supply fails to operate, the external source
picks up the full load and all the ports continue
to function normally.

e Maximum Power: In this mode the external
power source offers additional power on top of
the power delivered by the internal power
supply. For example, if the PD-
5524G/ACDC/M Midspan uses a 430W
internal power supply, and an external power
source is connected in Max Power mode (PD-
RPS-450), the user available power is 860W
(430W internal + 430W external)

Unit maximum power Vs Unit Temperature Enables the Midspan to automatically lower the
. N . . maximum power that can be provided by the unit
nahle automatic unit maximum power reduction - . .

whenever internal unit temperature becomes too

high (typically due to improper cooling).

Midspan Hickname Assists network managers to identify a Midspan
Midspan Mickname Midspan PoE Device by assigning a unique name for each Midspan

device. Midspan nickname is displayed when

browsing to view->status web page, or accessing
the Midspan by Serial / Telnet / SSH.

Status View Refresh Rate Sets the View System Status WEB page refresh
Refresh Rate (seconds) J10 rate.

Temperature Format (Fahrenheit / Celcius) Reports the Midspan temperature in View System
Temperature format [Fahrenhet r Status WEB page in Fahrenheit or Celsius
Update & Save | Updates Midspan product based parameters.

Note: All product parameters become effective

only after clicking this button!

Cancel | Cancels current operation and restores previous
values
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4.3.19 System Configuration Maintenance
System Configuration Maintenance screen (see Figure 4-63) offers the following options:.

= Reset Manager Module
= Reset Unit
= Restoring Factory Defaults

S

M"-'cmsem' Home System Configuration Port Configuration

Reset Manager Module

Feset | Mote: Clicking the Reset button will Reset
the Manager Module.

Reset Unit

Beset | Hote: Clicking the Reset hutton restarts

the Midspan and temporarily shuts down
all PoE ports.

Restore Factory Defaults

Bestare | Hote: Clicking the Restore hutton resets

the Manager Module and restores the
Midspan to factory defaults without
changing Manager Module IP address

Figure 4-63: System Configuration Maintenance Screen
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Button/Checkbox

Description

Reset Manager Module

FRezet |

Hote: Clicking the Reset button will Reset
the Manager Module.

Resets only the Manager Module
without affecting Midspan PoE ports

Reset Unit

Reset |

Hote: Clicking the Reset button restarts
the Midspan and temporariby shuts down
all PoE ports.

Resets entire unit. All active PoE
ports momentarily stop providing
power to PoE devices (configuration
does not change)

Restore Factory Defaults

Restore |

Note: Clicking the Restore button resets
the Manager Module and restores the
Midspan to factory defaults without
changing Manager Module IP address

Restore most Midspan parameters to
their default value (IP isn't changed)
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4.4 Port Configuration Screen
Port Configuration menu enables the following (Figure 4-64):
= Port Configuration Enable/Disable: Provides a quick access to enable/disable one or more PoE
ports.

= Port Configuration Detailed: Enables detailed configuration of various PoE port values such as
priority, allocated power and port/PD description.

= Port Configuration — Weekly Schedule: Enables the user to configure weekly scheduled ports
activation/deactivation.

Micmsemi System Configuration

Port Configuration - Enable/Disable
Port Configuration - Detailed
Port Configuration - Weekly Schedule

Welcome to

Power View Pro

Monitor & Configuration System

|PV6, IPVv4 powered solution

IPv6 Ready certified product @

Figure 4-64: Port Configuration Screen
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4.4.1 Port Configuration - Enable/Disable

All ports or Individual ports can be enabled or disabled in one action.

Disabled ports are marked with a red cross on the RJ-45 port; refer to Section 4.3.4.1.

-
Microsemi Lo

Yiew System Configuration Port Configuration

Actions on &ll Ports Save Options

Enabled I [Dizabled pdate I Cancel

Update & Save

Enabled ports
]

Disabled ports

Figure 4-65: Port Configuration Enable/Disable Screen

Button/Checkbox

Description

Actions on All Ports

Enabiled Dizabled

Enabled: Enables all ports
Disabled: Disables all ports
Note: Only WEB page is effected
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Button/Checkbox Description

Update: Clicking this button, activates the new user
settings but does not store new configuration (unit reset
ELTETLT overrides latest changes)

Cancel: Cancels current operation and restores previous
values in cases where Update & Save were not clicked
Update & Save: Activates new setting and save updated
configuration in cases where Midspan restarts.

Upctate: Cancel Update & Save |

NOTE:

If only the Update button is pressed, a blinking image appears near the Save & update button,
reminding the user that latest changes were not saved. Reversing latest changes and pressing
Update, eliminates the blinking image. Saving latest changes eliminates this image as well.

4.4.2 Port Configuration — Detailed

The Port Configuration Detailed screen (see Figure 4-66) enables the user to control individual ports and set-up
parameters as follows:

= Enable/Disable individual PoE ports

= Provide power to PD device over two/four pair (applicable only for 95xxG/55xxG)

= Enable EEPoE for Energy efficient (applicable only for 55xxG)

= Enable PoH/802.3 at (applicable only for 96xxG)

= Set-up the priority of each port

= Allocate maximal power per port

= Add port description

'
Mfcmsemi Home View System Configuration Port Configuration

Priority Max Terminal Type ! Description Priority Max Terminal Type / Description
Power Power
[Low =] |[1 = JLow =] |1 =
[Low =] |[1 = JLow =] |1 =
[Low =] [ = Jlow =] |1 =]
[tow = = frow = E
ftow =] |1 = - fow 1|1 =
fow =] |[1 = - fow =11 = -
[tow =] |]1 = - flow 1]t =
[Low =] |[1 = JLow =] |1 =
[Low =] [ = Jlow =] |1 =]
[ow = = frow = =
[Low =] [ = - [Low =] |1 =1 -
[tow =+ =] |- fow =t = |-
Actions on All Ports Save Options
¥ ||wow =l |[1es =] ]
Set s | st | Set | Update Carcel Update & Save

Figure 4-66: Port Configuration Detailed Screen (65xx, 65xxG, 90xxG Family)
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Microsemi

Svstem Configuration Port Configuration

4| En. |Four Priority Max Terminal Type ! Description 4 |En. [Four | Priority Max Terminal Type ! Description
Dis.| Pair Power Dis.| Pair Power
M|~ ILDW ;I II"2 ;I I'“ V| W ILDW ;I I?Q ;I I
vl F v Sz S| FC s =
WP ||ow  x||72 JEa | = F|F |[w =] =l
M| ||Low  x]||72 |- V|V |Lw x|z | =
| (lew ]| =k F|F |w =] o | =
M| ||Low  =]||72 |- V|V |Lw x|z =(—
Actions on All Ports Save Options
F|F |[tew =72 =l
== I = ﬂ' = l = Update I Cancel I Update & Save

Figure 4-67: Port Configuration Detailed Screen (95xxG Family)

System Configuration

# En. | PoH/ | Max

Dis. | 802.3at [ Power

Priority

Port Configuration

Terminal Type / Description # [En.

B0

&
(|

Loy 4

Max
Power

Priority

Terminal Type / Description

=
|

93

Lo v

a5

Lo

w

&

=
|

95

L v

=

93

Loy

3]

]
|

a5

Loy L

=

a3

Ly

]
]

&
&

a5

Loy A

a5

Lo

[

&
&

a5

Loy A

&

a5

Lo

w

[

Actions on

&

a5

W

All Ports

| Loy A

5] @
2] @

(

set |

Oy
5

Save Options

Update:

Cancel

Update & Save

Figure 4-68: Port Configuration Detailed Screen (96xxG Family)
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System Configuration

Port Configuration

EEPoE| Priority Max Terminal Type | Description . [EEPGE]  Priority Max Terminal Type | Description

is.|Mode Power is.|Mode Power
llow _ wf[ss vl | IETEEY - | |
v 9= 9| | (v ®|% - |
(v 9|® 9| | e |
ER | B |
e | (v ®|% - |
= | ER e |
v 9= 9| | (v ®|% - |
(v 9|® 9| | e |
ER | B |
(v 9% 9| | (v ¥|% - |
llow _ wf[ss vl | IETEEY - | |
low ][z vl | =TI S |

Actions on All Ports Save Options
low s~ |
[ s [ ] [ Set ] Update | Cancel Update & Save

Figure 4-69: Port Configuration Detailed Screen (55xxG Family)
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Figure 4-70: Port Configuration Detailed Screen (55xxG Family)

To simplify the configuration of multiple ports, each parameter can be set by pressing a single button (SET),
thus applying the selected values to all ports (action on all ports). See Actions on All Ports area on the lower left

part of the web page, see Figure 4-66, Figure 4-67, Figure 4-68, Figure 4-69, and Figure 4-70.

RN

ERNCO

4.4.2.1 Ports Enable/Disable

Midspan 90xxG/55xxG series enables up to 30/36 watts per port.
Midspan 95xxG series enables up to 60/72 watts per port.
Midspan 96xxG series enables up to 60 (802.3at)/95 (PoH) watts per port.

P NOTE:

Midspan 65xxG series enables up t016.8 watts per port.

Ports activation/deactivation is performed by the user according to actual requirements. Each PoE port can be

switched to Enable or Disable state.

4.4.2.2 Two Pair/Four Pair (95x

xG Midspan family)

Power PD device over two pair (for example traditional 802.3af/802.3at Midspan), or over four pair offering

twice the 802.3at power (60/72 W).

4.4.2.3 EEPoOE (55xxG Midspan family)
Power PD device over two pair (for example traditional 802.3af/802.3at Midspan), or over four pair offering

energy efficient power for up to 36W.
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4.4.2.4 PoH (96xxG Midspan Family)

Power HDBase-T PoH PD device over four pairs for up to 95W, or 802.3at device over four pairs for up to 60W.

4.4.2.5 Setting Priority
The user can assign priorities to desired PDs in cases where the Midspan is operating with a limited source of
power. Priority selection is performed from the drop-down menu, located on the Priority column; three priority
states are available:

= Critical

= High

= Low (default)

The Midspan allocates all available power to the PDs, according to the PoE ports sequential number, starting
from port #1 up to port #24. Critical ports are powered first, followed by High Priority ports. Low priority ports
are powered last. A blinking LED indicates that a port is not powered due to lack of power.

4.4.2.6 Allocating Maximum Power
Power allocation is performed by selecting the maximum allowed power per port from the drop-down menu,
located on the Max. Power column. Available power values are:

= 65xx: Minimum = 1W, Maximum=16.8W, Default=16.8W

= 65xxG: Minimum = 1W, Maximum=16.8W, Default=16.8W

= 90xxG: Minimum = 1W, Maximum=30/36W, Default=36W

= 95xxG: Minimum = 1W, Maximum=60/72W, Default=72W

= 96xxG: Fixed 95W for PoH or 60W for 802.3at

= 55xxG: Minimum = 1W, Maximum=30/36W, Default=36W
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4.4.2.7 Terminal Type / Description

In this column, the operator can enter any free text such as: terminal location, name of user, telephone number,
etc. representing the corresponding port. Note that the column has no effect on power itself and it functions as
an assistance tool for the IT manager.

Pressing on the RJ45 icon, or the i icon will cause detailed Port Information web page to appear, showing
Terminal Type name , and additional information described in the image bellow. See Figure 4-71.

P
Mfcmse"nf. System Configuration Port Configuration

Midspan Nickname: Midspan PoE Device

PowerDsine 05120

Consoln Main

WPower (W) | 0 ]
vescrororpg | 4 |d |d|d|d|d|d|d|d|diid

/f Detailed Port Information - Port #1 - Micro: o ] [
£ | http:f172,16.5,251 fweb/viev/port_info, hkm?RPORT=0 )

Port Enabled

Power (W) 0

Max Power (W) 0 (4-pairs)

Priority Low

Terminal Type | Description —

Class 0

Close |

Figure 4-71: Detailed Port Information
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4.4.3 Port Configuration - Weekly Schedule

The Weekly Schedule feature (see Figure 4-72) performs an automatic activation/deactivation of PoE ports
based on a weekly activation matrix (24 x 7). Activation/Deactivation of PoE ports may be required to save
power saving during weekends, for security reasons (for example turns off wireless access points during
weekends, disconnect unused IP Phones, or reduce power consumption), or even to reset periodically various
PoE PD devices.

Four 24 x 7 weekly schedules schemes are available. Each 24 x 7 scheme manages its own PoE ports,
which enables different PoE ports to be turned on/off on different days and hours.

> E

> |n case same PoE port was assigned to be managed by two different 24x7 schemes, it will be
turned on whenever port becomes enabled by one of the 24x7 weekly schedule scheme.

Prior to using this feature, the user should:

= Setthe NTP Server IP address (Network Time Protocol Server)

= Set the GMT local time offset

= Update at least one out of four 24 x 7 hour matrixes to match the user specific needs
= Assign the Midspan PoE ports to be automatically turned On/Off

= Assign the PoE ports that provide power continuously

View System Configuration Port Configuration

Enable Automatic Weekly Schedule Ports Activation IPvd/IPvé Remote NTP Server IP Address
Enable Weekly Schedule Il ‘Remote NTP Server |1?2.1B.3.1?9 ‘
Manual Override Deactivation-Key Time Zone Offset from GMT in +/- HH:MM
Enable Manual = GMT Offset: +/Hour [0 =] +Min o x|
Override - Port |1 I I
Local Time (OK) 11:54:24

Weekly Schedule #1 -
Day \ Hour All
Monday L o o o R R A A R A e e e s A
Tuesday || ||| C|C|C|C| MMMV FIFFTCCCCOCOCNE | M
Wednesday | [ | [T |[C|C || C|C|C || M MM |F|WMFIFFTCCCCCCNE| M
Thursday || |C|C || C|C|C|C|M MM |F|F(F M FTCCCCOCOEr] | e
Friday L o o o R R A A R A e e e s A
saturday ([ |||\ C|C|C | OO C OO Do |C\C|o|cyCc|ro|rirr] | e (e
e 2 [f [ U sl el el el e sl el el s R
Ports assigned for automatic Weekly Schedule Activation #1
#
sehedule | |0 |C || C|C|C|C|C (O E
Weekly Schedule #2
Day \ Hour m
Monday I'l'l'l'l'l'l'l'l'l?l7l7l7l7l7l7l7l'l'l'l'l'l'l_ JuLY
Tuesday I'l'l'l'l'l'l'l'l'l?l7l7l7l7l7l7l7l'l'l'l'l'l'l' W b

Figure 4-72: Port Configuration — Weekly Schedule
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NOTE:

1. For Weekly Schedule feature to work properly, the Midspan must have an access to NTP
Server (Network Time Protocol Server).

\\SE)

2. Upon updating the weekly schedule NTP configuration by pressing the Update & Save
button, the user should wait for a few seconds, refresh the WEB page and verify that green
OK indication appears alongside the local time section (meaning that GMT time had been
properly acquired).

4.4.3.1 Weekly Schedule Ports Activation

= Enable Weekly Schedule: Enables/disables the Weekly Schedule feature

= Enable Manual Override: Enables/disables the Manual Override key and selects the port assigned as
an override key

= Remote NTP Server: Remote NTP (Network Time Protocol) Server IP address
=  GMT Offset: User configured GMT offset

=  Ports On/Off Weekly Schedule: 24 hours, 7 days checkbox matrix. The Midspan provides power only
during the selected (checked) hours

FINOTE:

S To simplify the configuration of the 24 x 7 matrix, the user can check all 24 ports for a specific
day by checking one of the ‘ALL’ checkboxes.

= Ports Assigned for Automatic Weekly Schedule Activation: Selection of the ports to be activated/de
activated automatically by the weekly schedule feature.

©

© Disabled ports cannot be assigned for the Weekly Schedule, even if selected by the user.

Table 4-10: Weekly Schedule Icons Reported by View-Status Web Page

Icon/lmage type Description
L) PoE port was Enabled by weekly schedule functionality
1 PoE port was Disabled by weekly schedule functionality
Q)| PoE port was assigned to act as deactivation key.
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5 Midspan 90xxG, 95xxG, 55xxG, 96xxG — Power Backup and
Power Management

Midspan 90xxG, 95xxG, 96xxG, 55xxG series can be connected to an external redundant power source (Figure
5-1) or to a secondary 90xxG, 95xxG, 96xxG, 55xxG Midspan (Figure 5-2). The same internal power supply
unit must be installed in both units.

PowerDsine RPS 450

Comm

DC Power

Figure 5-1: External Power Backup

DC Power L-omm

Figure 5-2: Secondary Midspan Power Backup
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Table 5-1 lists the various connectivity options.

Table 5-1: Power Backup Connectivity Options

Power Backup Type
RPS- | RPS- 9(?(5:3_G gg 1DZ_G ggza_e PD-9024G 950DG_G 95'31'32'(; 9522_6 |7AD(:‘,5DS§;‘MG PD-9606G | PD-9612G
Midspan Type 450 | 1000 /ACNE)C/ mcoeM | acbem | /ACDCIME | Shem | acbem | /ACDEM /ACDC/M | /ACDC/M
PD-9006G/ACDC/M v v v v v N
PD-9012G/ACDC/M v v v v v N
PD-9024G/ACDC/M v v v v v N
0024GIACDCIIF v v ! Y v v
PD-9506G/ACDC/M v v v v v N
PD-9512G/ACDC/M v v v v v V
PD-9524G/ACDC/M v N v N N N
PD-5524G/ACDC/M v v v v v N
PD-9606G/ACDC/M v v v v v V
PD-9612G/ACDC/M v v v v v v

SNMP RFC3621 MIB and private MIB Object IDs which apply to unit power supply capabilities or total power
consumption are reported as if the two Midspans are one. Table 5-2 summarizes the affected SNMP Object

IDs.

Table 5-2: SNMP Object IDs Affected by Midspan Power Backup Mode Connection

SNMP Object ID

Power Backup Mode

pethMainPsePower (RFC3621)

430W/950W (Power backup mode = Redundant)
860W/1900W (Power backup mode = Maximum Power)

pethMainPseOperStatus
(RFC3621)

Fault in case of power failure (Midspan is powered by RPS or 2nd
Midspan)

(RFC3621)

pethMainPseConsumptionPower

Total power consumption of both Midspans

(RFC3621)

pethMainPseUsageThreshold

Sends a trap whenever both Midspan power consumption
exceeds xy% out of pethMainPsePower OiD (total available
power by both Midspans) power

mainPowerUsageBudget (private MIB)

Changing power usage budget (%) in one Midspan will change it
in the 2nd Midspan as well

mainPSE_MaxPower (private MIB)

Total maximum power of both Midspans after it was reduced by
pethMainPseUsageThreshold (%)

5.1 Viewing the Power Source Status

View the external power source status (Ok/Fail) and power source type (RPS/Midspan) in the View-Status Web
page (Figure 5-3). Refer to Section 4.3 for details on View - Status Screen.
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o
M,‘Cmse"nf System Configuration Port Configuration

Midspan Nickname: Midspan PoE Device

Power (VW)

o o o
Description | & | 4 |4 |4 |d |dé |4 |4 |d|d |d|d |d|d|d|d|d|d|d|d]|i

Midspan Status

Total Power Consumption {\Watt) 0
Maximum available Power (\Watt) 430
System Voltage (Volt) 55.1
IEEES0Z2. 3af +
PD Detection Method IEEES02.3at +
Legacy
Midspan Status Active
Power Source Status
Internal (430WW) Power Source Ok
= | External (430W) Redundancy Power Source Ok

Figure 5-3: Power Source Status

5.2 RPS Power Backup

Connecting a Midspan 90xxG to a redundant power source (RPS) provides power backup by enabling the
Midspan to be powered by the unit's internal power source and the RPS power source. Two power backup
modes are available:

= Redundancy: Maximum power that Midspan can provide remains the same as if no RPS is being used
(430 W or 950 W). This mode guarantees that all active PoE ports continue to deliver same power
regardless if Midspan is powered by its internal power source or by RPS.

= Maximum Power: RPS power capabilities are added to the Midspan internal power source
capabilities. A Midspan with a 430 watt power supply can now provide 860 watts, and Midspan with a
950 watt power supply can now provide up to 1900 watts.

Figure 5-4 displays the Power Backup Mode field found in the System Configuration Product Parameters
window. Select the required mode in the drop down list.
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Microsemi

System Configuration

System Detection Method

FD Detection Method | IEEES02.3af + EEES02.3at + Legacy v |

Enable pre 802.3at W

Extended Power Mode (36VV per port)

Enable Extended Power Mode I

Power Backup Mode

©

¥

Power Backup Mode Redundancy x|

Midspan Nickname

Midspan MNickname Mid=pan PoE Device

Status View Refresh Rate

Refresh Rate (in seconds) |1E|

Save Options

Cancel |

Update & Save |

Figure 5-4: Power Backup Mode

Port Configuration

NOTE:
pYNoOTE:
Configuring Power Backup Mode to Maximum Power may cause some of the PoE ports to be

shut down in case of power failure in RPS or Midspan power source, since total power
consumption may exceed single Power source capabilities (430W/950W).
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5.3 Dual 90xxG, 95xxG, 96xxG, 55xxG Midspan Power Backup

Connecting a Midspan 90xxG, 95xxG, 55xxG to a second 90xxG, 95xxG, 96xxG, 55xxG Midspan provides
power backup by enabling the Midspan to be powered by its internal power source and from 2 Midspan power
source. Two power backup modes are available, Redundancy and Maximum Power. Power-Shift feature
enables shifting power from one Midspan to another whenever one Midspan requires more power and the
second Midspan has spare unused power.

= Redundancy: A single Midspan internal power source has to power both Midspans in case of a power
failure in one Midspan unit. The power sum of both Midspans cannot exceed 430/950 watts. Each
Midspan's initial maximum power is set to 430/2 = 215 watts or 950/2 = 475 watts (the maximum power
may change during normal operation).

*  Maximum Power: The 1 Midspan power source capabilities are added to 2m Midspan's internal power
source capabilities. Two Midspans having a 430 watt power supply can now provide 860 watts, while
two Midspans having a 950 watt power supply can provide up to 1900 watts.

P NOTE:

S 1. Changing power-backup mode in one of the Midspan's will cause 2m Midspan power-
backup mode to be changed to same power backup mode

2. When two stand alone Midspans are configured to different power-backup modes, after
being connected together both Midspans will switch to Redundant power-backup mode.

5.3.1 Midspan 90xxG/95xxG/96xxG/55xxG to Midspan 90xxG/95xxG/96xxG/55xxG
Power Shift

-
Mjcmsem,‘c System Configuration Port Configuration

Midspan Nickname: Midspan PoE Device

Power (W) 0

a a 0
Description | § | & |4 |4 |d |4 |4 |d |4 |d |d |d|d|d|d|d|d|d|di|d|i

0 0
i|d |
Midspan Status Local External Total
Total Power Consumption (Watt) 0 0 0.0
Maximum available Power {\Watt) 215 215 430
System Voltage {Volt) 551
IEEE802.3af +
PD Detection Method IEEE802.3at +
Legacy
Midspan Status Active

Power Source Status
Internal (430W) Power Source

External Midspan Power Source

Figure 5-5: View - Status Window (Power Shift Display)

Whenever two 90xxG, 95xxG, 96xxG, or 55xxG Midspans powers back up each other, two additional rows are
added to the View - Status web page. The 1st additional row displays the extended Midspan power
consumption and maximum power. The 2" row reports total power consumption and total maximum power.
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Figure 5-5 describes two PD-9024G/ACDC/M Midspans backing up each other, while in Redundancy Power-
Backup mode. Total power of both Midspans is limited to 430 watts (due to redundant mode configuration).
Local Midspan maximum power was reduced by the Midspan power manager to 179 watts, while external
Midspan maximum power was increased to 251 watts.

5.3.2 Changing Power Limit (%) by SNMP

Midspan maximum power can be limited by SNMP private MIB Object-Id mainPowerUsageBudget (see
Figure 5-6), or by Midspan itself whenever Dynamic UPS Power Management is enabled.

Power shift between two 90xxG, 95xxG, 55xxG Midspans pauses whenever the power limit (%) is less than
100% and resumes automatically whenever power limit will be restored back to 100%.

P NOTE:

S Changing power-limit (%) in one of the 90xxG Midspan's will change automatically power-limit
on 2" Midspan to same value.

B G MIB Tree
- it
E|_| iz0
B ong
B dod
E|_| intermnet
----- 1 directorny
[0 mart
----- 1 experimental
B private
E|_| ehnterprizes
El@ polPowerDverlan
= products
_| dezcription
E|_| pzeDevice

_| portObjects
E_| maindbjects

E1-ES mainPseT able

EHES) mainPseEnty

----- & mainGrouplndex
----- & mainvVoltage
----- &% manDetectionMethod /
----- mainPowerJsageBudget
----- & manPSE_MaxPower
----- @v highPower_Legacy PD_Support
----- 3 highPower_Estended PortPower
----- &P powerB ackup_Status
----- 3 internal_PowerSource_Status
----- 3 external_PowerSource_Status

Figure 5-6: Midspan Power Limit by SNMP

Table 5-3 describes an example of two 9024G Midspans which back up each other in Redundant Mode and
whose mainPowerUsageBudget SNMP OiD is changed from 100% to 70%.
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Table 5-3: mainPowerUsageBudget SNMP OiD Vs Midspan Maximum Power

mainPowerUsageBudget Midspan-1 Midspan-2 Total Midspan Power Shift
SNMP OiD Max Power Power
Max Power
Maximum Power (Power 287 watts 143 watts 430 watts | Enabled
Limit = 100%)
Maximum Power (Power 200 watts 100 watts 300 watts | Pause (Power-Limit < 100%)
Limit = 70%)

5.3.3 Activating Dynamic UPS Power Management

Dynamic UPS Power Management feature should be configured only on a single 90xxG, 95xxG Midspan
whenever two 90xxG, 95xxG Midspans power backup each other. When the configured Midspan detects a
UPS power failure (UPS switched to battery), it will modify Power-Limit % as per the user configuration. A
Power-Limit value on the 2" 90xxG Midspan automatically follows a Power-Limit value of the Midspan which
monitors the UPS over SNMP.

P NOTE:

S The user should not change by SNMP private MIB mainPowerUsageBudget OiD while
Dynamic UPS Power Management is enabled.

5.3.4 Power Failure and Invalid Midspan to Midspan Power Backup Connection
Report

= Power failure: In case of a power failure in one 90xxG, 95xxG, 55xxG Midspan units, an SNMP trap
(see SNMP private MIB) and SysLog message is sent to the SNMP Manager and SysLog manager,
and an error message appears in View-Status web page. Another SNMP & SyslLog message is sent
whenever power is restored.

P NOTE:

< Main Power LED will blink whenever 90xxG/95xxG/96xxG Midspan is being powered by external
Midspan/RPS due to internal power supply failure (no AC power).

= Invalid connection: The following behavior occurs in cases where a 90xxG, 95xxG, 55xxG Midspan
having a 450 watt power supply is connected to another 90xxG, 95xxG, 96xxG, 55xxG Midspan having
1000 watt power supply:

o Both Midspans will reduce maximum power to 41 watts which should stop power to most PoE PD
devices.

o A Midspan report invalid configuration by sending SNMP Trap & SysLog message.
o An error message appears on the View->Status Web page.
o Arepeating error message will appear on Terminal/Telnet/SSH screen.
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6 SNMP Monitoring and Configuration

Multiple Midspan devices management can be performed by using 3rd party standard network management
tools such as HP Openview, IBM Tivoli or SNMPc (Figure 6-1).

5 Fle Edi iew Insert Manage Tools Corfig Window Help =R
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—
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Figure 6-1: SNMPc Network Management Tool

@ Due to security concerns, when unit is shipped the SNMP is disabled. Prior to enabling SNMP,
modify SNMP community strings and only then enable it.

6.1 Enabling Midspan SNMP
The Midspan manager module supports SNMPv1, SNMPv2c, and SNMPv3.
To use the SNMP:

1. Browse to the System Configuration SNMP or SNMPv3 Web page and verify that either one of them is
enabled.

= For SNMPv2c, browse to the System Configuration SNMP Web page. Make sure that community
strings match your SNMP manager configuration.

= For SNMPvV3, browse to System Configuration SNMPv3 Web page and make sure username,
authentication and privacy password and encryption method match your SNMP manager configuration.

2. Browse to SNMP Web page. Enable PoE MIB traps and set remote manager IP address in the Trap list.
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6.2 SNMP MIBs
Several MIBs are supported by Midspan SNMP manager.

RFC3621: Power Over Ethernet MIB which provides various management capabilities (see Figure 6-2)

. Private MIB: Enhance PoE functionality beyond RFC3621 PoE MIB.

= RFC1213: MIB2 which provides general IPv4 network statistics, and information on the device
being managed.

= Various SNMPv3 MIBs as RFC3413, RFC3414, RFC3415

6.3 RFC3621 PoE MIB
£
& MEIE

For a detailed PoE MIB description, please refer to Microsemi’s Technical Note — 132 (can be
found on Midspan CD) , which describes in detail PoE MIB functionality.

RFC3621 PoE MIB is located under 1.3.6.1.2.1.105 SNMP MIB tree. The MIB is divided into 3 sections (see
Figure 6-2). The 1st section deals with PoE ports and provides functionality as Enable/Disable, read port status,
class, etc. Each OiD is accessed as a two dimensional array table.

The 2nd section deals with power source which is responsible to provide power to a group of PoE ports. It
enables reading total power consumption, power supply status, etc.

The 3rd section enable/disables PoE traps to be sent to remote SNMP managers.
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Figure 6-2: MIB Tree Structure
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6.4 Private MIB

Midspan's private MIB extend RFC3621 PoE MIB with the following additional management functionalities (see
Figure 6-3):

= @ polPawerdwverLan
=-{] products
=~ description
+-i 7 spz0bjectD
-] pzeDevice
=1-i portObjects
—-E5) portT able
=i portE ity
.@ portGrouplndes
¥ portindex
.@ portConsumptionPower
P porttd aPawer
.@ portType
=1- 1 manObjects
—-E51 mainPzaT able
—-IE2) mainPseE nty
.@ mainGrouplndes
P mairvaoltage
.@ mainDetectionkd ethod
@ mainPowerllzageBudget
.@ mainPSE_kaxFower
@ highPower_Legacy PD_Support
.@ highPower_E stended_PortPawer
& powerBackup_Status

Midspan 90xxG
Midspan 90xxG, 95xxG, 55xxG
Midspan 90xxG, 95xxG, 55xxG

M?dspan 90xxG, 95xxG, 55xxG 2% internal_PowerSource_Status
Midspan 90xxG, 95xxG, 55xxG P extemal_PowerSource_Status
Midspan 95xxG, 55xxG @ temperature

Midspan 95xxG, 55xxG 3 ternperature_format
=I-1 poeMotifications
Midspan 90xxG, 95xxG, 55xxG. - 4 pawwerBackup_Status_Matification
Midspan 90xxG, 95xxG, 55xxG'.. 4 internal_PowerSource_Statuz_Matification
Midspan 90xxG, 95xxG, 55xxG' 4 enternal PowerSource_Status M otification

Figure 6-3: MIBs Management Functionalities
Port Parameters
= Readout of each individual port's power consumption.

= Set maximum power that the PD device may consume.
= Read/Set provide power on two/four pairs (write applicable only for 95xxG,55xxG series)

System Parameters

= Resolves MIB-Il SysobjlD description.
= Read Power Supply voltage.
= Read/Set detection method (802.3af+at or 202.3af+at plus legacy).

= Read/Set Midspan power budget percentage (%). For example setting to 50% for Midspan with
400Watt capacity, limits Midspan power to 200 Watt.
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NOTES:

1. Power budget limitation will be canceled whenever the Midspan manager module is
restarted, or the Midspan is turned off and on.

\5?

2. 65xx, 65xxG - Midspan power budget cannot be set below 37 watts. Whenever configuring
power budget in percentage (%), below 37 watt (e.g. 18% for a 200 watt unit), Midspan will
report 18% regardless of user power budget configuration. For 400 watts units lowest
power budget percentage is 9%.

3. 90xxG, 95xxG, 96xxG, 55xxG — Midspan power budget cannot be set below 41 watts.

= Read internal Power Supply maximum power capabilities (regardless of power limitation).

Private MIB Object IDs which are applicable only for Midspan 90xxG, 95xxG, 96xxG, 55xxG:

= Enable/Disable support for various pre 802.3at PD devices (only 90xxG).

= Enable/Disable extended power. Extend PD maximum power to 36Watt or limit to 30Watt as per
802.3at specification (90xxG, 95xxG, 55xxG).

= Report power backup type - stand alone/RPS/2™ Midspan/Invalid power backup device (90xxG, 95xxG,
96xxG, 55xxG)

= Report internal power source status (90xxG, 95xxG, 96xxG, 55xxG).

= Report external power source status (90xxG, 95xxG, 96xxG, 55xxG)

= Midspan temperature ( 95xxG, 96xxG, 55xxG)

= Midspan temperature format — Celsius/Fahrenheit (95xxG, 96xxG, 55xxG).
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7 Software Upgrade

The following sections describe how to upgrade the system software.

7.1 Software upgrade types
There are two types of software upgrades associated with the Power over Ethernet (PoE) Midspan:

= Midspan Manager Module Software: Updates Midspan management application (including all Web
pages) that provide remote Network management capabilities.

= Midspan Firmware: Update firmware used to manage PoE Power ports (rarely required).

.......

.......

Ethernet

TFTP-Server

Serial port (optional)

Figure 7-1: System Software Architecture

7.2 Midspan Manager Module Software
Upgrade Microsemi View System Configuration

Internal FLASH Memory Size Requirements

Only Network Management Modules with internal FLASH
memory of 4MB can be upgraded to latest IPv6 complient

Product Information

software version. Midspan products such as PD-90xxG, ProductNickname  Midspan PoE Device
Part Number FPD-9024G/ACDCIM
PD-95xxG, PD-96xxG, PD-55xxG and PD-65xxG have all Serial Number (SN) 000209
internal FLASH memory of 4MB and can be easily Production Number 0551
upgraded to latest IPv6 complient software version. In Software Version  4.07.02.04
case you are using another Midspan, check memory prmware Yorsion g8l I4I0T0sR00E
FLASH size using one of the following methods: Flash Size R —

1. Browsing to unit view->product information web page
with any web browser.

2. Through serial port (38400), by viewing 1% message  Hon Ver 1.67 (Jul 8 2009, 15:34:57), FLASH=4MB, HAC=00:05:50:01:FF:78
during power up.

3. By Serial/Telnet/SSH accessing to: Haiting 5 sec. Press '@ to enter MONITOR
view-> View application & Boot software version

Figure 7-2: Identifying Flash Memory Size
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7.2.1 Upgrading from IPv4 to IPv6 (software version 3.xx to 4.xx)

All Network Management Module software versions starting with 3.xy (for example 3.47.10.23) are IPv4 only
complient. All Management Module software versions starting with 4.xy are IPv6 complient (support both IPv4 &
IPv6). When upgrading from v3.xy to v4.xy, same IPv4 address will be used (static IPv4 configuration), or in
case DHCPv4 was in use, DHCPv4 will remain enabled. Same for other IP configuration parameters such as
SNMP ftrap list, SysLog servers, RADIUS Servers, and NTP server.

ESMNOTES:
&

Active PoE ports are not affected by software update (there is no intermediate power
failure to PD devices).

7.2.2 Upgrading to Latest IPv6 Software Version (version 4.xx)

To obtain the latest version of the PowerDsine Midspan Network Management Module software, browse to
http://www.microsemi.com/PowerDsine/Support/Downloads/, or contact
Customer.Care AMSG@microsemi.com.

7.2.3 Checklist Prior to Performing Software Update

= Make sure you can access the unit by Telnet or serial connection.

= For serial communication over USB, you need to install the USB virtual COM driver which can be found
inside the Midspan CD.

=  Verify Network connectivity by trying to browse or ping the Midpsan unit.

= Run TFTP server on the computer which has the latest Midpsan Network Manager Module software
version. It is recommended to use the TFTP server application from the CD shipped with the Midspan.

= Verify firewall is turned off, or enable firewall UDP port 69.

= Unzip the Network Management Module software version or copy it from CD and place it in the root
folder of the TFTP server (see image Figure 7-3)
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TName

&l

[T [application\dM]
[T [web_Files_4W]
] readme
__'-:_'!rupdate_llhl

wsf NBTFTP server o =] 3

Root folder [_<ceon |
»»Remove |
Wirite Directony:

[DATEMP J

v Enable Wwrites [ Start Mirimized

A bout |
Statuz
IFinished Exit |

Figure 7-3: TFTP Server Root Folder Setting

Search Directones:

D happh TR TP <=

Sl NOTE:

Active PoE ports will not be affected by software update (no intermediate power failure to PD
devices).

7.2.4 Performing software update
To upgrade the software:
1.
2.

Make sure TFTP Server is running and proper files were copied to TFTP Server root folder.

Connect to the Midspan unit by Telnet/SSH or serial interface, using HyperTerminal or any other serial
communication software (38400, 1 stop bit, flow confrol off). Press ESC to access the main menu.

Main Menu - [Midspan PoE Devicel

View menu

1
2. Configuration & maintenance menu
3. Ping remote host

E. Exit to debug information screen
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3. Select Configuration & Maintenance Menu (2).The following screen appears:

4. Select the Software Update Menu; you will be asked to type the TFTP Server IP address. Type the

0o DwNe Co-~d OhOAPW Mo

Configuration & Maintenance Menu

Enable/Disable PoE Port
Metwork configuration

Download configuration file from TFTP Server {(reset only Manager module)
Upload configuration file to TFTP Server

Download WEB SSL Certificate from TFTP Server (reset only Manager module)
Software update menu

Turn RADIUS,ACL Filter off. Restore all user & password to factory default
Restore unit to factory default (excluding IP configuration)

Reset Manager module
Reset unit

Enable/Disable auto ping to Default Gateway to ensure Network connectivity

ESC - Return to previous menu

appropriate TFTP server's IP address; the following screen appears:

Software Update Menu

ESC — Return to previous menu

Update Midspan Manager module software (reset only Manager modulel
Update Midszpan firmware (reset unitl

5. Select Update Midspan Manager Module Software.

Software update will start by loading various files from TFTP server. At the end of the software update,

Network Management Module will reset itself without effecting working PoE ports. Wait for software power

up to finish, browse to the unit (or connect by serial) and verify software version number matches the

software version you had upgraded to.
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8 Troubleshooting

This paragraph provides a symptom and resolution sequence to assist in the troubleshooting of operating
problems. If the steps given do not solve your problem, do not hesitate to call your local dealer for further
assistance. Refer to Table 8-1.

Table 8-1: Troubleshooting Guide

Symptom

Corrective Steps

AC LED does not
illuminate (green).

1. Check your power source.
2. Ensure that a proper Ethernet cable is used.

Midspan Ethernet
LINK LED is off.

In cases where a Network card (NIC) is connected directly to the
Midspan’s RJ45 connector, make sure you use a crossed Ethernet
cable.

Midspan Ethernet
LINK LED is on and

no ping reply.

1. Midspan is shipped with the following default IP 192.168.0.50.
Change your Network card IP to 192.168.0.40 and try to Ping again.

2. Connect to Midspan serial communication port and set Midspan IP to
the same IP Network as your host computer.

3. In case you switched very fast from one Midspan to another (both
with default IP 192.168.0.50) erase IP address from your host ARP
table. For winXP/Vista/Win7, open DOS window (start->run->cmd), and
type arp —d 192.168.0.50.

Midspan can be
‘pinged’ from a local
Host but when trying
to use the Midspan
Ping utility, there is
no reply.

1. Try to turn off host Firewall.

2. If Ping is OK, access the advanced Firewall options and enable the
Ping option and TFTP (UDP port 69), SNMP TRAP ports (UDP port
162).

Software update by
TFTP cannot be
performed.

1. Use the Midspan Ping utility to ping the Host running the TFTP
Server application

2. Turn off Firewall, or enable UDP port 69

3. Verify that appropriate update files package was copied to the TFTP
Server root folder.

Unit cannot be
accessed via Telnet.

Use Web browser to view System Configuration - Security screen and
make sure under the Remote Access area, in the Enable Telnet/SSH
list, Telnet is selected. For further information see Figure 4-43: System
Configuration Security Screen.

When accessing the
unit by Telnet, Telnet
session is terminated
each time the
Configuration option
is pressed.

Log-on to Telnet via the Administrator username & password option and
not via the Viewer username & password.

Log-on to unit via
Telnet is okay but
Telnet session is

terminated after a
while.

Telnet session is terminated in case no key is pressed and no activity
takes place for more than three minutes.

No SNMP TRAP
events are received

1. Use WEB browser to view System Configuration->Security WEB
page and verify the SNMP checkbox is selected.

2. Check System Configuration->SNMP WEB page and verify the
remote SNMP manager IP matches and Trap community string matches
the Remote SNMP manager Trap configuration.

3. Turn of Firewall on SNMP manager station, or allow UDP port 162 to
pass through it.
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Symptom

Corrective Steps

SysLog Server IP
was set properly, but
Log messages are
not received.

Turn off Host Firewall, or allow UDP port 514 to pass through it.

One of the ports was
disabled but after
turning the unit off
and back on, it
suddenly turned on
again.

1. When changing port status, verify the Save & Update button is
pressed.
2. Verify the PD is compatible to the detection method of the system.

When using a web
Browser and
accessing View —
Status Web page, all
ports are red
illuminated and a
question mark
appears.

If Midspan does not provide power to PoE PDs, try to update the internal
firmware. If the problem persists, contact technical support.

Weekly schedule
was properly
configured but PoE
ports do not turn
on/off in accordance
with the weekly
schedule scheme.

1. Verify NTP Server IP address was configured properly

2. Verify the Time Zone Offset on the GMT window displays “Ok”.
3. Verify your company’s Firewall does not block outgoing/incoming
NTP packets (UDP Port 123)

In cases where UPS
operates on battery,
Midspan does not
turn off low priority
ports.

1. Browse to View — Status Web page and verify that UPS Power
Management window does not display “???” in any one of the fields. If
“?7?7?” appears, verify UPS dynamic management parameters are
properly configured.

2. Verify that Midspan SNMP configuration (SNMP v1 or SNMP v2)
matches UPS SNMP agent capabilities.

Cisco’s 1130AG and
Cisco 1242G
wireless access point
shut down its radio
while connected to
L2/L3 Ethernet
Switch through
Midspan.

Add to Cisco wireless access point the following configuration line:
power inline negotiation injector override

Not all Cisco’s 125x
wireless access point
radio channels are
operational.

Activate the Pre 802.3at feature (supported by Midspan 90xxG family).

Can’t power PD
devices when
connecting 90xxG
Midspan to 2™
90xxG Midspan or
RPS for power
backup

Make sure you have not connected 90xxG Midspan capable of driving
1000W with 2™ Midspan/RPS capable of driving 450W.
In case of such configuration, an error message will be reported

constantly on the terminal/Telnet/SSH interface of both Midspan devices.

90xxG Midspan was
connected to another
90xxG Midspan/RPS
but operates as a
stand-alone Midspan

Make sure P/ou have connected power cables and communication cable
between 1°' Midspan to 2™ Midspan/RPS
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The information contained in the document is PROPRIETARY AND CONFIDENTIAL information of Microsemi
and cannot be copied, published, uploaded, posted, transmitted, distributed or disclosed or used without the
express duly signed written consent of Microsemi If the recipient of this document has entered into a disclosure
agreement with Microsemi, then the terms of such Agreement will also apply . This document and the
information contained herein may not be modified, by any person other than authorized personnel of Microsemi.
No license under any patent, copyright, trade secret or other intellectual property right is granted to or
conferred upon you by disclosure or delivery of the information, either expressly, by implication, inducement,
estoppels or otherwise. Any license under such intellectual property rights must be express and approved by
Microsemi in writing signed by an officer of Microsemi.

Microsemi reserves the right to change the configuration, functionality and performance of its products at
anytime without any notice. This product has been subject to limited testing and should not be used in
conjunction with life-support or other mission-critical equipment or applications. Microsemi assumes no liability
whatsoever, and Microsemi disclaims any express or implied warranty, relating to sale and/or use of Microsemi
products including liability or warranties relating to fitness for a particular purpose, merchantability, or
infringement of any patent, copyright or other intellectual property right. The product is subject to other terms
and conditions which can be located on the web at http.//www.microsemi.com/legal/tnc.asp.
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