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1. Introduction

This document describes how to add a valid SSL certificate to the PowerView Pro Secure Web Server
(HTTPS). Valid SSL certificate is required to eliminate warning messages (see Figure 1 and Figure 2) displayed
by the Web Browser, whenever a remote user attempts to browse to secure Web site lacking valid certificate.

@A - Ig https:f/192.168.0.51 fweb/P12 fconfigfcfg_ports_en_dis.htm

J File Edt ‘iew Favorites Tools  Help J GDngle|Cv LIGD 4»6‘,}' B~ | % Eookmarks~
ﬁ *‘1":]':? @Certificate Error: Mavigation Blocked | |

'@ There is a problem with this website's security certificate.

The security certificate presented by this website was issued for a different website's address.

Security certificate problems may indicate an attempt to fool you or intercept any data you
send to the server.

We recommend that you close this webpage and do not continue to this website.

@ click here to close this webpage.

& Continue to this website (not recommended).

©® More information

Figure 1: Windows IE7 Warning when Browsing to Non-Trusted Secured Web Site

© Page Load Error - Mozilla Firefox

Eile  Edit ¥iew History Bookmarks Iools Help

@ S (e [ A st r192. 188.0.50/web/eonfig/cfa_snmp. bt 7]
|| Page Load Error B | 3 Mozilla Firefox Start Page

€ Mozilla Frefox is free and open software from the nan-profit Mozilla Foundation.

g% | Secure Connection Failed
/]

192.168.0.50 uses an invalid security certificate.

[N

The certificate is not trusted because the issuer certificate is unknown.

(Error code: sec_error_unknown_issuer)

» This coLld be a problem with the server's configuration, or it could be someone trying
to impersonate the server,

= If you have connected to this server successfully in the past, the error may be
temporary, and you can ry again later.

Or you can add an exception. .

Figure 2: Mozilla Firefox Warning when Browsing to Non-Trusted Secured Web Site
Two types of solutions are covered by this document:
= Using your own private certificate authority which involves:

o Creating your own certificate authority files.

o Creating Midspan secured Web server certificate files (IP address dependent) and uploading
them via TFTP to Midspan's secure Web server.

o Update each Web browser used to browse to Midspan's PowerView Pro GUI using your own
private certificate authority files.

= Using trusted certificate authorities such as VeriSign or Thawte:

o Create a certificate request file and forward it to a recognized certificate authority; for example.
VeriSign or Thawte.

Pay the required fee to get a valid certificate (IP address) for a limited period of time
Upload the received certificate to Midspan's embedded Web server
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NOTE:

& To purchase an official certificate from VeriSign or Thawte, you first need to purchase a valid DNS name
& for each Midspan IP address.

Certificate creation requires opening the www.openssl.org free open source application. openssl.exe, and
openssl.cnf files are required for this process (included on CD). For your convenience, several batch files were
added to ease the certificate creation process.

After becoming familiar with the certificate creation process, you may modify the batch files according to your
specific needs (for example, change created certificate file names, certificate expiration date, etc.).
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2. SSL and Certificates Overview

When browsing to https://www.amazon.com (see Figure 3), a secured SSL connection is established as
Amazon purchased a certificate from VeriSign. All Web browsers such as Windows IE6/IE7, Firefox2/3 already
include VeriSign, as a trusted certificate authority.

0~ " 5 5
E (f Sign In - Microsoft Internet Explorer provided by Microse
!. @‘_‘ - https: S, amazon, comfgp) css/history fview, html?orderFiler=months-6x=78y=8 j % || X
J File  Edit  Wiew Favorites  Tools  Help J ﬂﬂ ¢y Bookmarks- B* blocked |
: a l . p—
il oy e Sign n ENEral |Deta||s I Certification Path I ’fj} -8B -
Hello. Sign il
amazon.com . Certificate Information
Your Amazo
- This certificate is intended for the following purpose{s):
[H hop All Department :-Zh | Search I + Ensures the identity of a remote computer
Sign In Lock marks
. . Secure Web Site
What is your €-ma il adc * Refer to the certification authority's statement For details, with valid
. . Certificate
My e-mail address is I_ Issued bo:  www,amazon,com

Do you have an Amazo

I No, I am a new cust Issued by: VeriSign Class 3 Secure Server CA \
~., Certificate issued

& Yes, I have a passw valid from 15/09/2007 to 15/09/2008 by VeriSign

|__Sign in using our secure server
Forgot your password? Cli

Has your e-mail address c
Install Certificate...l Issuer Statement |
Ok |
Where's My Stuff? Need Help?

Figure 3: www.amazon.com Certificate Information

When a Web browser client connects to a secured Web server, the server sends a certificate to the client. This
certificate has three major elements:

= Name (that is the server's address, for example www.amazon.com)

= Public key such as RSA 512 bits

= Signature (by a trusted third party such as VeriSign, that vouches for the name and the public key)

NOTE:

Each SSL Web server must have a unique certificate. You cannot reuse an SSL server certificate. The
certificates are distinguished by the "common name" or "CN" marked on the certificate.

When a Web browser is installed on your PC, it comes with a list of trusted certificate authorities (see Figure 4
and Figure 5) such as VeriSign, Thawte, etc.
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£ n In rosoft Internet Explorer provided by
@3 - hittps: ffwes . amazon, comfgploss fhistary fview. html?arderFiler=months-68x=78y=8 5
J Fil=  Edt ‘Wiew Favorites  Tools  Help J GOOS]E ||C' j Go + @ ﬁ - | ?:? Bookmarks »
52? '1“:"*\3 Sign In | |
i
— 21x Endations. Mew customer? Start here.
= = ¥  Gifts & Wish Lists(~]  Gift Cards [¥]
General I Security | Privacy Content | Connections I Programs | Advanced |
l Content Advisor
g Ratings help you control the Internet conkent that can be
viewed on this computer,
Enable... | Settings
Certificates
Use certificates for encrypted connections and identification.,
Clear S5L state | Certificates | Publishers |
AutoComplete [ gd 3]
= ) AutoComplete stares previo
% on webpages and suggests ma  Intended purpose: |<A||> ;I
for you,
Feads Intermediate Certification Authorities  Trusted Root Certification Autharities | Trusted Publ ;|_>|
E Feeds provide updated contenl
£ websies that can be read in In Issued To I Issued B I Expirat;l
Explorer and other programs. [Edverisian Commercial Saftware Publisher,,,  YeriSign Commercial Software .. 31712/
VeriSign Commercial Software Publisher, .. VeriSiogn Commercial Software ... 08f01)
[Everisign Individual Software Publishers ©A  VeriSign Individual Software P... 3112/
VeriSign Individual Software Publishers Ca VeriSign Individual Software P...  08/01)
VerlSlgn Trust Metwork Werisign Trusk Metwork 19/05)
[Everisign Trust Metwork WeriSign Trusk Metwork 0z f0g):
VeriSign Trust Metwark VeriSign Trust Metwork, 19,!'051._'
VeriSign Trust Metwork WeriSign Trusk Mebwork 02/08):
oF [ T e ewie PP 4
« | »
Import. .. | Expott... Remave Advanced... |
Cettificate intended purposes
Servet Authentication, Client Authentication, Secure Emall, Code Signing, Time
X Stamping i
Investor Relations | Pres e
Figure 4: List of Preinstalled Trusted Authorities in Windows IE7
em on on NMP VIO ero
Eile Edit View Higtory Bookrmarks Tnols Help
0 c
Hime View System Configuration Port Configuratian
l &5 5 B F &6
Man  Tabs  Content Applicatons  Privacy  Security  Advanced (v2eh3)
General | Metwork | Update | Encryption | 00. 000. 000
00 000. 000
Protocols
Use 5L 3.0 © Certificate Manager
Certificates Your Certificates | Peaple| Servers | Authorities | Others
When a server requests my person) | yay have certificates on file that identify these certificate autharities:
© Select one autmatically @ A
Certificate Name Security Device ]
1PS CA CLASEAL Certification Authority  Builtin Object Token ~
Revocation L 1PS CA CLASEAS Certification Authority  Builtin Object Token
1PS CA Timestamping Certification Auth... Builtin Oliject Token
=1PS Seguridad CA&
1PS SERVIDORES Builtin Object Token
192.168.0.50 Software Security Device =
= Netlock Halozatbiztonsagi Kft
NetLock Mingsitett Kozjegyzoi (Class Q4)... Builtin Ciject Token
Netiock Kazjegyzol (Class &) Tanusitvan... Builtin Obiject Token
Netlock Uzleti Class B) Tanusitvanykiado Builtin Object Token
NetLock Expressz (Class C) Tanusitvanyk.., Builtin Oiject Token 3
Rieaarls Sl e 11
View... ] [ Edit. ] [ Import. ] [ Expart. ] [ Delets
Figure 5: List of Preinstalled Trusted Authorities in Mozilla Firefox 3.0.5
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3. Creating Your Own Certificate Authority Files

This section details the procedure for creating your own certificate authority files; Figure 6 illustrates the
required flow.

The procedure consists of the following steps:

= Creating Your Own Private Certificate Authority, page 8

= Creating the Certificate Files, page 12

= Uploading a Private Key and Certificate Files to Midspan Secured Web Server, page 13
= Enabling the Midspan Secure Web SSL, page 15

Use the following flow chart to determine which steps are needed for your particular setup.

Already created web browser private certificate
authority files (should be done only once)? Yes

private_ca.crt

Private_ca.key

l No
Section 3.1

Run 01_make_certificate_authority.bat batch file to create:
1. private_ca.crt
2. private_ca.key

. Using a new PC or new web browser ?

. private_ca.crt file wasn’t included in PC Yes
web browser Trusted Root Certification
Authorities List?

N =

No
Section 3.1.1/3.1.2

Add private_ca.crt to PC web browser Trusted
Root Certification Authorities list

No 1. New Midspan on the Network?
2. Midspan IP was changed?
3. Replaced PC private_ca.crt file?
l Yes
Section 3.2

Run 02_make_certificate_files.bat batch file to create:
1. web_ssl.crt
2. web_ssl.key

Section 3.3

1. Place web_ssl.key and web_ssl.crt files on TFTP Server root.

2. Access Midspan by RS232/Telnet/SSH. Upload files to Midspan
secure web server

Section 3.4
Enable Midspan Secure Web SSL

4

Figure 6: Using Your Own Private Certificate Authority Process
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3.1.Creating Your Own Private Certificate Authority

The following procedure describes how to create the private certificate authority. The private certificate file is
used as authentication when browsing to a Midspan PowerView Pro secured Web server.

1. On the provided CD, browse to Use your own private Certificate Authority folder.
2. Run 01_make_certificate_authority.bat. This file contains the following text:

= set OPENSSL_CONF=openssl.cnf
= openssl genrsa -out private_ca.key
= openssl req -new -key private_ca.key -x509 -days 3650 -out private_ca.crt

3. Enter the following information:

Country Name (two letter code) [AU] us

State or Province Name (full name) [Some-State] MyState

Locality Name (e.g., city) [] MyCity

Organization Name (e.g., company) [Internet Widgits Pty Ltd] : MyCompany
Organizational Unit Name (e.g., section) [] MybusinessDivision
Common Name (e.g., YOUR name) [] MyCompany MyState
Email Address [] XXX

Two files are created:

= private_ca.key: Contains certificate authority private key used later to create Midspan certificate files

= private_ca.crt: Certificate file should be uploaded to each computer (see procedure below, Section
3.2.1 and Section 3.2.2).

private_ca.crt provides authentication when browsing to a Midspan PowerView Pro secured Web server.

NOTE:

& Batch file 01_make_certificate_authority.bat should be executed only
& once.

3.1.1.Uploading a Private Certificate Authority File to Windows IE7

The following procedure describes how to upload the private ca.crt file to Windows IE7 Web Browser. This
procedure must be repeated for each computer used to browse to Midspan Secured Web Server.

1. Select:
Tools -> Internet Options -> Content -> Certificates -> Trusted Root Certificate Authorities

(Figure 7, Figure 8, and Figure 9.)

f'f Google - Microsoft Internet Explorer provided by Microsemi Corp
o

@ﬂ - I@ hktp: ) feov, google, co.ilf

| Fle Edt view Favorkes | Took Hep | Google |G~

i-\? :[Q? @Google Delete Browsing History... |-
Pop-up Elocker 3
Web Images Mews Gt puiios Fiker »
Manage Add-ons 3

Subscribe o Ehis Feed, .,
Feed|Discovetsy: 3
Windows Update

Windows Messenger
Diagnose Connection Problems. ..
Sun Java Consale

[ Sy

Figure 7: Tools > Internet Options
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General I Security I Privacy ©Content |Connectinns I Programs I Advanced I

Content Advisor

g"l Ratings help wou control the Internek content that can be
viewed on this computer,

Enable. .. I

Settings

Certificates
Use certificates For encrypted connections and identification,
Publishers |

Clear 550 skate | Certificates |

A ibeaTmranlzbe

Figure 8: Internet Options > Content > Certificates

Certificates

Intended purpose:

Intermediate Certification Authorities  Trusted Rook Certification Authorities | Trusted Publ 4 | 4

21

Issued To I Issued B I Expiratio... I Friendly hame Iﬂ
[Elaas Certificate Ser...  AAA Certificate Services  01/01/2029  Comodo ABA Ce..., e
Elaaamicrosemize AAAMicrosemiGG 28/11/2012  <Mone=

ABA.ECOM Rook C&  ABAECOM Rook CA 09/07/2009  DST (ABA.ECOM...
F\C RALZ DMIE AC RAIZ DMIE 09/0212036  DIRECCION GEM...
P.-CERT ADYANCED A-CERT ADVANCED 23/10/2011  A-CERT ADMANC...
Agence Mationale d... Agence Mationale de ... 12/08/2037 Agence National...
Agence Mationale d... Agence Mationale d= ... 12/08/2037  Agence Mational...

[E &merica Online Roo... &merica Orline Raak ... 19/11/2037  America Online R...

=l smerica Online Roo...  America Orline Raot ... 29/09/2037  America Online R... ﬂ
| vnn [P . e m——— e . et e ———

Import...L\\§J Expott,. | Bermoye |

Advanced, .. |

Figure 9: Trusted Root Certificate Authorities

2. Click Import.
The Certificate Import Wizard appears (Figure 10).

Certificate Inport Wizard

]

Welcome to the Certificate Import
Wizard

This wizard helps wou copy certificates, certificate trust
lisks, and certificate revocation lists From your disk to a
certificate stare,

4 certificate, which is issued by a certification authority, is
a confirmation of wour identity and conkains information
used ko prokect data or bo establish secure network
connections, & certificate store is the system area where
certificates are kept,

To continue, click Mesxt,

= Back Cancel

Figure 10: Certificate Import Wizard

3. Click Next.

4. Browse to the folder where you created private_ca.crt.
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5. Select the file.
6.
7
8

Click Next.

. Click Finish.
. Click End.

The new added certificate authority's file is displayed as typed in the "Common Name" field (MyCompany
MyState in Figure 9).

3.1.2.Uploading Private Certificate Authority File to Windows Firefox 3.0.5

The following procedure describes how to upload the private_ca.crt file to Windows Firefox Browser. This
procedure must be repeated for each computer used to browse to Midspan Secured Web Server.

1.

2.

On the menu baron the top section select:

Tools-> Options -> Advanced -> Encryption -> View Certificates

Options [5__(|
&= B @ &
Main Tabs Content  Applications  Privacy  Security | Advanced

General | Metwork |Update | Encryption

Pratocols \
Usze 55L 3.0 Usze TLS 1.0

Certificates
when a server requests my personal certificate:
) Select one automatically (8 Ask me every time

| Wiew Certificates | [ﬁevucatiun Lists ] [ Walidation ] [Securiti Devices ]

Figure 11: Tools-> Options -> Advanced -> Encryption -> View Certificates
The Manage Certificates window appears.
Click Authorities Tab.

P 0ad 0 V1O T B0

File Edit View History Bookmarks Tools Help

@ - 4y U I: L | https: /192, 168.0.50/web/config/cfg_ip.htm

Downloading Certificate

X

You have been asked to frust a new Certificate Authority (CA).

Do you want to trust "192,168.0.50" for the following purposes?

[ Trust this CA 1o identify web sites,  <fe—

[ Trust this C4 to identify email users.
[ Trust this C4 to identify software developers.

Before trusting this CA for any purpose, you should examine its certificate and its policy and
procedures (if available).

Examine Ca cerfificate

[ OK l I Cancel

Figure 12: Authorities Tab

3. Mark the Trust this CA to identify web sites box.
4. Click OK.

5. Scroll down the certificate name list; when the desired certificate name appears (for example
webmail.umac.mo) under the University of Macau, it means that the appropriate certificate is installed.
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6. Click OK.

3 Page Load Error - Mozilla Firefox

Eile

(<

Edit

YWiew  Higtory Bookrmarks Tools  Help

9 Certificate Manager

‘Your Certificates |Feople | Servers | Authorities | Others|

wou have certificates on file that identify these certificate authorities:

Certificate Mame Security Device
IFS Ca Timestarmping Certification Auth... Builtin Object Token
= IPS Seguridad CaA
IPS SERNVIDORES
B mscc-test
192,162.0,50 Software Security Device
= Met_ock Halozathiztonsagi Kt
Metock Minositett Kozjegyzoi (Class Qa)... Builtin Object Token
MNet ook Fxnre (Class O Tanusitvarwlk. . Biltin Ohiect Token

Builtin Object Token

All windows close.

Figure 13: Certificate Manager Example
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3.2.Creating the Certificate Files

The following procedure describes how to create certificate files. The files created are uploaded to the Midspan
or used to obtain a certificate from certified Certificate Authorities.

1. Run 02_make_certificate_files.bat, which contains the following text:

= set OPENSSL_CONF=openssl.cnf

= openssl genrsa -out web_ssl.key

= openssl req -new -key web_ssl.key -out web_ssl.csr

= openssl x509 -req -days 365 -in web_ssl.csr -CA private_ca.crt —Cakey
= private_ca.key -CAcreateserial -out web_ssl.crt

2. Enter the following information:

Country Name (two letter code) [AU] us

State or Province Name (full name) [Some-State] MyState

Locality Name (e.g., city) [] MyCity

Organization Name (e.g., company) [Internet Widgits Pty Ltd] : MyOrganization

Organizational Unit Name (e.g., section) [] MyUnit

Common Name (e.g., YOUR name) [] 192.168.0.50

Email Address [] \/Must match
3. Enter the following 'extra' attributes to be sent with your certificate request: Midspan IP

Address
= A challenge password []

= An optional company name []
Four files are created:

= private_ca.srl

= web_ssl.key — Contains Midspan secured Web server private key. This file must be uploaded to a
Midspan with the same IP address (see procedure below — Section 3.4) as typed when the
02_make_certificate_files.bat batch file was executed.

= web_ssl.csr — Contains Midspan secured Web server certificate request. This file is equivalent to the
certificate request file being generated by Microsoft IIS Web Server/Apache Web Server.
NOTE:

& This file is utilized to obtain a certificate from certified Certificate Authorities such as VeriSign,
T Thawte (see below; how to obtain certificate from authorized certificate authorities).

= web_ssl.crt — Contains Midspan secured Web server certificate. This file (together with web_ssl.key)

must be uploaded to a Midspan with the same IP address (see Section 3.4, as entered when the
02_make_certificate_files.bat batch file was executed.

NOTE:

& Batch file 02_make_certificate_files.bat must be executed for each Midspan being installed on the
& Network. Midspan's IP address must match the IP address as typed when the 2" patch file was

executed.
Copyright © 2011 Microsemi Page 12
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3.3.Uploading a Private Key and Certificate Files to Midspan Secured Web Server

The following procedure describes how to upload the private key web_ssl.key file and certificate web_ssl.crt
file to the Midspan secured Web server.

1. Run TFTP Server.
The NBTFTP Server window appears (Figure 14).

=

Search Directanes:
DeATEMPY A 22 wour own private Certificate & <o A0D0

5

»xFemove |
wirite Directony
B B
[ Enable 'Wiites [ Start Minimized
Ahout |
Status
IFinished E wit |

Figure 14: NBTFTP Server
2. Click Add.

3. Browse to the required directory and add a folder containing the web_ssl.key and web_ssl.crt to the TFTP
Server root path.

4. Click Exit.

5. Via RS232 or Telnet, connect to the Midspan (Telnet default administrator user name is admin and the
password is "password").

6. Click Esc.
7. Select Configuration & maintenance menu.
8. Download the Web SSL Certificate. Figure 15 illustrates the process.

a. Type "Y" when requested to download the Web SSL certificate to Midspan.

b. Type "Y" when requested to verify that you have a Private Key & Certificate Files
c. Enter the TFTP Server IP address.

d. Enter the private key file name: web_ssl.key

e. Enter the certificate file name: web_ssl.crt

Download WEB 38L certificate from TFTP Server — are you sure CY-N.ESC) 7
Uerify that Private—HKey & Certificate filesz are on TFIFP Server — <Y-/N_ESC> 7

Enter remote TFIP Server IP addre=ss z192_168.4.48

Enter WEB S5L Private—-Key file name <for example weh_ssl.keyr:-web_s=z1.key

TFTP =tart.._HReceived 493 hytes

Enter WEB S5L Certificate file name <for example web_s=sl.crtld-web_s=sl.crt
TFTP =tart..._Received 713 hytes

Manager module will be RESET in 1 Sec **

Figure 15: Download Instructions
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Upon successful downloading of the web_ssl.key and web_ssl.crt files, the Midspan Network Management
module resets itself without affecting the operational PoE ports.

9. Close and reopen your Web browser.

Copyright © 2011 Microsemi Page 14
Rev 1.3 / 15-Sep-09 Analog Mixed Signal Group
1 Enterprise, Aliso Viejo, CA 92656, USA; Within the USA: (800) 713-4113, Outside the USA: (949) 221-7100 Fax: (949) 756-0308



71 Systems’ "’

Creating SSL Certificate for Midspan Secured Web Server B o

3.4.Enabling the Midspan Secure Web SSL
1. Browse to Midspan IP address (for example 192.168.0.50).

2. From the System Configuration menu, select Security (Figure 16).

System Configuration Port Configuration

System Configuration - Metwork

System Configuration - SHMP

System Confi QUIrg_System Configuration - SNIPv3
System Configuration - Security
@ymem Configuration - RADIUS

Web Secure Access & Configurati e Access
System Configuration - UPS Pwr Management
Protect View by Password System Configuration - Product Parameters le Telnet/ SSH ITeInet vl
User Mame S);ﬂem e I le Weh SSL Encryption I

Password [rooceees Enable SSL
Figure 16: Enabling SSL

3. Mark the Enable SSL checkbox.

4. Click Update.

5. Click Save.

6. Close and reopen your Web browser. Note that https appears in the URL address field and the lock symbol

is depressed (Figure 17).

f:" Port Configuration - Detailed - Microsoft Internet Explorer provided by Microsemi Corp.

@A - |g, https: f192.168.0.50/webfP1Z/configfcFg_paorts_detail_sp.htm j % 2| X I-C
J File Edit Wie Favorites  Tools  Help J GDLngB|Cv j Go +{‘§j ﬁ - | 37 Bookmarksv 5]269 blocked "?Che’ % Autaligk |
W (& port fenfiguration - Detailed | | / J B - B - m

Valid Certificate

Configuration

System Configuration

Port Configuration - Detailed

#| En. Priority Max Terminal Type / Description #|En. Priority Max Terminal Type / Description
Dis. Power Dis. Power

(v =] |[es =] [— P few  =l{[ee =] |—

¥ |Jw =l |J1es  =| [— W |[w =] |[ee  =l| [—

@ [ow Sl|[es | = @ |[owSl[es S| =

W |jw =l |J1ee = [~ W |[ow  =||]1ee  =| [~

W (Jow =] |[es ]| [— W few =]{[ee =] |—

W |Jw =l |[1ee =] | [— W |[ow =] |[1ee  =l| [—

Actions on All Ports Save Options
M |fow =] |[es =]|]
il Sat I Sat | Sat | Update | Cancel Update & Save

Figure 17: Port Configuration — Detailed Window

NOTES:

@ All Midspan's Web pages beside the main Web page and View-Status Web pages will be SSL encrypted.

View-Status Web page isn't encrypted, as it combines many images that slow down the Web page display
over the SSL connection.
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4. Obtaining SSL Certificate from Authorized Certificate Authorities

This section details how to obtain certificate authority files from authorized sources. The procedure consists of
the following steps:

= Creating a Secured Web Server Private Key File, page 17

= Creating the Information Files, page 18

= Uploading a Trusted Key and Certificate Files to Midspan Secured Web Server, page 19

= Enabling the Midspan Secure Web SSL, page 20
Figure 18 describes the flow required to obtain SSL Certificate from an authorized certificate authorities such as

Verisign, Thawte and Updating Midspan Secured Web Server. Use the chart to determine which steps are
needed for your particular setup.

No
Does Midspan IP address has a valid DNS name

which can be accessed from all over the world? *

Yes
Obtain valid worldwide DNS name for Midspan IP
address - mandatory requirement by certificate
authority companies

Already created Midspan private key file named Yes
web_ssl.key (has to be done only once even
when using several Midspan units)?

* No
Section 4.1:
Execute batch 01_generate_private_key.bat file to create:
web_ssl.key

No 1. New Midspan on the Network?
2. Midspan IP was changed?
3. Created new web_ssl.key private key file?

|
Section 4.2: Yes

Execute 02_create_certificate_request.bat batch file to create:
web_ssl.csr. Purchase certificate from official certificate authority
by providing web_ssl.csr file.

Section 4.3:
Copy provided certificate to web_ssl.crt file

Section 4.4:

1. Place web_ssl.key and web_ssl.crt files on TFTP Server root.

2. Access Midspan via RS232/Telnet/SSH. Upload files to Midspan
secure web server

Section 4.5
Enable Midspan Secure Web SSL

\

- o )

Figure 18: Obtaining a SSL Certificate from Authorized Certificate Authorities Process
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4.1.Creating a Secured Web Server Private Key File

The following procedure describes how to create a secured web server private key file. This file is to allow other
Midspan devices to be added to the network.

1. Switch to Use official Certificate Authority folder.
2. Run the 01_generate_private_key.bat batch file containing the following:

= set OPENSSL_CONF=openssl.cnf
= openssl genrsa -out web_ssl.key

The batch file creates a secured Web server private key file, web_ssl.key.

NOTE:

& The Web_ssl.key file must be created only once. Save the created web_ssl.key file for later use in cases
& where another Midspan is added to your network, or the Midspan IP address should be changed.
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4.2.Creating the Information Files

The following procedure describes how to create the files containing the relevant information required for the
certificate procedure. The files created are used when purchasing a valid certificate from the certificate authority
company.

1. Run the 02_create_certificate_request.bat batch file containing the following:

= set OPENSSL_CONF=openssl.cnf
= openssl req -new -key web_ssl.key -out web_ssl.csr

2. Enter the following information:

Country Name (two letter code) [AU] us

State or Province Name (full name) [Some-State] : MyState

Locality Name (for example, a city) [] MyCity

Organization Name (for example, company) [Internet Widgits Pty Ltd] MyOrganization
Organizational Unit Name (for example, section) [] :MyUnit

Common Name (for example, YOUR name) [] www.MyMidspan.com
Email Address [

3. Enter the following 'extra’ attributes to be sent with your certificate request:

= A challenge password []
= An optional company name []

One of the files created is the web_ssl.csr: This file is equivalent to the certificate request file generated by
Microsoft IS Web Server/Apache Web Server.

4. Approach your preferred certificate authority company. Provide them with the web_ssl.csr file and purchase
a valid certificate. Save the purchased certificate as web_ssl.crt.
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4.3.Uploading a Trusted Key and Certificate Files to Midspan Secured Web Server

The following procedure describes how upload the Trusted Key and Certificate Files to Midspan Secured Web

Server.

1. Upload the web_ssl.key (created in Section 4.1) and certificate web_ssl.crt (created in Section 4.2) files to

the Midspan secure web server.
2. Run the TFTP Server (Figure 19).

Search Directonies:

= NETFTP server

Write Directony:

A TEMPYddYU e wour own private Certificate &

3

=101 x|

< AabD |
»»Remove |

||::x
[T Enable ‘wiites

Statuz

[ Start Minimized

IFinished

(]

Abot |
E xit |

Figure 19: NBTFTP Server Window Dialog Box

3. Add a folder containing the web_ssl.key and web_ssl.crt to the TFTP Server root path.

4. Via RS232 or Telnet, connect to the Midspan (Telnet default administrator user name is admin and

password is "password").

5. Click Esc.

6. Select Configuration & maintenance.
7. Download the WEB SSL Certificate.

Download WEB S5L certificate from TFTP Server — are you sure <Y-/HN_ESC> 7

Verify that Private—-Hey & Certificate files are on TFTP Server — (Y-N.ESC> 7

Enter remote TFTP Server IP address :192.168.8.48

Enter WEB SS5L Private—Key file name <(for example web_ssl._keyd:ueh_s=sl_key

TFTP start...Received 493 hytes

Enter WEB S5L Certificate file name (for example web_ssl.crtl:ueb_ssl.crt

TFTP start....Received 713 hytes
Manager module will he RESET in 1 Sec tt

a. Type "Y" when requested to download the Web SSL certificate to Midspan.

b. Type "Y" when requested to verify that you have a Private Key & Certificate Files

c. Enter the TFTP Server IP address.
d. Enter the private key file name: web_ssl.key
e. Enter the certificate file name: web_ssl.crt

After successful downloading of both the Web_ssl.key and the Web_ssl.crt files, the Midspan Network
Management module resets itself without affecting the operational PoE ports.

8. Close and reopen your Web browser.

Copyright © 2011
Rev 1.3/ 15-Sep-09

Microsemi
Analog Mixed Signal Group

Page 19

1 Enterprise, Aliso Viejo, CA 92656, USA; Within the USA: (800) 713-4113, Outside the USA: (949) 221-7100 Fax: (949) 756-0308



Creating SSL Certificate for Midspan Secured Web Server

*" from Microsemi.

4.4.Enabling the Midspan Secure Web SSL

The following procedure describes how to place key files on the TFTP server and then upload them to the

Midspan secure web server.

1. Browse to Midspan using its DNS name or IP address (for example 192.168.0.50).

. From the System Configuration menu, select Security.

2
3. Enable SSL.

4. Click Update & Save.
5

Close and reopen the Web browser using the DNS name only. Https appears in the URL field and the lock

si/mbo/ is depressed.

Note: Do use the IP address, as the SSL certificate from an authorized certificate authorities is provided only for

DNS name and not specifically for IP address. Browsing via a specific IP address is valid only for trial

versions).

System Configuration

System Configuration - Network

Port Configuration

System Configuration - SNMP

System Configuration - SNMPv3

System Configura

Web Secure Access & Configurati

System Configuration - Security

@ystem Configuration - RADIUS

e Access

System Configuration - UPS Pwr Management

Protect View by Password

System Configuration - Product Parameters

le Telnet/ S5H

User Mame

System Configuration - Maintenance

le Web SSL Encryption

Password

Enable SSL

ITeInet vl
I

—¥

Figure 20: Enabling the SSL

f:" Port Configuration - Detailed - Microsoft Internet Explorer provided by Microsemi Corp.

@‘ s =[] https:ff192.168 .0 50/web{P 12/config/cfg_ports_detai_sp.htm

L& [ (%]

JFi\a Edit Vil Favorites  Tools  Help JGDuglc|C,v

~leo | @ B - | £ sockarks~ Ehzssblocked | Choglfy & ol

W Erort

onfiguration - Detailed |

/Jff?‘ivﬂvm

View

Syste

m Configuration

Port Configuration - Detailed

Port Configuration

Valid Certificate /

#[En.|  Priority Max Terminal Type / Description
Dis. Power

P |Jeow =l ([wes = |[—

P |Jow =l ([t =] | [—

F|Jow =l |[es =] |[—

wllow d|lee o] =

¥ |Jow =] |[ee =] | [—

W |Jrow =l |[ws x| [—

Actions on All Ports
W |[ow =] |[1es =[]

#|En.| Priority Max Terminal Type | Description
Dis. Power
P |[ow  =l{[es =[] [—
e =|[ee =] =
7 |[ov_=l|[ee 31| =
e e o
e | e =
m|[ow  ={[wes =[] [—
Save Options
Update | Cancel | Update & Save

Figure 21: Port Configuration Window Showing Secure Browsing

NOTE:

&

over the SSL connection.

All Midspan Web pages besides the main Web page and View-Status Web page will be SSL encrypted.
View Status Web page isn't encrypted, as it combines many images that slow down the Web page display
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5. Appendix A: Evaluating a Thawte Certificate

Thawte offers an option to obtain a free SSL trial certificate which is good for 21 days. The following procedure
describes how to download and install this certificate.

5.1.Creating the Certificate
1. Execute 01_generate_private_key.bat.
The web_ssl.key private key is created.
2. Execute 02_create_certificate_request.bat.

3. Enter the following information:

Country Name (2 letter code) [AU] : us

State or Province Name (full name) [Some-State] : MyState
Locality Name (e.g., city) [] : MyCity
Organization Name (for example company) [Internet Widgits Pty Ltd]: MyOrganization
Organizational Unit Name (for example, section) []: MyUnit
Common Name (for example YOUR name) []: 192.168.0.50
Email Address []:

Enter the following 'extra' attributes to be sent with your certificate request
A challenge password []:
An optional company name []

Must match
Midspan IP
Address

The web_ssl.csr file is created.

4. Browse to https://www.thawte.com/cgi/server/try.exe.

The web page shown in Figure 22 appears.
Select the SSL 123 Certificate radio box.
Open the web_ssl.csr file in Notebook.

Copy the file contents.
In the text box, paste the file.
Click Next.

© © N o o
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21-Day Free SSL Trial Certificate

[ Test Server Compatibility and Installation Process |

Support Wielcome to thawte's test certification system where you
can test drive our server certificates for FREE. Simply
download a test server certificate and check how it works

[Secu for you.

by,
(D thante Before you get started:
i 2008-04-24 |

“'ou wil need to generate a Certificate Signing Request (C5R) and
private key pair off vour web server. Instructions for popular web
servers are available on our support site - click here.

W select your trial certificate

Select this

. " SGC SuperCert (Microsoft IS Web Servers)
option

™ SGC SuperCert (Other Web Servers)

" S5L Web Server Certificate (Al servers)
\ﬁ' S5L123 Cerificate (All servers)

m configure certificate

If vou reguire the cerificate output in PKCS #7 format, check the
following option.

Note: this iz not required for a normal web server certificate so it iz
=afe to ignore if you are unsure

[ PKCS #7 Select this option for servers that use Java JOK
keysztore - including Tomcat and Jetty.

W certificate signing request (CSR)

Place
web_ssl.csr
file content

You need to generate a Certificate Signing Reguest (C3R) on your
web server. If you require assistance, please refer to thawte's
support documentation click here.

Please copy and paste your Cerificate Signing Reguest into the
space below:

—BEGIN CERTIFICATE REQUEST— -

MIIBK=CE1gIBADBxMOswCOY DVRQGEwJWUzEQMA4GAT

UECEMHTXITdGFIZTEPMADGATUEB:xMGTXIDaXRE

MRewFOYDVOOKEwSNe Sy Z2FuaXphd GIvejEPMAIGAT

UECxMG

THIWVemIDMRUWEwYDVQQDEwwxOTIuMTY 4

LiAuNT A DANBgkghkiGSwD
AQEFAANLADBIAKEAgqUMtzodl ELAIDwWRdDATVEZ

BKCfl+vjjABxhEul DyREg NwjwAgnsED KRV yoLrBwjj nE}WE—

+jkUntzD121

'wiDAQABoAAWDOY JKoZlhweNAQEEBQADDQRIHNES

+55jumngtbvZKBL4A1 TOBI24tWWid KB Roe2RVNbd Pigs

nWnTZg7MjlkSesSwgRg TgzojLSlapGyk TWARUS

—EMND CERTIFICATE REQUEST—

Press Next

Important:

® These certificates are for testing and evaluation only.
They will generate errors with browsers that do not
have the regquired Test CA Root Certificate manualty
installed in the browser.

& Qurtest certificates are valid for 21 days and coms
with ABSOLUTELY NO WARRANTY!

& These cerificates are not compatible with some web
servers, due to constraints imposed by their
developers.

What does it mean?

Root Cartificats:

A zelf-zsigned Cerificate Authority cerificate that identifies
a CA. Trusted roots are preloaded into browsers =o that
their certificates operate with no uzer intervention.

Private Kay:

A numeric code used to decrypt messages encrypted
with a unigue correzpending public key. Integrity of
encryption depends on the private key being kept secret.

Fublic Kay:

A numeric code which enables encryption of messages
zent to the holder of the corresponding unigue private key.
The public key may be freely circulated without
compromizing encryption while increasing the efficiency
and convenience of enabling encrypted communication.

Certificate Signing Request (C5R):

A Public Key that you generate on your 2erver that
validates the computer =pecific information about your
web =erver and Organization when you reguest a
Certificate from thawte.

----- BEGIM CERTIFICATE REGUEST---

MIIEA JCCOTS CAGMNG 2 L Cz A  BgHVBAYTAWVTH Rew F Y DVE &
IEw30b3J0aCEDYE b GIuYTE AMBAGATUEEXMHUSFs 2vinal
EdME=sGASUEChMUWGhhdIRITEMvbn M1BHRR brocgh2 Mx Gz
LZEgMVELsTE Rlc2Rpbmeg R G 3 0b Ao d DEFMED G UE
Boc M3 crndhbiwlud Ghhe3Nzd2RI LmNeb TCEBnzAMEghkg

hki Gaw0BAGEF, Ej El Fazaki qJg o
bBH2WwazadtoM 3 ZMaZTalM bzqlC
GeltweHGaggM 20 Oi GHeuSqavMkF

Rz @lpwkaEEzD Lxrmw DUl Zen TR AT K36 Ro GToSWeE OER|
Untzhs2 CohwEALa00MO0GCSq G503 DREEBEBLUASAGEANI BT
STiymmi Hrraew THE 4 CUHE Buly O WjzcuaTES QUDC M FRWHEL 0
QiZrmz Hb GEKTxPigaanhkl 22U G EzlnMromd S N4E Nwwrhk 02 Oyt
hzF+kinFl jHeEEFh HE3A0E DS Ex 202 yMk Twadi 28 5qF C1ALwrg
Ayohibl DERI=E101 QuPaEL

----- EHD CERTIFICATE REQUEST-----

Figure 22: Setting Up the Trial Certificate

10. Create a file named web_ssl.crt.

11. Copy the created certificate text and paste the text into web_ssl.crt.

The certificate you had received is signed by Thawte certificate authority. However the certificate still has to be

installed on your Web browser (evaluation version).
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5.2.Uploading the Certificate

1. From: htips://www.thawte.com/roots/ download thawte-roots.zip (this is the Thawte Test CA Root
Certificate).

2. Unzip the file and locate the Thawte Test Roots\Thawte Test Root.cer file.

3. Open Internet Explorer 7 (or any other browser).

4. Add the certificate to the Trusted Root Certification Authorities list by performing the following (detailed in
Sections 3.1.1 and 3.1.2):

Tools>Internet Options>Content>Certificates>Trusted Root Certification Authorities>Import>Select
Thawte Test Root.cer>Next, Next, Finish.

=]

File bo Empest
Seacly the Nl o want b import,

[l e [\.P
Do TEMPid Thasete Test Root cer Eroves. ., |

Kot Mors than ore cerbificate con be stoned in & sngis Fis n the folioveng foemats:
Personal Information Exchange- PUCS #12 { 7R, P12)
Cryphogr sphic Megeags Syntax Standard- FRCS 7 Certificates [ PTD)
Microsoft Sarialond Certficate Shors {53T)

-\:m|m.t:\-]c,u-u|]

Figure 23: Importing a Thawte Certificate

5. Using the TFTP server, upload the web_ssl.key and web_ssl.crt files into the Midspan's secured Web
server (refer to Section 3.3 or Section 4.4 for details).

6. Reopen your Web browser and browse to IP address (192.168.0.50), to one of the configuration Web pages
(it is assumed that Midspan SSL option was already selected).

7. Click the lock icon to view certificate details and expiration date (21 days).

(f'PDrt Configuration - Enable /Disable Ports - Microsoft Internet E

@A - |g https:f192,168,0,50/webfP1Z{configfcfg_ports_en_dis.htm j % 3| X
x
J File Edt ‘Wew Favorites Tools  Help J GOLJgIE|C' ;IGD +ﬁj E’ -

Autalink|
: ﬁ Website Identification e
s

{:? e (& Port: Configuration - EnableyDisable Ports | | -8 -

Thawte Test CA Root
has identified this site as

System Configuration Port Configura 192.168.0.80 "

This connection to the server is encrypted.

Should I trust this site?

Port Configuration - Enable/Disable Ports

Yiew cettificates

Actions on All Ports Save Options

Enapled | Dieabled | vpgate | cancel | Updste & Save

Figure 24: Viewing the Certificate
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6. Appendix B: Evaluating a VeriSign Certificate

VeriSign offers an option to obtain a free SSL trial certificate which is good for 14 days. The following procedure
describes how to download and install this certificate.

6.1.Creating the Certificate
1. Execute 01_generate_private_key.bat.
The web_ssl.key private key is created
2. Execute 02_create_certificate_request.bat.

3. Enter the following information

Country Name (2 letter code) [AU] : us

State or Province Name (full name) [Some-State] : MyState
Locality Name (e.g., city) [] : MyCity
Organization Name (for example company) [Internet Widgits Pty Ltd]: MyOrganization
Organizational Unit Name (for example, section) []: MyUnit
Common Name (for example YOUR name) []: 192.168.0.50
Email Address []:

Enter the following 'extra' attributes to be sent with your certificate request

A challenge password []:

. Must match
An optional company name []

Midspan IP
Address

The web_ssl.csr file is created.

Browse to verisign - free ssl trial.

Fill in the details and click Continue.

In the page that appears, click continue

Fill in the Technical Contact information and click continue.

© N o o &

From the Server Platform drop-down list, select the Server not in list option.
9. From the What do you plan to use this SSL Certificate for? (optional) drop-down list, select Other.
10. In Notebook, open and copy the web_ssl.csr file.
11. Paste the file into text box and click Continue.
12. Click Continue.
13. Fillin the Challenge phrase information and click Continue.
14. Click Accept.
Your Trial SSL Certificate and installation instructions will be sent to you via email.
Copy the created certificate text to file named web_ssl.crt.

The certificate you had received is signed by VeriSign certificate authority. However the certificate still has to be
installed on your Web browser (evaluation version).
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6.2.Uploading the Certificate

Detailed instructions on how to upload the VeriSign certificate can be found at verisign-test-root-ca (Figure 25)

Products & Senvices Solutions Support About Veri Sign

“ou Are Here: US Home = SSL Certificates = Buy SEL Cerificates = Free SSL Trial Certificate = Test Root CA
Ingtructionz

Free Trial S5L Certificate
Test Root CA Instructions

In erder to test the use of a trial certificats, you muzt inztall a zpecial Tezt CA Root on each browser that yvou
will be uzing in the test. (Thiz requirement iz to prevent fraudulent uze of texst cerificates. VWhen vou purchaze
a reqular S3L Certificate, vour uzers will not have te go through thiz 2tep.)

Note: Some ervers reguire yvou to install the Trial Root CA certificate onto the server prior to ingtalling the S5L
certificate. Pleaze refer to yvour Server vendor for further infermation.

Trial Root Cenrtificates

Secure Site Trial Root CA Certificate ==
Thiz Reot CA Certificate iz uzed during the testing phaze of the Trial WeriSign Securs Site SEL Certificate. Thiz
will need to be ingtalled into each browser that will be uzed to test the SSL Certificate.

Installation Instructions

For Microsoft Browsers

Click on the “Secure Site Trial Root Certificate” link above.

Save the certificate into a file with a .cer extenszion.

Open a Microzoft IE Browser.

Go to Teelz = Internet Optionz = Content = Certificates

Click Impert. & certificate manager Import Wizard will appear. Click Mext.

Browse to the location of the recenthy =tored root (done in 2tep 2). Select ALL files for file tvpe.
Select the certificate and click Open.

Click Mext.

Select *Automatically zelect the cerificats =tore bazed on the type of the certificate”. Click Ok.
Click Next then Finizh.

When prompted and asked if vou wizh to add the following certificate to the root store, click ves.

SRR R NMN RN

R

For Netscape Browsers

1. Click on the “Secure Site Trial Root Certificate link™ above.

2. Save the cerificate into a file with a .cer extension.

3. Open a Netzcape browser.

4. Goto Edit = Preferences = Privacy & Security = Certificatez = Manage Cerificates = Authorities.

5. Click Impert

§. A dialog box appears that zays, “Are vou wiling to accept thiz Certificate Authority for the purpozes of
certifying other Internet zitez, email uzers, or 2oftware developerz?®. Check “Trust thiz CA to identify web
zite=". Click Mext.

7. Click Ok.

For Firefox Browsers

1. Click on the “Secure Site Trial Root Certificate link™ above.

2. Save the cerificate into a file with a .cer extension.

2. 0Open a Firefox browser.

4. Gote Teel = Optienz = Advanced = View Certificatez =Authoritiss.

5. Click Import.

§. Select the Trial Root certificats = click Open.

7. A dialeg box appears that 2ays, "Do you want to trust “eriSign Trial Secure Server Test Root CA” for the

following purpoze=?”. Check "Truzt thiz CA to identify web sites”.
8. Click OK.
Figure 25: VeriSign Test CA Root Certificate
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1. Using the TFTP, upload the web_ssl.key and web_ssl.crt files into the Midspan's secured Web server as
detailed in Section 4.3.

2. Reopen your Web browser and browse to IP address 192.168.0.50, to one of the configuration Web pages
(it is assumed that Midspan SSL option was already selected).

3. Click the lock icon to view certificate details and expiration date (14 days).

(,;'Port Configuration - Enable/Disable Ports - Microsoft Internet Explorer provided by Mic

@:—: - |g https:f§192,168.0,50/web/P12{config/cfg_ports_en_dis.htm j| % || X
x

J File Edit ‘iew Favorbes  Tools  Help J GDUglC|CV LIGD +® ﬁ - Website Identification by Autolink)

* '1'?? '_r,éPUrt Configuration - Enable/Disable Ports | | o {3 -
Thawte Test CA Root
has identified this site as:

View System Configuration Port Configura skl 'i
This cannection to the server is encrypted.
F = = Should [ trust this site?
Port Configuration - Enable/Disable Ports

Wiew cerificates

Actions on All Ports Save Options

Enabled Disabled | Update | cancel | Update & Save

Figure 26: Viewing the Certificate
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The information contained in the document is PROPRIETARY AND CONFIDENTIAL information of Microsemi
and cannot be copied, published, uploaded, posted, transmitted, distributed or disclosed or used without the
express duly signed written consent of Microsemi If the recipient of this document has entered into a disclosure
agreement with Microsemi, then the terms of such Agreement will also apply . This document and the
information contained herein may not be modified, by any person other than authorized personnel of Microsemi.
No license under any patent, copyright, trade secret or other intellectual property right is granted to or
conferred upon you by disclosure or delivery of the information, either expressly, by implication, inducement,
estoppels or otherwise. Any license under such intellectual property rights must be approved by Microsemi in
writing signed by an officer of Microsemi.

Microsemi reserves the right to change the configuration, functionality and performance of its products at
anytime without any notice. This product has been subject to limited testing and should not be used in
conjunction with life-support or other mission-critical equipment or applications. Microsemi assumes no liability
whatsoever, and Microsemi disclaims any express or implied warranty, relating to sale and/or use of Microsemi
products including liability or warranties relating to fitness for a particular purpose, merchantability, or
infringement of any patent, copyright or other intellectual property right. The product is subject to other terms
and conditions which can be located on the Web at http://www.microsemi.com/legal/tnc.asp
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