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Preface

About this document

This demo is for SmartFusion®2 system-on-chip (SoC) field programmable gate array (FPGA) devices. It
provides instructions on how to use the corresponding reference design.

Intended Audience

The following designers using the SmartFusion2 devices:
+ FPGA designers
+ Embedded designers
» System-level designers

References

Microsemi Publications

*  SmartFusion2 Programming User Guide
* SmartFusion2 System Controller User Guide
* SmartFusion2 Microcontroller SubsystemUser Guide

* SmartFusion2 SoC FPGA Remapping eNVM, eSRAM, and DDR/SDR SDRAM Memories
Application Notes

» Configuring Serial Terminal Emulation. Programs Tutorial

See the following web page for a complete and up-to-date listing of SmartFusion2 device documentation:
http://www.microsemi.com/products/fpga-soc/soc-fpga/smartfusion2#documents.
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Introduction

You can use in-system programming (ISP) to reprogram for design iterations and field upgrades.
SmartFusion2 devices support ISP using the universal asynchronous receiver/transmitter (UART)
interface. This document describes how to program the following using ISP through the UART interface:

+ embedded Nonvolatile Memory (eNVM)
*  FPGA Fabric
+ Both the eNVM and the FPGA Fabric

For information on different programming modes supported by SmartFusion2.SoC FPGAS, see the
SmartFusion2 Programming User Guide. For information on system controller programming services,
see the SmartFusion2 System Controller User Guide.

Requirements and Details

Table 1+ Reference Design Requirements and Details

Reference Design Requirements and Details

| Description

Hardware Requirements

SmartFusion2 Development Kit
* 12V adapter

* FlashPro4 programmer

* USB A to Mini-B cable

Rev C or later

USB-RS232 Serial adapter or RS232 cable

Host PC or Laptop

Windows 64-bit Operating System

Software Requirements

Libero® System-on-Chip (SoC) for viewing the design
files

*  FlashPro Programming Software v11.3

1.3

Host PC Drivers

USB to UART drivers

Demo Design

Introduction

The demo design files are available for download from the following path in the Microsemi® website:
www.microsemi.com/soc/download/rsc/?f=sf2_isp_using_uart_interface_demo_df

The demo design files include:
» Libero SoC software project
+ STAPL programming files

* UART Host PC Loader application (M2S_UARTHost Loader.exe)

* Sample programming files
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Figure 1 shows the top-level structure of the design files. For further details, see the readme . txt file.

<download folder>
L sf2 isp using uart interface demo df

host tool and samples
libero

stapl programming file

readme. txt

Figure 1+ Demo design files top level structure

Figure 2 describes the demo. The SmartFusion2 device application’ configures. the MMUART_1
peripheral for serial communication and initializes the system controller to run the ISP, service. The UART
Host PC Loader initiates the communication with the SmartFusion2 device through the UART interface
and sends the data bitstreams to the ARM® Cortex™-M3 processor.

The Cortex-M3 processor sends the received blocks of data to the system controller ISP service. The
system controller ISP service executes the ISP operation in the requested mode and reports the status to
the Cortex-M3 processor. See "Demo Design Description” on page 7 for information on modes of

operation.
System MSS Cortex-M3
N~ 00
Controller v i g .| MMUART_t
L v A
comm_ [T comii Cache eNVM_0 eNVM_1 Y
BLK BLK Controller APB_1_|
75 1] ; A
.. ] _j‘_—'( ’x( A < Host PC
N I e R DR -’ \ y
siI P S AHB Sl \ Y / \
Master | Y Master < > .
ol AHB Bus Matrix
A A -
Y usi Y wtac ‘ Data Transfer using
————— UART from Host
PC
FPGAFabric — Programming eNVM and/or
Fabric using System
Controller ISP Service
SmartFusion2

Figure 2 »

Top-Level demo diagram

There are two ways to connect the Host PC to the SmartFusion2 device:
Using the USB-RS232 Serial adapter or the RS232 cable.

— See "Running the Demo Design" section on page 12.

Using the USB to UART (FTDI) interface.

— See "Appendix 1: Connecting the SmartFusion2 Device to the Host PC Through the USB to
UART (FTDI) Interface" on page 20.
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Demo Design Features

The demo design performs three types of programming based on the input provided by the programming
file.

+ eNVM programming: The ISP programming service programs only eNVM. In this case, the input
programming file has only eNVM content.

* FPGA Fabric programming: The ISP programming service programs only the FPGA Fabric. In
this case, the input programming file has only the FPGA Fabric content.

+ eNVM and FPGA Fabric programming: The ISP programming service programs both the FPGA
Fabric and eNVM. In this case, the input programming file has both the FPGA Fabric and eNVM
content.

Demo Design Description

The ISP in SmartFusion2 devices is performed by the Cortex-M3 processor and the system controller.
The system controller manages the SmartFusion2 device programming and-handles the system service
requests. The SmartFusion2 device allows the Cortex-M3 processor to directly provide a bitstream to the
system controller for programming. The Cortex-M3 processor initializes the system controller and
receives the programming bitstream from the Host PC through the UART interface. The received
bitstream is sent to the system controller to execute the ISP service in.one of the following modes of
operation:

+ Authenticate: System controller ISP service validates the integrity of the input data bitstream and
reports the status information to the Cortex-M3 processor.

— For security and reliability reasons, Microsemi recommends that the bitstream is
authenticated before the program is executed,using the Authenticate operation mode. The
SmartFusion2 device application must commit only the bitstream for programming, after
successful authentication and the‘integrity-of the bitstream is validated.

* Program: System controller ISP service programs the following depending on the input data
bitstream:

— eNVM
— FPGA Fabric
— Both the eNVM and the FPGA Fabric

» Verify: System controller ISP service verifies the contents of the SmartFusion2 device against the
input data bitstream and reports the status information to the Cortex-M3 processor.

The system controller ISP service utilizes the COMM_BLK interface to receive the entire programming
data bitstream.as a continuous stream of bytes. Refer to the SmartFusion2 Microcontroller Subsystem
User Guide for more information on communication block (COMM_BLK).

The Cortex-M3 processor in the SmartFusion2 device can execute an application image from embedded
SRAM (eSRAM), eNVM or DDR/SDR memories. Refer to the SmartFusion2 SoC FPGA Remapping
eNVM, eSRAM, and DDR/SDR SDRAM Memories Application Notes for more information on remapping
techniques. In this demo design, the Cortex-M3 processor executes the ISP application image from
eSRAM while the eNVM programming taking place, that is during Program operation mode. In order to
execute the application image from eSRAM, the Cortex-M3 processor copies the ISP application image
(resides’in eNVM data client) to the eSRAM and remaps the eSRAM to the Cortex-M3 processor code
region. For Verify and Authenticate operation modes, the application image can be executed from either
eNVM or eSRAM since the eNVM programming is not taking place.

UART Host PC Loader

UART Host PC Loader (M2S_UARTHost_Loader.exe) is an executable program that transfers the
programming files (*.spi) from the Host PC to the SmartFusion2 Development Kit board.The
M2S_UARTHost Loader.exe file is executed from the command prompt. It is located at:
<download_folder>\sf2_isp_using_uart_interface_demo_df\host_tool_and_samples.

The syntax is:

M2S UARTHost Loader.exe <*.spi> <COM Port number> <Operation Mode>
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Arguments:
e *_spi programming file.
+ COM Port number.
* Operation Mode. See Table 2.
For more information, see "Running the Demo Design" on page 12.
Table 2 shows the ISP operation modes and the values that are supplied in the command for the modes.

Table 2 « ISP Operation Modes

Mode Value
Authenticate 0
Program 1
Verify 2

Programming Files
Sample programming files with the file extension . spi are provided to program:
« eNVM
*  FPGA Fabric
» Both the eNVM and the FPGA Fabric
The folder <download_folder>\sf2_isp_using_uart_interface_demo. df\host tool_and_samples contains
the following sample programming files.
* 1isp envm only.spi: Programs only eNVM. The eNVM client has a simple message display
program.
* 1isp fabric_only.spi: Programs only the FPGA Fabric. The FPGA Fabric has a light-emitting
diode (LED) blinking logic.
* 1isp fabric_and envm.spi:Programs boththe FPGA Fabric and eNVM. The eNVM client
has a message display program and the FPGA Fabric has an LED blinking logic.
* 1isp demo.spi: Thisis the..spi file format version of isp demo. stp file provided in
<download_folder>\sf2_isp_using_uart interface_demo_df\stapl_programming_file.

Note: For more information on generating . spi programming files, refer to the "Appendix 6: Generating
.spi Programming File using Libero" section on page 25.

ISP Execution Flow

Figure 3 on page 9 describes the ISP flow. The UART Host PC Loader starts the communication with the
SmartFusion2 device through the UART interface. On connecting with the SmartFusion2 device, the
UART Host PC Loader sends the programming file size and the ISP operation mode to the target
SmartFusion2 device. The SmartFusion2 device initializes the system controller and starts the ISP
service in the chosen operation mode.

On receiving the data request from the SmartFusion2 device, the UART Host PC Loader starts
transferring the input source programming file in blocks of 4 Kb data with cyclic redundancy check
(CRC). The SmartFusion2 device:

» _Stores the received 4 Kb data in a temporary buffer.
* Checks the CRC.
* Inputs the same data to the ISP service.

» Sends acknowledgment to the UART Host PC Loader for the 4 Kb data that was received and
requests to send the next block of 4 Kb data.
This operation repeats until the UART Host PC Loader transfers the entire file. The UART Host PC
Loader is notified with a status code when the ISP service completes the authentication or the verification
process. When the operation mode is Program, an internal device reset is generated for the new design
to take effect.
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Figure 3 shows the ISP execution flow.

Start
SmartFusion2 Device
Application

Start
UART Host PC

Loader

\

Initialize the communlca?lon with Initialize the UART
SmartFusion2 Device -
Initialize the system controller
\ \J
Send the ISP operation mode (as - Get the ISP operation
Authenticate, Program, or Verify) o mode
and transfer the *.spi programming
file to Smartfusion2 Device through
the UART interface
Authenticate Which ISP Program
operation mode?
Y
Verify Start the ISP service with
Program mode

Y
v

Start the ISP service with Start the TSP'service with .

Authenticate mode Verify mode Read bitstream from the
host PC and send as

input to the ISP service

A\ 4

\J \J
Readbitstream. from the
»  host PC and send as /
input to the ISP Service *.spi file
transferred

completely?

*.spi file
transferred
completely?

Start
New Design

Internal device reset for
new design to take

Application effect
Report the completion of the +
operation with status code to New design
Host PC execution
A Y

( Stop ) ( Stop )

Figure 3+ ISP Execution Flow
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Setting Up the Demo Design

1.
board.

Connect the Host PC to th

Connect the FlashPro4 programmer to the J59 connector of the SmartFusion2 Development Kit

e DB9-RS232 connector of the SmartFusion2 Development Kit board

using the USB-RS232 serial adapter cable or the RS232 cable.

When using USB-RS232 serial adapter cable, make sure that the USB-RS232 serial adapter
drivers are automatically detected. Figure 4 shows an example Device Manager window that has
Port listed under Ports (Comm & LPT). COM port number is required

the USB-to-Serial Comm

to run the demo design, so make a note of it.

e

&5 Device Manager

File

Action  View Help

&= = HEl®

4 =4 wi-kolagadim

-8 Computer

:> -+ Disk drives

> B Display adapters

> &4 DVD/CD-ROM drives

> ':1:“, Human Interface Devices

b g IDE ATA/ATAPI controllers

.. Keyboards

b ,ﬂ Mice and other pointing devices

> B Monitors

b ¥ Network adapters

Ports (COM 8¢ LPT)

I USE-to-5erial Comm Port (COM24) I
D Processors
» % Seund, video'and game controllers

.

P 48 System devices

» i Universal Serial Bus controllers

b

Figure 4 »

3. Connectthe jumpers on the SmartFusion2 Development Kit board, as described in Table 3 on
n jumper locations, see "Appendix 4: Jumper Locations" section on

page 11. For information o
page 23.

Device Manager window showing the USB-to-Serial Communication Port

Caution: Before making the jumper connections, switch off the power supply switch, SW7.

10
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Table 3 + SmartFusion2 Development Kit Jumper Settings

Jumper Number Settings Notes

J70, J93, J94, J117, J123, 1-2 closed These are the default jumper settings of the
J142, J157, J160, J167, Development Kit board. Make sure these
J225, J226, J227 jumpers are set accordingly.

J2 1-3 closed

J23 2-3 closed

J188, 197 1-2 closed « Jumper settings when using

MMUART_1. These are not set by
default and must beset manually.

* Leave these jumpers open if the
USB to UART (FTDI) interface is
used. See "Appendix 1: Connecting
the SmartFusion2 Device to the
Host PC Through the USB to UART
(FTDI).Interface" on' page 20

4. Connect the power supply to the J18 DC jack.

Alternate Setup

This demo can also be run using the USB to UART (FTDI) interface without using the USB-RS232 serial
adapter or the RS232 cable. See "Appendix 1:-Connecting the SmartFusion2 Device to the Host PC
Through the USB to UART (FTDI) Interface’ section on page 20 for information on how to connect the
Host PC to the SmartFusion2 Development Kit board for serial communication through the FTDI USB
interface using the USB A to Mini - B cable.

Board Setup Snapshot
Snapshots of the SmartFusion2 Development Kit board with all the setup made in both types of
connections are given in the following appendices:
+  "Appendix 2: Board Setup when Using the USB-RS232 Serial Adapter or RS232 Cable" on
page 21

+  "Appendix 3: Board setup through the USB to UART (FTDI) interface using the USB A to Mini - B
Cable" on page 22
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Running the Demo Design

1. Download the demo design from:

www.microsemi.com/soc/download/rsc/?f=sf2_isp_using_uart_interface_demo_df.

2. Switch ON the SW7 power supply switch.
3. Launch the FlashPro software.
4. Click New Project.
5. In the New Project window, type the project name.
& FlashPro =

File Edit View Tools Programmers Configuration Customize Help

0= 7 EE

Open Project “'
-

MNew Project

Project Name:

@ Single device

() Chain

Llx

FlashPro
Version: 11.3.0.112

15P_UART]
Project Location:
- C:\ProgramDataMicrosoftiWindow
|
Programming mode

NewProeet 1
NN
—

Release: vill.3 Help l [7 Ok ] [ Cancel

Checking for software updates. %

_r—[\AIIA Errors f\ Warnings ,}\ Info / w

Ready

MNe project loaded

Figure 5+ FlashPro New Project

6. Click Browse and navigate to the location where you want to save the project.
7. Select Single device as the Programming mode.

8. Click OK to save the project.

9. Click Configure Device.
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10. Click Browse and navigate to the location where the isp_demo. stp file is located and select the
file. The default location is:
<download_folder>\sf2_isp_using_uart_interface_demo_df\stapl_programming_file. The required
programming file is selected and is ready to be programmed in the device.

— —— Bl

- —
[ FlashPro - [ISP_UART] * = | 5 |

File Edit View Tools Programmers Configuration Customize Help

DEH ? % (EISREE AT BB R

Canfigure Device

Open Project = ‘iew Programmers %

> | o

x| Programming file

ISP_Dema.stp
| DATE MODIFIED Tue Jul 02 14:14:47 2013 - Mode: @ Basie, () Advanced
STAPL_FILE_NAME G:\ISP\ISP_Demo DF\Programming F. Lction
CREATOR FlashPro Versiom: wll.1
iz |pevIcz M2S050T = @ PROGRAM
= |PACEAGE MZ5050T-£g89¢ -
Elle= 201307708 A @ VERIFY
= E Z /07/02
S| |STAPL VERSION JESD71 ) ERASE
#| |IDCODE OFE021CE )
é IDMASK OFFFFFFF
t| |nEsTEN TISA_MSD 2
S| |4 n b
g
Wi
Q| | Chain Parameter... Inspect Device
=
i
A
i S . N V..
x| Driver : 3.0.0 build 1 -
o] programmer '73580"' : FlashPro4
f Created new project 'C:\ISP_UARTOle‘lTQEISP_UART.pro'
STAPL file 'G:\ISP\ISP_Demo_DFyProgramming Files\ISP Demo.stp' has been loaded successfully. L
DESIGN : USB _MSD; CHECKSUM : OCCE; ALG VERSICON & 1 T
All j, Errors Warnings Info
Ready G:NSPAISP_Demo_DF\Programming Files\ISP_Demo.stp  SINGLE
kL

Figure 6 « FlashPro project configured
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11. Click PROGRAM to start programming the device. Wait until you get a message indicating that
the program passed. ISP requires the SmartFusion2 device to be preprogrammed with the
application code to activate the ISP service. So, the SmartFusion2 device is preprogrammed with

the isp_demo. stp using FlashPro software.

— LEDs 5 to 8 blinking in the board indicates that the SmartFusion2 Device fabric is

preprogrammed successfully.

— — Y
[ FlashPro - [ISP_UART] * - - g SNRCN X
File Edit View Tools Programmers Configuration Customize Help
DEH ? % (EISREE AT BB R

Canfigure Device E::;;==
> > PROGRAM Tk
Open Project = gV\ewF'mglammarsg %
!
x
» Programmer Programmer Port Pro Pro
Name Type Status Enabled
173550 FlashPro4 ush73550 (USB 2.0 PAS
3
B8
=
=
&
4
E
E Refresh/RescanforProgrammers:
=
£
x| programmer '73580° : ~
o] programmer '73580" : Finishegd: Thu Aug 01 15:12:31 2013 (Elapsed time 00:01:50)
programmer "73530' : Executing action PROGREM PASSED.
@p- 0 -0 -k -0-o0 L
1 y— [0 +
All j, Errors Warnings )\Infu

Ready G:NSPAISP_Demo_DF\Programming Files\ISP_Demo.stp  SINGLE

Figure 7+ FlashPro program passed

12. Open the Command Prompt in the Host PC.

13. Navigate to the directory, where the UART Host PC Loader (M2S_UARTHost Loader.exe)is

located. The default location is:

<download_folder>\sf2 isp_using_uart_interface_demo_df\host_tool_and_samples.

14. Execute the M2S UARTHost Loader . exe file and launch the UART Host PC Loader to

program the:

— | FPGA Fabric

— eNVM

— FPGA Fabric and eNVM

Example command

Example command for programming both the FPGA Fabric
isp fabric_and _envm.spi file:

M2S UARTHost Loader.exe isp fabric and envm.spi 24 1

Where, 24 is the Com port number and 1 is the Operation Mode: Program

and

eNVM

using

the

14
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Figure 8 shows the UART Host PC Loader example command.

BN C\Windows\system32\cmd.exe |£|§|éj

C:nsf2 isp_using _uvart_interface_demo_dfshost_tool and samples>M28_UARTHost Loader.exe
Uzage for M25_UARTHost_Loader: M25_UARTHost_Loader.exe filename comportnumber mode
ISP modes : mode = B —> Authenticate ; mode = 1 —-> program ; mode = 2 —> verify

IC:~ef2_isp using_uvart_interface_demo_df-host_tool_and_samples>M25_UARTHost_Loader.exe dsp_fabric_and_envm.spi 24|1_

Figure 8+ UART Host PC Loader example command

Resetting the board

If the UART Host PC Loader is not connected to the SmartFusion2 Development Kit board, press the
switch, SW9 to reset the board.

Figure 9 shows an example message that instructs to reset the board.

BN ChWindows\system32\cmd.exe |£I£_hj

C:~asf2_isp using_uvart_interface_demo_dfshost_tool_and_samples>*M25_UARTHost_Loader.exe isp_demo.spi 7 2
Serial port “»_“COM? successfully reconfigured.

Please make sure Smartfusion2 dev kit is running
Rezet the Dev Kit bhoard hefore launching this host loader application

Handzhaking with Smartfusion2 Dev Kit Started

Handshake fail

Please reset the SmartFusion2 Dev Kit Board

restart this hostloader application with correct perameters

C:wsf2 isp using vart_interface_demo_df-host_tool and samples>

h — y)

Figure 9+ UART Host PC Loader reset

Authenticate Operation Mode

To authenticate the data from isp fabric and envm.spi, type:

M2S UARTHost Loader.exe isp fabric_and envm.spi 24 0
Where,24 is the Com port number and 0 is the Operation Mode: Authenticate.
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On completion of the ISP authentication, the command prompt displays an operation success message.
Figure 10 shows the operation success message.

'm C\Windows\system32iemd.exe = | B |G

huytes read from the file=48%6

Remaining bytesz =6888

Eending the data to the target

End of one transaction:fAck 'a’ received from target for the data from the host
Begin transaction Ack ‘b’ is received from the target

Requested address from the target =2424832

Requeszted returnbytes from the target =4876

hytes read from the file=48%6

Remaining bytes =1984

Eending the data to the target

End of one transaction:fAck 'a’ received from target for the data fr
Begin transaction Ack ‘b’ i

Requeszted address from the target =2428928

Requested returnbytes from the target =1984

huytes read from the file=1984

Remaining bytes =8

Eending the data to the target

End of one transaction:fck 'a’ received from target for the data from/the host

pesseessdt] P Authentication completed successfullyssesseesss

IC:“IEF_Demo_DF-Host_Tool_and_Samples>

Figure 10 « ISP Authentication Status

Press the switch, SW9 to reset the SmartFusion2 Development Kit and try other ISP operation modes.

Verify Operation Mode

To verify the device FPGA fabric and eNVM contents, type the command:
M2S UARTHost Loader.exe isp demo.spi 24 2

Where, 24 is the Com port number and 2.is the Operation Mode: Verify.
Figure 11 shows a successful verification message.

Bl C\Windows\system32icmd.exe |£|E‘_ﬁ_hj

hytes read from the file=4096

Remaining bytes =7648

Gending the data to the target

End of one transaction:-Ack ’'a’ received from target for the data fr
Begin transaction Ack ‘b’ i

Requested address from the target =2441216

Requested returnbytes fiom the target =1896

hytes read f¥om the file=4096

Remaining bytes =3552

Gending the data to the target

End of one transaction:-Ack ’'a’' received from target for the data from the host
Begdn transaction Ack b’ is received from the target

Requestedhaddress from the target =2445312

Requested returnbytes from the target =3552

hytes read from the file=3552

Remaining bytes =8

Gending the data to the target

End of one transaction:=Ack ’'a’' received from target for the data from the host

ISP Uerification completed successfully

C:»ISF_Demo_DF-Host_Tool_and_ Samples>

Figure 11 » ISP Verification Status
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The verification operation demonstrated is for the isp demo.stp file that is already running in the
SmartFusion2 device. If any other .spi file is verified while the isp_demo. stp file is still running, that
verification operation fails.

If the verification fails, the command prompt displays an error message with an error code. Figure 12
shows an example error message. For more information on error codes, see "Appendix 5: Error Codes"
on page 24.

The programming files are at:
<download_folder>\sf2_isp_using_uart_interface_demo_df\host_tool_and_samples.

All of them do not pass the verification. Only the isp_demo. spi file passes the verification operation

as it matches with the SmartFusion2 device contents (isp_demo. stp). The other programming files fail
verification.

Press SW9 to reset the SmartFusion2 Development Kit to try other ISP operation-modes from CMD
prompt window.

e

BN C\Windows'\system32icmd.exe

Requested returnhytes from the target =4096 o
bhytes read from the file=4@%6

Remaining bytes =18368

Sending the data to the target.. ... ..o iiiccceccceccancencadacncccanannnnnnn

End of one transaction:Ack 'a’' received from target for the data

=====Begin transaction Ack 'h’ is received from the target

Requested address from the target =2412544
Requested returnhytes from the target =4@96
bhytes read from the file=4@%6

Remaining bhyte 14272

End of one transaction:Ack 'a' received from target for the data from the host
=====Begin transaction Ack 'h’ is received from the target=============
BRequested address from the target =2416640
Requested returnhytes from the target =4@96
hytes read from the file=4@%6

Remaining bytes =18176

Sending the data to the target.. ... ... it iiieeiecccccaacacaanamannnnn
End of one transaction:Ack 'a' received from target for the data from the host

WISP Verification failed with error code = 1

C:~ISP_Demo_DF~Host_Tool_and_Samples’_ i

m

Figure 12

ISP verification failure error message

Program Operation Mode

To program the FPGA: Fabric and the eNVM of the SmartFusion2 device using the
isp fabric and envm.spi file, type:

M2S, UARTHost Loader.exe isp_fabric_and envm.spi 24 1

Where, 24 is the Com port number and 1 is the Operation Mode: Program.
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It takes a few minutes for the ISP service to complete and the FPGA Fabric and eNVM are programmed.
Figure 13 shows a successful ISP programming result.

Bl C\Windows\system32icmd.exe

hytes read from the file=4096

Remaining bytes =6880

Gending the data to the target

End of one transaction:-Ack ’'a’' received from target for the data

Requested address from the target =2424832
Requested returnbytes from the target =1896
hytes read from the file=4896

Remaining bytes =1984
Sendigg the data to the target

Requested returnbytes from the target =1984

perserers e [ 5P Programming completed successfullyioessess

C:~ISF_Demo_DF-Host_Tool_and Samples>

Begin transaction Ack b’ is received from the target=

transaction:Ack "a’' received from target for the data f

=Begin transaction Ack 'h’ iz received from the target=
address from the target =2428928

Figure 13 »

ISP Program Status

Press SW9 to reset the SmartFusion2 Development Kit or PowerCycle the SmartFusion2 Development
Kit.

Checking if the fabric is programmed successfully

LEDs 1 to 4 blinking in the board indicates that the fabric is programmed successfully.

Checking if the eNVM is programmed successfully

To check if the eNVM is programmed successfully, start any serial terminal emulation program such as:
* HyperTerminal
« PuTTY
+ TeraTerm
The configuration for the program is:
* Baud Rate: 57600

« 8 Data bits
» 1 Stop bit
* No Parity

¢ No Flow Control

For information on configuring the serial terminal emulation programs, see the Configuring Serial
Terminal Emulation Programs Tutorial.

18
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If the eNVM is programmed successfully, the serial terminal emulation program displays an operation
success message. Figure 14 shows an operation success message for eNVM programming in the

PuTTY window.

'g COM24 - PuTTY

amming of eNVM and Fab

amming of

amming of

amming of

elWVM and Fab

Figure 14

ISP Program Successful

Programming Results

The result shown in Figure 14 is for the dsp fabric_and_envm.spi file. Table 4 shows the possible

results for

ISP Program ‘operation 'mode for sample programming files provided

in folder

<download_folder>\sf2_isp..using..uart_interface_demo_df\host_tool_and_samples. Not all .spi files
listed in the table are demonstrated.

Table 4 « ISP programming results

*.spi Programming File Name

eNVM Programming Result

FPGA Fabric Programming Result

isp_envm only.spi

The serial terminal emulation program
shows successful eNVM program
message

NA

isp fabriec only.spi

NA

SmartFusion2 LEDs 1 to 4 blinks

isp_fabric_and_envm.spi

The serial terminal emulation program
shows successful eNVM program
message

SmartFusion2 LEDs 1 to 4 blinks

After successful ISP Program operation, the Development Kit must be reprogrammed with the original
isp_demo. stp file to try the ISP operation modes again.

Revision 3
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Appendix 1: Connecting the SmartFusion2 Device to the Host

PC Through the USB to UART (FTDI) Interface

The following procedure describes how to connect the SmartFusion2 device to the Host PC through the

USB to UART (FTDI) interface using a USB A to Mini - B Cable for serial communication:
1. Connect the host PC to the J24 connector using the USB A to Mini-B cable.

2. Make sure that the USB fo UART bridge drivers are automatically detected. Of the four COM
ports, select the one with Location as on USD Serial Converter D. Figure 14 shows an example
Device Manager window that has the USB Serial Port and its properties showing the port
number and location. COM port number is required to run the demo design, so- make a note of it.

File

% @ E|HE

Action View Help

| %5

-
USE Serial Port (COM20) Properties

4 = wi-Donthus

>y Computer

b = Disk drives

> M Display adapters

> -4 DVD/CD-ROM drives

>.L'E, Human Interface Devices

b - IDE ATA/ATAPI controllers

> -5 Imaging devices

b Keyboards

b E!, Mice and other pointing devices

b -4 Monitors

b -EF Network adapters

4.Y3" Ports (COM & LPT)
i .Y USB Serial Port (COMLT)
Y3' USB Serial Port (COMLE)
Y3' USB Serial Port (COM18)

General | Port Settings I Driver | Details|

USE Serial PorthCOM20)

Device type: Forts {COM & LPT)

Manufacturer: FTDI

Logation: Ion LIS Senal Converter D I
Device status

[This device is working plopedy.

| Port (COM20)
> D Processors Update Driver Softwaré...
> -y Sound, vide Dizable
o i
SN Uninstall

1 [m] -
>~ i Universal Se

Scan forhardware changes

Properties

OK

] [ Cancel

I Opens property sheet for the current selectio

Figure 15+

3. Connect the jumpers as follows:

Device Manager window showing the USB Serial Port

—/ Pin 2 of J197 to pin 3 of J129
— Pin 2 of J188 to pin 3 of J133

— Figure 17 on page 22 shows these pin connections.

— See Figure 18 on page 23 for location of the jumpers. These connections are required for
connecting the MMUART_1 TXD and RXD signals to the FTDI USB to UART bridge available

in SmartFusion2 Development Kit board.

20
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Appendix 2: Board Setup when Using the USB-RS232 Serial
Adapter or RS232 Cable

Power supply
switch SW7

DC Jack
to connect
12 V adapter

......

FlashPro4
Connector

nnnnnnnn

USB-RS232 4
serial adapter pR9-RS232 &
connector =

Rl | g LED1 to LED8
Jumpers for MMUART _1

Figure 16 » Board setup when using the USB-RS232 Serial adapter or RS232 cable
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Appendix 3: Board setup through the USB to UART (FTDI)
interface using the USB A to Mini - B Cable

switch SW7 - T "

DC Jack s -
to connect

12V adapter

Pin 2 of J197 to Pin 3 of J129
Pin 2 of J188 to Pin 3 of J133

2 g
Mlcmsaml.e
SF2 DEV KIT
DVF'=102-000400-00
FlashPro4
Connector

Figure 17 » Board setup when using the USB to UART (FTDI) interface using the USB A to Mini - B Cable
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=7

{iCdo
SATITIENEN
s e

* SF2 DEV KIT -
- DVP-102-000400-001 80" RNy
g RevC e

S0a0:00-0=0:0:0
Q00 55550001

]

O
e

el

e

i%ﬂw (LB E

u

m D: D2 Ds DE

o
u

T Bk [

&0

O

[—

O

3

1 LT

Figure 18 > SmartFusion2 Development Kit Silkscreen Top View

Figure 18 shows the jumper locations in Development Kit board.

Notes:

Jumpers highlighted in red are set by default.
Jumpers highlighted in green must be set manually.

The location of the jumpers in Figure 18 are searchable.
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Appendix 5: Error Codes

Table 5+ Error Codes

Error Code #define Description

1 #define MSS_SYS_CHAINING_MISMATCH Device contents mismatch

2 #define MSS_SYS_UNEXPECTED_DATA_RECEIVED Data is not supported

3 #define MSS_SYS_INVALID_ENCRYPTION_KEY Invalid encryption key

11 #define MSS_SYS_UNSUPPORTED_BITSTREAM_PROT_VER | bitstream is not supported

12 #define MSS_SYS VERIFY_NOT_PERMITTED_ON_BITSTR Verification is not.allowed for
input bitstream

127 #define MSS_SYS_ABORT operation aborted

129 #define MSS_SYS_NVM_VERIFY_FAILED eNVM verification failed

130 #define MSS_SYS_DEVICE_SECURITY_PROTECTED Device is secured

131 #define MSS_SYS_PROGRAMMING_MODE_NOT_ENABLED . | Programming mode is not
enabled:

24
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Appendix 6: Generating .spi Programming File using Libero

1. Launch the Libero SoC software to open a Libero project for isp_fabric_and envm.spi
programming file. The Libero design file is provided in

<download_folder>\sf2_isp_using_uart_interface_demo_df\host_tool_and_samples\fabric_and_
envm.

2. Right-click Export Programming File under Handoff Design for Production in the Design
Flow tab, and click Configure Options from the context menu..

4| n +

Design Hierarchy | Stimulus Hierarchy | Files |
pesnFon |
USB_MSD g Q &

-

Tool

s Device /O States During Programming
4 |} Configure Security and Programming Options
@ Security Policy Manager
@‘ Programming Features
@‘ Update eNVM Memory Content
& < » Program Design
v @‘ Generate Programming Data
i T Run PROGRAM Action
4 b Debug Design
.Q Instrument Design
&) SmartDebug Design
4 |} Handoff Design for Production | ‘

_L| |ﬁ Export Programming File il
+] Export Pin Report Run
+L] Expert BSDL Clean and Run All

4 |} Develop Fitmware
B Write Application Code

View Report -
Design Flow Catalog |

Configure Options...
= 9 [

About ‘Expert Programming File'
€3 Errors. 4, Warnings i Info G 2 d

Proiect closed.

Clean

Figure 19 » Configuring Export Programming File
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3. On the Export Programming File Options window, select the SPI file check box.

-
# | Export Programming File Options
- .

S

Programming file types

STAPL file

Support for ISP

[ DAT file

Support for Embedded ISP (JTAG and SPI-Slan

SPI file

Support for Auto Programming, Auto Update (IAP) and
Cortex M3 Update (IAF)

SVF files
Support for ISP
Limit SVF file size
Maximum file size KB

Maximum number of vectors

Programming file name:
/% UsB_MsD

Existing programming files:

USE_MSD.spi
USB_MSD.stp

Programming features (modify wia Programming Features tool):

o Security
v Fabric
@ M i

[ oK J [ Cancel

Figure 20

Export Programming File Options window

4. Click OK.

5. Double-click Export Programming File under Handoff Design for Production in the Design
Flow tab to generate the . spi file (Figure 19 on page 25). Figure 21 shows the . spi file location

in Reports tab.

Project File Edit View Design Tools Help

| uss wspo.pdc | repors @ | inksv
—

NEgde2eo0h 7
Design Hierarchy U | & x
SR 1SB_MSD | &3 usB_MsD_mss
Show: & 4 USB_MSD reports
4 USB_MSD
4 i work USB_MSD_FCCC_0_configura...
[l XTLOSC_FAB {osc_comps.y) USB_MSD_DataSheet.xml
[ XTLOSC (osc_compsiv) USB_MSD_pinrpt_name.rpt
» B3 use_Msp USB_MSD_pinrpt_numberrpt
[l RCOSC_25_S0MHZ_FAB (0sc_comps.v) 2-USH:NED:MSS
[BL_REOSE IMBIZ.FAB (osc_comps.y) USB_MSD_MS5_DRCxml
| RCOSCIMHEZ (osc_comps.) “ SY”‘“E““EM
synplifylog
i\ USB_MSDisrr
run_options bt
4 Compile
USB_MSD_rwnetlistlog
ay I . » @ USB_MSD_compile log log
USB_MSD_compile_settings.x...
p— e UsBD compiesl
combinational_lo...
Design Flow ax 4 Place and Route
- USE_MSD_gp_reportxml
USB_MSD 4 Generate Programming Data
USB_MSD_generateProgram...
Tool = .

i Run PROGRAM Action
i\ USB_MSD_program.log
Export Programming File
USB_MSD_export.log

[} Device I/ States During Programming
4 b Configure Security and Programming Options
@ security Policy Manager
% programming Features
B (pciate eNVM Memory Content
4 b Program Design
Generate Programming Data
92 Run PROGRAM Action
4 » Debug Design
4, Instrument Design
€ SmartDebug Design
4} Handoff Design for Production
v 8 Export Programming File
+£] Export Pin Report
+£] Export BSDL
4 b Develop Firmware

S

I

@ 0Erors i, 0Wamings (@ 0 1nfo

FlashPro
Version: 11.1.2.19
Release: vIL.1 SF2

Software Version: 11.1.2.19

Driver : 3.0.0 build 1

programer '74754' : Para2Buff

Cpened 'C:/sf2_isp using_usb_interface demo df/libero/designer/USB_MSD/USB_MSD_fp/USB_MSD.pro’
The 'open_project’ command succeeded

PDB file

isp_using_usb_interface_demo_df\liberc\designer\USE MSD\lctdddda-be3d-404e-be3d-10debed\
d104e.pdb’ has been loaded successfully.

DESIGN : USB MSD; CHECKSUM : 0000; PDB_VERSION : 1.8

The 'load_programming data' command succeeded.

File/Folder 'C:\af2_isp using_usb_interface demo_df\libero\designer\USE_MSD\export\USE_MSD.stp'
will be overwritten

Exported single device currently secured STAPL file
'C:\af2_isp_using_usb_interface_demo_df\1ibero\designer\USB_MSD\export\USB_MsD.stp'

successfully.

Finished: Thu Sep 18 15:00:06 2013 (Elapsed time 00:01:05)

The 'export_single_stapl' command succeeded.

File/Folder 'C:\3f2_isp using_usb_interface demo_df\libero\designer\USE_MSD\export\USE_MSD.spi'
will be overwritten

Exported single device currently secured SPI master file
'C:\af2_isp_using_usb_interface_demo_df\1ibero\designer\USB_MSD\eXport\USB_MSD.spi'
successfully.
TTnlshed: Tha

=p 15 15:00:348 2013 (Elepsed time 00:00:307
The 'export_spi_master' command succeeded.

The 'set_programming file' command succeeded.

Broject saved

The 'save_project’ command succeeded

Project closed.

Figure 21 »

.SPI File Location
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A — List of Changes

The following table lists critical changes that were made in each revision of the chapter in the demo

guide.
Date Changes Page
Revision 3 Updated the document for Libero v11.3 software release (SAR 56619). NA
(May 2014)
Revision 2 Updated "Demo Design Description" section (SAR 53451). 7
(December 2013)
Revision 1 Updated the document for Libero v11.2 software release (SAR 52962). NA
(December 2013)
Revision 0 Initial release NA
(July 2013)
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Microsemi SoC Products Group backs its products with various support services, including Customer
Service, Customer Technical Support Center, a website, electronic mail, and worldwide sales offices.
This appendix contains information about contacting Microsemi SoC Products Group and using these
support services.

Customer Service

Contact Customer Service for non-technical product support, such as product pricing, product upgrades,
update information, order status, and authorization.

From North America, call 800.262.1060
From the rest of the world, call 650.318.4460
Fax, from anywhere in the world, 408.643.6913

Customer Technical Support Center

Microsemi SoC Products Group staffs its Customer Technical Support Center with highly skilled
engineers who can help answer your hardware, software, and design questions about Microsemi SoC
Products. The Customer Technical Support Center spends a great deal of time creating application
notes, answers to common design cycle questions, documentation of known issues, and various FAQs.
So, before you contact us, please visit our online resources. lt'is very likely we have already answered
your questions.

Technical Support

Visit the Customer Support website (www.microsemi.com/soc/support/search/default.aspx) for more
information and support. Many answers available on the searchable web resource include diagrams,
illustrations, and links to other resources on the website.

Website

You can browse a variety of technical and non-technical information on the SoC home page, at
Www.microsemi.com/soc.

Contacting the Customer Technical Support Center

Highly skilled engineers staff the Technical Support Center. The Technical Support Center can be
contacted by email or through the Microsemi SoC Products Group website.

Email

You can communicate your technical questions to our email address and receive answers back by email,
fax, or phone. Also, if you have design problems, you can email your design files to receive assistance.
We constantly monitor the email account throughout the day. When sending your request to us, please
be sure to include your full name, company name, and your contact information for efficient processing of
your request.

The technical support email address is soc_tech@microsemi.com.
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My Cases

Microsemi SoC Products Group customers may submit and track technical cases online by going to My
Cases.

Outside the U.S.

Customers needing assistance outside the US time zones can either contact technical support via email
(soc_tech@microsemi.com) or contact a local sales office. Sales office listings can be found at
www.microsemi.com/soc/company/contact/default.aspx.

ITAR Technical Support

For technical support on RH and RT FPGAs that are regulated by International Traffic .in Arms
Regulations (ITAR), contact us via soc_tech_itar@microsemi.com. Alternatively, within My Cases, select
Yes in the ITAR drop-down list. For a complete list of ITAR-regulated Microsemi-FPGAs, visit the ITAR
web page.
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Microsemi Corporation (Nasdaq: MSCC) offers a comprehensive portfolio of semiconductor
and system solutions for communications, defense and security, aerospace, and industrial
markets. Products include high-performance and radiation-hardened analog mixed-signal
integrated circuits, FPGAs, SoCs, and ASICs; power management products; timing and
synchronization devices and precise time solutions, setting the world's standard for time; voice

- -
Mlcmseml® processing devices; RF solutions; discrete components; security technologies and scalable
anti-tamper products; Power-over-Ethernet ICs and midspans; as well as custom design
Microsemi Corporate Headquarters iliti n rvices. Microsemi is h r in Aliso Viej lif. and h
On Enterprise. Aliso Visjo CA 92656 USA capab.tes and services crose s headquartered _ SO _ejo, Calif. and has
Within the USA: +1 (800) 713-4113 approximately 3,400 employees globally. Learn more at www.microsemi.com.

Outside the USA: +1 (949) 380-6100
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