
 
 Programming and Debug Tools Release Notes v2021.2

Introduction
Microchip’s Programming and Debug Tools installer is intended for laboratory and production environments where
Libero® is not installed. The installer allows you to install the following tools:

• FlashPro Express
• SmartDebug
• Job Manager
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1. Programming/Debug Tools Release Notes v2021.2

1.1 Device Support
Programming and Debug Tools v2021.2 supports IGLOO®2, SmartFusion®2, RTG4™, and PolarFire® families, as
well as preliminary support of PolarFire SoC.

1.2 What's New in Programming and Debug Tools v2021.2
Programming and Debugging Tools v2021.2 includes the following new features and enhancements.

1.2.1 Bitstream Digest
Prior to Libero SoC v2021.2, the calculated digest of each bitstream component (Fabric, Security, eNVM, etc.)
that gets logged during bitstream export did not include metadata such as the software version, design version,
design name, and advanced bitstream options for PolarFire SoC. Libero SoC v2021.2 calculates the digest over the
entire bitstream, including the metadata. This is embedded inside the bitstream in plaintext, logged during bitstream
generation and export tools in Libero SoC, and shown in the FlashPro Express UI by hovering over the info icon of
the device. This feature is available for SmartFusion2, IGLOO2, PolarFire, RT PolarFire, and PolarFire SoC families.

For more details, see the Libero SoC Design Flow User Guide for the specific device family.

1.2.2 SPI Flash Programming Enhancements
Libero SoC v2021.2 adds the following capabilities to SPI Flash programming.

• Support for loading STAGE3 initialization client when adding SPI Bitstream client in SPI Flash. Support for
exporting STAGE3 file along with SPI bitstream file in the Export Bitstream dialog box.

• Support for loading binary image (.bin) SPI Flash clients.
• Programming support of Gigabit SPI Flash devices: GD25S512 and GD25Q256.
• Programming support of Micron MT25QL02G SPI Flash device.
• Programming support of Winbond W25Q128JWYIQ SPI Flash device.

For more information, see the Libero SoC Design Flow User Guide.

1.2.3 Secure Production Programming Solution Key Rotation Flow
Libero SoC v2021.2 adds the ability to securely update/rotate keys in Secure Production Programming Solution
(SPPS) flows for SmartFusion2 and IGLOO2 devices.

For more details, see the Job Manager User Guide.

1.3 Resolved Issues
The following table lists the customer-reported defects and enhancement requests resolved in Libero SoC v2021.2
that have case numbers. Resolution of previously reported “Known Issues and Limitations” are also noted in this
table.
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Table 1-1. Customer-reported Defects and Enhancement Requests with Case Numbers

Case Number Description Resolution

493642-2828855802 Unused encryption keys (UEK2, UEK3)
must be disabled in Key Mode Policy.

In the key Mode Policy UI check
boxes for unused UEK2 and UEK3
(if UEK3 is supported for the device)
are disabled and "off."
When open existing designs with
key mode policy set to "enable" for
unused UEK2/UEK3 keys, the policy
resets to disabled, programming
tools that generate bitstream are
invalidated, and the user is informed
about changes and asked to re-run
tools.

Newly exported TCL scripts set
UEK2/UEK3 key mode policy
parameters to "false" (disabled) if the
keys are not used.

Existing TCL scripts that enable key
mode policy for unused UEK2/UEK3
keys will error-out.

493642-2822456042 Show SPI Flash client type in design
initialization and data memory report.

The SPI Flash client type is shown in
the report.

493642-2863195365 Exported SPI flash .bin file is unusable
when programming SPI without Flash Pro
Express.

This fixes an issue introduced in
Libero SoC v2021.1 where the
exported SPI Flash *.bin file was
not useable by third-party solutions.

Libero SoC v2021.2 exports SPI
Flash images in raw format to allow
for third-party use.

493642-2694971261 Device Info log displays wrong CheckSum
and Design name in SPI Slave
programming.

Issue resolved by inspecting both TX
and RX busy bits of the SPI buffers.

493642-2812502249 FlashPro6 support of W25Q128JWYIQ SPI
memory device.

See section 1.2.2  SPI Flash
Programming Enhancements.

493642-2695952363,

493642-2698474573

Support for Gigadevice flash memory. See section 1.2.2  SPI Flash
Programming Enhancements.

493642-2816191143 Error message correction needed. Libero/FlashPro Express now
displays the correct message for
signal integrity issues.

493642-2780147696 Device info log should display Step Mark,
firmware version.

DEVICE_INFO now shows Die
Revision and Die Firmware Version,
as requested.

493642-2663319510 Incorrect BSR description on
SC_SPI_SDI / SDO of SmartFusion2 and
IGLOO2 BSDL file.

SmartFusion2 and IGLOO2 BSDL
files now have correct descriptions
for SC_SPI_SDI and SC_SPI_SDO.

493642-2855024392 PolarFire: Print TVS_MONITOR status
appropriately.

DEVICE_INFO now prints TVS
status for each of the four channels
only if its valid.
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...........continued
Case Number Description Resolution

493642-2839083505 Chain stp support. Added support to export chain
stapl that programs single Microsemi
device in a JTAG chain.

Table 1-2. Customer-reported Defects and Enhancement Requests (No Case Numbers)

Description Resolution

PolarFire: SPI: add encryption status in the CDIDAM. A new User Security column has been added to the SPI
Flash clients table.

FlashPro 6: Support Micron MT25QL02G SPI-Flash. See section 1.2.2  SPI Flash Programming
Enhancements.

Enable SPI-Flash Programming using customer STAPL
file attached to IGLOO2 device.

Fixed FlashPro Express to allow loading custom stp
without device density/package, enabling customers to
embed custom JTAG commands that will work on any
device.

1.4 Known Issues and Limitations
This topic lists known issues for SmartDebug and programming, which allow customers to keep fabric in operation
state during programming and skip device startup sequence after programming.
Table 1-3. Known Issues and Limitations Associated with Libero SoC v2021.2

Family Description

SmartDebug

PolarFire, PolarFire SoC

When a dual-mode PCIe design is considered in SmartDebug, the
following issues are observed in the PCIe debug feature:

• For dual-PCIe designs with PCI0 and PCIe1 controllers, only
PCIe1 appears in the UI. PCIe0 is not shown.

• When PCIe0 Lane is selected, the LTSSM state is shown for
PCIe1. The LTSSM state for PCIe0 is not shown.

• Data Rate, Link Width, and other settings are shown for PCIe1
only, but not for PCIe0.

Programming

All families When performing any action with FlashPro 6, the following error might
occur:
Error: Linux FP6 programmer - cyusb_bulk_transfer
error.
This error could be caused by the programmer being out of sync with
the software application.

Workaround: Unplug the USB cable from either the programmer or the
host PC, and then reconnect it to reset the programmer.
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...........continued
Family Description

All families When performing any action with the iCicle kit, the following error might
occur:
Error: Failed to open eFP6 HID handle.
This error could be caused by the programmer being out of sync with
the software application.

Workaround: Unplug the USB cable from either the programmer or the
host PC, and then reconnect it to reset the programmer.

PolarFire SoC eFP6: Some testcases fail with the following error message:
Error: Failed to send data to eFP6. Err = -4|Error:
eFP6 connection failed.
Workaround: Power cycle the iCicle board and rescan the
programmers.

PolarFire SoC For PolarFire SoC Libero designs that contain eNVM, running
VERIFY_DIGEST, the device will fail after programming with the error
message eNVM digest verification: FAIL.

Workaround: Deselect the procedure DO_ENABLE_ENVM in the
VERIFY_DIGEST action.

PolarFire SoC For PolarFire SoC Libero designs that generate or export eNVM-only
bitstreams, the generated bitstream file/job will include an ERASE action
that is not applicable and does nothing. Affected releases are Libero
v12.4 and later. For Libero v12.6, this issue applies for eNVM only
cases with no eNVM sanitization option configured.

PolarFire SoC For Libero designs with sNVM clients configured with no custom
user security options selected and program this design on device,
modifying an sNVM client content and sNVM client Fabric/MSS read/
write permissions and running VERIFY action fails with the error
message Failed to verify Security instead of Failed to
verify SNVM. Affected releases are Libero v12.4 and later.

SmartFusion2, IGLOO2, RTG4,
PolarFire, PolarFire SoC

Some users see the following error message during programming:

Error: programmer 'S201QVCGH' : device 'RT4G150' :
FP5 Scan: JTAG_ExecuteCommandSequence
FP5: Error code = 4 - General device IO error.
......
Error: programmer 'S201QVCGH' : device 'RT4G150' :
Executing action VERIFY FAILED.
Error: programmer 'S201QVCGH' :
FP5 SyncWithProgrammerAtPort:
OpenSpecifiedHiSpeedDeviceBySerialNumber - PortB FP5:
Error code = 2 - Device not found.
......
This is most likely a USB connection issue. If for some reason the
connection is interrupted, this error occurs.

The error message may be different, depending on where the packet is
dropped during verify. However, the error code will always be set to 4,
which is “General device IO error.”
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...........continued
Family Description

SmartFusion2, IGLOO2 Export Bitstream with SVF checked may fail in the Libero
v2021.2 release. The actions do_read_prog_info() and
dump_programming_interface() are not defined for SVF in the
programming algorithm, but are always referenced in the PROGRAM
action. Do not reference either function in the PROGRAM action when
the file exported is SVF.

Installation and System Limitations

FlashPro6 Users with FlashPro6 drivers previously installed on their system may
see the following message at the end of the installation:

The installation of Program Debug Tool v2021.2
is finished, but some errors occurred during the
install. Please see the installation log for details.
Resolution: Uninstall existing FlashPro6 drivers and restart the system
before installing Libero SoC version 2021.2. If the software is already
installed, ignore the above message if installation logs do not report
errors.
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2. System Requirements
The Programming and Debug Tools v2021.2 release has the following system requirements:

• 64-bit OS
– Windows 10 OS
– Red Hat Enterprise Linux 7.2-7.6 and Red Hat Enterprise Linux 8.x
– CentOS 7.2-7.6
– OpenSUSE Leap 42.3 (SLES 12.3 equivalent)
– Ubuntu 18.04 (Identify and Modelsim ME Pro do not directly support the Ubuntu platform. FlashPro5

programmer is not supported with Ubuntu. The Job Manager tool is not supported.)
• A minimum of 16 GB RAM

Note:  Setup instructions for using Programming and Debug Tools v2021.2 on Red Hat Enterprise Linux OS or
CentOS are available in Libero SoC Linux Environment Setup User Guide.
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3. Download Libero SoC v2021.2 Programming and Debug Tools
Click the following links to download Programming and Debug Tools v2021.2 on Windows and Linux operating
systems:

• Program & Debug (Linux)
• Program & Debug (Windows)

Note:  Installation requires administrator privileges to the system.
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4. Revision History
Revision Date Description

A 08/2021 Initial Revision

 
Revision History

© 2021 Microchip Technology Inc.
and its subsidiaries

 Release Note A-page 10



Microchip FPGA Support
Microchip FPGA products group backs its products with various support services, including Customer Service,
Customer Technical Support Center, a website, and worldwide sales offices. Customers are suggested to visit
Microchip online resources prior to contacting support as it is very likely that their queries have been already
answered.

Contact Technical Support Center through the website at www.microchip.com/support. Mention the FPGA Device
Part number, select appropriate case category, and upload design files while creating a technical support case.

Contact Customer Service for non-technical product support, such as product pricing, product upgrades, update
information, order status, and authorization.

• From North America, call 800.262.1060
• From the rest of the world, call 650.318.4460
• Fax, from anywhere in the world, 650.318.8044

The Microchip Website
Microchip provides online support via our website at www.microchip.com/. This website is used to make files and
information easily available to customers. Some of the content available includes:

• Product Support – Data sheets and errata, application notes and sample programs, design resources, user’s
guides and hardware support documents, latest software releases and archived software

• General Technical Support – Frequently Asked Questions (FAQs), technical support requests, online
discussion groups, Microchip design partner program member listing

• Business of Microchip – Product selector and ordering guides, latest Microchip press releases, listing of
seminars and events, listings of Microchip sales offices, distributors and factory representatives

Product Change Notification Service
Microchip’s product change notification service helps keep customers current on Microchip products. Subscribers will
receive email notification whenever there are changes, updates, revisions or errata related to a specified product
family or development tool of interest.

To register, go to www.microchip.com/pcn and follow the registration instructions.

Customer Support
Users of Microchip products can receive assistance through several channels:

• Distributor or Representative
• Local Sales Office
• Embedded Solutions Engineer (ESE)
• Technical Support

Customers should contact their distributor, representative or ESE for support. Local sales offices are also available to
help customers. A listing of sales offices and locations is included in this document.

Technical support is available through the website at: www.microchip.com/support

Microchip Devices Code Protection Feature
Note the following details of the code protection feature on Microchip devices:

• Microchip products meet the specifications contained in their particular Microchip Data Sheet.
• Microchip believes that its family of products is secure when used in the intended manner and under normal

conditions.
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• There are dishonest and possibly illegal methods being used in attempts to breach the code protection features
of the Microchip devices. We believe that these methods require using the Microchip products in a manner
outside the operating specifications contained in Microchip’s Data Sheets. Attempts to breach these code
protection features, most likely, cannot be accomplished without violating Microchip’s intellectual property rights.

• Microchip is willing to work with any customer who is concerned about the integrity of its code.
• Neither Microchip nor any other semiconductor manufacturer can guarantee the security of its code. Code

protection does not mean that we are guaranteeing the product is “unbreakable.” Code protection is constantly
evolving. We at Microchip are committed to continuously improving the code protection features of our products.
Attempts to break Microchip’s code protection feature may be a violation of the Digital Millennium Copyright Act.
If such acts allow unauthorized access to your software or other copyrighted work, you may have a right to sue
for relief under that Act.

Legal Notice

Information contained in this publication is provided for the sole purpose of designing with and using Microchip
products. Information regarding device applications and the like is provided only for your convenience and may be
superseded by updates. It is your responsibility to ensure that your application meets with your specifications.

THIS INFORMATION IS PROVIDED BY MICROCHIP “AS IS”. MICROCHIP MAKES NO REPRESENTATIONS
OR WARRANTIES OF ANY KIND WHETHER EXPRESS OR IMPLIED, WRITTEN OR ORAL, STATUTORY
OR OTHERWISE, RELATED TO THE INFORMATION INCLUDING BUT NOT LIMITED TO ANY IMPLIED
WARRANTIES OF NON-INFRINGEMENT, MERCHANTABILITY, AND FITNESS FOR A PARTICULAR PURPOSE
OR WARRANTIES RELATED TO ITS CONDITION, QUALITY, OR PERFORMANCE.

IN NO EVENT WILL MICROCHIP BE LIABLE FOR ANY INDIRECT, SPECIAL, PUNITIVE, INCIDENTAL OR
CONSEQUENTIAL LOSS, DAMAGE, COST OR EXPENSE OF ANY KIND WHATSOEVER RELATED TO THE
INFORMATION OR ITS USE, HOWEVER CAUSED, EVEN IF MICROCHIP HAS BEEN ADVISED OF THE
POSSIBILITY OR THE DAMAGES ARE FORESEEABLE. TO THE FULLEST EXTENT ALLOWED BY LAW,
MICROCHIP'S TOTAL LIABILITY ON ALL CLAIMS IN ANY WAY RELATED TO THE INFORMATION OR ITS USE
WILL NOT EXCEED THE AMOUNT OF FEES, IF ANY, THAT YOU HAVE PAID DIRECTLY TO MICROCHIP FOR
THE INFORMATION. Use of Microchip devices in life support and/or safety applications is entirely at the buyer’s risk,
and the buyer agrees to defend, indemnify and hold harmless Microchip from any and all damages, claims, suits, or
expenses resulting from such use. No licenses are conveyed, implicitly or otherwise, under any Microchip intellectual
property rights unless otherwise stated.

Trademarks

The Microchip name and logo, the Microchip logo, Adaptec, AnyRate, AVR, AVR logo, AVR Freaks, BesTime,
BitCloud, chipKIT, chipKIT logo, CryptoMemory, CryptoRF, dsPIC, FlashFlex, flexPWR, HELDO, IGLOO, JukeBlox,
KeeLoq, Kleer, LANCheck, LinkMD, maXStylus, maXTouch, MediaLB, megaAVR, Microsemi, Microsemi logo,
MOST, MOST logo, MPLAB, OptoLyzer, PackeTime, PIC, picoPower, PICSTART, PIC32 logo, PolarFire, Prochip
Designer, QTouch, SAM-BA, SenGenuity, SpyNIC, SST, SST Logo, SuperFlash, Symmetricom, SyncServer,
Tachyon, TimeSource, tinyAVR, UNI/O, Vectron, and XMEGA are registered trademarks of Microchip Technology
Incorporated in the U.S.A. and other countries.

AgileSwitch, APT, ClockWorks, The Embedded Control Solutions Company, EtherSynch, FlashTec, Hyper Speed
Control, HyperLight Load, IntelliMOS, Libero, motorBench, mTouch, Powermite 3, Precision Edge, ProASIC,
ProASIC Plus, ProASIC Plus logo, Quiet-Wire, SmartFusion, SyncWorld, Temux, TimeCesium, TimeHub, TimePictra,
TimeProvider, WinPath, and ZL are registered trademarks of Microchip Technology Incorporated in the U.S.A.

Adjacent Key Suppression, AKS, Analog-for-the-Digital Age, Any Capacitor, AnyIn, AnyOut, Augmented Switching,
BlueSky, BodyCom, CodeGuard, CryptoAuthentication, CryptoAutomotive, CryptoCompanion, CryptoController,
dsPICDEM, dsPICDEM.net, Dynamic Average Matching, DAM, ECAN, Espresso T1S, EtherGREEN, IdealBridge,
In-Circuit Serial Programming, ICSP, INICnet, Intelligent Paralleling, Inter-Chip Connectivity, JitterBlocker, maxCrypto,
maxView, memBrain, Mindi, MiWi, MPASM, MPF, MPLAB Certified logo, MPLIB, MPLINK, MultiTRAK, NetDetach,
Omniscient Code Generation, PICDEM, PICDEM.net, PICkit, PICtail, PowerSmart, PureSilicon, QMatrix, REAL ICE,
Ripple Blocker, RTAX, RTG4, SAM-ICE, Serial Quad I/O, simpleMAP, SimpliPHY, SmartBuffer, SMART-I.S., storClad,
SQI, SuperSwitcher, SuperSwitcher II, Switchtec, SynchroPHY, Total Endurance, TSHARC, USBCheck, VariSense,
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VectorBlox, VeriPHY, ViewSpan, WiperLock, XpressConnect, and ZENA are trademarks of Microchip Technology
Incorporated in the U.S.A. and other countries.

SQTP is a service mark of Microchip Technology Incorporated in the U.S.A.

The Adaptec logo, Frequency on Demand, Silicon Storage Technology, and Symmcom are registered trademarks of
Microchip Technology Inc. in other countries.

GestIC is a registered trademark of Microchip Technology Germany II GmbH & Co. KG, a subsidiary of Microchip
Technology Inc., in other countries.

All other trademarks mentioned herein are property of their respective companies.
© 2021, Microchip Technology Incorporated, Printed in the U.S.A., All Rights Reserved.

ISBN:

Quality Management System
For information regarding Microchip’s Quality Management Systems, please visit www.microchip.com/quality.
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