MICROCHIP

Programming and Debug Tools Release Notes v12.6

Introduction

Microchip’s Programming and Debug Tools installer is intended for laboratory and production environments where
Libero® is not installed. The installler allows you to install the following tools:

* FlashPro Express
* SmartDebug
» Job Manager
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1.

Device Support

Device Support

Programming and Debug Tools v12.6 supports IGLOO®2, SmartFusion®2, RTG4™, and PolarFire® families, as well
as preliminary support of PolarFireSoC.
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2.2

2.3

2.4

2.5

What’s New in Programming and Debug Tools v12.6

What’s New in Programming and Debug Tools v12.6

Programming and Debugging Tools v12.6 includes the following new features and enhancements.

FlashPro Express: Developer Mode
Starting from version 12.6, users can select between Developer mode and Production (Operator) mode based on the
objective for which FlashPro Express is being used:

* Production (Operator) mode is the "classic" mode that FlashPro Express has always supported. This mode was
designed primarily for production programming. Where FlashPro Express loads the job file created by Libero or
JobManager and execute based on the configurations specified by Libero or JobManager with limited ability to
modify.

» Developer mode: is a new mode for developers and engineers to use in the lab. It allows them to create new
projects, configure chains, and so on.

By default, after installation, Production (Operator) mode is selected. User can change or toggle between the two
modes in the Preference menu. The preference selected is remembered the next time FlashPro Express is launched.

In Developer mode, users can create a new job project by automatically constructing chain. This is done by scanning
the physical devices connected to the selected programmer. Users can also construct a chain manually by using
Programmer Connectivity and Interface feature to add, edit, and delete devices in a chain. Similar to LiberoSoC, the
Programming Connectivity and Interface feature is used to load/unload programming files, and load/unload SPI flash
files.

Expanded SPI Flash Memory Device Support

FlashPro Express v12.6 now supports programming of the following additional SPI Flash memories:

* Microchip SST26VF064B, SST25PF040CT

* Macronix MX25V4035, MX66U1G45GMI00, MX25L8006EM2I-12G, MX66L51235SF
*  Winbond W25Q80DVSSIG, W25Q256FV

*  Micron MT25QL01GBBB8ES, MT25QPL128AB

» Spansion/Cypress S25FL128S, S25FL256S, S25FL512S, CYRS16B256

PolarFire SoC Zeroization Support

Libero SoC v12.6 enables Zeroization support in “Export Bitstream”. The generated file will have
ZEROIZE_LIKE_NEW and ZEROIZE_UNRECOVERABLE programming actions.

For more information, see the PolarFire Design Flow User Guide.

PolarFire SoC Security Policy Manager Option to Disable eNVM Field Updates
Using this option, eNVM can be pass key protected for field updates. By default, field updates are allowed for eNVM

without requiring FlashLock Passcode (UPK1). To protect eNVM, select the option to disable erase/write operations,
which requires FlashLock Passcode (UPK1) to be able to update eNVM.

Bitstream Option to Sanitize All sSNVM/eNVM Pages in Erase Action

Libero v12.6 supports sanitize sNVM and sanitize eNVM options for the ERASE action. This option programs all 0's
into all eNVM/sNVM pages.
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2.6

2.7

2.8

What’s New in Programming and Debug Tools v12.6

* The sNVM sanitize option is supported for PolarFire, RT PolarFire, and PolarFire SoC.
* The eNVM sanitize option is supported for SmartFusion2, IGLOO2, and PolarFire SoC.

The tools that have these options are:

* Generate bitstream.

* Export bitstream.

» Export job.
The tools have the new Tcl parameters sanitize_snvm (PolarFire, RT PolarFire, and PolarFire SoC) and
sanitize_envm (SmartFusion2, IGLOOZ2, and PolarFire SoC).

The sNVM sanitization option is enabled in the Generate Bitstream and Export Job tools if Fabric/lsNVM component
is selected. In the Export Bitstream, the option is enabled if Fabric/sNVM component is selected for at least one
programming file type (master or update).

The eNVM sanitization option is enabled in the Generate Bitstream and Export Job tools if eNVM is configured and
eNVM component is selected. In the Export Bitstream tool, the option is available if eNVM is configured and selected
for at least one file type (master or update).

Default for both options when they are enabled is “off”.

Note: The sanitization options do not depend on the OTP security setting. ERASE actions fail if there is OTP
security.

SmartDebug: I/O Margining Analysis for PolarFireSoC Fabric DDR Memory
Controllers

With Programming and Debug Tools v12.6, SmartDebug introduces the Debug DDR Memory tool for DDR3/DDR4/
LPDDRaS. This tool retrieves the status and result from the PolarFire DDR Training IP, and allows users to visualize
the margin on the DDR 1/Os.

SmartDebug: Transceiver Debug Register Access

With Programming and Debug Tools v12.6, SmartDebug introduces the capability to perform transceiver register
read, write, and export operations. The user can perform register access operations using Smart Debug Ul and also
export the read register information to a file.

SmartDebug: PolarFire and RTG4 ECC Block View Support

With Programming and Debug Tools v12.6, SmartDebug introduces the capability to observe and inject errors in
ECC-enabled RAM blocks.
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Resolved Issues

3. Resolved Issues

Table 3-1. Customer-reported Defects and Enhancement Requests with Case Numbers

493642-2174852554

493642-2752765844

493642-2748414757

493642-2684754568,
493642-2490103952,
493642-2568791212,
493642-2606807822,
493642-2635375032,
493642-2661732256

493642-2707013487

493642-2706626995

493642-2761396209

493642-2706626995

493642-2761396209

493642-2772574227

493642-2507765827,
493642-2638828358

Enable eNVM/sNVM Sanitization
Action/command - ERASE action.

FP6 - Support for Spansion /
Cypress S25FL512S SPI Flash
memory.

FP6 - Support for Macronix
MX25V4035F SPI Flash memory.

FP6: PolarFire: SPI-Flash
Programming devices supported.

FP6 - Support for Cypress
S70FS01GSAGMFI010 SPI Flash
memory.

FP6 - Support for Macronix
MX66U1G45G SPI Flash memory.

Provide SPI Flash memory custom
size less than 1 MB.

FP6 - Support for Macronix
MX66U1G45G SPI Flash memory.

Provide SPI Flash memory custom
size less than 1 MB.

Issue programming PolarFire device
through SmartDebug via Tcl script.

RTG4: Use SmartDebug to Inject
Errors on ECC RAM blocks.

eNVM/sNVM sanitization has been
added to this release.

Support for SPI flash devices has
been expanded.

Support for SPI flash devices has
been expanded.

Support for SPI flash devices has
been expanded.

Support for SPI flash devices has
been expanded.

Support for SPI flash devices has
been expanded.

Support for SPI flash devices has
been expanded.

Support for SPI flash devices has
been expanded.

Support for SPI flash devices has
been expanded.

The exported Tcl file has been
corrected in this release and
programming through the Tcl script
passes.

Libero SmartDebug has been
enhanced to inject errors in RAM
blocks.

Table 3-2. Customer-reported Defects and Enhancement Requests (No Case Numbers)

Incorrect FPGA state printed relative to the selected

run Action.

Support for ISSI SPI Flash memory.

Resolution

The issue with Flash Pro has been fixed and the correct

state of device is now displayed.

Support for SPI flash devices has been expanded.
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4.1

4.2

Known Issues and Limitations

Known Issues and Limitations

This chapter lists known issues for SmartDebug and programming.

SmartDebug

Table 4-1. SmartDebug Known Issues and Limitations

PolarFire family

RTG4 family

Programming

PCle and EXTPLL's registers are not yet supported from
“Transceiver Debug Register Access” feature. They will be
added in a future release.

ECC representation in physical view for RAM configurations of
512x36 mode is not yet supported. It will be added in a future
release.

Table 4-2. Programming Known Issues and Limitations

PolarFireSoC

PolarFireSoC

PolarFireSoC

PolarFireSoC

PolarFire,
PolarFireSoC

SmartFusion2,
IGLOO2

For PolarFireSoC Libero designs that contain eNVM, running VERIFY_DIGEST after
programming device will fail with "eNVM digest verification: FAIL".

Workaround: Deselect procedure 'DO_ENABLE_ENVM' in VERIFY_DIGEST action.

For PolarFireSoC Libero designs that generate/export eNVM only bitstream, the
generated bitstream file/job will include ERASE action which is not applicable and does
nothing.

Affected releases are v12.4 and later.
Note: For v12.6, this issue applies for the eNVM only case + no eNVM sanitization
option.

For Libero designs with sNVM clients configured, no custom user security options
selected, and have the program designed on device, modifying sSNVM client content and
sNVM client Fabric/MSS read/write permissions and run VERIFY action fails with the
message "Failed to verify Security" instead of "Failed to verify SNVM".

This release supports only the following Micron SPI Flash memory devices:

* Using FlashPro5: MT25QL01G only
* Using FlashPro6: all members of N25Q and MT25Q device families

Note: Contact Microchip Technical Support about support for Flash memory devices from
other vendors and device families using FlashPro6.

Although sNVM / eNVM are being sanitized when enabled since the action is part of the
bitstream, FP6 does not report a "Sanitizing sSNVM..." or "Sanitizing eNVM..." message
during erase operations in the ppd flow.

Device Info log displays wrong CheckSum and Design name during SPI Slave
programming.
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System Requirements

System Requirements
The Programming and Debug Tools v12.6 release has the following system requirements:
+ 64-bit OS
— Windows 7 or Windows 10 OS
— RHEL 6.6-6.11, RHEL 7.2-7.6
— CentOS 6.6-6.11 and CentOS 7.2-7.6

— Ubuntu 18.04
Note: FlashPro5 is not supported with Ubuntu.

— OpenSUSE Leap 42.3 (SLES 12.3 equivalent)
* A minimum of 16 GB RAM

Note: Setup instructions for using Programming and Debug Tools v12.3 on Red Hat Enterprise Linux OS or CentOS
are available in Libero SoC Linux Environment Setup User Guide.

© 2020 Microchip Technology Inc. Release Note A-page 9


https://coredocs.s3.amazonaws.com/Libero/12_6_0/Tool/linux_setup_libero_soc_ug.pdf

6.

Download Libero SoC v12.6 Programming and Debug To...

Download Libero SoC v12.6 Programming and Debug Tools

Click the following links to download Programming and Debug Tools v12.6 on Windows and Linux operating systems:

¢ Windows Download
¢ Linux Download

Note: Installation requires administrator privileges to the system.
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7.2

Appendix: Sample Programming and SmartDebug Times ...

Appendix: Sample Programming and SmartDebug Times Using
FlashPro5/FlashPro6

The tables in this appendix show sample programming times and SmartDebug runtimes using FlashPro5 and
FlashPro6 programmers.

Microsemi FPGA Array Programming
The following table shows sample PPD programming times of the FPGA Array.

Table 7-1. Sample PPD Programming Times of the FPGA Array

Devices' PPD Programming Time?2 (mm:ss)
TCK=4 MHz USB 2.0 TCK=4 MHz TCK=20 MHz3
USB 2.0/3.0 USB 2.0/3.0
M2S/M2GL 2 min 9 sec 2 min 10 sec 2 min 2 sec
M2S/A2GL 150 4 min 21 sec 4 min 19 sec 3 min 54 sec
RTG4 2 min 10 sec 1 min 56 sec* 1 min 33 sec*
MPF100 39 sec 28 sec 23 sec
MPF200 1 min 3 sec 43 sec 28 sec
MPF300 1 min 33 sec 1 min 4 sec 43 sec
MPF500 1 min 57 sec 1 min 34 sec 1 min

" FlashPro6 supports JTAG programming for all SmartFusion2, IGLOO2, RTG4, PolarFire, RT PolarFire, and
PolarFire SoC devices.

2 To benefit from the improved programming time using FlashPro6, use the PPD file format for SmartFusion2,
IGLOO2, and PolarFire devices.

3 To ensure successful programming at 20 MHz TCK, take appropriate steps to ensure signal integrity of JTAG
signals.

4 New and improved programming time for RTG4 starting with Libero SoC/FlashPro Express v12.3 and later.

SPI Flash Programming

The following table shows sample SPI Flash Programming time using the PolarFire Splash Kit.
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7.3

Appendix: Sample Programming and SmartDebug Times ...

Table 7-2. Sample SPI Flash Programming Time
(N25Q00AA13GSF40G / SPI Flash Programming Time
MT25QL01GBBB8ESF-0SIT
TR)' FlashPro62

10 MByte Data
TCK =4 MHz TCK = 15 MHZ? TCK=4 TCK
MHZ MH M

m USB 2.0/3.0 | USB 2.0/3.0 | USB 2.0/3.0

Erase and Program SPI 8 min 15 sec 4 min 58 sec 14 min 53 | 5 min 45 sec = 4 min 54 sec

Flash* sec

Verify SPI Flash 1 hr 57 min 38 1 hr 50 min 45 16 min 33 7 min 53 sec 7 min 04 sec
sec sec sec

Read SPI Flash 2 hrs 02 min 43 1 hr 55 min 30 16 min 12 | 7 min 36 sec | 6 min 47 sec
sec sec sec

Erase SPI Flash 18 sec 18 sec 1 min 52 sec | 1 min 50 sec = 1 min 50 sec

1 SPI Flash programming has been tested on N25Q00AA and MT25QL01G/MT25QU01G devices only. Contact
technical support for other SPI-Flash device support needs.

2 FlashPro6 has longer erase and programming times for SPI Flash devices compared to FlashPro5. However,
readback and verification times are significantly shorter. As a result, the total combined Erase, Program, and Verify
time is significantly lower compared to FlashPro5. Programming time for FlashPro6 will be improved in future
releases.

3 To program the device successfully at a high TCK frequency, take appropriate to ensure signal integrity of JTAG
signals.

4 SPI Flash programming time may vary from device to device even though the part number is the same. This is due
to die to die variation.

SmartDebug Runtime Samples
The following table shows sample runtimes of some SmartDebug key functions.

Table 7-3. Sample Runtimes of SmartDebug Key Functions

SmartDebug Operations FlashPro6'
TCK =4 MHZ TCK =4 MHZ

USB 2.0/3.0
Active Probe Read (13,000 probe points) 28 sec 1 sec
Active Probe Write (13,000 probe points) 35 sec 6 sec
Logical View Read of LSRAM (340 LSRAM Blocks) 20 min <5 min
Logical View Read to USRAM (32 USRAM Blocks) 1 sec 1 sec
FHB - Waveform dump to VCD file (160 probe points; 1,000 cycles) 7 min 25 sec

" FlashPro6 SmartDebug runtime is applicable for SmartDebug v12.3 and later only.
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8.

Revision History

Revision History

L S T

A 12/2020 Initial Revision
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9.1

9.2

9.3

9.4

Microchip FPGA Technical Support

Microchip FPGA Technical Support

Microchip FPGA Products Group backs its products with various support services, including Customer Service,
Customer Technical Support Center, a website, and worldwide sales offices. This section provides information about
contacting Microchip FPGA Products Group and using these support services.

Customer Service

Contact Customer Service for non-technical product support, such as product pricing, product upgrades, update
information, order status, and authorization.

¢ From North America, call 800.262.1060
*  From the rest of the world, call 650.318.4460
* Fax, from anywhere in the world, 650.318.8044

Customer Technical Support

Microchip FPGA Products Group staffs its Customer Technical Support Center with highly skilled engineers who can
help answer your hardware, software, and design questions about Microchip FPGA Products. The Customer
Technical Support Center spends a great deal of time creating application notes, answers to common design cycle
questions, documentation of known issues, and various FAQs. So, before you contact us, please visit our online
resources. It is very likely we have already answered your questions.

You can communicate your technical questions through our Web portal and receive answers back by email, fax, or
phone. Also, if you have design problems, you can upload your design files to receive assistance. We constantly
monitor the cases created from the web portal throughout the day. When sending your request to us, please be sure
to include your full name, company name, and your contact information for efficient processing of your request.

Technical support can be reached at soc.microsemi.com/Portal/Default.aspx.

For technical support on RH and RT FPGAs that are regulated by International Traffic in Arms Regulations (ITAR),
log in at soc.microsemi.com/Portal/Default.aspx, go to the My Cases tab, and select Yes in the ITAR drop-down list
when creating a new case. For a complete list of ITAR-regulated Microchip FPGAs, visit the ITAR web page.

You can track technical cases online by going to My Cases.

Website

You can browse a variety of technical and non-technical information on the Microchip FPGA Products Group home
page, at www.microsemi.com/soc.

Outside the U.S.

Customers needing assistance outside the US time zones can either contact technical support at (https://
soc.microsemi.com/Portal/Default.aspx) or contact a local sales office.

Visit About Us for sales office listings and corporate contacts.
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The Microchip Website

Microchip provides online support via our website at www.microchip.com/. This website is used to make files and
information easily available to customers. Some of the content available includes:

* Product Support — Data sheets and errata, application notes and sample programs, design resources, user’s
guides and hardware support documents, latest software releases and archived software

* General Technical Support — Frequently Asked Questions (FAQs), technical support requests, online
discussion groups, Microchip design partner program member listing

* Business of Microchip — Product selector and ordering guides, latest Microchip press releases, listing of
seminars and events, listings of Microchip sales offices, distributors and factory representatives

Product Change Notification Service

Microchip’s product change notification service helps keep customers current on Microchip products. Subscribers will
receive email notification whenever there are changes, updates, revisions or errata related to a specified product
family or development tool of interest.

To register, go to www.microchip.com/pcn and follow the registration instructions.

Customer Support

Users of Microchip products can receive assistance through several channels:

» Distributor or Representative

* Local Sales Office

»  Embedded Solutions Engineer (ESE)
* Technical Support

Customers should contact their distributor, representative or ESE for support. Local sales offices are also available to
help customers. A listing of sales offices and locations is included in this document.

Technical support is available through the website at: www.microchip.com/support
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Product Identification System

To order or obtain information, e.g., on pricing or delivery, refer to the factory or the listed sales office.

E—

Microchip Devices Code Protection Feature

Note the following details of the code protection feature on Microchip devices:

» Microchip products meet the specifications contained in their particular Microchip Data Sheet.

* Microchip believes that its family of products is secure when used in the intended manner and under normal
conditions.

* There are dishonest and possibly illegal methods being used in attempts to breach the code protection features
of the Microchip devices. We believe that these methods require using the Microchip products in a manner
outside the operating specifications contained in Microchip’s Data Sheets. Attempts to breach these code
protection features, most likely, cannot be accomplished without violating Microchip’s intellectual property rights.

» Microchip is willing to work with any customer who is concerned about the integrity of its code.

* Neither Microchip nor any other semiconductor manufacturer can guarantee the security of its code. Code
protection does not mean that we are guaranteeing the product is “unbreakable.” Code protection is constantly
evolving. We at Microchip are committed to continuously improving the code protection features of our products.
Attempts to break Microchip’s code protection feature may be a violation of the Digital Millennium Copyright Act.
If such acts allow unauthorized access to your software or other copyrighted work, you may have a right to sue
for relief under that Act.

Legal Notice

Information contained in this publication is provided for the sole purpose of designing with and using Microchip
products. Information regarding device applications and the like is provided only for your convenience and may be
superseded by updates. It is your responsibility to ensure that your application meets with your specifications.

THIS INFORMATION IS PROVIDED BY MICROCHIP “AS IS". MICROCHIP MAKES NO REPRESENTATIONS OR
WARRANTIES OF ANY KIND WHETHER EXPRESS OR IMPLIED, WRITTEN OR ORAL, STATUTORY OR
OTHERWISE, RELATED TO THE INFORMATION INCLUDING BUT NOT LIMITED TO ANY IMPLIED
WARRANTIES OF NON-INFRINGEMENT, MERCHANTABILITY, AND FITNESS FOR A PARTICULAR PURPOSE
OR WARRANTIES RELATED TO ITS CONDITION, QUALITY, OR PERFORMANCE.

IN NO EVENT WILL MICROCHIP BE LIABLE FOR ANY INDIRECT, SPECIAL, PUNITIVE, INCIDENTAL OR
CONSEQUENTIAL LOSS, DAMAGE, COST OR EXPENSE OF ANY KIND WHATSOEVER RELATED TO THE
INFORMATION OR ITS USE, HOWEVER CAUSED, EVEN IF MICROCHIP HAS BEEN ADVISED OF THE
POSSIBILITY OR THE DAMAGES ARE FORESEEABLE. TO THE FULLEST EXTENT ALLOWED BY LAW,
MICROCHIP'S TOTAL LIABILITY ON ALL CLAIMS IN ANY WAY RELATED TO THE INFORMATION OR ITS USE
WILL NOT EXCEED THE AMOUNT OF FEES, IF ANY, THAT YOU HAVE PAID DIRECTLY TO MICROCHIP FOR
THE INFORMATION. Use of Microchip devices in life support and/or safety applications is entirely at the buyer’s risk,
and the buyer agrees to defend, indemnify and hold harmless Microchip from any and all damages, claims, suits, or
expenses resulting from such use. No licenses are conveyed, implicitly or otherwise, under any Microchip intellectual
property rights unless otherwise stated.

Trademarks

The Microchip name and logo, the Microchip logo, Adaptec, AnyRate, AVR, AVR logo, AVR Freaks, BesTime,
BitCloud, chipKIT, chipKIT logo, CryptoMemory, CryptoRF, dsPIC, FlashFlex, flexPWR, HELDO, IGLOO, JukeBlox,
KeeLoq, Kleer, LANCheck, LinkMD, maXStylus, maXTouch, MediaLB, megaAVR, Microsemi, Microsemi logo, MOST,
MOST logo, MPLAB, OptoLyzer, PackeTime, PIC, picoPower, PICSTART, PIC32 logo, PolarFire, Prochip Designer,
QTouch, SAM-BA, SenGenuity, SpyNIC, SST, SST Logo, SuperFlash, Symmetricom, SyncServer, Tachyon,
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TimeSource, tinyAVR, UNI/O, Vectron, and XMEGA are registered trademarks of Microchip Technology Incorporated
in the U.S.A. and other countries.

AgileSwitch, APT, ClockWorks, The Embedded Control Solutions Company, EtherSynch, FlashTec, Hyper Speed
Control, HyperLight Load, IntelliMOS, Libero, motorBench, mTouch, Powermite 3, Precision Edge, ProASIC, ProASIC
Plus, ProASIC Plus logo, Quiet-Wire, SmartFusion, SyncWorld, Temux, TimeCesium, TimeHub, TimePictra,
TimeProvider, WinPath, and ZL are registered trademarks of Microchip Technology Incorporated in the U.S.A.

Adjacent Key Suppression, AKS, Analog-for-the-Digital Age, Any Capacitor, Anyln, AnyOut, Augmented Switching,
BlueSky, BodyCom, CodeGuard, CryptoAuthentication, CryptoAutomotive, CryptoCompanion, CryptoController,
dsPICDEM, dsPICDEM.net, Dynamic Average Matching, DAM, ECAN, Espresso T1S, EtherGREEN, IdealBridge, In-
Circuit Serial Programming, ICSP, INICnet, Intelligent Paralleling, Inter-Chip Connectivity, JitterBlocker, maxCrypto,
maxView, memBrain, Mindi, MiWi, MPASM, MPF, MPLAB Certified logo, MPLIB, MPLINK, MultiTRAK, NetDetach,
Omniscient Code Generation, PICDEM, PICDEM.net, PICkit, PICtail, PowerSmart, PureSilicon, QMatrix, REAL ICE,
Ripple Blocker, RTAX, RTG4, SAM-ICE, Serial Quad I/O, simpleMAP, SimpliPHY, SmartBuffer, SMART-I.S., storClad,
SQl, SuperSwitcher, SuperSwitcher Il, Switchtec, SynchroPHY, Total Endurance, TSHARC, USBCheck, VariSense,
VectorBlox, VeriPHY, ViewSpan, WiperLock, XpressConnect, and ZENA are trademarks of Microchip Technology
Incorporated in the U.S.A. and other countries.

SQTP is a service mark of Microchip Technology Incorporated in the U.S.A.

The Adaptec logo, Frequency on Demand, Silicon Storage Technology, and Symmcom are registered trademarks of
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