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1 Revision History

The revision history describes the changes that were implemented in the document. The changes are
listed by revision, starting with the most current publication.

1.1 Revision 2.0

Updated for Libero SoC v12.6.

1.2 Revision 1.0

The first publication of this document.
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Running BareMetal User Applications on
PolarFire SoC FPGA

2.1

Microchip's PolarFire® SoC FPGAs include industry's first RISC-V based Microprocessor Subsystem
(MSS) and a fabric that inherits all the features of the PolarFire family. The PolarFire SoC MSS includes
5x 64-bit RISC-V processor cores, AX| Switch, DDR Controller, fabric Interface Controllers (FIC), and a
rich set of peripherals. For more information about the PolarFire SoC MSS and its components, see
UG0880: PolarFire SoC FPGA MSS User Guide. PolarFire SoC FPGAs are ideal for running BareMetal
applications.

PolarFire SoC standalone MSS Configurator (no separate license required) facilitates independent
configuration of MSS for use in Libero® SoC and SoftConsole. The standalone MSS configurator
provides a seamless interface and can be used by Embedded Software developers and FPGA
designers. For more information, see PolarFire SoC Standalone MSS Configurator User Guide. FPGA
designers can add fabric components by using Libero SoC SmartDesign and IP Library.

Microchip's MPFS-ICICLE-KIT features the MPFS250T_ES SoC FPGA, a rich set of peripherals, ROM,
and RAM options. For ROM requirement, the kit includes an 8 GB eMMC Flash memory. For external
RAM requirement, the kit includes a 2 GB LPDDR4 device. The kit also features an SD Card slot. For
more information, see UG0882: PolarFire SoC FPGA ICICLE Kit User Guide.

This application note describes how to run BareMetal user applications on MPFS-ICICLE-KIT.

Prerequisites

Before running the BareMetal user applications, the ICICLE kit must be programmed with the ICICLE
reference design. Ensure to follow the documentation provided on GitHub and program the ICICLE kit
reference design with one of the FlashPro Express programming files.
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3 Running the BareMetal User Applications

Before you start, ensure to program the ICICLE KIT as described in Prerequisites. After successful
programming, the following user applications can be run:

+  System Services
«  Single-Bit Error Detection and Correction for L2 LIM
*  MicroPython

This document describes the steps to run the System Services application.

Note: Forinformation about running other BareMetal user applications, see the baremetal _applications GitHub
web page.

3.1 System Services

System Services SoftConsole project includes the following source files for running System Services:

+ BareMetal MSS System Services driver which is available at the following location:
https://github.com/polarfire-soc/polarfire-soc-bare-metal-library/tree/master/src/platform/driv-
ers/mss_sys_services

+  PolarFire SoC hardware abstraction layer source code (mpfs hal). Using the mpfs hal code, the
user can access all of the PolarFire SoC MSS registers like E51 and U54 local interrupt registers, L2
cache, MPU, segmentation blocks, and others registers. This folder also includes the MSS
peripherals base address file.

Note: Hardware parameters like MSS clocks, memory, and peripheral source files are generated in

SoftConsole using the MSS XML configuration file. The MSS XML configuration file is available at

https.//github.com/polarfire-soc/icicle-kit-reference-design/tree/master/XML.

311 Running the System Service Application

This section describes how to launch the System Services application in debug mode using SoftConsole
and run the PolarFire SoC System Services via serial interface.

Note: This SoftConsole project can also be built in release mode and run from eNVM.
Select Run > External Tools > PolarFire SoC program non secure boot mode 1 option to program the
eNVM with the application and execute it.

To run the System Services:

1. Launch SoftConsole with the provided System Services project.
2. Click Run->Debug Configurations.

Figure 1+ Debug Configurations
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3. Inthe Debug Configurations window, select the debug project highlighted in Figure 2.
4. Select the Debug option in the dialog box for launching the application in debug mode.

Figure 2+ Launching the Debugger
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5. In the Confirm Perspective Switch window, click Switch to go to the debug view.

Figure 3+ Confirm Perspective Switch Message
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The debugger stops at the void e51 (void) startup function in the e51 . c file. This function
initializes the UART interface and sends a software interrupt to the U54_1 processor core and
releases it from the wait for interrupt mode (WFI). The u54 1 hart starts executing the System Ser-

vices functions.
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6. Click Resume to start running System Services application as shown in Figure 4.
Figure 4+ Resume Debugging
File Edit Source Refactor Mavigate Search Project Run Window UltraDevelop Help
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- f:; Thread #1 1 (Name: mpfshart) e31, state: breakpoint) (Suspe 45 MSS_UART_init( &g _mss_uart@_lo,
49 1SS_UART_115200_BAUD,
= main_other_hart() at system _startup.c:205 (x8002dd2 58 MSS_UART_DATA_8_BITS | MS5_UART_NO_PARITY | MS5_UART_ONE_STOP_BIT);
@ Thread #2 2 (Name: mpfshart]_u54_1, state: debug-request)
@ Thread #3 3 (Name mpfs.hart2_u54_2, state: debug-request)
o Thread #4 4 (Name: mpfs.hart3_u54_3, state: debug-request)
@ Thread #5 5 (Name: mpfs.hartd_u54_4, state: debug-request)
55 openccd.exe
55 riscvbd-unknown-elf-gdb - void e51(void)
init_uart();
raise_soft_interrupt(1);
while(1)
}
7. System Services options are displayed on the terminal, as shown in Figure 5. For information about
each System Service and output bit fields, see UG0905: PolarFire SoC FPGA System Services
User Guide.
Figure 5+ System Services Options
s PolarFireSoC system services Example seess
Notes: Return data from System controller is displayed hyte—wise with LEB first
. Input data is provided LSB first. Each ASCII character is one Nibble of d
lata
Select Service:
Device and Design Information Services:
H. Read Device Serial Number
2. Read Device
3. Read Device i
4. Read Device Certificate
5. Read Digest
6. Query Security
7. Read Debug Information
Data Security Services:
8. Digital Signature
(9. PUF Emulation
la. Monce
8. Enter 1 to select Read Device Serial Number.
The 128-bit Read Device Serial Number (DSN) is displayed, as shown in Figure 6.
Figure 6 » Read Device Serial Number
Each PolarFire SoC FPGA device has a unique, publicly readable, 128-bit DSN. The DSN can be
used in cryptographic protocols to uniquely identify the device. For more information, see UG09178:
PolarFire SoC FPGA Security User Guide.
9. Enter 2 to select Read Device User-code.
This can be configured in the Libero SoC project from Design flow->Program Design->Configure
Programming Options.
The 32-bit device USERCODE/Silicon signature is displayed, as shown in Figure 7.
Figure 7+ Read Device User-code
Note: In the Libero project, this USERCODE/silicon signature can be configured from Design flow->Program
Design->Configure Programming Options. If the values are not entered, you can see zero.
10. Enter 3 to select Read Device Design-info.
Figure 8+ Read Device Design-info
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Figure 9 »

The device design information consists of:

+  256-bit user-defined Design ID.

* 16-bit design version: This can be configured from Design flow->Program Design->Configure
Programming Options. In auto update programming, the current design version is compared
with the available images in external SPI flash to initiate the auto update on power up.

+  16-bit design back-level: This can be configured from Design flow->Program Design->Configure
Security. When back level protection is enabled, the device can only be programmed if the

target design version is more than the back-level value.

11. Enter 4 to select Read Device certificate.
The device supply chain assurance certificate is displayed, as shown in Figure 9.

Read Device Certificate

IDevice Certificate:

3@82A3CC3AB2A352AAA3A20102021240
3636A5D6BD?C4ADB2D3CB1 750944F293
A1300AA6A82AR648CE3DA4A3A33A4231
BB3AA?A6A355A4061302555331AC3AGA
B608355040B13A358524F31AD3AABA6A3
550409A13044D434850311 D301 BA6A355
A4031314346136333761656531356164
63313939336435623020170D31353130
31343930303734375A18AF3239393931
3233313233353935395A3A4E314C3088
B608355842C13043030303A3013060355
B4048CACSA6F6C617246697265536F43
382886A355A42AAC214D5A4653323530
54532020202020202020202020202020
202020202020202020203A076301 00687
2A8648CE3DA2A1A6A52B81 0400220362
BBA4FA84E4DA366BD?1251 EEBAS6ERAS
B2?2143BA25683243742 EFA45EABBF? 46
28544C35E1238E233EA3FF31D3AA7EFG
B62AC6B311BY6B?2E221E7568F11F162
133B5FEEEA?C?5CF2AACE32D32C41 287
B6BEE71A55977E7831548ED33C86561D
D11E31A20040364A662711B6AAE21100
D6334BB5A2A35A4CD?71E?C50682BDEB
A38201D6308201D23012060A2BA6 0104
@182BD6 48181 A4A4AARAAAAA3AS1 8 FA6
BA2BA6 601048182806 401020481 8AFFFF
FFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFF
FFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFF
FFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFF
FFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFF
FFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFF
FFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFF
FFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFF
FFFFFFFFFFFFFFFFFFFFFFFFFFAA3A12
B68A2BA6A1A4A182BD6 481 83040460100
ABRA3A8186H6AA2BA6A1A4A182BD6 481
#40478 ANAARAARAARARAANARAARARARAA
ARAARARAARARRARRARAARARRARARARAA
AERAARARAARARRAARARAANARRARARARAA
AERAARARAARARRARRARAANARRRARARAA
ARAARARAARARRAARARAANARRRARAREAA
ARAARARAARARRARRARAARARRARARARAA
ARAARARAARARRAARARAANARRARRRARAA
AERAARARAARRARAARARAAA3AR18CACAA
2BA6A1 040182 BD6 401504 7EARARARAA
ARAARARAARARRARRARAARARRARARARAA
AERAARARAARARRAARARAANARRARARARAA
AERAARARAARARRARRARAANARRRARARAA
ARAARARAARARRAARARAANARRRARAREAA
ARAARARAARARRARRARAARARRARARARAA
AERAARARAARARRAARARAANARRARARARAA
ARAARARAARARRARRARAARARARARARAEA
AERAARARAARRARAARARA3AANR6AB2ABG
48CE3DA4A3A3A368AA3065A23A6FCRCL
B?CBEE1DF613F3A923C7A7A3236C67C3
CB4AA1 2B5776 7F?9D5B6 BB48D3F5 4791
BRSAPC2EAD762DCEBEF1B272058231 00
B?BFAES381A230338844A77B3B7BBAE3
F4B861AA1BEF217FC11A86418416B36D
861FA1@7AB?3AA2466241 88 AB6ABEA42
ARAARARAARARRARRARAANARRRARARAA
ARAARARAARARRARRARAARARRARARARAA
H0AARARRARARRAARAREANARRRARERAA
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The Device Certificate is a 1024 bytes Microsemi-signed X-509 certificate programmed during man-
ufacturing. The certificate is used to guarantee the authenticity of a device and its characteristics.
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12. Enter 5 to select Read Digest.
The 576 bytes Digest contains the fabric digest, SNVM digest, and user key digests. The digest

protects data integrity. Figure 10 shows the 576 bytes digest.

Figure 10 » Read Digest

Read Digest:

28DDCBBD2872ER427A5A2FC?2DEBGC14
BE?21C?25FCBE6FFAB?A4BBFE165169F
FFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFF
FFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFF
388A781015D4B1?CC8CEBABAEDDG6B2120A
C6BB7851335F7C41A312397FA1C88FLA
FFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFF
FFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFF
HERAARARAARARRARRARAANARAARARAREAA
HERAARARAARARRARRARAANARAARARAREAA
HERAARARAARARRARRARAANARAARARAREAA
AERRARARAARARBARRARAANARRRARARAA
2EA?AB?198D16388A74AACD2C3BEF1CC
745886487681 1ABE1 BC5218AAC6452D4
F5A5FD42D16A20382728EF6ED3A?2 798
43083D232ADFAESEA?831A22759FB4B
HERAARARAARARRARRARAANARAARARAREAA
AERRARARAARARBARRARAANARRRARARAA
2EA?AB?198D16388A74AACD2C3BEF1CC
745886487681 1ABE1 BC5218AAC6452D4
F5A5FD42D16A20382728EF6ED3A?2 798
43083D232ADFAESEA?831A22759FB4B
FFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFF
FFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFF
8243D7638DD1F1CA4C5B?3988B4B1D2A
4F7676103B7DR8FI4DCF228 EA44F4BAA
F5A5FD42D16A20382728EF6ED3A?2 798
43083D232ADFAESEA?831A22759FB4B
HERAARARAARARRARRARAANARAARARAREAA
H0AARAREARARRRARARARNARERARARAA
EC5E6321EAD8DAS4484CD?F6F?8DCC28
FF3C58213D36EDE2ED?5174E15EB1 204
B5FABBCB8?DAD4A31 B7BEBS ?ED?AF2AE
CC5AF?197C26 BEB3I87F4CACY3A8D5348

13. Enter 6 to select Query Security.
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The non-volatile states of user security lock is displayed, as shown in Figure 11.

The design does not include any user security settings for device security. Security locks can be
configured from Design flow->Program and Debug Design->Configure Security.

Figure 11 « Security Locks

Becurity locks:

AARAARARAARAARAARA3S7ABRA1ARERAA

FFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFF
an

14. Enter 7 to select Read Debug Information.
The debug information is displayed, as shown in Figure 12. In Figure 12, the highlighted 4 bytes
E1000000 (LSB first) indicates the number of times the device was programmed (programming

cycles).

Figure 12 + Read Debug Information
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15. Enter 8 to select Digital Signature.
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Figure 13

Figure 14 «

Figure 15 ¢
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The digital signature in both Raw and DER formats is displayed, as shown in Figure 13.

Digital Signature

Digital Signature service:

48 byte hash value:
1B5AC211898959574808A84B47DD499D
1CDE56DCAC18A1B?FACESBAG265F6R9D
1B5AC211898959574808A84B47DD499D

Raw format:

Digital Signature service successful.

Output Digital Signature — Raw format:
FCFACE438477C71DC46E3?A?5C926FD4
223BD44547B1C914B58A0647?FFFC1D13
865DB76A9686A4BC61975E8936725045
3287F42FEDDAC4F6452F1 4151 BDAC?54
BF18EAS?D6 7757801 F6 EF4D7?3E9E4RBA
7EEF45F2D33F562A79D5243B2ECAGLAS

DER format:

Digital Signature service successful.
Output Digital Signature — DER format:
3A668231AAA8 3IRBSA7?AB274618CAF277
33B88?CDEABBR7?AD4ABADS1 266 BB?B2DC
EESA86ABSS8EFEBS8AA4ECS1EE1D22CEL
540251979018231AAB?DD245769CE?11E
AAC2125DFC2E?77AA352BBSAESE? 7959
6418BB7?AALF2E289263A2E862643ACER
EAGEBB2DE9863DE76

The digital signature service takes a user supplied SHA384 hash and signs it with the devices private
key. The application randomly generates the SHA384 hash value. The Digital Signature service sends
the hash value to the System Controller. The System Controller Cryptoprocessor runs the Elliptic Curve
Digital Signature Algorithm (ECDSA) using the hash and the device private key to generate the
signature.

16. Enter 9 to select PUF Emulation service.

The PUF emulation service provides a mechanism for authenticating a device, or for generating a
pseudo-random bit strings that can be used for different purposes. When this service is selected, the
service by default accepts a 128-bit challenge and an 8-bit optype, and returns a 256-bit response
unique to the challenge and the optype as shown in Figure 14.

PUF Emulation Service

The challenge OPTYPE range{BxB@ to BxFF)>:
16 byte challenge:
CBBA2F4FB7F782B1AARAD1 FECBACCCA3
PUF emulation service successful.Generated Response:
23C8C11D424C6837C1 DFCCBFAFEGRADAS
59C969227D179826E187E1 B1FDE?26DB6

17. Enter “a” to select Nonce service.
The 32 bytes nonce value is generated by the device as shown in Figure 15.

Nonce Value

Generated Monce:
897DFAD3A3A6F64963A616295A76A2FN

D8441714A2AFE3264827F6BD524E7C71

This concludes the running System Services application and the SoftConsole debug session can be
terminated.
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