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About FlashPro

FlashPro is Microsemi's programming software tool for SmartFusion, IGLOO, ProASIC3, Fusion devices.
You will be able to navigate easily through the FlashPro software because of its similarities with other
Microsemi software tools. The FlashPro software includes the following features:

e Supports modification of I/O states during programming
e Supports automatic construction of chain from scan chain operation
e Supports importing non-Microsemi BSDL files for automatic chain construction
e Supports direct multiple Microsemi device chain programming and serialization
e Supports single device STAPL files generation
e Supports single device SVF files generation
e Supports single device IEEE 1532 files generation
e Supports Chain STAPL file generation
e Supports Chain SVF file generation
e Supports a single GUI to drive multiple FlashPro5/4/3/3X programmers for parallel programming
e Supports 1.2V programming for IGLOO devices
Note: Parallel programming via FlashPro (USB/LPT1) or FlashPro Lite programmers is not supported.
e Supports device serialization for parallel programming
e A redesigned GUI, which features a project manager to manage the programming files and data
e Enhanced In-System Programming (ISP) Support

An optional In-House Programming (IHP) service is available if you are purchasing Microsemi devices in
volume. Contact Microsemi for more information.

For step-by-step instructions on how to use these features, see the FlashPro Tutorial.

If you arrived here by pressing the F1 key in FlashPro, use the Search tool in help for more information on
specific content, or click the Help button embedded in any dialog box or GUI for context-specific help.

Installing FlashPro Express Software

See the FlashproExpress Installation Instructions on the Microsemi website for information on how to install
FlashproExpress software and relevant system requirements.

View the detailed Install Instructions and System Requirements at the Flashpro Express software page:
http://www.microsemi.com/products/fpga-soc/design-resources/programming/flashproexpress#overview

Programming Tool Model Overview

The FlashPro software is designed for use in the operation, user design, and production programming flows.

Design Debug

The figure below illustrates the programming design flow when an engineer is in debug mode. In the
programming design flow, the new Programming files (STAPL/ PDB) are generated for a design change and
are sent to the FlashPro software for testing and debugging the design.

Note: FlashPoint is integrated into Designer; therefore, the STAPL file is generated from Designer.
FlashPro v6.2 and greater can be used to export STAPL files from PDB files created by FlashPoint
(Designer).

FlashPro User's Guide 5
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Figure 1 - Programming Design Flow

Operation/Production Planning

The figure below shows an illustration of the operation flow. In this illustration, the production coordinator
generates the programming files (STAPL/PDB) with or without serialization and/or security settings (see
Programming application note for further information). The production coordinator loads the programming
file in the FlashPro software to set up the configurations for production programming, such as Serialization
options, Action selections, and Procedure selections, etc.

FlashPgint
[Designer) Single Device STAPL

FlashPro
STAPL / PDB File Software FlashPro3 ProASIC3/E

Programming
Configuration File Stations

ITAG

Figure 2 - Operation Flow

The production coordinator may want to generate different configuration files for each programming station
(depending on the logistics and serialization options). For example, if the Programming file contains 10,000
serial data and the production coordinator decides to split the serial data designation to one thousand for
each programming station, then ten configuration files will be generated (one for each of the ten
programming stations). However, if you are not using serialization, you only need one configuration file.

The production coordinator can test the configuration files with one or more FlashPro5/4/3/3X programmers
before sending it to the production programming floor. If PDB files are used in the production flow, warning
icons may appear on the FlashPro/FlashPoint GUI because the automatic audit cannot find the source file
on the production environment; the PDB file contains the valid programming data. If STAPL files are used,
loaded STAPL files will be audited on execution of an action to determine if the original STAPL file has been
modified. If it has not been modified, the action will continue to run. If it has been modified you will be
prompted to reload the modified STAPL file, or to continue running the current action. If you select to reload
the modified STAPL file, all previous programming settings will be refreshed and will need to be performed
again.
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Programming Tool User Model Overview - SmartFusion Only

Operation/Production Programming

The figure below shows an illustration of the production programming flow. The operator imports the
configuration file and begins programming the devices by clicking the Run button. The operator's interaction

with FlashPro should be limited.
At the end of a programming session, the serialization log file (if applicable) and the programming log file are
sent back to the production coordinator for record keeping.

:Ll
FlashPro » FlashPro3 JTAG ProASIC3/E
Software

Send to
Production Coordinator
for record keeping

Configuration File

Serialization Log Programming Log

~

Figure 3 - Production Programming Flow

A A J

Express Configuration Programming (IGLOO, ProASIC3 and Fusion devices only)

The figure below illustrates the Express Configuration Programming Flow. In this flow, you can program the
security setting into the IGLOO, ProASIC3 and Fusion family device directly from the FlashPro software.

Note: FlashPoint is integrated into the FlashPro v6.0 and later software.

ITAG

FlashPro ProASIC3/E

Software

N FlashPro3

PDE Flle with
Security Settings

Figure 4 - Express Configuration Programming Flow

Programming Tool User Model Overview - SmartFusion Only

The FlashPro software is designed for use in the operation, user design, and production programming flows.

Design Debug

The figure below illustrates the programming design flow when an engineer is in debug mode. In the
programming design flow, the new files (FDB, UFC, EFC) are generated for a design change and are sent to

the FlashPro software for testing and debugging the design.

FlashPro User's Guide



NOTE: Links and cross-references in this PDF file may point to external files and generate an error
. . when clicked. View the online help included with software to enable all linked content.
& Microsemi

Single Device
STAPL/FDE

FlashPaint "

{Designer) FDB Export/ Load
e Save

SmiartFusion

FlashPro ITAG
|| FlashPro 4/3/3%
Software e 3

SmartDesign —
(M55) e ———

Figure 5 - SmartFusion Programming Design Debug Flow

Operation/Production Planning

The figure below shows an illustration of the operation flow. In this illustration, the production coordinator
generates the programming files (STAPL/PDB) with or without serialization and/or security settings (see
Programming application note for further information). The production coordinator loads the programming
file in the FlashPro software to set up the configurations for production programming, such as Serialization
options, Action selections, and Procedure selections, etc.
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FlashPaint I

(Designer) Export!  Lpad

— Save

SmiartFusion

FlashPro = |[ITAG
PP || FlashPro4/3 -

SmartDeslgn —
(MI55) ———.

1

Canfiguration File

Pragramming
Solutions

Figure 6 - SmartFusion Operation Flow

The production coordinator may want to generate different configuration files for each programming station
(depending on the logistics and serialization options). For example, if the Programming file contains 10,000
serial data and the production coordinator decides to split the serial data designation to one thousand for
each programming station, then ten configuration files will be generated (one for each of the ten
programming stations). However, if you are not using serialization, you only need one configuration file.

The production coordinator can test the configuration files with one or more FlashPro5/4/3/3X programmers
before sending it to the production programming floor. If PDB files are used in the production flow, warning
icons may appear on the FlashPro/FlashPoint GUI because the automatic audit cannot find the source file
on the production environment; the PDB file contains the valid programming data. If STAPL files are used,
loaded STAPL files will be audited on execution of an action to determine if the original STAPL file has been
modified. If it has not been modified, the action will continue to run. If it has been modified you will be
prompted to reload the modified STAPL file, or to continue running the current action. If you select to reload
the modified STAPL file, all previous programming settings will be refreshed and will need to be performed
again.

Operation/Production Programming

The figure below shows an illustration of the production programming flow. The operator imports the
configuration file and begins programming the devices by clicking the Run button. The operator's interaction
with FlashPro should be limited.
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SmartFusion2 Programming
At the end of a programming session, the serialization log file (if applicable) and the programming log file are
sent back to the production coordinator for record keeping.

[

SmartFusion

JTAG

FlashPro »
Software

FlashPro4/3/3X

Configuration File

Send to
Production Coordinator
for record keeping

Y v

Serialization Log Programming Log

e 2F

Figure 7 - SmartFusion Production Programming Flow

Creating a New PDB for SmartFusion
The figure below illustrates the new SmartFusion programming flow. In this flow you can program the
security, FPGA Array, FlashROM and Embedded Flash Memory (NVM) for SmartFusion.

FlashPro JTAG ;
e are FlashPro 4/3/3X |____| SmartFusion

Security Only (no file)

FDB
EFC
UFC

l

FlashPro PDB

Figure 8 - Creating a New PDB for SmartFusion

SmartFusion2 Programming

SmartFusion2 programming is executed from within Libero SoC.
See the Libero SoC help for information on SmartFusion2 programming, including programming
authentication error codes and programming error codes.

FlashPro User's Guide
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Supported Families

Microsemi's Libero SoC software supports the following families of devices:

SmartFusion2
IGLOO2
SmartFusion
IGLOO
ProASIC3
Fusion

When we specify a family name, we refer to the device family and all its derivatives, unless otherwise
specified. See the table below for a list of supported device families and their derivatives:

Table 1 - Product Families and Derivatives

Device Family Description
Family Derivatives
SmartFusion2 | N/A Address fundamental requirements for advanced
security, high reliability and low power in critical
industrial, military, aviation, communications and
medical applications.
IGLOO2 N/A Low-power mixed-signal programmable solution

SmartFusion

SmartFusion SmartFusion intelligent mixed-signal FPGAs are the

only devices that integrate an FPGA, ARM Cortex-M3,
and programmable analog, offering full customization
and IP protection.

Fusion N/A Mixed-signal FPGA integrating ProASIC3 FPGA
fabric, programmable analog block, support for ARM®
Cortex M-M1 soft processors, and flash memory into a
monolithic device.
IGLOO IGLOO The ultra-low-power, programmable solution
IGLOOe Higher density IGLOO FPGAs with six PLLs and
additional 1/0 standards
IGLOO nano The industry’s lowest power, smallest size solution
IGLOO PLUS | The low-power FPGA with enhanced I/O capabilities
ProASIC3 ProASIC3 The low-power, low-cost, FPGA solution
ProASIC3E Higher density ProASIC3 FPGAs with six PLLs and
additional 1/0 standards
ProASIC3 Lowest cost solution with enhanced I/O capabilities
nano
ProASIC3L The FPGA that balances low power, performance,
10 FlashPro User's Guide
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Installing FlashPro Software and Hardware

ProASIC3/EL

Device Family Description
Family Derivatives
and low cost
Automotive ProASIC3 FPGAs qualified for automotive
ProASIC3 applications
Military Military temperature ASPE600L, A3P1000, and

A3PE3000L

RT ProASIC3

Radiation-tolerant RT3PE600L and RT3PE3000L

Installing FlashPro Software and Hardware

See the FlashPro Installation Instructions on the Microsemi website for information on how to install
FlashPro software/hardware and relevant system requirements.

View the detailed Install Instructions and System Requirements at the FlashPro software page:
http://www.microsemi.com/products/fpga-soc/design-resources/programming/flashpro#overview

Starting FlashPro

You can start the FlashPro software from Programs > Microsemi FlashPro vx.x >

FlashPro. If you installed the program in a folder other than FlashPro, choose that folder from the
Programs menu.

The figure below shows the FlashPro GUI. From this GUI, you can create a new project by clicking the New
Project button or open an existing project by clicking the Open Project button.

You can also access the above features from the menu bar. You can access all the other features after you
open or create a new project.

FlashPro User's Guide
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FlashPro Interface

The main FlashPro interface consists of two views, one for Single Device Programming and the other for
Chain Programming (see figure below). The GUI consists of a Flow window, Device Configuration Window
(for single or chain programming), Log window and a Status bar. The Log window displays programming
information, error messages, and warning messages. The Status bar displays your programming mode

(chain programming or single device programming) and file status.

T FlashPro - [dddd] (=13
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DEE ? | |@% i |[EE ®Aa & DHHs |5 2

New Project D _> Configure Device E%I _> " mb
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i Modify. ..
'5 DATE_MODIFIED Thu Feb 03 L5:58:14 2011 ~ Mode: ( Basic (% Advanced
FI'B_FILE_NAME V:ikiran\programming designs)fsfide: Action
CREATOR Designer Version: 2.1.2.0
HMODIFIED [PRDGRAM |
"g DESICH dddd
CHECKSTH 7CZF
Procedures. .
3 ¥DB_VERSION 1.6 e
IDCODE 0353ALCF
_!'ll Software Version: 9.1.2.0

Driver : 3.0.0 build 1
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Checking for software updates...
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Rescanning for Programmers. ..
Al l,(‘_ElI'EfS A Warnings E Info ?

Ready :kiran\programming_designs!fsf|designerlimpl1\dddd.pdb  STNGLE

Figure 9 - FlashPro for Single Device File Programming

Note the different options in the Flow window for the Chain Programming GUI and the Single Device
Programming GUI. In addition to the different Flow window options, the Chain Programming GUI view

consists of the Chain Configuration window which displays the devices in your chain.
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Figure 10 - FlashPro for Chain Programming

Creating a New Project

With the FlashPro software, you have the option of choosing either the Single STAPL file or Chain
programming mode. You make this choice through the New Project dialog box (see figure below). By
choosing the Chain Programming mode, you are enabling chain programming. The Single STAPL file
Programming mode functions with the same programming capabilities as the FlashPro software v4.2.

To create a new project:
1. Click the New Project button or from the File menu choose New Project.
2. From the New Project dialog box, type in the name of your project in the Project Name field.

New Project E

Project Name:
f projz]

Project Location:
I CiiDocuments and Settingsifarley Browse. .. |

Programming mode

& Single device
" Chain

OF I Cancel | Help |

Figure 11 - New Project Dialog Box

3. If necessary, change the default location of your project in the Project Location field.
4. Choose your Programming mode (Single device or Chain).
5. Click OK. The FlashPro GUI displays (see figure below).

FlashPro User's Guide 13
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Figure 12 - FlashPro GUI

Note: You can switch between the two programming modes from Tools > Mode. From there, you can
choose either Single Device Programming or Chain Programming.

Opening a Project

You can open a project from the File menu or by clicking on the Open Project button in the flow window.

To open a project:

1. From the File menu, choose Open Project. The Open Project dialog box appears.

2. Find your project file or type in your project file name in the File name field.

3. Click Open.

Saving a Project

Click the Save button on the toolbar, or from the File menu choose Save Project to save your project.

If you want to save your project under a different name/path, from the File menu choose Save Project As
and save your project with the new name.

Parallel Programming with FlashPro5/4/3/3X

Parallel programming enables you to program multiple Microsemi devices in parallel with multiple
programmers. In parallel programming, all targeted devices are programmed with the same programming
file (STAPL). The targeted device or chain configuration that is connected to each programmer must be

identical.

The FlashPro software together with the FlashPro5/4/3/3X programmers supports parallel programming via
a USB port. You can connect up to sixteen FlashPro5/4/3/3X's to a PC via a USB v1.1 or a USB v2.0 port.
FlashPro5/4/3/3X requires a self-powered hub.

Connecting FlashPro5/4/3/3X (a USB v2.0 enabled programmer) to USB v1.1 port increases device
programming time due to a slow data transfer rate on the USB v1.1 port in comparison to a USB v2.0 port.

Note: FlashPro (USB/LPT1) or FlashPro Lite programmers do not support parallel programming.

14
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Serialization with FlashPro

The following figure illustrates how you can connect a FlashPro5/4/3/3X programmer for parallel
programming.

2 FlashPro3 | ProASICIE
H r FlashPro3 3 ProASIC3/E
/ B »
H
u
H / E
u :
B r
H
u
g —r
> FlashPro3 »| ProASICAE
H
" > FlashPro3 ¥ ProASICE
B M/

Figure 13 - Connecting a FlashPro5/4/3/3X Programmer
An independent thread processes the STAPL file during parallel programming. In an Microsemi test, parallel
programming is approximately five times faster than programming 16 devices sequentially.

Note: Microsemi has tested Belkin PCI-USB cards and hubs. We have found that parallel programming
works best with the vendor's latest driver installed and with the matching hubs.

Serialization with FlashPro

You can use the FlashROM in the ProASIC3 device for serialization. For each target ProASIC3 device,
different FlashROM contents are generated.

Serial Programming enables you to program a sequence of ProASIC3 devices in serial with an identical
FPGA program and with different serialization data. Serialization data can consist of different FlashROM
content and/or AES key values. To learn how to activate the serialization feature, see Skip Serial Data or
Reuse Serial Data.

There are two different STAPL formats that support serial programming, multiple actions to multiple serial
data and single action to multiple FlashROM.

Multiple Actions to Multiple FlashROM Serial Data

This format supports a generic STAPL player because the STAPL player does not provide a mechanism for
Serial Programming. One programming action is created to target different serial data. See examples below:

- PROGRAM_1 programs the FPGA Array and the first serial data.

FlashPro User's Guide 15
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- PROGRAM_2 programs the FPGA Array and the second serial data.

Single Action to Multiple FlashROM Serial Data

This format is created when the target programmer is FlashPro, Sculptor II, or BP auto programmer, where
the newly innovated Microsemi Serial Programming mechanism is supported. One programming action will
program multiple serial data in serial.

FlashPro and SVF

SVF (Serial Vector Format) is an industry standard file format that is used to describe JTAG operations. Like
STAPL files, SVF files are used for describing the in-system programming algorithm for SmartFusion,
IGLOO, ProASIC3 and Fusion family devices. Unlike STAPL files, SVF files support only one ACTION or
programming flow per file, due to language limitations. In addition, the SVF specification does not support
message display and flow control, such as conditional statements or loops.

As a result, Microsemi tools (Designer and FlashPro software) generate a set of SVF files corresponding to
the equivalent STAPL ACTIONS that are applicable to the silicon features selected.

For example, for a typical STAPL file that has the following ACTIONS: ERASE, ERASE_ALL, PROGRAM,
PROGRAM_ARRAY, VERIFY, VERIFY_ARRAY, DEVICE_INFO, READ_IDCODE, and
VERIFY_DEVICE_INFO, a set of corresponding SVF files are generated and hamed: ERASE.sVf,
ERASE_ALL.svf, PROGRAM.svf, PROGRAM_ARRAY.sVf, etc. These files are generated in a folder,
<Programming File Name>_svf, created during generation. The diagram below demonstrates the
differences between the STAPL and SVF files that are created.

STAPLFILE SVE FOLDER
PROGRAM PROGRAM.svf
ERASE

ERASE.svf
VERIFY

VERIFY.suf
FROGRAM _ARRAY
ERASE_ARRAY FROGRAM_ARRAY.svf
VERIFY _ARRAY ERASE_ARRAY.swf
DEVICE_INFO

VERIFY_ARRAY.swf

Figure 14 - STAPL vs SVF files
Note: DEVICE_INFO.svf file is not generated because SVF files do not support messsage display or flow

control.
Table 2 - SVF Outline
SVF File Array | FROM NVM Security | Previously

(Flash | Settings | Programmed

Memory Device?

System

Builder)
ERASE X X YES or NO
ERASE_ALL X X X YES or NO
ERASE_ARRAY X YES or NO
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SVF File Array | FROM NVM Security | Previously

(Flash | Settings | Programmed

Memory Device?

System

Builder)
ERASE_FROM X YES or NO
ERASE_SECURITY X YES or NO
PROGRAM X X YES or NO
PROGRAM_ARRAY X YES or NO
PROGRAM_FROM X YES or NO
PROGRAM_NVM X YES or NO
PROGRAM_SECURITY X YES or NO
VERIFY X X X YES or NO
VERIFY_ARRAY X YES or NO
VERIFY_FROM X YES or NO
VERIFY_NVM X NO
ENC_DATA_AUTHENTICATION | X YES

STAPL Actions not Available with SVF
The following STAPL actions are not available with SVF: DEVICE_INFO, VERIFY_DEVICE_INFO,

READ_IDCODE

FlashPro and the 1532 File Format

1532 is an IEEE industry standard file format that is used to describe JTAG operations. Like STAPL files,
1532 files are used for describing the in-system programming algorithm for SmartFusion, IGLOO, ProASIC3
and Fusion family devices. 1532 programming file generation will generate two files (*.isc, *.bsd) within a

folder.

& Microsemi

FlashPro and the 1532 File Format

The folder will be created with the following name <Programming File Name>_1532. The *.bsd file contains
the IEEE 1532 programming algorithm. The *.isc file contains the programming data to be programmed into

the device.

IEEE 1532 programming files will only be exported in FlashPro for SmartFusion devices when an FDB has

been properly imported.

STAPL to 1532 Action Mapping
The IEEE 1532 standard requires using default ACTION names in order to function with 1532 compliant

players. The table below describes the STAPL to 1532 ACTION name mappings.

Note: 1532 ACTIONSs can have a data member parameter to allow reuse of the same ACTION name for

different features.

FlashPro User's Guide
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Table 3 - STAPL to 1532 Action Name Mapping

STAPL Action

1532 Action
ERASE_FROM ERASE(FROM)
PROGRAM_FROM PROGRAM(FROM)
VERIFY_FROM VERIFY(FROM)
PROGRAM PROGRAM
PROGRAM_ARRAY PROGRAM(ARRAY)
ERASE_ARRAY ERASE(ARRAY)
ERASE ERASE
ERASE_ALL ERASE(ALLDATA)
VERIFY VERIFY
VERIFY_ARRAY VERIFY(ARRAY)
READ_IDCODE READ(IDCODE)
ENC_DATA_AUTHENTICATION VERIFY(ENCDATA)
PROGRAM_SECURITY PROGRAM(SECURITY)
DEVICE_INFO READ
VERIFY_NVM VERIFY_NVM

VERIFY_SECURITY

VERIFY(SECURITY)

PROGRAM_NVM

PROGRAM_NVM

STAPL Actions not Available with 1532

The following STAPL action is not available with 1532: VERIFY_DEVICE_INFO

18
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Single STAPL/PDB File Basic Tutorial

Introductory Programming Tutorials

Single STAPL/PDB File Basic Tutorial

This section provides step-by-step instructions to familiarize you with the basic features of the FlashPro
software, specifically how to program a device. For more detailed step-by-step instructions and help with
advanced features of the software, please see specific topics in the online help.

Note: This tutorial assumes that you have already installed the latest version of FlashPro software and
have started the program.

First, create a new project and name it Tutorial. If FlashPro is launched through the Libero SoC, a new
project will be created automatically and a PDB or FDB file loaded, if available.

To Create a Project:
1. Click the New Project button in FlashPro.
2. Inthe New Project dialog box, type Tutorial in the Project Name field.

Mew Project F?I

Project Mame:

Project Locakion:

| Browse. .,

Programming mode

* Single device
" Chain

(] 4 | Zancel Help

Figure 15 - New Project Dialog Box

If necessary, change the default location of your project in the Project Location field.
Select the Single device Programming mode

5. Click OK. The FlashPro GUI displays (see figure below). The Programmer List Window updates with
your programmer information.
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T FlashPro - [dddd] * (=13

Fie Edit View Tools Programeners Configuration Customize Help

DM ¢ | on BE 4 S HdH |6 o

Mew Project D _> Configure Device &I _> e T
OpenPioiect (@ View Proganmers %l —‘

e

Frogrammer Programmer Poit Pr P
Name Type Status Enabled
]
E Refresh/Rescan for Programmess
x| Software Version: 9.1.2.0 -~
<l Ipriver : 3.0.0 build 1
programoer '30964" : FlashProd

Ready Wik anprogramining_dessgns\fsfidesignerlimplidddd pdb_ SINGLE

Created nevw project 'Vilkiran\programming_designshfsf)designer’ impll)dddd_fpddddd. pro®

PDE file 'Viikiran\programming designs\fsfidesigner)impll)dddd.pdb' has been loaded successfully.
DESIGN : dddd: CHECESUM : 7C2F; FPDE_VERSION : 1.6

Checking for software updates...

Rescanning for Programmers...

T\al £ Erors ) Wamings ), Info [

Figure 16 - FlashPro Main Window

Loading and Configuring a Programming File

Once you have created your project and connected your programmer, you are ready to load your PDB or
STAPL file.
To load a Programming file:
1. Click the Configure device button. The Single Device Configuration window displays in FlashPro .
2. Click the Browse button to find your Programming file.
3. From the Load Programming File dialog box, select your Programming file and click Open.

The Single Device Configuration Window updates to list your Programming file information and the actions
available with your Programming file in the Action list box (see figure below). Program is the default action
displayed in the Action list box.

Note: Microsemi recommends using the default settings.

Prograrnming File

dddd.pdb Browse...
Modify...

DATE_MODIFIED Thu Feb 03 15:58:14 20l P Mode: " Basic * Advanced
PDB_FILE_NAME Vilkiran\programming designs)fsfidesig
CREATOR Designer Version: 5.1.2.0 Achion
bretcH ada PROGAAM =
g CHECKSUM 7CZE
; PDB_VERSION 1.6 Procedures...
._g IDCODE 0353ALCE
% |IDMASK OFFFFFFF
% |FAMILY FUSION
3 DEVICE AFS1500 i
< »
b}
g Chain Parameter. ..
o

Figure 17 - Single Device Configuration Window

This tutorial gives instructions on how to program a device. For an explanation on the other actions
available, see Programming File Actions.

20
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Programming a Device
Now that you have loaded your PDB file, programming a device is the next step.

To program a device:
1. From the Action list, select Program (see figure below).

x  Programming File

dddd.pdb Browse...
Modify. ..

DATE_MODIFIED Thu Feb 03 15:58:14 2011 ~ Mode: " Basic * Advanced
FDE_FILE_NAME Vitkiran\programming desigms) fsfidesig

CREATOR Designer Version: 5.1.2.0 Action

MODIFIED

DESIGH dddd PROGRAM =~
CHECKSUM 7C2E

PDEB_VERSION 1.6 Procedures. .

IDCODE 0353A1CF
IDHASK OFFFFFFF
FANTLY FUSION
DEVICE AFS1500
<

Chain Parameter...

Single Device Configuration Wdindow
v
<

Figure 18 - Selecting Program from the Action List box
2. Click the Procedures button (see figure below).

Action

|PROGRAM =l

Figure 19 - Procedures Button

The Select Action And Procedures dialog box appears, showing the procedures for the Programming
action (see figure below). Microsemi recommends using the default settings.
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Select Action And Procedures @

Action:

v
Procedures I:
W_INITIALIZE

CHECK_AND_BACKUP_CALIE

W DO_ERASE

DO_PROGRAM

v DO_VERIFY_BOL

¥ DO_PROGRAM_RLOCK |
DO_VERIFY_PGM_RLOCK

W DO_PROGRAM_NVM_3 =

Restore Default Procedures
Help OK Cancel

Figure 20 - Select Action and Procedures Dialog Box
3. Click the Restore Default Procedures button.

4. In FlashPro click the Program button to program your device.

The Programmer List Window updates the Programmer Status column with Run Passed indicating that
you have successfully programmed the device (see figure below).

Note: The status indicator updates during programming to show the programming progress, then it will
change to a pass or fail result when the operation is complete.

Programmer Programmer Port Programmer Programmer
Hame Type el Status Enabled
1 /03375 FlashFro3 ush03375 [USE 1.1)  RUM PASSED v

Figure 21 - Successfully Programmed Device
5. View the Log window and take note of the details about your programmed device.
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Single Microsemi Device with Serialization Tutorial

This tutorial provides step-by-step instructions on how to program a single Microsemi Device with
Serialization. Before you begin this tutorial, make sure you have already installed the FlashPro software and
that you are familiar with the basic features of using the FlashPro software.

First, create the file generator using FROM for device serialization. You must have access to the Libero IDE
v8.0 or later software to complete this step.
To Configure the FROM data for serialization:

1. Generate FROM via the Catalog.

2. From the Properties section in the FlashROM Settings dialog box, select Auto Inc or Read From
File region. For the Auto Inc region, specify the step value. You will not be able to modify this value in
the FlashPoint software.

Complete the normal design flow and finish place and route.
Select Program FlashROM .
Click Browse to find the UFC file.

N

Check the FPGA Array box and click Next. The FlashROM Settings window appears (as shown in the
figure below).

FlashROM Settings - Step 2 of 2 X
FlashROM regions: Region_7_10 LI
Program Properkies:
page Hame Region_7_10
I~ Start page 7
Start word 10
v Length 5
Content Static:
W State Fixed
I3 Type HE*
W alue 123123
I~
=2
v
=2
FlashROM STAPL File bype
’7 " Single STAPL fil for all devices " One STAPL fils per device
Mumnber of devices ko program: 100 Target Programmer... |
Help | Back I Texk I Finish | Cancel |

Figure 22 - FlashROM Settings- Step 2 of 2
7. Select the FROM page you want to program and data value for the configured regions.
Note: The generated STAPL file contains only the data that targets the selected FROM page.

8. Modify properties for the serialization by specifying the Start and Max values. For the Auto Inc region,
specify the Start and Max values. For the Read From File region, select the file name of the custom
serialization file.

9. Select the FlashROM programming file type you want to generate from the two options below:
e Choose single STAPL file for all devices: generates one programming file with all
FROM values.
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Choose one STAPL file per device: generates a separate programming file for each

FROM value.

10. Enter the number of devices you want to program and generate the required programming file.

11. Click the Finish button.

You have completed the steps to enable device serialization. Now you are ready to program a device using

Device Serialization in FlashPro.

To program a device using device serialization:
1. Click the New Project button in the FlashPro.
2. Inthe New Project dialog box, type Tutorial in the Project Name field.
3. Check the Single STAPL file option from the Programming Mode area.
4. If necessary, change the default location of your project in the Project Location field.
5. Click OK. The FlashPro GUI appears (see figure below).

Y FlashPro - [dddd] * EEX

File Edt “iew Tools Programmers Configuration Customize Help

DEdE ¢ | i BE 4 & £HDa |6 0

Configure Device E%I
View Programeners %l

= PROGRAM Tl

|

dddd.pdb Briwise. ..

i Modify. ..
B :
% |DATE_MODIFIED Thu Feb 03 15:58:14 2011 -~ Mode:  Basic ( Advanced

POB_FILE_NAME V:\kiran\prograsming designs)fsfide: Aciion

CREATOR Designer Version: 2.1.2.0

MODIFIED [PROGRAM -
"g DESIGH dddd

CHECKSUH 7C2F
g PDB_VERSION 1.6 ocadies

IDCODE 0353ALCE ~
x| Software Version: 9.1.2.0 ~
2l Ipriver : 3.0.0 build 1

programmer '30964' : FlashProd

Created nev project 'Vilkiran\programming designs\fsf\designech implltdddd f£p\dddd.pro’

PDE file 'Vi\kiran\programming designs)fsfidesigner’ impll)dddd.pdh' has been loaded successfully.
DESIGN : dddd: CHECESUNM : 7CIF; FDB_VERSION : 1.6

Checking for software updates...

Rescannlnq for Programmers. .. !
i Elrnrs ,\ ‘Warnings x Info ?

Wi {kiraniprogramming_designs!fsFidesignerlimpl1\dddd pdb  STNGLE

Figure 23 - FlashPro Main GUI
The Programmer List Window updates with your programmer information.

6. Click the Configure STAPL File button to load the STAPL file. The Single STAPL Configuration

Window appears in the FlashPro GUI.
Click the Browse button to find your STAPL file.

From the Load STAPL File dialog box, find your STAPL file and click Open. The Single STAPL
Configuration Window updates to list your STAPL file information and the actions available with your
STAPL file in the Action list box (see figure below).
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x | [~ Prograrmenang File

[ Serialization
rrim, pidb Browse..,
Modify. ..
[ATE_MODIFIED Sat Jan 29 19:32:14 2011 ~
PDB_FILE_NAME V:ikiram\programming designs\sf_ser)de Action
CREATOR FlashPro Versiomn: 5.1.2.0
MODIFIED FlashPro Version: 9.1.2.0 [pﬂuﬁw j
,g DESIGH
£ |CHECESUM 000
§ [pe_verstow 1.6 Proceduses...
3 | |IpCODE 05R13LCF
IDMASE ODFFFFFF
FAMILY PAISOCE M
£ >
§
o Chain Parameter. .. Inspect Device
$

Figure 24 - Single STAPL Configuration Window with STAPL File Uploaded

9. From the Single Device Configuration Window in FlashPro, check the Serialization box and click
the Select Serialization Indexes button.

The Serial Settings dialog box appears (see figure below).

Serial Settings [5_<|

[ e B I = p B ) B S R

[v Yiew unused data
[v Yiew used data
v ‘iew skipped data

Filker: | *

v Log serial data: |Regi|:|n_6_3 ﬂ

Help

o All

Hild»

o]

Cancel |

Figure 25 - Serial Settings Dialog Box

10. From the Serial Settings dialog box, click All to select all the serial data.

11. Click OK. The Serialization Indexes text box updates (see figure below).
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W Serialization
Senalization

Action; |F'F|E|I3F|,£'-.h-1 ﬂ Procedures...

| i Select Senalization Indexes.. |

Seral Indexes | State | Frogrammers |

druzed
Jnuzed
Jnuzed
Jnuzed
Jnuzed
Jnuzed
Jnuzed
Jnuzed
Jnuzed
1] Jruzed

P 5 R Y 3 S Y P R S

Mext Senalization Data: 1

Figure 26 - Single STAPL File Configuration Window- Serialization Indexes Update
12. Click the Program button to program your device using serialization.

Chain Programming Tutorial

This tutorial demonstrates how to directly program an APA300 device that is part of a heterogeneous JTAG
chain. The example in this tutorial uses one APA300 device and three non-Microsemi devices configured as
shown in the figure below.

Note: This tutorial is performed in Advanced Mode. You can change your display mode to Advanced Mode
from the Preferences dialog box.

DO Device & Device 3 Device 2 Devicel
o — [ 00 TOI TDO oI TDO oI TDO |

TMS ™S ™S ™S ™S
- ‘ ‘ - | APA300
TCK T Nor-Actel —| 1o Non_Actel — 1o Non-Actel ’,TCK

Figure 27 - APA Device Tutorial Example
First, create a new project.

To create a new project:
1. Click the New Project button in FlashPro.
2. Inthe New Project dialog box, type Tutorial in the Project Name field.
3. Select the Chain option in the Programming Mode.
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Chain Programming Tutorial

X

Mew Project

Project Mame:

| Tutoriall

Project Locakion:

| Cihackelpriy Tutorial Browse, .,

Prograrming mode

" Single device
{* hain

(0] 4 | Cancel Help

Figure 28 - New Project Dialog Box

4. If necessary, change the default location of your project in the Project Location field.
5. Click OK. The FlashPro GUI appears (see figure below).

A FlashPro - [Tutorial]

File Edit View Tools Programmers Configuration Customize Help

O = AL R R < Y EHE = @
Mew Project ﬁ i onfigure Chain
Open Project Dﬂ Wiew Programmers j
x
Programmer Programmer Progi Prog : ,
Mame Type Port Status Enabled Device / Action

i
a
[=4
=
b
£
5 Refresh/Rescan for Programmers
g
&
= Software Version: §.0.0.40
o] Created new project 'C:hActelprj\fpro tutorialbtutorial.pro’
Software Version: §.0.0.40
Created new project 'CitActelprilTutorial’Tutorial.pro'
All l/{' Errors }\' Warnings l}\‘Inl’o l/r
Ready Mo devices in chain |CHAIN

Figure 29 - FlashPro Main GUI
Note: The Programmer List Window updates with your programmer information.

6. From the Menu bar, click Programmers > Scan Chain (or select the programmer in the Programmer
List Window, right-click and choose Scan Chain).

Scan Chain shows how the devices are ordered in the chain in the Log window (see figure below). In this
example, APA300 is the first device and will be programmed first in the chain since it is connected directly to
TDO.
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x| programuer '3I0175' @ Soeakn Chain. ..

I programmer '30175' 1 Found 32 instruction register bits.
prograuer '30175' @ Checking IDCODE=s...
progratener '3I0175' @ Dewvice 1: 11A081CF Mfr: Ahctel Part: APLIO0O0
prograreer '30175' 1 Dewviee 2@ Unknown
programmer '30175' : Dewvice 3: Unknown
progratener '3I01TS' @ Dewvice 4@ Unknown
prograteer '30175' @ 3cakh Chain PASIED.

Figure 30 - Log Window Scan Chain Order
| Add Actel Device ﬂ or

7. From the Chain Configuration window, click either

fdd Morn-dctel Device
buttons to add devices to the chain. In this example, click the Add
Microsemi Device button because the APA300 is the first device in the chain.

The Add Microsemi Device dialog box displays (see figure below).

Add Actel Device [X]

Pragrammming File: | J

" Device

Device: | J

MNarne : |

Help Ik | Cancel

Figure 31 - Add Microsemi Device Dialog Box

Select the File radio button and click the Browse button to find your programming file.
Select the Device radio button, then choose the APA300 device from the Device drop-down.

10. Inthe STAPL File field, load the APA300.stp file by using the Browse button '™ to locate the file.
11. Inthe Name field, keep APA300 as the default name.
12.  The APA300 device is added to the Chain Configuration Window (see figure below).

x—i{TDI N TDO}—O...—.{TDI 2 TDOHTDI 1 TDO}—O

Iv Show Chain Editing

Device Hame File

= 4P

1 | &PA300 oo
[¥] | Device 2

300 O CManualstestidesignerimpl VPAZD0 stp E]I
2 | Mon Actel

Figure 32 - Chain Configuration Window: Device One

12. Click the Add Non-Microsemi Device button to add the non-Microsemi device. The Add Non-
Microsemi Device dialog box appears (see figure below). You can load the BSDL file or enter the IR
length and Max TCK Frequency of the device. In this tutorial, you will enter the IR length and Max TCK
frequency for this device.
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Add Mon-Actel Device

X

£ File
BSDL file: | [

(* Data

IR, length: z
Max TCK Freq.: |1 MHz

[arne: | Device 2

Help I | Cancel

Figure 33 - Add Non-Microsemi Device Window
For this device, enter 8 in the IR length field and keep the Max TCK freq default to 1IMHz.

Name the device, "Device 2" and click OK. The second device now appears in the Chain Configuration
Window (as shown in the figure below).

x—i{TDI N TDO}—O...—.{TDI 2 TDOHTDI 1 TDO}—O

Iv Show Chain Editing

14.
15.

File
8P 4500 O CManualstestidesignerimpl VPAZD0 stp E]I
Actel

Figure 34 - Chain Configuration Window: Device Two

16. Repeat step 15 for Device 3 and Device 4.

17. Check the Enable Device box for the APA300 device. After you add all the devices in the chain, the

Chain Configuration Window should look like the figure below.

x—i{TDI N TDO}—O...—.{TDI 2 TDOHTDI 1 TDO}—O

Iv Shaowe Chain Editing

Device Hame File
1 | APA3OO [l APA3OO O CManualstestidesignerimpl! WRAIN0 stp =]
2 | Mon Actel [ |Device 2
3 | Mon Actel [ |Device 3
4

Mon Actel (=]

Figure 35 - Chain Configuration Window: All Devices in the Chain

After you have added all of the devices to the chain in the correct order, click the Run button to
program the chain.

18.

19.  When programming is complete, the results are listed in the Log window (see figure below).
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x| programewer '30175' @ Scan Chain. ..
L] programoer '30175' @ Jcan Chain PAISED.
programmer '30175' : device 'APAS00' : Executing action PROGRAM
programmer '30175' @ device 'APA300' : SERIAL# = OC1DFA7EEOGOS0
programmer '30175' @ device 'APA3IO0OO0' @ PROGRAMMING ARRAY
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programoer '30175' @ device 'APASO0' @ Executing action PROGRAM PASSED.
programmer 30175 @ Chain progrssaning PASSED.
0O-o0-0-0-0-a0

Figure 36 - Programmer List Window: Programming Complete

SmartFusion Programming Tutorial

You can program your SmartFusion device without using the Libero SoC by using an EFC or UFC file from
standalone SmartDesign, or using an FDB file from standalone Designer.
To program a SmartFusion device without using the Libero SoC:

1. Start FlashPro and click New Project to create a new project. Specify your Project Name, Project
Location and Programming Mode.

Click Configure Device.

Single Mode: Click the Create button to create your new PDB programming file. The create PDB
dialog box appears (as shown in the figure below).

Create PDB g|

Device: | A2F200M3F =]

Package:

Mame: | smartfusion_0113

Location: | Ciactelpritsmartfusion_0113

[o]4 | Cancel |

Figure 37 - Create PDB Dialog Box

Chain Mode: Click Add Microsemi Device and choose a SmartFusion device from the drop-down menu.
Click the Create PDB button in the Chain Configuration Window. The Create PDB dialog box appears.

4. Specify your PDB parameters. Click OK to continue. The FlashPoint SmartFusion Programming File
dialog box appears.

5. Specify your security settings and select which silicon features you want to program. Click the Import
button for your EPGA Array, FlashROM and Embedded Flash Memory files to add them to your PDB
file.

You must have a FDB file to program your FPGA Array, a UFC file to program your FlashROM, and a
EFC file to program your Embedded Flash Memory.

Click the Modify buttons if you wish to modify your FlashROM or Embedded Flash Memory files
before you save your PDB file.

6. (Optional) Specify your I/O States During Programming.
7. Click Save PDB to save your new PDB file.

If you make changes to your Security, /0O States During Programming, EFC, UFC or FDB file, click Modify
in FlashPro to open and re-save your PDB with the updated files and settings.

See Reprogramming a Secured Device for information on programming a secured SmartFusion device.
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Modifying Memory Contents and Programming a Device Tutorial

This tutorial provides step-by-step instructions on how to load a Program Database (PDB) file, modify the
memory contents, and program the device.

Before you begin this tutorial, you should have a design with an EFMB client in it with a generated
programming file for this design. You will first create a new project and title it "tutorial.” If FlashPro is

launched through Libero SoC, a new project will automatically be created and a PDB file will be loaded, if
available.

Creating a new project

If you are familiar with this feature, follow the basic procedures for creating a new project. However, if you

would like step-by-step instructions, see the creating a new project section in the Single STAPL/PDB File
Basic Tutorial.

Loading and Configuring a PDB File
Once you have created your project and connected your programmer, you are ready to load your PDB file.
To load a PDB file:

1. Click the Configure Device button. The Single PDB Configuration window appears in FlashPro.
2. Click the Browse button to find your PDB file.
3. From the Load PDB File dialog box, find your PDB file and click Open.

Modify Embedded Flash Memory Block Content
Now, you are ready to modify the Embedded Flash Memory Block content.
To modify Embedded Flash Memory Block content:
1. Click the PDB Configuration button to open FlashPoint.

FlashPoint - Programming File Generator - Step 1 of 3

silicon feature(s) ko be programmed:
e [ Security settings
[ FPGA Array
W FlashRoM
Criginal FlashRoOM configuration File:

Embedded Flash Memary Blocks (EFME]:

Program ﬁl‘;ﬁt LE:;::;:;“ Onginal Configuration File
1 ~ firmwwareh MYk .. 1 F:\Flash_Memon_Block.efc Fadify...

[~ Programming presviously secured deviceds)

Modify I/O States During Programming. ..

Silicon signature {max length is & HEX chars):

Help Mext Finish Cancel

Figure 38 - Program File Generator
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Check the Program box.

3. Click the Modify button to import Embedded Flash Memory Block configuration and memory content
file. The Modify Embedded Flash Memory Block dialog box appears

Modify Embedded Flash Memory Block

Block name:

Block location:

Block content:

Block configuration File:

Select All Clients

Firmuware) NYM_INST

1

Unselect All Clients

Duhprod80auditinvm_all_newirnvm_all_new.efc

Impart Configuration File. ..

X

Start ) JTAG Protection
Program [Client Type | Client Name | Address |, LNt [ pieyent [ Prevent | Original Memory Content File
[hex] b Read Wirite
q Ird Analog Spste  ash MNia MN/& I i
2 ¥ CFl Data cfiData Mia N/& I i D:AprodB0auditsnym_simplehinput_m Import content..
3 [~ Data Storage  ds 0 %8 I I D:AprodBOauditsnym_simplehinput_m Import content.
4 [~ Initizlization  init1 a0 18 I I [:AprodB0auditsnym_simpleXinput_m Import content.
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Figure 39 - Modify Embedded Flash Memory Block Content Dialog Box

4. Click the Import Configuration File button to import the Embedded Flash Memory Block configuration
and memory content from the EFC file. This will populate the client table below. All clients that belong
to this block will be selected by default.

5. Click the Import content button if you want to change the client memory content.
6. Click OK.
7. Click Finish.

Note: FlashPoint audits original configuration and memory content files and warns you if the files cannot be
located or if they have been updated. These files are not required as the last updated configuration
and memory content is stored in the PDB.

b e T —— , ~

The original configuration file has changed.
Click on the Modify button to view the details,

al Configuration File

ctelpriFlashProtFusion Viewhsm | paodify,.

Figure 40 - Audit Warning
Proceed to program the device. For steps on how to program a device, see the Programming a device
section of the Single STAPL/PDB file basic tutorial.

Modifying FlashROM Contents and Programming a Device Tutorial

This tutorial provides step-by-step instructions on how to load a Program Database (PDB) file, modify the
memory contents, and program the device.

Before you begin this tutorial, you should have a design with an EFMB client in it with a generated
programming file for this design. You will first create a new project and title it "tutorial.” If FlashPro is
launched through the Libero SoC Project Manager, a new project will automatically be created and a PDB

file will be loaded, if available.

Creating a new project
If you are familiar with this feature, follow the basic procedures for creating a new project. However, if you
would like step-by-step instructions, see the creating a new project section in the Single STAPL/PDB File

Basic Tutorial.
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Modifying FlashROM Contents and Programming a Device Tutorial

Loading and Configuring a PDB File

Once you have created your project and connected your programmer, you are ready to load your PDB file.

To load a PDB file:
1. Click the Configure Device button. The Single Device Configuration Window displays in FlashPro
(see figure below).

x |~ Programming File
T conkinue,

Inad existing programming file Browse. ..
of create new POE file

e e

Sirgle Device Configuration Yiindow

Figure 41 - Single Device Configuration Window

2. Click the Browse button to find your PDB file. From the Load Programming File dialog box, find
your PDB file and click Open. .

Modify FlashROM Content
Now you are ready to modify the FlashROM content.
1. Click the PDB Configuration button. This opens FlashPoint.
2. Select FlashROM under Silicon feature(s) to be programmed (see figure below).

X

FlashPoint - Programming File Generator - Step 1 of 3

Silicon Featurels) to be programmed:
o Iv Security settings
v FPGA array
I¥ FlashRomM
Criginal FlashROM configuration File:

Embedded Flash Memory Blocks (EFMB):

Program :I;ﬁt LE(I:ztl:iI:Jn Original Configuration File
1 Ird firmwareh /N 1 F:AFlash_Memomy_Block. efc Modify...

[ Programming previously secured deviceds)

Modify I/ States During Programming. ..

Silicon signature (max length is 8 HEX chars):

Help et Finish Cancel

Figure 42 - FlashPoint Programming File Generator
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3. Click the Browse button to select the *.ufc FlashROM configuration file by and navigating to the
configuration file. This file is normally present in the SmartGen subfolder of the Libero SoC project, in a
folder with the FlashROM IP block's name.

Click Next.
Select the FlashROM pages you want to program (see figure below).

FlashROM Settings - Step 2 of 2

|FIashROM regions: Region_0_0 LI
Program Propertigs:
page Marmne Fegion 0 0
2 Start page 1]
Start word 1}
v Length 16
Content Static
g State Fized
v Tvpe HE¥
Walue F14FEFFAF240 341361
= SESERDO1104080
v
v
2

Help | Back I Textk I Finish Cancel

Figure 43 - FlashROM Settings Dialog Box

6. Click Finish.

Proceed to program the device. For steps on how to program a device, see the Programming a device
section of the Single STAPL/PDB file basic tutorial.

Programming Only Security Settings Tutorial

This tutorial provides step-by-step instructions on how to program only the security settings into a device.
No design or PDB file is needed to follow this tutorial.

First create a new project and name it tutorial. If FlashPro is launched from the Project Manager, a new
project will automatically be created and a PDB file will be loaded, if available. For this tutorial you always
need to create a new project.

Creating a New Project
If you are familiar with this feature, follow the basic procedures for creating a new project. However, if you
would like step-by-step instructions, see the creating a new project section in the Single STAPL/PDB file
basic tutorial.

Configuring the Security Settings

Once you have created your project and connected your programmer, you are ready to load your PDB file.
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Programming Only Security Settings Tutorial

To configure the security settings:
1. Click the Configure Device button. The Single Device Configuration window appears in FlashPro
(see figure below).

x|~ Programming file
To continue,

lnad existing programming file Browse...
or create new PDE file

EETE [Cisinnis |

Single Device Configuration Window

Figure 44 - Single Device Configuration Window
2. Click Create. This opens the Create PDB dialog box, as shown in the figure below.

Create PDB P§|

Device: | j
Package: | ﬂ

Mame: | |

Location: |

K | Zancel |

Figure 45 - Create PDB Dialog Box

3. Select the desired device and package (if available) from the drop down list, and specify the filename
and location. Click OK. FlashPoint opens. SmartFusion, IGLOO, ProASIC3 and Fusion family devices
support securing the device with a pass key as well as encrypting programming files using an AES
key. Flash devices can also be permanently locked, preventing reprogramming.

4. Check the Security Settings checkbox to secure the unsecured device.
Warning: Make a note of the security keys that you are using. Once a device is secured, it cannot

be reprogrammed without those keys.
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Security Settings - Step 2 of 2
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Security level For this device:

= - High - Pratect with Pass Key, -~

- Lock the FPGA Array For both writing and verifving,
- |Jse the Pass Kev ko write or verify,

Medium

- Lock the FlashROM For both reading and writing wia the

ITAG interface,

- |Jse the Pass Key ko read or write,

= —  Mone b
Custom Level... Default Lewvel |
Pass Key (max length is 32 HEX chars):
& | Generate random key |

BES key (max length is 32 HEX chars):

Help Back | Finish | Cancel

Figure 46 - Security Settings Dialog Box

5. Click Finish.

Proceed to program the device. For steps on how to program a device, see the Programming a device
section of the Single STAPL/PDB file basic tutorial.

Automatic Chain Construction Tutorial

This tutorial demonstrates how to automatically scan a chain of devices and construct the chain within
FlashPro. Automatic chain construction saves the effort of manually adding each device to your chain.
The software also scans the chain before constructing it, which reduces the possibilities of having errors in
the chain. This feature is fully automated if your chain is composed of only Microsemi devices. If you have
non-Microsemi devices in your chain, you can still use the Auto Chain Construction feature. However, you
will be required to either manually add the BSDL file or enter the IR length and max TCK for each non-
Microsemi device. This tutorial goes through the flow for an Microsemi-only chain first, followed by
instructions on adding Non-Microsemi devices to the database.
Note: This tutorial requires that your chain is connected to the computer you are using, via an Microsemi
programmer, and that you have suitable programming files to program the devices in your chain.

To automatically scan a chain of devices and construct the chain:
1. Start a new project in FlashPro. Select Chain as the Programming Mode.
2. Click the Configure Chain button in FlashPro.

3. From the Configuration menu, choose Construct Chain Automatically; or click the Construct the
chain from a Scan Chain operation link in the Chain Configuration Window, see below.
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Automatic Chain Construction Tutorial

¥ FlashPro - [Tutorial] *

File Edit “ew Tools Programmers Bselie(fEl N Customize  Help

DEHE 2| %%

Add Actel Device...

Crrl+5hift+T
Add Mon-Actel Device. .. Chri+5Shift+M
Add Actel Devices From Files. .. Ctrl+Shift+F

Mew Prg o

(Construck Chain Automatically...

Open Project Dﬁ' View Programmers %

Figure 47 - Construct Chain Automatically

=»

4. A popup appears asking you to select the programmer you would like to use from the ones attached to
your computer. Choose the appropriate programmer (as shown in the figure below) and click OK.

X

Scan Programmer(s)

The device chain will be automatically built to match the
phrysical chain of one ar more programmers,

Select the programmeris) wou wank to scan:

Frograrmmer(z]

30964

Select Al | Unselect Al

Help

Figure 48 - Select Programmer Popup

Zancel

Automatic chain construction starts. The Log window documents the detection and verification of all devices
in your chain. The devices are added to the chain in the Chain Configuration Window; see figure below for
an example.

Y FlashPro - [mm]*

Fle Edit Wiew Tooks Programmers Configuration Customize Help

DER ? |sa% o BE A @ @D o) o
Programmer Programmer Prog Prog - c
Illlm Type Port Status Enabled Device / Action
1 | 30964 FlashProd usb30964 (USB 20) SCAN CHAIN PASSED cd
Refresh/Rescan for Programmers .| RUN IE!!B |
x o
- Add Actel Device 174 |
—-|rn| N rnol—-no —-|r|)| 2 rnol—-lrnl 'I TDO}—- Create PDB... | Conifigure Device... | ﬂ ﬂ &
Add Non-fictel Devicel
¥ Show Chain Ediling Inspect Device |
- - IR Max TCK = Enable = Enable B Serial
Device MName File Length (MHz) Device | Seral Action
1| AIPILNWAGLL B AIPILNVAGLINGS

Data HIGH-Z
(=] 8 10 | mf
2 | AFSEO0 = | AFSEND a

r

Figure 49 - Scan Chain Configuration Passed
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In some cases, FlashPro is not able to uniquely identify the device due to shared IDCODEs, and lists all
possible devices (ex: AGL030V2/AGL030V5). Once a programming file is loaded for that device, the device
field only shows one device, since the programming file will only be targeted to one device.

Adding Non-Microsemi Devices to the Chain

FlashPro recognizes non-Microsemi devices in the chain, but it does not contain any device information,
such as IR length or Max TCK. The figure below lists Microsemi devices and non-Microsemi devices in the
chain.

indow

: Add Actel Device 14 |
_-|rn| N 1|)o|_- POy _-|1|)| 2 rnoI_-|r|;| 1 T00|—' Create PDB... | Configure Device... | il iJ il
Add Nan-dctel Devics
[¥ Show Chain Editing Inspect Device
- = IR Max TCK  Enable = Enable c Serial
Device Name File Length (MHz) Device | Serial Action Data HIGH-Z

1 ASPILINJ/AGLL B AZPILINVAGLINIZS = 8 10 r L

2 AFSEOD = | AFSE00 8

3 MonActel B devicel 2 1

4 MonActel | device2 2 1

5  MNonActel ™| deviced 2 1

Figure 50 - Non-Microsemi Devices in a Chain

You must import the BSDL file into Microsemi's non-Microsemi device database for FlashPro to recognize
your non-Microsemi device.

To import the device BSDL into the FlashPro non-Microsemi device database and run the scan
chain:

1. From the Tools menu, choose Import Settings for Non-Microsemi Devices. This opens the Import
Settings for Non-Microsemi Devices dialog box. This dialog box enables you to import and remove
BSDL files from the database and lists all the device information contained in the BSDL file.

2. Click the Import BSDL Files button and navigate to the folder that contains your BSDL files. Select
the file and click OK. Once the BSDL is imported into the database, the original BSDL file is no longer
audited by FlashPro. If changes are made to the original source BSDL file, it will not affect the BSDL
file that has been imported into the non-Microsemi device database.

Remove BSDL files from the database by selecting the file and clicking the Remove button.

3. Once you have the appropriate BSDL files loaded to the database, you can construct the chain. To do
so, from the Configuration menu, choose Construct Chain Automatically and select the appropriate
programmer from the dialog box. FlashPro runs a scan chain, detects the devices in the chain, and
associates them with the BSDL files in the database, as shown in the figure below.

-|1D| N'IDO}—vu.—+IDI 2 'IDOH'IDI 1 rno}—- CrestePDB.. | ConigweDevice. | 4| #| X| E |

Add Nonvhctel Device
¥ Showe Chain Editing ——J
5 - IR Max TCK = Enable Enable = Serial
orIce W A3 Length = [MHz) | Device Serial Aeuon Data HIGH:2

1 | Mon Actel ™ devicel 2 1

3 | Mon Actel ™ deviced 2 1

4 | AFSEOD = 4FS600 @ B8 10 L |

5 | AIPLN)AGLI B ASPILNVAGLINIZS =] 8 10 r r

Figure 51 - Non-Microsemi Devices in the Chain with Associated BSDL Files

It is possible to add multiple BSDL files to your Non-Microsemi device database that have the same
IDCODE. If the BSDL files list the same IR length but different TCK values, FlashPro automatically chooses
the file with the lowest TCK value by default and no action is required. If the IR lengths are different you
receive an error message asking you to resolve the conflict.

To resolve the issue, click the drop-down arrow adjacent to the device name. This opens the Non-Microsemi
Device Configuration dialog box (as shown in the figure below). From here you can choose the BSDL file
that you wish to use. Browse to the BSDL file or use the Data to input the IR length and Max TCK
Frequency. Once you select your data you can enter a new hame or use the default.
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eNVM/EFMB Client JTAG Protection Use Flow
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" Data
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Help (4 | Cancel

Figure 52 - Non-Microsemi Device Configuration Dialog Box

For a tutorial on manually adding both Microsemi and non-Microsemi devices to your chain as well as
programming the chain, refer to the Chain Programming Tutorial.

See Also
Understanding the Chain Configuration Window
Import Settings for Non-Microsemi Devices

eNVM/EFMB Client JTAG Protection Use Flow

eNVM/EFMB client JTAG protection enables you to protect specific clients with a User Pass Key while
leaving others unprotected.

See the eNVM Client JTAG Protection Tutorial or EEFMB Client JTAG Protection Tutorial for step by step
instructions.
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Figure 53 - eNVM/EFMB Client JTAG Protection Tutorial Use Flow

eNVM Client JTAG Protection Tutorial - SmartFusion

This tutorial provides step-by-step instructions on how to enable JTAG protection for eNVM clients. The
protection can be read, write or both and it is protected with a User Pass Key (FlashLock).

The JTAG protection of eNVM clients enables you to protect specific clients with a User Pass Key while
leaving others unprotected.

One example use is IP customization. This enables an IP vendor to allow limited visibility to eNVM clients for
IP customers. The IP vendor can protect specific clients and leave other clients unprotected for modification
by IP customers. See the eNVM/EFMB Client JTAG Protection use flow diagram for a detailed example of a
typical use case.

Before you begin this tutorial, make sure you have already installed the FlashPro software and that you are
familiar with its basic features.

JTAG READ/WRITE protection is set when you create your original eNVM in Libero SoC. You cannot
change this setting in FlashPro/FlashPoint.
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eNVM Client JTAG Protection Tutorial - SmartFusion

Importing an EFC (Embedded Flash Configuration) File with Client JTAG protection in a
Previously Unsecured PDB

1.

Create a client in eNVM configurator with JTAG read and write protect (as shown in the figure below).

If the MSS block is generated with an eNVM client with JTAG protection then FlashPro requires that you

specify a User Pass Key prior to programming or exporting programming files.

Add Data Storage Client @

2.

The PDB file cannot be saved without specifying the pass key.

Clierst name: |Legr_1
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* Wemony file:
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O [ Use absolute addiessing
0x (80 _,?'

Size of word: a j

Start address:
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JTAG Protection
¥ Prevent read W Prevent wite

I

(decimal)

0K

|E:kdaa\anDncs'\Fmg|amrrhg‘-.eNVH JTAG P

Browese..

Cancel

Figure 54 - Generating the EFC File with JTAG Protection

Import the EFC file with JTAG protection in FlashPoint. When the EFC file is imported the Security

Settings box is checked automatically, implying that you must set the User Pass Key (as shown in the
figure below).
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Figure 55 - Importing the EFC File with JTAG Protection

3. Click Specify to open the Security Settings dialog box. Notice that Enable eNVM client JTAG
protection box is checked. This indicates that reading, writing, and verifying of other eNVM pages are
allowed but the reading and writing of specific eNVM clients are protected.

4. To enforce the eNVM client JTAG protection in the PDB file, enter a Pass Key or click Generate
random key (as shown in the figure below).
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eNVM Client JTAG Protection Tutorial - SmartFusion
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Figure 56 - Setting Security

Custom Level Security Settings

If you select Custom Level security and decide to protect writing of the entire eNVM block, then the eNVM
client JTAG protection Write, if enabled, will be overridden by full block protection.

If the Read protection of the eNVM block is left open, then the eNVM client JTAG protection Read will be
enabled if a client has a read protection enabled.

If you choose to encrypt the entire eNVM block, then the eNVM client JTAG protection Write will be disabled
if enabled, due to enforced encryption. The eNVM client JTAG protection Write, if enabled, will be
overridden by full block protection.

To set Custom Level Security:

1. Click Custom Level to open the Custom Security Level dialog box (as shown in the figure below)
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Figure 57 - Setting Security for Unprotected eNVM Clients

2. Click the Set Security checkbox to secure Read, Write and Verify using Flash Lock. In this mode you

can unlock Read and Verify and only protect Write by FlashLock. The eNVM client JTAG read
protection will be enabled.

3. Click the Encrypt checkbox to secure Write using the AES Key. Read, Verify will be secured by

FlashLock in this mode. You must enter the AES key in addition to the Pass Key before saving the
PDB file.

Setting Standard Security Levels

There are two types of standard level security: High and Medium. If either of the two is selected the eNVM
client JTAG protection is overridden or disabled. You can enforce Read, Write and Verify protection of the

entire eNVM block with the Pass Key and/or AES key. JTAG protection of specific pages will not be
available.

Importing EFC (Embedded Flash Configuration) File with Client JTAG Protection in
Previously Secured PDB
The secure PDB file exported from FlashPro is called a secured PDB.

If you import an EFC file that has JTAG protection into a secured PDB file but does not have eNVM clients
with JTAG protecti