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Introduction

As more of the traditional ASIC market is being serviced by field programmable gate arrays (FPGAs), the
need for security on programmable logic devices increases dramatically. A few years ago, FPGAs were
viewed as primarily glue logic with devices often being used to interface between ASSPs or custom
ASICs. Today, as FPGAs grow in density and handle faster clock speeds, they are becoming effective
ASIC alternatives. Today, many systems have most, if not all, of the sensitive IP contained in an FPGA. A
typical system might incorporate a processor/DSP, some memory, a few ASSPs, and one or more
FPGAs. If the contents of the FPGA can be read the user can duplicate or enhance the function of the
entire system because all other components are off-the-shelf. The vulnerability of FPGAs to copying puts
the intellectual property of the system at risk. The system is only as safe as the FPGA or ASIC in the
design. Given the continued rapid adoption of FPGAs, security is a growing problem. Microsemi
ProASIC® and ProASICELUS® devices contain circuitry to make the Flashbased devices secure after
configuration. Care must be taken in the design to make the locking circuitry very difficult to defeat
through electronic or direct physical attack.

Types of Security

Microsemi offers two types of security:
*  FlashLock®

The FlashLock feature in ProASIC and ProASICPLYS works through a key mechanism, where the
user locks or unlocks the device with a user-defined key. When the device is locked, functions such
as device read, write, verify, and erase are disabled. Without the correct key, no one can copy or
reverse engineer the design in the FPGA. First, the device must be unlocked using the correct key in
order to gain access to the FPGA.

* Permanent FlashLock

The purpose of the permanent lock feature is to provide the highest level of security to the
ProASICELUS family of devices. The permanent FlashLock feature creates a permanent barrier
preventing any access to the contents of the device. This barrier is created by breaking the key after
the device is secured. After permanently locking the device, access to the device is not possible even
with the proper key. The device is effectively rendered as one-time programmable and therefore is
very secure.
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Security Key

Within each ProASIC or ProASICELUS device, there is a multi-bit user key. The number of bits depends
on the size of the ProASIC or ProASICELYS device. Table 1 and Table 2 show the key size of different
ProASIC and ProASICPLYS devices. After secured, Read permission and Write permission can only be
enabled by providing the correct user key to first unlock the device.

The key size varies depending on the size of the device being used in the design. The length of the key
makes it virtually impossible to attack the key using direct Brute Force techniques.

Table 1+ Key Size of ProASIC Devices

Device Key Size (Bits) Key Size (Hex)
A500K050 55 13
A500K130 93 23
A500K180 118 29
A500K270 143 35

Table 2 » Key Size of ProASICELUS pevices

Device Key Size (Bits) Key Size (Hex)
APAQ75 79 19
APA150 79 19
APA300 79 19
APA450 119 29
APAB00 167 41
APA750 191 47
APA1000 263 65

Are the Keys Secure

To unlock, the correct key must be loaded through the JTAG programming port. The maximum clock
frequency of the JTAG port is 20 MHz. An exhaustive search would take at least

2ks/20 x106 seconds, where ks = key size

Table 3 and Table 4 on page 3 lists how many years are needed to uncover the key for Microsemi Flash
devices.

Even using parallel test setups, exhaustive testing of keys would take prohibitively long. Note that care
must be taken to use nontrivial keys during key selection.

Table 3 » Years Needed to Uncover the Key ProASIC Devices

Device Years to Uncover the Key
A500K050 57

A500K130 1.57 x 1013
A500K180 5.27 x 10%°
A500K270 1.77 x 1028
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Table 4 » Years Needed to Uncover the Key ProASICPLYS pevices

Device Years to Uncover the Key
APAQ75 9.58 x 108
APA150 9.58 x 108
APA300 9.58 x 108
APA450 1.05 x 102!
APA600 2.97 x 10%°
APAT750 4.98 x 1042
APA1000 2.35 x 1064

Setting Security Keys and Permanent Lock in Microsemi
Designer Software

The security feature is selected in Microsemi Designer software tool menu. To set the security key click
Bitstream to get the Bitstream/STAPL generation dialog box. The user checks off the locking security
option box and then the user can supply a user security key or can use the Generate random key feature
in software. Generate random key automatically generates a security key for the user. The
Bitstream/STAPL file contains a header where the security selections are specified, along with the user
security key. It is assumed that if a user has a Bitstream/STAPL, they have control over the design. It is
the user responsibility to ensure the safety and security of the keys. A valid security key consists of at
least 13 hexadecimal characters with the highest order bit being zero. Microsemi Designer software
checks to make sure that the security key specified by the user is legal, otherwise the Bitstream/STAPL
is not secured. For example, if the security key is not of the required hexadecimal character size for the
selected device, the software gives an error message Silicon security key must consist of 0 to N
hexadecimal digits, where N is the maximum number of hexadecimal digits. Figure 1 and Figure 2 on
page 4 show the designer bitstream dialog box. To use permanent lock, the user needs to check the Use
permanent lock option which makes Designer generate a programming file with permanent lock. Figure 3
on page 4 shows a designer bitstream dialog box with a permanent lock option.

Generate Programming Files: Bii:sh'z, .‘:;.a:' _5]

File: Twpe: I Bitgtream ﬂ

—FlashLock
% Na Lacking [off)

" Use Keyed Lock [ & lenath is 48 hex chars)

[aenerate Bandom ey |

Securty ke

" Use Parmanent Lock

Output filename: Mtest bit

Browse |
ak I Caticel | Help |

Figure 1 « Default Settings for Bitstream Dialog Box
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Generate Programming Files: Bitstream

File: Type:

r— FlashLock
£ Mo Locking [off]

£% Use Keyed Lock [Max length is 20 hex chars.)

28943D3EB0E43BBE2F1E

Generate Randam Key |

Security Kew

" Usge Permanent Lock

Output filename: I.a’shift_reg_E.bit

Erowse |

Help |

]

Cancel |

Figure 2 + Dialog Box with Locking Selected, then Security Key is Selected

Generate Programming Files: Bitstream |

File: Twpe:

r— FlashLock
= Na Locking [aff)

" Use Keved Lock (&% lengthiis 20 Fex chars.)

[enerate Bandonm Key |

Securty ke

& Use Permanent Lock

Dutput filename: AdesignZ. bit

Browse |

Help |

]

Cancel |

Figure 3 * Dialog Box with Permanent Lock Selected

Resultant Bitstream if the Security Key is Used

//BIT 6b2.42 apa

date Sun Aug 11 15:23:27 2002
user DastagirT

host Sun Aug 11 15:23:27 2002
pwd C:\APA\aa

design C:\APA\aa\test

package APA1000-BG456
architecture APA1000 1 1

jtag extended

security enable

key 2F743A351EBC3
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tool map2bitstream 6b2.42
format 267 217

Resultant Bitstream if the Permanent Lock is Used

//BIT 4_6_0.01 apa

date Tue Jan 28 17:53:13 2003
user DastagirT

host Tue Jan 28 17:53:13 2003
pwd E:\APA

design design2

package APA150-PQ208
architecture APA150 1 1

jtag extended

security permanent

key 158699d368£596367£757
tool map2bitstream 4 6 0.01
format 83 65

Programming Security and Permanent Lock

There are three programming solutions available for ProASIC and ProASICPLUS devices: Silicon
Sculptor FlashPro, and FlashPro Lite. If the programming file contains the security key and permanent
lock, the Silicon Sculptor programming software automatically enables the Secure(key_lock) and
Secure(per_lock) option. Figure 4, Figure 5 on page 6, and Figure 6 on page 6 shows the default settings
for the Microsemi Silicon Sculptor programming software, if the programming file contains a security key
and permanent lock. FlashPro software also automatically enables the Security and Permanent lock
option during programming. Figure 7 on page 7 and Figure 8 on page 7 shows Microsemi FlashPro
programming software settings in order to program security key and permanent lock. Once the part is
programmed with the security feature, it is not readable, writeable, erasable, or reprogrammable without
the user security key in the Bitstream/STAPL file. With the user security key in the Bitstream/STAPL file,
the part can be erased and reprogrammed. As mentioned before, if the permanent lock feature is used,
the device can never be programmed or erased even with a proper key.

E%iExecule Action

@

Je (MM LEZE

¥ UNLOCK_UKEY

[ [0l ERREE

[¥ CHECK_SECURITY
¢ B0 FROGRE

[ EE VERIE B0l
¥ FREERAN R
¥ DO_SECURE

¥ FOVYER] By

E}{ecutel Reset | Cancell

Figure 4 « Silicon Sculptor Windows Software to Program Security Key
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1) Sculptw v4.31.0 03/21/2003 ; =10l

File Tools JobMaster Help

Quantite [T Dq|n|“|

Silicon_Sculptor_I1/240,/5M132CQACT LPT1

Device | |ActeIAF‘A150-ISP Size: 2185033

DataPatte[nl |design2.bit CSUM=21E784  01/28/2003 Buffer Size= 218503 bytes

Device gonfigl |Set: 1 wide, 1 bark; Mode: Single
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Figure 5 « Silicon Sculptor Windows Software to Program Permanent Lock
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Figure 6 * Silicon Sculptor DOS Software to Program Permanent Lock

6 Revision 2



& Microsemi

Power Matters.” Conclusion
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Figure 7 * FlashPro Software to Program Security Key
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Figure 8 * FlashPro Software to Program Permanent Lock

Conclusion

ProASIC and ProASICELYS Flash FPGAs are more secure against malicious attacks than SRAM FPGAs,
which satisfies an increasingly important system requirement. These devices are architecturally
designed to prevent attacks on a programmed device using either a programmer or any other electronic
means. Programming the security key ensure the designer that the design or IP in the FPGAs is
protected from being Cloned or reverse engineered.
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Revision Changes Page
Revision 2 Non-technical updates. N/A
(June 2016)

Revision 1 Initial release N/A
(September 2003)
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Microsemi makes no warranty, representation, or guarantee regarding the information contained herein or the suitability of
its products and services for any particular purpose, nor does Microsemi assume any liability whatsoever arising out of the
application or use of any product or circuit. The products sold hereunder and any other products sold by Microsemi have
been subject to limited testing and should not be used in conjunction with mission-critical equipment or applications. Any
performance specifications are believed to be reliable but are not verified, and Buyer must conduct and complete all
performance and other testing of the products, alone and together with, or installed in, any end-products. Buyer shall not
rely on any data and performance specifications or parameters provided by Microsemi. It is the Buyer's responsibility to
independently determine suitability of any products and to test and verify the same. The information provided by Microsemi
hereunder is provided “as is, where is” and with all faults, and the entire risk associated with such information is entirely
with the Buyer. Microsemi does not grant, explicitly or implicitly, to any party any patent rights, licenses, or any other IP
rights, whether with regard to such information itself or anything described by such information. Information provided in this
document is proprietary to Microsemi, and Microsemi reserves the right to make any changes to the information in this
document or to any products and services at any time without notice.

About Microsemi

Microsemi Corporation (Nasdaq: MSCC) offers a comprehensive portfolio of semiconductor and system solutions for
aerospace & defense, communications, data center and industrial markets. Products include high-performance and
radiation-hardened analog mixed-signal integrated circuits, FPGAs, SoCs and ASICs; power management products;
timing and synchronization devices and precise time solutions, setting the world's standard for time; voice processing
devices; RF solutions; discrete components; enterprise storage and communication solutions, security technologies and
scalable anti-tamper products; Ethernet solutions; Power-over-Ethernet ICs and midspans; as well as custom design
capabilities and services. Microsemi is headquartered in Aliso Viejo, Calif., and has approximately 4,800 employees
globally. Learn more at www.microsemi.com.
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