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Revision History

The revision history describes the changes that were implemented in the document. The changes are
listed by revision, starting with the current publication.

Revision 2.0
Updated the document for Libero SoC PolarFire v2.2.

Revision 1.0

The first publication of this document.
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PolarFire FPGA System Services

System services are the system controller actions initiated from the FPGA design using the
CoreSysServices_PF IP core. The system controller hard block in PolarFire® FPGAs provides various
system services. The CoreSysServices_PF IP core issues service requests to the system controller and
fetches the relevant data.

This document describes how to run the system services listed in the following table using the demo
design.

Table 1 ¢ System Services in the Demo

Service Category Services

Device and Data Services Read Device Serial Number
Read Device User-code
Read Device Design-info

Design and Data Security Services Read Device Certificate
Read Digest
Query security
Read Debug Information
Digital signature
Secure NVM services
PUF Emulation
Nonce service

Fabric Services Flash*Freeze service

Note: In the demo, the Flash*Freeze service is demonstrated with timed entry and timed exit.

The demo design includes the Mi-V soft processor, which initiates the system service requests and
enables the CoreSysService_PF IP core to access the system controller. For more information about the
system services design implementation, and the necessary blocks and IP cores instantiated in Libero
SoC PolarFire, see Demo Design, page 5.

The demo design can be programmed using any of the following options:

* Using the pre-generated. stp file: To program the device using the. stp file provided along with
the demo design, see Programming the Device Using FlashPro, page 27.

+ Using Libero SoC PolarFire: To program the device using Libero SoC PolarFire, see Libero Design
Flow, page 20.

The demo design can be used as a reference to build a fabric design with the system services feature.

CoreSysServices_PF IP Overview

The system controller actions are initiated by the fabric logic through the system service interface (SSI)
of the system controller. The fabric logic requires the CoreSysServices_PF IP for initiating the system
services. A service request interrupt to the system controller is triggered when the fabric user logic writes
a 16-bit system service descriptor to the SSI. The lower seven bits of the descriptor specify the service to
be performed. The upper nine bits specify the address offset (0-511) in the 2 KB mailbox RAM. The
mailbox address specifies the service-specific data structure used for any additional inputs or outputs for
the service. The fabric logic must write additional parameters to the mailbox before requesting a system
service.

DG0824 Demo Guide Revision 2.0 2
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The following table lists the system service descriptor bits.

Table 2 « System Services Descriptor

Descriptor Bit Value
15:7 MBOXADDR
6:0 SERVICEID

SSI consists of an asynchronous command-response interface that transfers a system service command
from the fabric master to the system controller and the status from the system controller to the fabric
master. The following figure shows how the CoreSysServices_PF IP interfaces with the fabric logic.

Figure 1+ Core System Services IP Interfacing with Fabric User Logic

PolarFire FPGA

System Controller

Mailbox
Interface Ssl

k.

Core System Services IP

APB Slave

APB Interface

k.

APB Master

User Logic (Fabric Master)

Fabric

The system services driver and the sample SoftConsole project are generated from Firmware Catalog as
shown Figure 2, page 4.
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In this demo, the sample SoftConsole project is migrated to SoftConsole v5.2 and the application file
main.c is modified to provide the user options.

Figure 2+ Firmware catalog

“# Firmware Catalog — ] X
File View Tools Help

View (60/163): Search by all fields (36/60):
Al ¥ Vault | @ Web repositories | i
@ v
[*" display only the latest version of a core Isvstem se e
Mame | Version | Size (MB) | Status -
CoreSysServices_PF Driver Tomann o
1 Generate...

CoreTSE Driver # Remove from vault 2.5.100 is available for download

Hardware Abstraction Layer (¢
& Show details...

Open documentation ¥
SmartFusion CMSIS-PAL
SmartFusion M55 ACE Driver
SmartFusion MSS Ethernet MAC Driver  3.1.102 413

Generate sample project *

RISC-V * | SoftConsole v5.1 * PolarFire System Services

SmartFusion MSS GPIO Driver 2.1.100 1.00

SmartFusion M55 12C Driver 3.1.10 1.07 ﬂ
Documentation: i‘
CoreSysServices PF Driver UG.pdf

Cores rvices PF_Driver RN.pdf

Marrvinkiaene Darn ksl cofhuoarn Ariose foe CaraCueCanaicne DE Cafk TN ﬂ
j MNewcoresareavailable oo e nowl @ Downloa :J i Generate |
for download

2.2 Design Requirements

The following table lists the resources required to run the demo.

Table 3 * Design Requirements

Requirement Version
Operating System Windows 7, 8.1, or 10
Hardware

PolarFire Splash Kit (MPF300TS-1FCG484EES) Rev 2 or later
*  PolarFire splash board
* 12V, 5 A AC power adapter
and cord
+ USB 2.0 A to mini-B cable for
universal asynchronous
receiver-transmitter (UART)
and programming

Host PC

Software

FlashPro 12.200.30.10

Libero SoC PolarFire Design Suite 2.2

Serial Terminal Emulation Program PuUTTY or HyperTerminal
www.putty.org

IP

PF_INIT_MONITOR 2.0.103

DG0824 Demo Guide Revision 2.0 4
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Table 3 « Design Requirements

PF_CCC 1.0.113
CoreJTAGDEBUG 2.0.100
CORESET_PF 2.1.100
Mi-V soft processor (MIV_RV32IMA_L1_AHB) 2.0.100
COREAHBLite 5.3.101
COREAHBTOAPB3 3.1.100
CoreAPB3 4.1.100
CoreUARTapb 5.6.102
CoreGPIO 3.2.102
CoreSysServices 2.3.116
PF_SRAM_AHBL_AXI 1.1.125
Core_SPI 5.1.104

Note: Any serial terminal emulation program can be used. PuTTY is used in this demo.

Prerequisites

Before you start:

Download the demo design files from the following location:
http://soc.microsemi.com/download/rsc/?f=mpf_dg0824_liberosocpolarfirev2p2_df

Download and install Libero SoC PolarFire v2.2 on the host PC from the following location.
https://www.microsemi.com/products/fpga-soc/design-resources/design-software/libero-soc-polar-
fire#downloads

The latest versions of ModelSim and Synplify Pro are included in the Libero SoC PolarFire
installation package.

Demo Design

The following steps describe the data flow in the demo design:

In the demo design:

1.
2.

3.

The host PC sends the system service requests to CoreUARTapb block through the UART Interface.
The Mi-V soft processor initializes the system controller using the CoreSysServices_PF IP and
sends the requested system service command to the system controller.

The system controller executes the system service command and sends the relevant response to
the CoreSysServices_PF IP over the mailbox interface.

The Mi-V processor receives the service response and forwards the data to the UART interface.

DG0824 Demo Guide Revision 2.0 5


http://soc.microsemi.com/download/rsc/?f=mpf_dg0824_liberosocpolarfirev2p2_df
https://www.microsemi.com/products/fpga-soc/design-resources/design-software/libero-soc-polarfire#downloads

PolarFire FPGA System Services @ Microseml:

Power Matters.”

The following figure shows the block diagram of the system services design.

Figure 3+ System Services Design Block Diagram

PolarFire FPGA

System Controller

[ 4
Mailbox
Interface Sst
Y A
On board LEDs |« CoreGPIO CoreSysServices_PF
APB_S
y Y
APB slave
APB slave
AHB lite AHB slave
PF_SRAM_AHBL.
> > T —ANBL_
APB slave AHB_APB AXT
Bridge
Y [
AHB_MST_MEM AHB_MST_MMIO
Yy Yy
Host PC > <4+—» CorelJTAGDEBUG
- i- ore
Pu CoreUART Mi-v
SoftProcessor
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241 Design Implementation
The following figure shows the top-level Libero design of the PolarFire system services design.

Figure 4+ Top Level Libero Design

Core_SPL0

mor
Core_sPI

99

giag

1
PF_SPLO

PF_SPT

CoreGPIO_OUT_0

CoreSysServices PF_0_0
s l o) @0.0m
’_., k= CoreGPIO_OUT.

o coreUARTapb_0_0

PF_SRAM

PF_INIT_MONITOR_0_0

CoreAHBLoAPB3_0_0

CoreUARTapb_0

PF_INIT_MONITOR_0

The following table lists the important 1/O signals of the design.

Table 4 - 1/0 Signals

Signal Description

REF_CLK_O Input 50 MHz clock from the onboard 50
MHz oscillator

resetn Onboard reset push-button for the PolarFire
device

RX Input signals received from the serial UART
terminal

X Output signals transmitted to the serial
UART terminal

GPIO_OUT[3:0] Onboard LED outputs
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24.2 IP Configuration

The following sections describe the IP cores used in the design and their configurations.
The other IP cores retain the default configuration.

2.421 PF_INIT_MONITOR

The PolarFire Initialization Monitor gets the status of device initialization including the LSRAM
initialization. The following figure shows PF_INIT_MONITOR configuration.

Figure 5+ PF_INIT_MONITOR Configuration

B | Configurator - ] X

PolarFire Initialization Monitor Configurator

Microsemi:SgCore:PF_INIT_MONITOR:2.0.103

Bank Monitor Simulation Options } 12|
B Simulation Options P F_I N IT_M O N ITO R_O
FABRIC_POR_N assertion delay (ns) 1 FABRIC_POR_N—
PCIE_INIT_DONE assertion delay (ns) |4 PCIE_INIT DONE}-
USRAM_INIT_DONE assertion delay (ns) |5 USRAM_INIT_DONE}-
SRAM_INIT_DONE assertion delay (ns) |6 SRAM_INIT DONEf—
. DEVICE_INIT_DONE|-
DEVICE_INIT_DONE assertion delay (ns) [7
XCVR_INIT_DONE-
ENGalibration{monito, USRAM_INIT_FROM_SNVM_DONE[~
BANK_0_CALIB_STATUS assertion delay (ns) [1 USRAM_INIT_FROM_UPROM_DONE|[—
BANK_1_CALIB_STATUS assertion delay (ns) |1 i USRAM_INIT_FROM SP1 DONE[—
BANK_2_CALIB_STATUS assertion delay (ns) |1 SR |
) SRAM_INIT _FROM_UPROM DONEf—
BANK_4_CALIB_STATUS assertion delay (ns) |1 SRAM_INIT_FROM_SPI_DONE|
BANK_5_CALIB_STATUS assertion delay (ns) |1 AUTOCALIB DONE}-
BANK_6_CALIB_STATUS assertion delay (ns) |1 \, v,
BANK_7_CALIB_STATUS assertion delay (ns) |1 P F_I N IT_M O N ITO R
q |\ symbol /

Help - 0K Cancel ‘
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2422 PF_CCC_0 Configuration

The PolarFire Clock Conditioning Circuitry (CCC) block takes an input clock of 50 MHz from the onboard
oscillator through CLKINT and generates a 100 MHz fabric clock to the Mi-V processor subsystem and

other peripherals.
The following figures show the input and output clock configurations.

Figure 6+ PF_CCC_0 Input Clock Configuration
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Clock Conditioning Circuitry (CCC)

Microsemi:SgCore:PF_CCC:1.0.113

3
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Figure 7+ PF_CCC_0 Output Clock Configuration

o - e

® | Configurator

Clock Conditioning Circuitry (CCC)

Microsemi:SgCore:PF_CCC:1.0.113

Configuration |PLL-Single -
Clock Options PLL Output Clocks |
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|
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Mi-V Soft Processor Configuration

The Reset Vector Address of the Mi-V soft processor is set to 0x8000_0000 from 0x6000_0000. After
the device reset, the processor executes the application from LSRAM, which is mapped to 0x80000000,
Hence, the Reset Vector Address is set to 0x80000000 as shown in Figure 8, page 10.

In the Mi-V processor memory map, the 0x8000_0000 to Ox8FFF_FFFC range is defined for AHB
memory interface and the 0x6000_0000 to Ox7FFF_FFFF range is defined for AHB I/O interface.

Mi-V Configuration

Mi-V RV32IMA_ L1_ AHB Configurator

Microsemi:MiV:MIV_RV32IMA_L1_AHB:2.0.100

Configuration }

Reset Vector Address: ‘OXSOOO 0x0 i ]

Help - OK Cancel

CoreUARTapb

The CoreUARTapb IP is connected tothe Mi-V soft processor as an APB slave. It interfaces with the host
PC for UART communication. Figure 9, page 11 shows the configuration settings of the CoreUARTapb
IP:

+  TXFIFO: Disabled by default.
The UART transmit state machine immediately begins to transmit data and continues transmission
until the data buffer is empty in normal mode. If TX FIFO is enabled, it continues to transmit until TX
FIFO is empty. In this design, normal mode (without FIFO) is selected.

* RXFIFO: Disabled by default.
The UART receive state machine stores the data in receive data buffer if FIFO is not enabled.

+ Configuration: Set to Programmable by default.

DG0824 Demo Guide Revision 2.0 10
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The user application programs the baud rate, character size, and the parity configuration using the UART
driver. If the Fixed option is selected, the user application can not overwrite these parameters.

Figure 9+ CoreUARTapb Configuration

B Configurator - O X
CoreUARTapb Configurator
Microsemi:DirectCore:CoreUARTaph:5.6.102

Configuration I
Core Configuration
X FIFO: [Disable TXFIFO =]
RX FIFO: [Disable RX FIFO =]
Configuration: W
Baud Value: ’,7
Character Size: ’ﬁ
Parity:
RX Legacy Mode: ’W‘
FIFO Implementation: ’ﬁ
Baud Value Predision
Enable Extra Precision: [
Fractional Part of Baud Value: ,ﬁ
Testbench: |User =
License: (" Obfuscated + RTL
Help = Cancel

2425 CoreJTAGDebug

The CoreJTAGDebug IP connects the Mi-V soft processor to the JTAG header for debugging. The

following figure shows the configuration of the CoreJTAGDebug IP core.

Figure 10 + CoreJTAGDebug Configuration

JTAG IR Code

CoreJTAGDebug Configurator

Microsemi:DirectCore:COREITAGDEBUG:2.0.100

Configuration

0x55

Active-high target reset
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Figure 11«

2427

Note:
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PF_SRAM_AHBL_AXI Configuration

The PF_SRAM_AHBL_AXI IP is the main memory of the Mi-V processor, and it gets initialized with the
user application from yPROM. It is connected to Mi-V soft processor as an AHB slave. LSRAM is
configured for the following settings:

+  Optimize for: By default, Low power is selected. It optimizes the LSRAM macro for low power. If
design demands high speed memory access, High Speed can be selected.

«  Fabric Interface type: By default, AHBLite is selected. The Mi-V soft processor is AHB based, so
the SRAM is interfaced to the processor using AHB bus for code execution.

*  Memory depth: This field is set to 16384 words to accommodate an application of up to 65 KB into
LSRAM. The present application is below 50 KB so this can fit into either SNVM or yPROM. In this
demo, yPROM is selected as data storage client. The following figure shows the
PF_SRAM_AHBL_AXI (LSRAM_0) IP configuration.

PF_SRAM_AHBL_AXI Configuration

PF_SRAM_AHBL_AXI

Microsemi:SystemBuilder:PF_SRAM_AHBL_AXI:1.1.125

Port settings Memory Initialization Settings
a
Optimize for High Speed © Low power
SRAM type [SRAM
h( ds) [16364
C it SRAM_AHB_AXI_UI_0
. ‘ HCLK
Fabric Interface type |AHBLIte =
pata width [32 7] HRESETN
AHBSlavelnterface
- SRAM_AHB_AXI_UI
: —
Fw
-
v
4 |\ _symbol /
Help - Cancel ‘ Back | Next

CoreGPIO_0 Configuration

The CoreGPIO IP controls the on-board LEDs using GPIOs. It is connected to Mi-V soft processor as an
APB slave.

The configuration settings of the COREGPIO_0 IP are as follows:
In the Global Configurations pane:

« APB Data width is set to 32
The design uses 32-bit data width for APB read and write data.
*  Number of I/Os is set to 4
The design controls 2 onboard LEDs for output and 2 DIP Switches for input.
« 1/0 Bit: The following list shows the sub-options under I/O Bit option.
*  Output on reset: Set to 0.
* Fixed Config: Yes
» 1/O type: As shown in the following figure, first two 1/Os are configured as output and the last
two 1/Os are configured as input.
The first two 1/0s configured as output are used by the design and last two |/Os are not used.
The 1/Os are interfaced to on-board LEDS to control the LED states.

* Interrupt Type: Disabled
When 1/O states change, no interrupt is required for the application as these are used for only
LEDs.

DG0824 Demo Guide Revision 2.0 12
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The following figure shows the CoreGPIO_0 configuration.

Figure 12+ CoreGPIO_0 Configuration

CoreGPIO Configurator
Microsemi:DirectCore:CoreGPI0:3.2.102
Configuration o
Global Configuration L
APB Data Width: 32 v]  Numberofljos: i
Single-bit interrupt port: |Disabled Qutput enable:
1fO bit 0
Qutput on Reset: Fixed Config: I/ Type: Interrupt Type: |Disabled -
1f0 bit 1
Qutput on Reset: Fixed Config: IO Type: |Quiput « Interrupt Type: |Disabled -
/0 bit2
Qutput on Reset: |0 Fixed Config: I/ Type: Interrupt Type: |Disabled -
1fO bit 3
Qutput on Reset: |0 Fixed Config: I/ Type: Interrupt Type: |Disabled -

24.28 CoreSysServices_PF Configuration

CoreSysServices IP provides access to the system controller. It is connected to Mi-V soft processor as
an APB slave. The configuration settings of CoreSysServices_PF IP are as follows:

+ By default, all the service check boxes are selected. The application can initiate these selected
services.

*  FlashFreeze time out: The default value is 0x20000000 ms. This value can be overwritten by the
application before initiating the Flash*Freeze service. When device enters the Flash*Freeze state,
the device automatically exits the Flash*Freeze state after 0x20000000 ms.

*  FlashFreeze Mailbox Address: It is the mailbox address location where time out value is passed
as input in the service request. The default value is 0x100. The allowed value is between 0 to 511.

DG0824 Demo Guide Revision 2.0 13
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CoreSysServices IP is configured as shown in the following figure.

Figure 13« CoreSysServices_PF Configuration

' Configurator - O

CoreSysServices_PF Configurator

Microsemi:DirectCore:CORESYSSERVICES_PF:2.3.116
Configuration |

Device and Design Information Services

Serial Number Service: F UserCode Service: ¥
Design Viersion Service: [ Device Certificate Service: F
Read Digest Service: F Query Security Service: i
Read Debug Info Service: ¥

Design Services
Bitstream Authentication Service: [% IAP Image Authentication Service:

Data Security Services

Digital Signature Service: F Secure NVM Write Service: F
Secure NVM Read Service: M PUF Emulation Service: F
Nonce Service: F
FlashFreeze Services
Flash Freeze Service: F FlashFreeze Timeout Value 0x20000000
FlashFreeze Mailbox Address (100 Enable 2MHZ Osc (during Flash Freeze) [
Fabric Services
Digest Check Service: F 1AP Service: 7
1AP Auto Update Service: F
Testbench: |User =
License:  RTL

Help = 0K Cancel

& Microsemi

Power Matters.”
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2429

Figure 14 «

Design Memory Map

& Microsemi

Power Matters.”

The Mi-V processor bus interface memory map is shown in the following figure.

Memory Map

E Modify Memory Map

Select Bus to View or
Assign Peripheral(s)

coreAHBLite__L_D

Help |

E Modify Memory Map

Select Bus to View or
Assign Peripheral(s)

- Address
CoreAPB

*
Assign peripherals to addresses on bus:

Peripheral
0x60000000 coreUARTapb_0_0:APB_bif
0x60001000 CoreGPIO_OUT_O:APB_bif
(0x60002000 CaoreSysServices_PF_0_0:APBSlave
0x60003000 Core_SPI_0:APB_bif

oK | Cancel
X

Assign peripherals to addresses on bus:

=+ coreAHBLite_0_0

Help |

Address
0x80000000

Peripheral

PF_SRAM_0:AHBSIlavelnterface

OK | Cancel
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15



PolarFire FPGA System Services

24.291

CoreAHBLite Configuration

& Microsemi
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Two instances of CoreAHBLite are used in this design. The following figures show the configurations of
CoreAHBLite_0 and CoreAHBLite_1 IP cores.The CoreAHBLite_0 interfaces with the APB peripherals to
the Mi-V processor at 0x6000_0000.

Figure 15 «

CoreAHBLite_0 Configuration

7 Configurator

MicrosemiDirectCore:CoreAHBLite:5.3.101
Configuration \
Memory space

Memory space:

Allocate memory space to combined region save

Sloto: [~ Sot1: [~ Sot 2
Sot4 [~ Sts: [ Sot6:
Slots: [~ Sota: [ St 10
Slot 12: [~ Slot 13: [~ Sot 14
Enable Master access
MO can access slot 0: r
MO can access slot 1 r
MO can access slot 2t r
MO can access slot 3: r
MO can access slot 4: r
MO can aceess slot 5t r

MO can access slot 7: r
MO can access slot 8: r
MO can access slot 9: r
MO can access siot 10: r
MO can access siot 11: r
MO can aceess siot 12: r

Help -

CoreAHBLite Configurator

Address range seen by slave connected to huge (268) slot interface: ¢ 0

r

r

r

r

[468 addressable space apportioned into 16 slave slots, each of size 256MB

OXTFFFFFFF & 0xB000D0NO - OxFFFFFFFF

Stz [~

Sot7: [~

Slot 11: [~

Slot 15: [~
M1 can access slot 0: r M2 can access slot 0: r
M1can access slot 1t r M2 can access slot 1 r
M1can access slot 2: r M2 can access slot 2t r
M1can access slot 3: r M2 can access slot 3: r
M1can access slot 4 r M2 can access slot 4: r
M1can access slot 5t r M2 can access slot 5t r
M1can access slot 6: r M2 can access slot 6: r
M1can access slot 7: r M2 can access slot 7: r
M1can access slot 8 r M2 can access slot 8: r
M1can access slot 9: r M2 can access slot 9: r
M1 can access slot 10: r M2 can access siot 10: r
M1can access slot 11: r M2 can aceess siot 11: r
M1 can access slot 12: r M2 can access siot 12: r

M3 can access sot0:

M3 can access siot 1t

M3 can access sot 2:

M3 can access siot 3:

M3 can access sot 4

M3 can access siot 5

M3 can access sot6:

M3 can access sot 7:

M3 can access sot 8:

M3 can access sot 9:

M3 can access siot 10:

M3 can access siot 11:

M3 can access siot 12:

-
-
-
-
-
-
-
-
-
-
-
-
-

A
Cancel
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The CoreAHBLite_1 interfaces PF_SRAM with Mi-V soft processor for accessing the LSRAM at memory
address 0x8000_0000. This configuration is required as the Mi-V processor executes the code from

0x8000_0000.
Figure 16

CoreAHBLite_1 Configuration

1 Configurator

Microsemi:DirectCore:CoreAHBLite:5.3.101

Memory space:

Allocate memory space to combined region slave

sto: ™ set1:

sta: ™ sbts:
sts: ™ ste:
slot 12: ™ Slot 13: [~
Enable Master access

10 can access slot0:

10 can access slot 1:

10 can access slot 2:

10 can access slot 3:

10 can access slot 4:

10 can access slot 5:

M can access slot&:

M0 can access slot 7:

-
-

-

-

-

-

-

-

M0 can access slot 8 r
M0 can access slot 9: r
M0 can access slot 10: r
M0 can access slot 11: r
M0 can access slot 12: r
M0 can access slot 13: r
M0 can access slot 14: r
-

M can access slot 15:

M0 can access slot 16 (combined huge): [/

Help -

CoreAHBLite Configurator

Stz ™
Sots:
Slot 10: [~

Slot 14: [~

[ 16 648 slots, plus reserved space, plus 1 huge (2GB) slot beginning at address 0x80000000 v |

Address range seen by save connected to huge (268) slot interface: € 0x00000000 - Ox7FFFFFFF

Stz I

Set7: T

St 11: ™

Slot 15: [~
M1 can access slot 0: r
M1 can access slot 1: r
M1 can access slot 2 r
M1 can access slot 3: r
M1 can access slot 4: r
M1 can access slot 5: r
M1 can access slot 6: r
M1 can access slot 7: r
M1 can access slot 8: r
M1 can access slot 9: r
M1 can access slot 10: r
M1 can access slot 11: r
M1 can access slot 12: r
M1 can access slot 13: r
M1 can access slot 14: r
M1 can access slot 15: r
M1 can access slot 16 (combined/huge): [

| @ 0xB0000000 - DxFFFFFFFF |

M2 can access slot0:

M2 can access slot 1t

M2 can access slot 2:

M2 can access slot 3

M2 can access slot 4

M2 can access slot 5:

M2 can access slot&:

M2 can access slot 7:

M2 can access slot 8:

M2 can access slot9:

M2 can access slot 10:

M2 can access slot 11:

M2 can access siot 12:

M2 can access slot 13:

M2 can access slot 14:

M2 can access slot 15:

M2 can access slot 16 {combined huge):

-
-
-
-
-
-
-
-
-
-
-
-
-
-
-
-
-

M3 can access slot 0: r
M3 can access slot 1 r
M3 can access slot 2: r
M3 can access slot 3: r
M3 can access slot 4: r
M3 can access slot 5: r
M3 can access slot 6: r
M3 can access slot 7: r
M3 can access slot 8: r
M3 can access slot 9: r
M3 can access slot 10: r
M3 can access slot 11: r
M3 can access slot 12: r
M3 can access slot 13: r
M3 can access slot 14: r
M3 can access slot 15: r

M3 can access slot 16 (combined/huge): [

]|

24.29.2

COREAHBTOAPB3

The CoreAHBtoAPB3 works as a bridge in between the AHB and the APB domains. CoreAHBtoAPB3
interfaces with CoreAHBLite through its AHB interface and with CoreAPB3 through its APB interface.
The following figure shows configuration of COREAHBTOAPBS3 IP core.

Figure 17 «+ COREAHBTOAPB3 Configuration

License:

CoreAHBtoAPB3 Configurator

‘ore:COREZ

Configuration

1.100

Testbench:

) Obfuscated @ RTL
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24.29.3 CoreAPB3 Configuration

The CoreAPB3 IP connects the peripherals, CoreSysServices_PF, CoreSPI, CoreGPIO and
CoreUARTapb as slaves.The configuration settings of COREAPBS3 are as follows:

e APB Master Data bus width: 32-bit
The design uses 32-bit data width for APB read and write data.

*  Number of address bits driven by master: 16
The Mi-V processor accesses the slaves using the 16-bit. The final addresses for these slaves are
translated into 0x6000_0000, 0x6000_1000, 0x6000_2000 and 0x6000_3000.

. Enabled APB slave slots: Slot 0 for CoreUARTapb, Slot 1 for CoreGPIO, Slot 2 for
CoreSysServices_PF, and Slot 3 for CoreSPI.

The following figure shows the CoreAPB3 configuration.

Figure 18 + CoreAPB3_0 Configuration

CoreAPB3 Configurator

ore:C 1.100

Configuration ot

Data Width Configuration

APE Master Data Bus Width @ 32-bit ) 16-bit ) 8-hit

Address Configuration

Number of address bits driven by master: [16 - l

Position in slave address of upper 4 bits of master address: [[27:24] (Ignored if master address width >= 32 bits) - l

Indirect Addressing: [Not inuse - l

Allocate memory space to combined region slave

sloto: [T slet1: [ Slot 2: Slot 3:

sot4: [O] slot 5: slot &6: Slot 7

Slot 11:

OO O @

Ll
slots: [ sleto: [ Slot 10:
Ll

slot 12: [[] Slot 13: Slot 14: Slot 15:

Enabled APE Slave Slots

Slot 0: slot 1:

=

Slot 2: Slot 3:

=

sot4: [O] slot 5: slot &6: Slot 7

Ll 0
slots: [ sleto: [ slot 10: [7] Slot 11
Ll 0

OO @

slot 12: [[] Slot 13:

Testbench:

License: () Obfuscated @ RTL

Slot 14: Slot 15:
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2.5 Clocking Structure

The following figure shows the clocking structure of the demo design. The Mi-V processor supports a
clock rate of up to 120 MHz. This design uses 100 MHz system clock.

Figure 19 « Clocking Structure

Clock Domain

Onboard 50 MHz Oscillator

A

PF_CCC_0

|
! |
! |
! |
! |
! |
! |
! |
! |
} 50 MHz I

|
! |
! |
! |
! |
! |
! |
! |
! |
1

0 X109v4 0LNO

Mi-V
Pf_Isram_0
softprocessor | - ¢ HCLK

PCLK PCLK
CoreGPIO CoreUARTapb
CoreSysServices_| CLK HCLK )
PF CoreAHBLite

|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
| 100 MHz
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
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Figure 20

The Libero design flow involves running the following processes in the Libero SoC PolarFire:

*  Synthesize, page 21

+  Place and Route, page 21
+  Verify Timing, page 21
*  Generate FPGA Array Data, page 21

»  Configure Design Initialization Data and Memories, page 22
»  Configure Programming Options, page 25

*  Generate Bitstream, page 26

*  Run PROGRAM Action, page 26

The following figure shows these options in the Design Flow tab.

Libero Design Flow Options

Design Flow

Top Module(root): PROC_SUBSYSTEM

L S S

<

<%

Tool

4

4

[N

Create HDL Testbench

¥ Verify Pre-Synthesized Design
. Simulate

Constraints

_'j) Manage Constraints

Implement Design

Bt Netlist Viewer

S Synthesize

9& Place and Route

» Verify Post Layout Implementation
@ Verify Timing
@ Open SmartTime
m Verify Power

Program and Debug Design

+L] Generate FPGA Array Data

+L] Configure Design Initialization Data and Memories

-

-

[N

-

+L] Generate Design Initialization Data

[N

» Configure Hardware
[ Programming Connectivity and Interface
& Configure Programmer
fes Device /O States During Programming - JTAG Mode Only
# Configure Programming Options
Configure Security
4 b Program Design
¥ Generate Bitstream
G Run PROGRAM Action
Program SPI Flash Image
' Generate SPI Flash Image
G Run ERASE_SPI_FLASH Action
4 b Debug Design
1, 1dentify Debug Design
€ SmartDebug Design
Configure Permanent Locks for Production
Configure OTP Security
¥ Handoff Design for Production
48 Export Bitstream

[N
-

-

m
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3.2

Note:

3.2.1

3.3

3.4

Power Matters.”

Synthesize

To synthesize the design:
1. Double-click Synthesize from the Design Flow tab.
When the synthesis is successful, a green tick mark appears as shown in Figure 20, page 20.

2. Right-click Synthesize and select View Report to view the synthesis report and log files in the
Reports tab.

PROC_SUBSYSTEM.srr andthe PROC_SUBSYSTEM compile netlist.log files are recommended

to be viewed for debugging synthesis and compile errors.

Place and Route

The Place and Route process requires the I/O, timing, and floor planner constraints. The demo design
includes following constraint files in the Constraint Manager window:

* Theio.pdc and the user.pdc file for the 1/O assignments
*+ The PROC_SUBSYSTEM_derived_constaints.sdc file for timing constraints
«  Thpll_placement.pdc file for PLL placement

To Place and Route, double-click Place and Route from the Design Flow window.
When place and route is successful, a green tick mark appears next to Place and Route.

The file, PROC_SUBSYSTEM place and route constraint coverage.xml is recommended to
be viewed for place and route constraint coverage.

Resource Utilization

The resource utilization report is written to the PROC_SUBSYSTEM layout log.log file in the
Reports tab -> PROC_SUBSYSTEM reports -> Place and Route. |t lists the resource
utilization of the design after place and route. These values may vary slightly for different Libero runs,
settings, and seed values.

Table 5 Resource Utilization

Type Used Total Percentage
4LUT 14471 299544 4.83
DFF 7457 299544 2.49
I/O Register 0 242 0.00

Logic Element 15153 299544 5.06

Verify Timing

To verify timing:

1. Double-click Verify Timing from the Design Flow tab.
When the design successfully meets the timing requirements, a green tick mark appears as shown
in Figure 20, page 20.

2. Right-click Verify Timing and select View Report, to view the verify timing report and log files in the
Reports tab.

Generate FPGA Array Data

To generate the FPGA array data:

1. Double-click Generate FPGA Array Data from the Design Flow window.
2. A green tick mark is displayed after the successful generation of the FPGA array data as shown in
Figure 20, page 20.
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3.5 Configure Design Initialization Data and Memories

The Configure Design Initialization Data and Memories step generates the LSRAM initialization client
and adds it to sNVM, yPROM, or an external SPI flash, based on the type of non-volatile memory
selected. In the demo, the LSRAM initialization client is stored in the yPROM.

This process requires the user application executable file (hex file) to initialize the LSRAM blocks on
device power-up. The hex file (application.hex) is available in the

DesignFiles Directory\Libero Project\hw project folder. When the hex file is imported, a
memory initialization client is generated for LSRAM blocks.

Follow these steps:

1. Double-click Configure Design Initialization Data and Memories from the Design Flow window.
The Design and Memory Initialization window opens as shown in the following figure.

Figure 21+ Design and Memory Initialization

Project File Edit View Design Tools Help

N2 M2 %0

Design Flow BX | peports &% | Startrage #x | [ PROCSUBSYSTEM & % Design and Memory Inticlization X
Tup Module{roa): PROC_SUBSYSTEM B O A & | [oeson miaizaton | irrom| st | vt resh| rbricravs|
‘Tnnl M Apply | Discard | Help |
v ?v; Place and Route In design initialization, user design blocks such as LSRAM, pSRAM, transceivers, and PCIe can be initialized as an option us
=- b Verify Post Layout Implementation The initialization data can be stored in UPPROM, VM, or an external SPI Flash.
Verify Timin
- Follow the below steps to program the initialization data:
v g‘lows'ﬁ llow the below steps to program the iitialization d
= 1. Set up your fabric RAMs initialization data, if any, using the 'Fabric RAMS' tal
pen SmartTime fabi | data, if he 'Fab ! tab
Ex Verify Power 2. Define the storage location of the initialization data
%8 Open SSN Analyzer 3. Generate the initialization clients
= b Configure Hardware ;.generate;‘r edxpnrtthe bitstream
[Pl Programming Connectivity and Interface - Prograim he device
@ Configure Programmer Design initialization specification
& Select Programmer Firet stage (sNVM)
= b Program Design o
+f] Generate FPGA Aray Data In the first stage, the initialization sequence de-asserts FABRIC_POR_N.
| +C] Configure De?ign Il?iFia.IizaFiun Data and Memories Second stage (sHVM)
LI Generate Design Initialization Data
& Configure 1/0 States During JTAG Programming In the second stage, the initialization sequence initializes the PCIe and XCVR blocks present in the desig!
« Configure Programming Options Start address for second stage initialization client: Ox (00000000
@ Configure Security
@ Configure Permanent Locks (OTP) Third stage (sNVM/uPROM/SPT-Flash)
i B
o 1In the third stage, the initialization uence initializes the Fabric RAMs present in the design.
v °§e”if;§§£t§1m_ he third stage, the initiaization sequence initializes the Fabric RAMs present in the desig
v f Pun SPIFI C:?” To save the initialization instructions in sNVM/uPROM/SPI-Flash, please use 'Fabric RAMs' tab to make your selection
= rogram ash Image
& Generate SPI Flash Image [7  tart address for sNVM clients:  0x | 00000000
© Run PROGRAM_SPI_IMAGE Action |I7 Start address for UPROM dlients: 0 | 00000000 |
= » Debug Design [T start addre SPI-Flash clients: 0x | 00000402
+(] Generate SmartDebug FPGA Array Data j Start adress for SFEFash clents:
SPL-Flash Binding: |SFI'FIash - No-binding Plaintext J SPI Clock divider
Design Flow ‘ Design Hierarchy ‘ Stimulus Hierarchy ‘ Catalog ‘ Files | <
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2. Select the Fabric RAMs tab and select the PF_SRAM client from the list and click Edit as shown in

the following figure.
Figure 22 »+ Fabric RAMs Tab

Project File Edit View Design Tools Help

Deuaxoe

Yesign Flow B & Reports & X | StartPage & X | E PROC_SUBSYSTEM & X Design and Memory Initialization & X
Tap Module(roof): PROC_SUBSYSTEM B O [ @ | ovesonmslzstion| urom| svm | ser Flash
|Too| ﬂ ’—I
B b Constraints S Jeer | £ |
-3 Manage Constraints " Usage statistic [~ Clent
v b ’leg:)eer:;n:ﬂli)sis\;?:wgr - LSRAM Memory Load design configuration Edit... Initialize all clients from: |User Selec
S Synthesize Available Memory(Bytes): 2437120 [ Filter Inferred RAMs
= b Verify Post-Synthesized Design Used Memory(Bytes): 107520
-+ Generate Simulation File Free Memory(Bytes) : 2329600 Logical Instance Name POETA.
-- B Simulate Depth * Width
i Place and Route 1 |PROC_SUBSYSTEM/Care_SP1_0/Care_SPI_0/... 32x9
B » Verify Post Layout Implementation
v @, Verify Timing 2 |PROC_SUBSYSTEM/Core_SPI_0/Core SP1_0/... 32x9
& Open SmartTime 3 |PROC_SUBSYSTEM/Mi_V SoftProcessor 0/M... |31x32
B Verify Power
5 Open SSN Analyzer - e 4 |PROC_SUBSYSTEM/Mi_V_SoftProcessor_0/M... |31x32
=} Configure Hardware ] Free space 5 |PROC_SUBSYSTEM/Mi_V_SoftProcessor_O/M... | 2048x8
- [Pl Programming Connectivity and Interface i _
- 8 Configure Programmer —USRAM Memory 6 |PROC_SUBSYSTEM/Mi_V_SoftProcessor 0/M... | 2048x8
- & Select Prog.rammer Available Memory(Bytes): 266112 7 |PROC_SUBSYSTEM/Mi_V_SoftProcessor_0/M... | 2048x8
v ? ’_g%g;::a?::?g A Array Data Used Memory(Bytes): 768 8 |PROC_SUBSYSTEM/Mi_V SoftProcessor_0/M... | 2048x8
|| Configure Design | ata and Memories Free Memon(Bytes) : #0934 | |9 [PROC_SUBSYSTEM/MI V SoftProcessor O/M... 126421
v +{] Generate Design Initialization Data
£ Configure 1/0 States During JTAG Programming 10 |PROC_SUBSYSTEM/MIi_V_SoftProcessor_0/M... | 2048x32
* 4 Configure Programming Options 11 |PROC_SUBSYSTEM/Mi_V_SoftProcessor O/M... | 128x20
- @ Configure Security
| - @ Confiqure Permanent Locks (OTP) | 4|j | 3 PR SR S P S TERA
[l »
u lirad rnarn
Design Flow | Design Hierarchy | Stimulus Hierarchy | Catalog | Files | 4 |

3. Inthe Edit Fabric RAM Initialization Client dialog box, select the Content from file option, and
locate the application.hex file from
DesignFiles directory\Libero Project\hw_project folder and Click OK as shown in
the following figure.

Edit Fabric RAM Initialization Client

(® Edit Fabric RAM Initialization Client ?

Figure 23

Client name: IF'ROC?SUBSYSTEM:'F‘F?SF‘J«M

Physical Name: FRAM_PF_TPSRAM_AHB_AXI 0_PF_TPSRAM_R31C0/INST_RAM1K20_IP

]

B 1mported Memory file location : D:\Demo Designs\PolarFire_v2p2_release\DG

RAM Ir on Opt

@ Content from file: [../hw_project/application.hex

" Content filled with 0s

" No content (client is a placeholder and will not be programmed)

Optimize for: € High Speed ¢ Low power

Storage Type [uPROM -1
Help |

Close
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4. Click Apply as shown in the following figure.

Figure 24 » Apply Fabric RAM Content
Project File Edit View Design Tools Help

INETIER Y

design Flowr & Reports & X | StartPage & X | E PROC_SUBSYSTEM & X Design and Memory Initialization & X

Tap Module(root): PROC_SUBSYSTEM Desian Initalization | uPROM | sNVM | SPIFiash Fabric RAMs|

Tool
| EI S T Apply I Discard | Help |
-3 Manage Constraints TSR ERiE i - Clent
v e '. émg::;iln:tﬁ;i?:we[ - LSRAM Memory Load design configuration Edit... Tnitialize all clients from: |User Sele
-G Synthesize Available Memory(Bytes): 2437120 [ Filter Inferred RAMs
B ) Verify Post-Synthesized Design Used Memory(Bytes): 107520
-+ Generate Simulation File Free Memory(Bytes) : 2329600 Logical Instance Name POETA.
- B Simulate Depth * Width
4] Place and Route 1 |PROC_SUBSYSTEM/Core_SPI_0/Core SPI_0/.. 132x9
E- b Verify Post Layout Implementation
& Verify Timing 2 |PROC_SUBSYSTEM/Core_SPI_0/Core_SPI_0/... |32x9
- & Open SmartTime 3 |PROC_SUBSYSTEM/MI_V_SoftProcessor_0/M... | 31x32
[x Verify Power ,
-8 Open SSN Analyzer - R 4 |PROC_SUBSYSTEM/MI_V_SoftProcessor_0/M... |31x32
2 b Configure Hardware ] Free space 5 |PROC_SUBSYSTEM/Mi_V SoftProcessor 0/M... 2048x8
Bl Programming Connectivity and Interface = ,
& Configure Programmer ~ USRAM Memory 6 |PROC SUBSYSTEM/Mi_V SoftProcessor 0/M... 2048x8
-8 Select ng_rammer Available Memory(Bytes): 266112 7 |PROC_SUBSYSTEM/Mi_V_SoftProcessor 0/M... 2048x8
. '--H‘Eg;::a?::::'gg A Array Data Used Memory(Bytes): 768 8 |PROC_SUBSYSTEM/Mi_V SoftProcessor 0/M... 2048x8
| R @ Coniigure Design Initialization Data and Memories Free Memory(Bytes) : U 9 |PROC SUBSYSTEM/Mi V SoftProcessor O/M... | 128x21
-+{] Generate Design Initialization Data )
£ Configure |/ States During JTAG Programming 10 [PROC_SUBSYSTEM/Mi_V SoftProcessor 0/M... | 2048x32
-4 Configure Programming Options 11 |PROC_SUBSYSTEM/Mi_V_SoftProcessor_0/M... | 128x20
- @ Configure Security
| Canfiqure Permanent Locks (OTP) | f 12 PROC_SUBSYSTEM/PF_SRAM 16384x40
1 3
u Hend enarn

Design Flow | Design Hierarchy | Stimulus Hierarchy | Catalog | F\Iesl <|

5. Select the sNVM tab and select the Add from the list. Click Add PlainText NonAuthenticated
Client as shown in the following figure.

Figure 25« Add PlainText NonAuthenticated Option
Project File Edit View Design Tools Help

DS |20

Jesign Flow

Reports & X | StartPage & X | @ PROC_SUBSYSTEM & X Design and Memory Initialization & >

Top Module(root): PROC_SUBSYSTEM Desian Initialization | uPROM  sNVM | SPI Flash | Fabric RAMs;

Apply I Discard | Help |

[~ Usage statisti i~ Client:

|Too|

E- b Constraints

H | Manage Constraints
¥ & b Implement Design Available memory (in pages): 221 Add... || et Delete Load design configuration
" B Open Netlist Viewer Used memory (in pages): 133 . .
v " G Synthesize Free memory (in pages): 88 e | Number of bytes
P Verify Post-Synthesized Design Add PlainText Authenticated Client 504

+{] Generate Simulation File Add CipherText Authenticated Client

B Simulate Add USK Client 32768

Place and Route
Verify Post Layout Implementation
&, Verify Timing
&, Open SmartTime
[ Verify Power
% Open SSN Analyzer
£ b Configure Hardware
I+l Programming Connectivity and Interface
- & Configure Programmer
- 8 Select Programmer
E b Program Design
14 (] Generate FPGA Array Data
] Configure Design Initialization Data and Memories
v +[] Generate Design Initialization Data
- 22 Configure 1/0 States During JTAG Programming
- &% Configure Programming Options
- @ Configure Security
B Configure Permanent Locks (OTP) | 4|L|
»

4

Design Flow | Design Hierarchy | Stimulus Hierarchy | Catalog | Files | 1|
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3.6

Figure 27 «
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6. Inthe Edit PlainText NonAuthenticated client dialog box, select the Content filled with 0's option,
and provide the Number of bytes and Click OK as shown in the following figure.

Edit PlainText NonAuthenticated Client

B | Edit PlainText NonAuthenticated client ? x

Client name: |Sr|'-."l‘<l_-:lear
sNVM

" Content from file: |

Format: |Mi-:rcsenﬂ-Binar“_.-' 8/16/32 bit J

I ' Content filled with 0s I

" Mo content (client is a placeholder and will not be programmed)

Start page (decimal): 0 El: 0x0

I Number of bytes (decimal): |32}'68 131 pages I

[ Use content for simulation

[ Use as ROM

Help OK | Cancel

7. Click Apply in the Design Initialization tab.
8. In Libero Design Flow, click Generate Initialization Data to generate design initialization data.

After successful generation of the Initialization data, a green tick mark appears next to Generate
Initialization Data option as shown in the Figure 20, page 20.

Configure Programming Options

The Design version and user code (Silicon signature) are configured in this step. Double click Design
flow->Program and Debug Design->Configure Programming Options to give values as
shown in the following figure.

Configure Programming Options

» Program Design

+(] Generate FPGA Array Data

+2] Configure Design Initialization Data and Memories
+2] Generate Design Initialization Data

& Configure /O States During JTAG Programming

Design name: PROC_SUBSYSTEM

Design version (number between 0 and 65535): |1

E b | Silicon signature (max length is 8 HEX chars): 0x | 89ABCDEF

@ Configure Security

@ Configure Permanent Locks (OTP) Hel ‘
p [o['¢ Cancel |

% Generate Bitstream
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3.7 Generate Bitstream

To generate the bitstream:

1. Double-click Generate Bitstream from the Design Flow tab. When the bitstream is successfully
generated, a green tick mark appears as shown in Figure 20, page 20

2. Right-click Generate Bitstream and select View Report to view the corresponding log file in the
Reports tab.

3.8 Run PROGRAM Action

After generating the bitstream, the PolarFire device must be programmed with the system services
design.

Follow these steps to program the PolarFire device:

1. Ensure that the following jumper settings are set on the board.

Table 6+  Jumper Settings for PolarFire Device Programming

Jumper Description

J5, J6,J7, J8,J9 Close pin 2 and 3 for programming the PolarFire FPGA through FTDI
J1 Close pin 1 and 2 for programming through FTDI chip

J10 Close pin 1 and 2 for programming through FTDI SPI

J4 Close pin 1 and 2 for manual power switching using SW1

J3 Open pin 1 and 2 for 1.0 V

2. Connect the power supply cable to the J2 connector on the board.
3. Connect the USB cable from the host PC to the J1 (FTDI port) on the board.
4. Power on the board using the SW1 slide switch.

The following figure shows the board setup after these connections are made.

Figure 28 » Board Setup

5. Double-click Run PROGRAM Action from the Libero Design Flow.

The device is successfully programmed and the onboard LEDs 4, 5, 6, 7, and 8 glow. A green tick mark
appears next to Run PROGRAM Action as shown in Figure 20, page 20.
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Programming the Device Using FlashPro

This chapter describes how to program the PolarFire device with the . stp programming file using
FlashPro software without opening Libero SoC PolarFire. The system services. stp file is available
at the following design files folder location:

mpf dg0824 liberosocpolarfirev2p?2 df\Programming file
pr_dg _ P pL_ g 9_

Follow these steps to program the device:

1.

ohwn

6.
7.

8.

Connect the jumpers and set up the PolarFire Splash Kit board as described in steps 1 to 4 of Run
PROGRAM Action, page 26

Figure 28, page 26 shows the board setup after these connections are made.

On the host PC, start the FlashPro software.

Click New Project to create a new project.

In the New Project window, do the following, and click OK:

«  Enter a project name

» Select Single device as the programming mode

Click Configure Device.

Click Browse, and locate the system services.stp file from the following location.
mpf dg0824 liberosocpolarfirev2p2 df\Programming file

Click Program to program the PolarFire Device.

The device is successfully programmed and the onboard LEDs 4, 5, 6, 7, and 8 glow. The RUN PASSED
message is displayed as shown in the following figure.

Figure 29 + Run Passed

& FlashPro - [org_test] - X
File Edit View Tools Programmers Configuration Customize Help
J8H 7 &% HE R & oD

New Project; ﬁ Configure Device

_> _> mocRe T

Open Project i View Programmers ﬂ%

i Programmer Programmer| o Programmer | Programmer

st Windaw

Programmer L

1| E2001K430C

Name Type Status Enabled
FlashPro5 | ushEZ001K4S!

Refresh/Rescan for Programmers

After the device is programmed, PuTTY must be launched to run the system services demo. See, Setting
up the Serial Terminal Program - PuTTY, page 28.
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Setting up the Serial Terminal Program -

The user application receives the system service commands on the serial terminal through the UART
interface. This chapter describes how to set up the serial terminal program.

To Setup PuTTY, perform the following steps:

Power on the board using the SW1 slide switch.

Connect the USB cable from the host PC to the J1 (USB) port on the board.
Connect the power supply cable to the J2 connector on the board.

PON~

From the host PC, click Start and open Device Manager to note the second highest COM Port

number and use that in the PuUTTY configuration. In this example, COM Port 5 (COMS5) is selected
as shown in the following figure. COM Port-numbers may vary.

Figure 30 « Finding the COM Port

473" Ports (COM & LPT]

F FlashPro5 Port (COMS)

? Communications Port (COML)
? ECP Printer Port (LPT1)
? FlashPro5 Port (COM3)
FlashPro5 Port (COM4

5. From the host PC, click Start, and then find and select the PuTTY program.
6. Select Serial as the Connection type as shown in the following figure.

Figure 31+ Select Serial as the Connection Type

ﬁ PuTTY Configuration -— [ 2
Category:
=R S,ession Basic options for your PuTTY session
; ~Logging Specify the destination you want to connect to

(=] Teminal Seridl e
.. Keyboard enal line peed
. Bl COMB 115200
- Features Connection type:

= Window () Raw () Telnet () Rlogin () SSH
Appea!ance Load, save or delete a stored session
- Behaviour
... Translation Saved Sessions
- Selection
- Colours -

Default Settings

=+ Connection [ﬂ]
- Prosgy
- Rlogin

[ S5H
- Seral Close window on exit:
) Mways () Mever (@ Only on clean exit
l About ] l Help l l Cpen l [ Cancel l

7. Set the Serial line to connect to COM port number noted in step 3.
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8. Set the Speed (baud) to 115200 as shown in the following figure.
Figure 32« PuTTY Configuration

ﬁ PuTTY Configuration - -— [ 2

Category:

[=]- Session Options controlling local serial lines

Select a seral line

. Keyboard Seral line to connect to COoOMS I
- Bell

- Features .
- Window Speed (baud) | 115200 |

- Appearance
- Behaviour
- Translation Stop bits
- Selection .
- Colours Parity

=l Connection Flow control l
- Data

- Prosgy

- Telnet

Configure the serial line

Data bits

iidm
|

l About ] l Help l l Cpen l Cancel l

9. Set the Flow control to None as shown in the following figure and click Open.

PuTTY opens successfully, and this completes the serial terminal emulation program setup. See
Running the Demo, page 30.
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Figure 33 »

Figure 34 «

Note:

Figure 35
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Running the Demo

This chapter describes how to run the system services demo using the serial terminal program (PuTTY).
Before running the demo, ensure the device is programmed and serial terminal is set up. For more
information on setting up the serial terminal, see Setting up the Serial Terminal Program - PuTTY,

page 28.

To run the demo, perform the following steps:

1. Power on the board using the SW1 slide switch.
System services options are displayed on the PUuTTY as shown in the following figure.

System Services Options

#%%% PplarFire Device and Design system services Example #***#%
Notes: Return data from System controller is displayed byte-wise with LSB first
Input data is provided L5SB first. Each ASCII character is one Nikble of d
ata

Select Service:

. Read Device Serial number
. Read Device User-code

. Read Device Design-info
. Read Device certificate
. Read Digest

. Query security

. Read debug information
. Digital signature

. Secure NVM services

. PUF Emulation

. Nonce

. Flash Freeze

00w owm -] ;0o Wk

m

2. Enter 1 to select Read Device Serial number.
The 128-bit device serial number (DSN) is displayed as shown in the following figure.

Device Serial Number

Device serial number: 42EDSBFFOBO8F4B55FDDF4DEEBBO8F TR

Each PolarFire FPGA device has a unique, publicly readable, 128-bit device serial number (DSN). The
DSN can be used in cryptographic protocols to uniquely identify the device. The DSN comprises two
64-bit fields: FSN and SNM.

FSN—The first (most significant) field is the factory serial number (FSN). FSN is a pseudo-random per-
device unique value assigned during Microsemi's manufacturing test, and persists for the lifetime of the
device.

SNM—The second component is the serial number modifier (SNM). SNM is initialized during factory test
and is destroyed during the recoverable zeroization action. If the device is subsequently recovered, a
new SNM is assigned such that each SNM generated for a given FSN, is unique.

The system services main menu is displayed after the execution of any of the options.

3. Enter 2 to select Read Device User-code.
The 32-bit device USERCODE/Silicon signature is displayed as shown in the following figure.

Device User-code

32bit USERCODE/Silicon signature (MSB first): 83ABCDEF
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This can be configured from Design flow->Program and Debug Design->Configure
Programming Options.

4. Enter 3 to select Read Device Design-info.
As shown in Figure 36, page 31, the device design information consists of:

»  256-bit user-defined Design ID

*  16-bit design version
This can be configured from Design flow->Program and Debug Design->Configure Pro-
gramming Options. In auto update programming, the current design version is compared with
the available images in external SPI flash to initiate the auto update on power up.

*  16-bit design back-level
This can be configured from Design flow->Program and Debug Design->Configure
Security. When back level protection is enabled, the device can only be programmed if the target
design version is more than the back level value.

Figure 36 + Device Design Information
Design ID:
2D8150524F435F53554253535354454D
00000000000000000000000000000000
Design Version: 0100
Design Back-Level: 0000

5. Enter 4 to select Read Device certificate.

The device supply chain assurance certificate is displayed as shown in Figure 37, page 32 and Figure ,
page 32.
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For more information about decoding the device certificate see, Appendix: Device Certificate Information,
page 37.

Figure 37 » Device Certificate

Device Certificate:
308203CB30820352A003020102021240
D1AE3AOCSAGBEBCTTEAGIZ26BDCTTCFD3
01300A06082AB648CE3D040303304931
0B3009060355040613025553310C300A
0&e0355040B1303536F43310D300B0603
55040A13044D534343311D301B060355
04031314316233646233316236303130
31313535303737653020170D31353130
31343030303734375A180P39359353931
32333132333539353595A304E314C3008
060355042C1304303030303013060355
D4040C0OCS06FECE17246697265202020
3028060355042A0C214D504633303054
20202020202020202020202020202020
20202020202020202020307630100607
2RB648CE3D020106052B810400220362
000400014CDEBE496FP4FE5B5C280DCB24
3AB5C734593539877C13A6B3B21ECS92
E371C77ABOEE49112D0307FDABE3521D
C0E0043719A62D6AB03ESEESS2DEFBE0
988AB34504D06D5313B731EBDOBFFDAE
6B16E029142CBE3B0ED0T002FD316CT04
TFF981090040364A6629118600821100
42FDSBFF9B98F4BS5FDDF4DEEBA9BFTH
A38201D06308201D23012060A2B060104
0182BD64010104040000000030818F06
OA2B0O601040182BD64010204B1B0FFFF
FFFFFFFFFFFFFFFFFFFFFFFFFFFFFEFE
FFFFFFFFFFFFFFFFFFFFFFFFFFFFFFET
FFFFFFFFFFFFFFFFFFFFFFFFFFFFFEFEE
FFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFF
PFFFFFFFFFEFFFFFFFFFFFFFFFEFFFFFET
FFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFF
FFFFFFFFFFFFFFFFFFFFFFFFFFFFFFEF
FFFFFFFFFFFFFFFFFFFFFFFFFF003012
060A2B0E01040182BDE401030404FFFF
FFFF3081B6060A2B06010401B2BD6401
04047800000000000000000000000000
00000000000000000000000000000000
00000000000000000000000000000000
00000000000000000000000000000000
o0000000000000000000000000000000
00000000000000000000000000000000
00000000000000000000000000000000
000000000000000000000030818C060A
2B0601040182BDE40105047E00000000
o0000000000000000000000000000000
00000000000000000000000000000000
ooooooo00O00000D000000000000000000
00000000000000000000000000000000
00000000000000000000000000000000
o0000000000000000000000000000000
00000000000000000000000000000000
00000000000000000000300A06082086
48CE3D04030303670030640230703ECE
ODBE3BCT4ET52F363F31F106F276088D
T98D0EBCC17eA4ABIFOD4DSEFDE21652
236F3859F06BABB1724B1A6B616023031
34F47534CETDOD127F004794BOABEFET
872A1CA0358DCBB34977C964A985TFEC
A752CE2684808ETEFFT1ES1299232000
00000000000000000000000000000000
00000000000000000000000000000000
oooooo000O00000000000000000000000
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Figure 39

Note:
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6. Enter 5 to select Read Digest.

The 416 byte Digest contains the fabric digest, SNVM digest and user key digests. The Digest protects
the data integrity. The following figure shows the 416 byte digest displayed. For more information about
decoding the digest output see, Appendix: Digest Information, page 41

Digest

Read Digest:
01067COFAQ0ICS2CARAB4FB53EB11F2ES3
SA35A03121DBBESFSD1B32376ATC4ACE
T0BOOF45420C2CA6838C1BABS4TBE92A
3B0T70F7327A0B88FE2CBE3B974284C6D
E3B0C44298FC1C149AFBF4CB8396FB924
27AE41E4649B934CA495991B7852B855
223186F913839429B186AC19F222D712
2212B305SACAAEQT25D96B9FB918F34BC
00000000000000000000000000000000
00000000000000000000000000000000
00000000000000000000000000000000
00000000000000000000000000000000
2EA9AB9198D1638007400CD2C3BEF1CC
745B864BT76011A0E1BCS52180ACE452D4
FSASFD42D16A20302798EFEED309979B
43003D2320D9F0EBEAS831A92759FB4B
00000000000000000000000000000000
00000000000000000000000000000000
2EA9AB9198D1638007400CD2C3BEF1CC
T745B864BT6011A0E1IBCS52180ACE452D4
FSASFD42D16A20302798EFEED309979B
43003D2320D9F0EBEA9831A92759FB4B
00000000000000000000000000000000
00000000000000000000000000000000
B108CF3CY9DYTE2EE1AA651BC2DACO1BE
CD456DBY9F3CDEFS2566E2T72BF58968A6

7. Enter 6 to select Query Security.
The non-volatile states of user security locks are displayed as shown in the following figure.

Security Locks Information

Security locks: 000000000000000000

The design does not include any security settings for device safety. Security locks can be configured
from Design flow->Program and Debug Design->Configure Security. Formore
information about security locks, see Appendix: Query Security, page 39.

If security locks are not handled properly, the device can go into the locked state.

8. Enter 7 to select Read debug information.
The debug information is displayed as shown in the following figure.

Debug Information

Debug info:
0000003B2D0027002700B809AC09B409
FE064302A21100000000000000000000
0102BC4D01062EFAB3001BAB00000000
00010F73000000004024000044
00BOC44298FC1C1400000000

In Figure 40, page 33, the highlighted 4 bytes 42000000 (LSB first) indicate the number of times
(in this example,00000042), the device was programmed (programming cycles). For more information
about the Debug Info fields, see Appendix: Debug Information, page 40.
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9.

Enter 8 to select Digital Signature.
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The digital signature in both Raw and DER formats are displayed in the following figure.

Digital Signature

Digital Signature service:

48 byte hash value:
9C3BA6EBD06004199740984213C554E6
C71FTFOEC8A42800FECT2D43899167F8
9C3BA6EBDO60041997409684213C554E6

Raw format:

Digital Signature service successful.
output Digital Signature - Raw format:

92185AAAB573E2BAEDF4DCASSEGASS3F
CB6819278CAS50CF7C01657D26066B53
8757032485D06C88TFEFDCACDFFEASC]L
C31F0288B15404873C9D4536BEY1A4AD
SDZ2DB83DOB94FB1FB1FODCBSF3858464
BE6179464585F24E56E8BTAEZ1CB92CE
DER format:

Digital Signature service successful.
output Digital Signature - DER format:

3066023100FD090760FCBEFASB4DE612
67030BEEESFBF3D652994AR006B4E272
7697D582D01E3586149C892600A0300F
FEEAGECB83A023100D0AEEOTD47CDEAL2
273F605A27FB61403D4955E84D413A88
CB2BA33F936255256FA3D2ZES29B9EAZD
CDO4FODB822R40AE

The digital signature service takes a user-supplied SHA384 hash and signs it with the device private key.
The application randomly generates the SHA384 hash value. The Digital Signature service sends the
hash value to the system controller. The Athena core runs elliptic curve digital signature algorithm
(ECDSA) using the hash and the device private key to generate the signature.
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10. Enter 9 to select Secure NVM.

When the sNVM page/ module address is entered (in this case, 0), the randomly generated 60 byte data
is written to the specified SNVM page and read back, as shown in Figure 42, page 35.

Figure 42 + Secure NVM Services

Secure NVM (sNVM) Functions
SNVM write format
Non-authenticated plain-text

Enter the sNVM page/module address

0

Input Data (60 Byte):
ASADC27946476F0FE3D0751B4F90120D
EQO75DD37ASADC27946476F0FE3D0751B
4F90120DE07SDD37TASADC27946476F0F
E3D0751B4F90120DE075DD37

Secure NVM write successful.

Data read from sNVM region:
ASADC27946476F0FE3D0751B4F90120D
EO7SDD37ASADC27946476F0FE3D0751B
4F90120DE0O7SDD3TASADC27946476F0F
E3D0751B4F%0120DE075DD3700000000
00000000000000000000000000000000
00000000000000000000000000000000
00000000000000000000000000000000
00000000000000000000000000000000
00000000000000000000000000000000
00000000000000000000000000000000
00000000000000000000000000000000
00000000000000000000000000000000
00000000000000000000000000000000
00000000000000000000000000000000
00000000000000000000000000000000
000000000000000000000000

11. Enter ‘a’ (without quotes) to select PUF Emulation_service

(1 HEX byte. Maximum Page value is 0xDC)

& Microsemi
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and Press Enter key:

The PUF emulation service provides a mechanism for authenticating a device, or for generating a
psuedo random bit strings that can be used for different purposes. When this service is selected, the
service by default accepts a 128-bit challenge and an 8-bit optype, and returns a 256-bit response

unique to the challenge and the optype as shown in the following figure.

Figure 43 « PUF Emulation Service

The challenge OPTYPE range (0x0 to OxFF): 5B

16 byte challenge:

SBE95BICED4S0TA3FD356667FEF42301
PUF emulation service successful.Generated Response:
94F3C480D0177D6E43998DSAC4ABCR2SE
AD176DF50D7D794A795B2A4A4A0CTCCC

12. Enter ‘b’ to select Nonce service.

The 32 byte nonce value is displayed as shown in the following figure. The nonce service provides the
ability to strengthen the deterministic random bit generator (DRBG) of the Athena by providing an
alternate entropy source to use as additional seed data in its DRBG functions.

Figure 44 + Generated Nonce

Generated Nonce:

FB144860BF0320BD4021727E05BA4062
SF12D647D5D13EDEDAB63EAC2344169A
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13. Enter ‘c’ to select Flash*Freeze service.

The device enters Flash*Freeze state for 5 seconds and exits automatically. The Flash*Freeze duration
is shown in Figure 45, page 36.

Figure 45+ Flash Freeze

Device will exit Flash Freeze after the 5 seconds.

In the Flash*Freeze state LED7 glows. Because, the last value is selected for I/O state in Flash*Freeze
mode in the Libero I/O Editor as shown in the following figure

Figure 46 « 1/0 State in Flash*Freeze

Port View [active] & | Pin View & | Memory View & ‘ 0D View & ‘ XOVR View & Package View & Floorplanner View & |
Port Name [t Direction . 1/O Standard v Pin Number v Locked v Macro Cell 'I Bank Name " User 1/O Lock Down |¥ 1/O state in Flash*Freeze mode v Clamp Diode
1 O
2 DI Input - G10 o] ADLIB:PF_SPI - [w] -
s_ DO Output - G5 ] ADLIB:PF_SPI - w] -
la | FuasH Input - H10 ] ADLIB:PF_SPI - O -
's | « cpion Input LVCMOS18 ¥ ADLIBINBUF Bank4 O LAST_VALUE ON
s | GPIO_IN[2] Input LVCMOS18 13 o] ADLIBINBUF Bank4 O LAST_VALUE ON
17 | GPIO_IN3] Input LVCMOS18 M4 ] ADLIBINBUF Bank4 O LAST_VALUE ON
s | » Gpio.our Output LVCMOS18 O ADLIB:OUTBUF O LAST_VALUE ON
o | GPIO_OUTIO] Output LVCMOS18 p7 ¥ ADLIB:OUTBUF Bank4 O LAST_VALUE ON
o | GPIO_OUTI1] | Output LVCMOS18 P8 a] ADLIB:OUTBUF Bank4 O LAST_VALUE ON
1 | GPIO_OUTI2]  Output LVCMOS18 M2 O ADLIB:OUTBUF Bank4 O LAST_VALUE ON
12 | GPIO_OUTI3]  Output LVCMOS18 V3 O ADLIB:OUTBUF Bankd O LAST_VALUE ON
? IFACE Input - G9 o] ADLIB:PF_SPI -- O -
l1a|  LEDs Output LVCMOS18 N7 o] ADLIB:OUTBUF Bank4 O LAST_VALUE ON
15| Leo7 Output LVCMOS18 N8 al ADLIB:OUTBUF Bank4 O ON
6|  ReF.CLKO Input LVCMOS18 HT ¥ ADLIBINBUF Banks O LAST_VALUE ON
17| resemn Input LVCMOS18 N4 Gl ADLIBINBUF Bank4 O LAST_VALUE ON
8| Rx Input LVCMOS18 RS ] ADLIBINBUF Bank4 O LAST_VALUE ON
o s Output - G4 al ADLIB:PF SPI - O -
? TCK Input - 8 (G| ADLIB:UITAG - O -
? DI Input - G8 ] ADLIB:UITAG - O -
? DO Output - F6 ] ADLIB:UITAG - O -
3] T™s Input - i a} ADLIB.UITAG - O -
; TRSTB Input - G7 ] ADLIB:UITAG - O -
5| T Output LVCMOS18 R4 ] ADLIB:OUTBUF Bank4 O LAST_VALUE ON

With this step the system services demo is successfully completed. Power cycle the board to run the
system services options again.
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Figure 47 «

Note:
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Appendix: Device Certificate Information

The Device Certificate is a 1024-byte Microsemi-signed X-509 certificate programmed during
manufacturing. This certificate is used to guarantee the authenticity of a device and its characteristics.

The following table lists the main fields of the device certificate.

Table 7 ¢ Device Certificate Fields (1024 bytes)

Offset (Byte) Length (Bytes) Data

4 854 Signed region of certificate
234 120 Device Public Key
368 16 DSN

The device certificate is encoded in the ASN.1 format. To view the content, the certificate must be

decoded to a user readable format using the online JAVA tool: http://lapo.it/asnjs/#.

Follow these steps for decoding the certificate:

1. Right click PuTTy and select Copy All to Clipboard, and paste the same to notepad as shown in

the following figure.
Copy Device Certificate

BB PUTTY (mm i
Restore
0000000¢ Rk
Size
00000000 (e

oooooooc @ Maximize

Close Alt+F4

ooooooor *

Event Log

00000000
New Session...

00000000

Restart Session

00000000 Duplicate Session

Saved Sessions >
48CE3D04
Change Settings...

BF48B2AF
Copy All to Clipboard

BFC3F7CT Clear Screllback

Reset Terminal
6F723DBE

Full Screen
OOESADSC

About PuTTY
B66C172ACBBEI3ZAUZBUDEBYYTUIGFYC

917ABECD61C036971BDOAAF576CAFFDC

FA000000000000000000000000000000

00000000000000000000000000000000

00000000000000000000000000000000

2. Copy the 1024 bytes of device certificate from notepad to ASN.1 decoder as shown in the following

figure and click decode button.
The sample device certificate(1024 bytes) is provided at
mpf dg0824 liberosocpolarfirev2p2 df\Device certificate\sample.txt.
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Figure 48 » Certificate Decoding Using Java Script
= = O | P brttp:/tapo.t/asn s/

Find on page  flash [ Mo resuls { > options

308203CB30820352A003020102021240

2104289832 7D3CEE2EGEACODSF415ECS

OLI00A0E08ZALE4ECEIDO4030230480L

3. The web page displays all the fields in certificate as shown in the following figure.
Figure 49 + Decoded Certificate

DG0824 Demo Guide Revision 2.0 38



Appendix: Query Security

& Microsemi

8 Appendix: Query Security

The following table lists each security lock bit and its features.

Table 8 « Security Locks Fields
Byte Bit Lock Description
0
0 UL_DEBUG Debug instructions disabled
1 UL_SNVM_DEBUG sNVM debug disabled
2 UL_LIVEPROBE Live probes disabled
3 UJTAG_DISABLE User JTAG interface disabled
4 JTAG_BS DISABLE JTAG boundary scan disabled
5 UL_TVS_MONITOR External access to system temperature
and voltage sensor (TVS) disabled
JTAG_MONITOR JTAG fabric monitor enabled
JTAG_TAP JTAG TAP disabled
1
0 UL_PLAINTEXT Plain text passcode unlock disabled
1 UL _FAB_PROTECT Fabric erase/write disabled
2 UL_EXT_DIGEST External digest check disable
3 UL_VERSION Replay protection enabled
4 UL_FACT_UNLOCK Factory test disabled
5 UL_IAP IAP disabled
6 UL_EXT_ZEROIZE External zeroization disabled
7 SPI_SLAVE_DISABLE SPI port disabled
2-8 Reserved Reserved
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Appendix: Debug Information

The following table lists the bit fields of debug information.

Table 9 ¢ Debug Info Fields

Byte Offset Size (Bytes) Parameter Description

0 32 RESERVED

32 4 TOOL_INFO Reflects the TOOL_INFO passed in
during ISC_ENABLE prior to
programming
IAP sets this to 0

36 1 TOOL_TYPE Tool type used to program device
1=JTAG, 2=IAP, 3=SPI_SLAVE

37 4 RESERVED

41 7 RESERVED

48 1 UIC_STATUS Design initialization status

49 1 UIC_SOURCE_TYPE Design initialization Data source type
when execution finished or halted

50 RESERVED

52 UIC_START_ADDRESS Design initialization Data source
address when execution finished or
halted

56 4 UIC_INSTR_ADDRESS Design initialization Data instruction
count from the start of Design
initialization execution

60 4 CYCLECOUNT Programming cycle count

64 1 IAP_ERROR_CODE IAP error information

65 7 RESERVED

72 4 IAP_LOCATION External SPI flash memory address that

was used during IAP
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The following table lists the bit fields of digest information.

Power Matters.”

Table 10 = Digest Information Bit Fields

Offset (byte) Size (bytes) Value Note

0 32 CFD Fabric digest

32 32 CCDIGEST Fabric Configuration segment digest

64 32 SNVMDIGEST sNVM Digest

96 32 ULDIGEST User lock segment

128 32 UKDIGESTO User Key Digest 0 in User Key segment
(includes SRAM PUF activation code and
device Integrity bit)

160 32 UKDIGEST1 User Key Digest 1 in User Key segment

192 32 UKDIGEST2 User Key Digest 2 in User Key segment
(UPK1)

224 32 UKDIGEST3 User Key Digest 3 in User Key segment
(UEKT)

256 32 UKDIGEST4 User Key Digest 4 in User Key segment
(DPK)

288 32 UKDIGEST5 User Key Digest 5 in User Key segment
(UPK2)

320 32 UKDIGEST6 User Key Digest 6 in User Key segment
(UEK2)

352 32 UPDIGEST User Permanent lock (UPERM) segment

384 32 FDIGEST Digest for Factory Key Segments

Total 416 bytes
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Appendix: References

This section lists the documents that provide more information about system services and other IP cores
used to build the demo design.

For more information on Design and Data Security Services, see the UG0753: PolarFire FPGA
Security User Guide.

For more information about the CoreJTAGDEBUG IP core, see CoreJTAGDebug_HB.pdf from
Libero->Catalog.

For more information about the CoreAHBtoAPB3 IP core, see CoreAHBtoAPB3 HB.pdf.

For more information about the CoreUARTapb IP core, see CoreUARTapb_HB.pdf.

For more information about the CoreAHBLite IP core, see CoreAHBLite_HB.pdf.

For more information about the CoreAPB3 IP core, see CoreAPB3_HB.pdf.

For more information about the CoreGPIO IP core, see CoreGPIO_HB.pdf.

For more information about the PolarFire initialization monitor, see UG0725: PolarFire FPGA Device
Power-Up and Resets User Guide.

For more information about how to build a Mi-V processor subsystem for PolarFire devices, see
TUO775: PolarFire FPGA: Building a Mi-V Processor Subsystem Tutorial.

For more information about the PF_CCC IP core, see UG0684: PolarFire FPGA Clocking Resources
User Guide.

For more information about the SRAM buffer, see UG0680: PolarFire FPGA Fabric User Guide.
For more information about Libero, ModelSim, and Synplify, see the Microsemi Libero SoC PolarFire
webpage.

For more information about SoftConsole migration from v5.1 to v5.2,see Migrating a SoftConsole
v5.1 Project to SoftConsole v5.2 Application Note.
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