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PREFACE

This manual will guide you in detail how the device management page WEB local management.

1.1 OVERVIEW

Microsemi’s PDS-208G PoE switch offers optimal and cost effective solution for connected lighting
applications. It allows PoE capable LED fixtures and other IP terminals to receive power, along with data,
over standard Ethernet cables.

The PDS-208G is a 240 W fan less switch, designed to be deployed in the ceiling.
The switch has 8 PoE ports and 2 uplink ports, all ports supporting 10/100/1000-Mbps (Gigabit Ethernet).

The switch can provide full power of 30W per port for all 8 ports simultaneously, In extra power mode, any
specific port can go up to 72W.

The 240W high-speed switch offers secured Layer 2 management capabilities and remote web management.

The switch offer high energy efficacy performance, specifically supporting “Green PoE” — offering savings of
50% of the cable losses by proving 30W of power over 4-pairs while any other switch will use only 2-pairs
resulting in double losses over the Ethernet cables due to the higher current level.

1.2 INTENDED AUDIENCE

This documentation is intended for:
= Network planner
m  Technical support and maintenance personnel

= Network Management

1.3 CONVENTIONS

Switch mentioned in this manual, unless otherwise specified, refer to PDS-208G switches. This document
only PDS-208G switch as an example.

1.4 CHAPTERS CONTENT

Chapter 1: Introduction Configuration Guide. Help readers quickly grasp the structure of the book, to
understand the book conventions, more effective use of this manual.

Chapter 2: WEB MANAGEMENT LANDING PAGE. Landing preparations WEB page guides you switch WEB
MANAGEMENT LANDING PAGE.

Chapter 3: WEB management page introduction. This chapter will take you quickly become familiar with
WEB management page.

Chapter 4: Quick Configuration. This chapter describes the device management via flash configuration.

Chapter 5: Port Management. This chapter describes some common settings for the port.
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Chapter 6: vlan management. This chapter describes the management vlan configuration.

Chapter 7: Fault / safety. This chapter describes the security configuration management, such as: port
security, and access control.

Chapter 8: System Management. Guide you through the switching system management through the WEB
page, such as software upgrades, configuration file management.

Chapter 9: PoE system management. Guide you through the POE switching power supply management
through WEB page.

Appendix - Default switch Configuration: Default some key features of the switch configuration information.

Switches Terminology Appendix: switches glossary .
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2 WEB MANAGEMENT LANDING PAGE

2.1 PREPARATIONS

2.1.1 SETTING THE COMPUTER'S IP ADDRESS

m |P address management computer's IP address and the switch must be set to the same subnet (switch
default IP address is 192.168.0.50, the default subnet mask of 255.255.255.0).

m |P address management need to manually configure the computer.

m By default, all ports belong vlanl, so any management host access ports can be used to configure switch
management.

2.2 VERIFY NETWORK CONNECTIVITY BETWEEN THE SWITCH AND COMPUTER
MANAGEMENT

Claim management computer and switch between network connectivity, follow these steps:

1. Enter the windows key + R keyboard, enter the "Run" = Run 2
box "cmd", click "OK".

== Typethe name of a program, folder, decument, or Internet
resource, and Windows will open it for you,

Open: cmd -

% This task will be created with administrative privileges,

| OK | | Cancel | | Browse...

B Administrator: Command Prompt ==

2. Enter the "ping 192.168.0.50", Enter. If a response is
returned from the exchange side, the network

“WsersSadmin>
“Users\admin>
Wsepssadmin>ping 192.168.0.50

C:
C:
C:

connectivity; otherwise, check the network connection. G EtERGRRINEEE-PRITFTELEE
Reply from 192.168.0.50: bytes=32 time<ims TTL=64

Reply from 192.168.0.50: bytes=32 time<ims TTL=64
Reply from 192.168.8.50: bytes=32 time<ims TIL=64
Reply from 192.168.8.58: bytes=32 time<ims TIL=64

[Ping statistics for 192.168.8.58:

Packets: Sent = 4, Received = 4, Lost = B (Bx loss).
Approximate round trip times in milli-seconds:

Minimum = Bms, Maximum = Bms, Average = Bms

C:“WUsers\admin>

2.3 LOGINTO THE SWITCH MANAGEMENT PAGE WEB

Run WEB browser, in the address bar enter http://192.168.0.50. Enter, enter the user name and password
(default is admin, password is case-sensitive), click "Login" button or directly enter into the WEB

management
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[ 192.168.0.50/indexhtm X

o C [ 192.168.0.50/index.htm

& User Login

Please enter your user name and password!

UserName: [ |
Microsemi. password: [ |

Login |

Figure 2-1: The login page WEB

After landing successfully, the switch management page WEB page:

by bl L m |
PDS-208G

B Quick Configuration Microsemi 2.4(1) Release15712

E System Status

-

PoE System Management

= Microsemi e B L L

gelovesesvepsle

Port Management

v

VLAN Management

Fault | Safety

System Management System total power(Watt)

System power consumption{Watt)

System available power(Watt)

System voltage(Volt)

® Fover on 2 Paizs @ Fover on 4 Pairs  Fower OFf
10/1008 oy 1000% i Dizcomnect [

Flow Trend Device Configuration Port Statistics

Keyword: | | | Search [ Refresh

Figure 2-2: switch WEB management page Home

E] This document applies to PDS-208G switches, WEB interface functions configuration steps and
consistent manner, so that here only one of a device described as an example.

E] We recommend using IE 8 and above browsers
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2.4 ADDRESS CONFIGURATION MANAGEMENT

2.4.1 CHECK THE IP ADDRESS MANAGEMENT

Click on the navigation bar "System Management""System Settings""VLAN Management" to view the

management address of the current switch configuration information:

= e

.
& system stats ‘l VLAN Management ||| System Restart || Change Password || System Log || Log Export H ARP Table H MAC Management

B cuick Configuration
Description: VLAN- Management parameters, the configuration management of VLAN such as IP, MAC, gateway, and user contact, ™" represents the required.
» PoE System Management

The basic information of the system settings
» Port Management I b g

» VLAN Management VLAN Management: | vian 1 x|* MAC: |00:85:99:99:10: B8
¥ Fault/ Safety IPV4: [192. 188.0.50 k IPV6: [£:80: :283: 99£F £ed)
¥ System Management Subnet Mask: [255. 255. 255.0 Device name: [Microseni
* System Settings ’ : 2 i
legin timeout: 30 Device location:
Sy o
* System UpgriES Management port: |50 Contacts:
Sy il
e SysEm bty Default gateway: [192. 168.0. 1 R Contact information:
* Configuration Management
* SNMP Apply

Figure 2-3: Switch management IP address

m  Management VLAN: switch management VLAN ID, the default is 1;

m  MAC Address: MAC address of the switch device;

m  Management IP: switch management VLAN current IP address;

m  Subnet Mask: The current switch management VLAN subnet mask information;
m  Default Gateway: switch management VLAN current default gateway;

= Device Name: hostname of the switch;

m  Device Location: switch placement;

= Timeout login: more than 5 minutes by default, Web Interface login screen return;
m  Management Port: The default is 80;

m  |Pv6:switch management VLAN current IPv6 address;

m  Contacts: the name of the Contact;

m  Contact information: the contact information of the Contact;

E The default management VLAN is VLANLI. it cannot be deleted.
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2.4.2 CONFIGURATION MANAGEMENT IP ADDRESS

£ system Status | VLAN Management ] | System Restart | | Change Password | | System Log | | Log Export ‘ | AR
B Quick Configuration

Description: VLAN—- Management parameters, the configuration management of VLAN such as IF, MAC, gateway, and user contact, ™" represents

» PoE System Management

» Port Management I The basic information of the system settings

» VLAN Management VLAN Management: | vian 1 v MAC: |00:85:99:99:10:E8 | *
» Fault/ Safety F\ﬂi: 192,165, 100. 41 = IPVG: |fed0: :285:99ff: fed!
¥ System Management Subnet Mask: [255. 255. 255.0 E Device name: Microsemi *

login timeout: [30 Device location:

* [Systemtipgm=rie anagement port: [0 Contacts:

* System Information rDefaultgateway: 192, 168, 100. 1 * Contact information:

* Configuration Management

* SNMP Apply

Figure 2-4: Changing the switch management address

To configure the switch management IP address is as follows:
1. Inthe IP address text box to enter the IP address, such as 192.168.100.41

2. Inthe Subnet Mask text box, enter the subnet mask, such as 255.255.255.0

w

In the Gateway Address text box to enter the gateway address, such as 192.168.100.1

&

Click on "Save Settings" button to complete the configuration
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3 INTRODUCTION WEB MANAGEMENT PAGE

3.1 WEB MANAGEMENT PAGE INTRODUCTION

TR

B system status

PD§-208G
Microsemi 2.4(1) Release15712

B Quick Configuration
» PoE System Management
» Port Management

» VLAN Management

¥ Fault/ Safety

» System Management System total power(Watt)

System power consumption{Watt)

Port Statistics

® Pover on 2 Paira @ Power on 4 Pairs
1™ 10/1008

- Refresh

Figure 3-1: Switch WEB management page

menu ba r System available power(Watt)
System voltage(Volt)
Flow Trend Device Configuration
Keyword: | | | Search
3.1.1 THE MENU BAR

-

E System Status

B® Quick Configuration

PoE System Management

* PoE Power Management
* PoE Port Settings

Port Management

* Basic Settings

* Storm Control

Flow Control

Port Aggregation

Port Mirroring
* Port Speed Limit

VLAN Management
* “VLAN Management

Fault/ Safety

System Management

1{ v v~

B8 system status

B Quick Configuration

PoE System Management

Port Management
VLAN Management
Fault | Safety

Anti-Attack
STP

Ping Detection
Access Control
IGMP Snooping

ERFS

System Management

System Settings

System Upgrade

System Information
Configuration Management
SNMP

LLDF Setup

QoS

System Diagnostics

WEB Console

Figure 3-2: Menu Bar

Power OFf @ Power Diasbled
il Disconnect 2 Disable

E] WEB management page menu bar includes: Home system, quick configuration, port management,
VLAN management, fault / security, system management, PoE system management seven menu.

E] Menu contains a secondary menu, the default switch management secondary display hidden menu,

you can click a menu to hide or display a secondary menu.
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what they want to configure:

The following table lists each menu level and second-level menu contains this table, you can quickly find

A menu B menu Page Functions
Home System N/A FIG panel display switch port, product version information
Quick vlan set, trunk settings, SNMP settings, POE and other
Configuration configuration settings
PoE system PoE View, modify system configuration PRoE
management PowerManage
ment
PoE port View, edit PoE port configuration
Settings
Port basic settings | Port description, status, speed, work mode, Mtu Settings
M - - - .
anagement Storm Control | Setting broadcast, multicast, and unicast storm limit.
flow control Select the port flow control
Port Check the switch port aggregation, and can add / delete / modify
Aggregation port aggregation
Port Mirroring | Set up a mirror port and mirror port. Only one port mirroring,
which can have multiple mirrored ports.
Port speed View / Modify port uplink and downlink rate limit
VLAN VLAN @ add, delete VLAN, VLAN or the port to remove from a VLAN;
management management @ add, delete TRUNK, the port is added to or deleted from
TRUNK TRUNK in
Fault / Security | Attack @ Check the ARP table status, activate / deactivate the port ARP
prevention anti-spoofing function;
@ enable / disable port security, and set the IP and MAC binding
legal relative
@ Activate/disable prevent illegal DHCP server functions, and
can set the port to trust/untrusted state
Channel The Ping function is used to detect switches connected to other
detection device connectivity

Access control

Configure a series of ACL IP, expansion of IP, the expansion of
MAC rules, comply with the rules of the data can flow through

Multicast Activate/disable IGMP Snooping, add/remove multicast routing
listening configuration
STP Open or close the spanning tree function, prevent broadcast
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storm caused by the loop

System System (1) set up the management VLAN IP address and subnet mask
management Settings (2) restart the system
(3) to modify the user password and Telnet login password
(4) the system log view and collection
5. Check the ARP table entry
6. The MAC address table query, static MAC address configuration
(add or delete a static MAC address)
System Software upgrade switches
upgrade
System (1) memory information
information

(2) the system task

Configuration

(1) the backup and restore backup configuration file

management (2) to restore factory default configuration

SNMP Open the SNMP and TRAP, community name, TRAP services such
as host

System Used to collect the memory usage, CPU usage, process status, the

diagnostics current configuration, version, link together group, the ARP
deception, CPU speed limit, control information such as the
storm.

QO0Ss Open or close the function

LLDP 1) open or close the function, configuration corresponding
parameters
(2) the neighbor information
(3) port state

The WEB Enter legal command line switches for operation

console

3.2 PAGE CONTROLS

Controls

Functional description

Text box, for text input, such as the VLAN ID number, port
description, etc

Check box, is used to specify a list of selected items

Microsemi
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Do Not Modify v _ H H H H
A drop-down box, is used to select the corresponding list items
10M
100M
1000M
Auto
Choose File Click browse after selection of the local computer software
version or configuration files
Edit button, click later to enter edit mode
b 4 Delete the current rules
B Refresh the current page configuration
Apply Submit the current page configuration information
T Cancel the current page configuration information
oK The current system to provide the information to perform
confirm the operation
T The current system to provide the information to perform to
cancel the operation

3.3 WEB PAGE TIMEOUT HANDLING

When the long time operation management of WEB page, the system will cancel the login, return to the

WEB landing page, as shown in figure 2-1.

@ WEB management page default timeout for5 minutes.

3.4 THE FOURTH CHAPTER QUICK CONFIGURATION

Click on "Quick Configuration", can quickly to Configuration of the device commonly used functions, such as
a VLAN, SNMP, POE function, etc. According to the steps, the configurations of step by step, also can choose

configuration.
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3.5 VLAN SETTING

Click on "Quick Configuration" Settings" into the Quick Configuration of VLAN Configuration page. Can view
the current equipment VLAN information, according to the demand of new VLAN, modify, VLAN, delete
VLAN, etc., after the completion of the configuration, click "Next".

™

» System Management

B8 system status | [VEAN settings | ‘ ‘ Trunk Port settings || SNMP Settings ‘ ‘ PoE ‘ ‘ Other settings ‘
E-, Quick Conlruilrationl I VLAN
¥ PoE:System Mersueent VLAN ID VLAN Name VLAN IP Port Edit
» Port Management
¥ VAN Moracornit DEFAULT 192.168.100.41 5,10 2z
» Fault/ Safety 2222 VLAN2222 9 2 x

@ NewVLAN| @ Delete VLAN

First Previous [1] Next Lasti /1Page

& =~ ]

Figure 3-3: VLAN Setting

3.6 TRUNK SETTING

2.Click on "Quick Config

uration""TrunkPort Settings" into the Trunk of Quick Configuration Settings page.

Trunk can view the current equipment configuration information, and according to the demand of new
Trunk, modify, Trunk, delete the Trunk opening operation, such as after configuration is complete, click
"Next" to enter the SNMP Settings page. Or click on "Previous" back to the VLAN Settings page.

Copyright © 2016
PDS-208G

THE T . e ’M m@i i
B sysem staus ‘ VLAN settings ‘ ‘ Trunk Port settings ‘ ‘ SNMP Settings ‘ | PoE ‘ | Other settings ‘
E iR Description: If a port allows the port o be setto Trunk by multiple Vian packets, it is recommended that the port of the network device be set to the Trunk port.
» PoE System Management :
» Port Management I POt
» VLAN Management Port Native VLAN Allowed VLAN Edit
» Fault/ Safety 5 r— 2%
B Bystern D New Trunk Port Lis] @ Delete Trunk Port First Previous [1] Next Lasti  |/1Page
” (B Previous ll |I EJ Next Il
Figure 3-4: Trunk Setting
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3.7 SNMP CONFIGURATION

2.Click on "Quick Configuration""SNMPSettings" into the Quick Configuration of the SNMP Settings page.
Can configure SNMP function on the current equipment, such as open/close function of SNMP, configure
SNMP TRAP services, etc. Configuration is complete, click "Next" to enter POE Settings page. Or click on

"Previous" back to the Trunk port Settings page.

8 system status ‘ VLAN settings H Trunk Port settings H SNMP Settings H PoE ‘

B, qQuick Configuration SNMP

PoE System Management
Port Management
VLAN Management

Fault | Safety I SNMP service:

vy v v v

System Management SNMP service: ( [(el530

Community name: Enter the community name here
Permissions: ® RO RW

0K Cancel

I SNMP TRAP service:

SNMP TRAP service: ( (elzal)
HostIP: [Enter the IP here
Trap community name: |Enter the community name here
SNMP version: | V1 v

OK Cancel

Description: SNMP is used for remote management control, after the SNMP function can be turned on through the SNMP software management switch.
Notice: The SNMP monitor software is in line with the SNMP version of the switch, if it does not cause communication failure!

Other settings

Figure 3-5: SNMP Setting

3.8 POE SETTING

1.Click on "Quick Configuration""PoE" into the Quick Configuration Settings page. Can undertake
configuration on the current equipment POE function, according to the corresponding port demand

allocation information such as the power supply mode and power.

2.Configuration is complete, click "Next" to enter other Settings page. Or click on "Previous" back to the

SNMP Settings page.

e

T .

» POE System
» Port Management
» VLAN Management
» Fault/ Safety

» System Management

“géééﬁéégé&

§7 Optional port 2 Fired port i Selected port {17 Agaregation port Selectall Selectall ohers Cancel

Port:a
Description(0-26): 123y Port EnDis:  Enable
Priority: Low Max Power:[12 WIo-72W]

Apply | | Refresh

| pot ortntomaton

Reset factory default

First Previous [1] Next Last1 /1Page
N [® e |

Figure 3-6: POE setting
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3.9 THE OTHER SETTINGS

2.Click "Quick Configuration""Other Settings" into the quick Configuration of equipment information system

Settings page. Can the current equipment basic information system and manage password configured.

3.End of the configuration is Complete, click on "Complete" rapid configuration, or click the "Previous" back
to the POE Settings page.

B Quick Configuration

» PoE System Management
P Port Management

» VLAN Management

P Fault/ Safety

»

System Management

I The basic information of the system settings

VLAN Management: | vian 1 v MAC:
IPV4: [192. 166, 100. 41 5 IPV6:

Subnet Mask: 255. 255, 255. 0 2 Device name;

login timeout: 30 Device location:
Management port: 50 Contacts:
Default gateway: |192. 168. 100. 1 2 Contact information:

I Modify the super user password

Old password:
New password: B
Confirm new password: g

Apply | | Empty

B ]

B system Staws | VLAN settings || Trunk Port settings H SNMP Settings H PoE H Other settings

00:56:99:9910: B8
£280: 265 99EE. Fel
Wicroseni

chengdu

lala

15962013749

*
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4 POE SYSTEMS MANAGEMENT

4.1 POE THE SYSTEM CONFIGURATION

Click on "PoE System Management""Power Management", you can view the PoE System Management has

configuration information:

E System Status
B Quick configuration
* PoE System Management
* PoE Power Management
* PoE Port Settings
P Port Management
» VLAN Management
b Fault/ Safety

P System Management

Figure 4-1: View the PoE system management configuration information

4.1.1

Click on "PoE System Management
supply drop-down list, select "Enable", click "Apply" button, complete the configuration:

Copyright © 2016
PDS-208G
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PoE Power Management

Notice: 1.0pen the hot start ups will take effect after saving the configuration.2.Recovery time only take efiect in the auto mode.

Hot start uninterrupted power supply: | Disable v

Power management mode:
System to retain power:

Abnormal recovery time interval:

Apply Refresh

Dynamic Consumption ¥

0
10

%[0-10%]
J5(5-36008)

|I PSE system information

Power supply port:

FPower management mode:

Hot start uninterrupted power supply:

Abnormal recovery time interval:

System total power:

System power consumption:

System available power:

System to retain power:

PoE chipset version:

PoE chipset(port1-4) temperature:

PoE chipsetiport5-8) temperature:

Dynamic Consumption

Disable

10s

240W

ow

240 W[100%]

0%

14.0265.01

OPEN HOT START

PoE Power Management", in the warm start uninterrupted Power

Microsemi
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E System Status
B® Quick Configuration

w PoE System Management
* PoE Power Management
* PoE Port Settings

» Port Management

» VLAN Management

» Fault/ Safety

» System Management

Fower supply port:

Fower management mode:

PoE Power Management

Motice: 1.0pen the hot start ups will take effect after saving the configuration.2. Recovery time only take effect in the auto mode.

Hot start uninterrupted power supphr:| Enable v |

Power management mode:

Dynamic Consumption v

System to retain power: 0

Abnormal recovery time interval:

Apply Refresh

I PSE system information

Power supply port:

Fower management mode:

Hot start uninterrupted power supply:
Abnormal recovery time interval:
System total power:

System power consumption:

System available power.

System to retain power:

FoE chipset version:

FPoE chipset(port1-4) temperature:

PoE chipset(ports-8) temperature:

10

%[0-10%]
/5(5-3600s)

Dynamic Consumption
Enable

10s

240w

ow

240 W[100%]

0%

14.0265.01

59°C

57 °C

Figure 4-2: Open the hot start uninterrupted power supply

Dynamic Consumption

Hot start uninterrupted power supply: Enable
Abnormal recovery time interval: 105

System total power: 240'W
System power consumption: ow

System available power: 240 W 100%)]
System to retain power: 0%

FoE chipset version: 14.0265.01
FoE chipsetiport1-4) temperature: 58 °C

FoE chipsetiport5-8) temperature: 59 °C

Open the warm start uninterrupted power supply configuration steps are as follows:

Copyright © 2016
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Configuration type Steps

Operation description

In the warm start uninterrupted power supply drop-down
list, select "Enable".

Open the hot start Stepl
uninterrupted power
supply Step2

Click "Apply" button, complete the configuration.

E By default, turn off the hot start function.

4.1.2 CLOSE THE HOT START

Click on "PoE System Management

PoE Power Management", in the warm start uninterrupted Power

supply drop-down list, select "Disable", click "Apply" button, complete the configuration:

B8 system Status PoE Power Management

B Cuick Configuration

Motice: 1.0pen the hot start ups will take effect after saving the configuration.2. Recovery time only take effect in the auto mode.

w PoE System Management

Hot start uninterrupted power supply: | Disable v

* PoE Power Management

Power management mode: | Dynamic Consumption v

* PoE Port Settings

System to retain power: |0 96[0-10%]

P Port Management Abnormal recovery time interval: |10 I5(5-3600s)

» VLAN Management Apply Refresh

Figure 4-4: Close the warm start uninterrupted power supply

Power supply port:

Fower management mode:

Dynamic Consumption

Hot start uninterrupted power supply: Disable

Abnormal recovery time interval:

System total power:

System power consumption:

System available power:

System to retain power:

FoE chipset version:

PoE chipset(port1-4) temperature:

PoE chipset(port5-8) temperature:

Copyright © 2016

10s

240w

0w

240 W [100%]
0%
14.0265.01
59 °C

59 °C

Figure 4-5: Set up the success
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Close the warm start uninterrupted power supply configuration steps are as follows:

Configuration type Steps Operation description

Close the warm start Stepl In hot start uninterrupted power supply drop-down list,
uninterrupted power select "Disable"

supply Step2 Click "Apply" button, complete the configuration.

4.1.3

MODIFYING THE POWER SUPPLY MODE

Click on "PoE System Management""PoE Power Management", needs in the Power supply mode drop-down

list, select Power supply mode, click "Apply" button, complete the configuration; The power supply mode

choice: energy saving mode:

Hot start uninterrupted power supply:

Abnormal recovery time interval: (10

Disable v

Power management mode:

Dynamic Consumption

Apply

System to retain power: [0

Refresh

Ya[0-10%]
[5(5-3600s)

Figure 4-6: Modify the power supply mode

FPower supply port:

Fower management mode:

Dynamic Consumption

Hot start uninterrupted power supply: Disable
Abnormal recovery time interval: 10s
System total power: 240W

System power consumption:

System available power:

0w

240 W [100%]

System to retain power: 0%

PoE chipset version: 14.0265.01
PoE chipsetiport1-4) temperature: BG=C

PoE chipset(port5-&) temperature: BG=C

Figure 4-7: Set up after a successful result

Modify the power supply mode configuration steps are as follows:
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Configuration Type step

Operation Description

Modify power mode Stepl

Select Power Mode drop-down list "Dynamic
Consumption";

Step2

Click the "Apply" button to complete the configuration.

@ By default, the power supply mode to automatic mode.

4.1.4

SETTING THE SYSTEM TO RETAIN POWER

Click "PoE System Management""PoE Power Management" > In the text box, the system keeps the input

power required to retain power, click on the "Apply" button to complete the configuration; here the system

to retain power 10%

PoE Power Management

Hot start uninterrupted power supply:

Power management mode:

Disable

Notice: 1.0pen the hot start ups will take effect after saving the configuration.2 Recovery time only take effect in the auto mode.

A4

Dynamic Consumption v

| System to retain power: |10

TO-10%]]

Abnormal recovery time interval:

m Refresh

10

5(2-3600s)

Figure 4-8: Set the system to retain power

Fower supply port:

Fower management mode:

Hot start uninterrupted power supply:

Abnormal recovery time interval:

System total power:

System power consumption:

System available power:

Dynamic Consumption

Disable

10s

240'W

ow

216 W [90%]

System to retain power: 10%

FoE chipset version: 14.0265.01
FoE chipsetiport1-4) temperature: 58 °C

FoE chipset(ports-8) temperature: 58 °C
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Is disposed to retain power system configured as follows:

Configuration Type Step Operation Description
Modify power mode Stepl Enter a value in the text box to retain power in the system;
Step2 Click the "Apply" button to complete the configuration.

(i]
(3]

You can use the system to retain power in the power saving mode;

System retains the power range of 0-10%

4.1.5

Click on "PoE System Management

SETTING THE RECOVERY INTERVAL

PoE Power Management", abnormal recovery time in the text box to

set the time interval, click on the "Apply" button to complete the configuration; this time interval: 10s

PoE Power Management

Notice: 1.0pen the hot start ups will take effect after saving the configuration.2 Recovery time only take effect in the auto mode.

Hot start uninterrupted power supply:
Power management mode:

System to retain power:

Disable

L 4

Dynamic Consumption v

10

%a[0-10%]

| Abnormal recovery time interval:

10

Is(5-3600s)]

Apply Refresh

Power supply port:

Figure 4-10: Setting the recovery interval

Power management mode:

Dynamic Consumption

Hot start uninterrupted power supply: Disahle

Abnormal recovery time interval: 105

System total power: 240 W

System power consumption: ow

System available power: 216 W [90%)]

System to retain power: 10%

PoE chipset version: 14.0265.01

PoE chipset(port1-4) temperature: 61°C

PoE chipsetiport5-8) temperature: 9 °C
Microsemi
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Figure 4-11:Setting after successful results

Set the recovery interval configuration steps are as follows:

Configuration Type Step Operation Description
Set the recovery Stepl Input error recovery interval text box, enter "10";
interval Step2 Click the "Apply" button to complete the configuration.

@ Gap time default is 10s;

@ System retains power range 5-3600s.

4.2 POE PORT CONFIGURATION

Clickon "PoE System Management""PoE Port Settings", you can view information POE port configuration:

| PoE Port Settings |
Description: Click on the ports panel to select one or multiple ports.
Select a port to configure:
alalalalatatatal 1
-
"I Optional port §53 Fixed port i Selscted port {17 Aggregation port  Selsctall Sslectall others Cancel
Port:
Description{0-26): Port En/Dis:| Do Not Modify v
Priority:| Do Not Madify il Max Power: WIO-72W]
Apply Refresh
Port Description Status Power Consumption Voltage Max Power Priority Class Type Edit
123yui detecting ow ov 72w Low No device 7
2 123yui detecting ow ov 72w Low No device 74
3 123yui detecting ow oV 72w Low No device .
4 123yui detecting ow ov 72w Low No device 7z
it 123yui detecting ow ov 72w Low No device 74
& 123yui detecting ow ov 72w Low No device 74
7 123yui detecting ow oV 2w Low No device -
8 123yui detecting ow ov 72w Low No device 74

Figure 4-12: POE port configuration information

4.2.1 MODIFY ENABLE POWER

Click on "PoE System Management""PoE Power Management", in the port panel, select the port number to

be configured, so that power can choose to: Disable, click on the "Apply" button to complete the
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configuration:

Description: Click on the ports panel to select one or multiple ports.

Select a port to configure:

2 3 4 5 6 7 &8 g

ol T 50 2 O 7

[J Optional port [ Fixed port g Selected port [1] Aggregation port  Selectall Selectall others Cancel

Port: 2
Description{0-26): 123yl Port En/Dis: | Disable v
Priority:| Low hd Max Power: T2 W[O-T2W]

Refresh

Figure 4-13: Modify power enabled

I PoE Port Information

Port Description Status Power Consumption Voltage Max Power Priority Class Type Edit
123yui detecting ow ov 2W Low No device ,./

2 123yui disable ow ov T2W Low No device I
3 123yui detecting ow ov T2W Low No device j
4 123yui detecting ow ov T2W Low No device 74
5 123yui detecting ow ov T2W Low No device _/
g 123yui detecting ow ov 7w Low No device _j
7 123yui detecting ow ov T2W Low No device 74
8 123yui detecting ow ov 72W Low No device 74

Figure 4-14: Setting Results of successfully

Modify power enable configuration steps are as follows:

Configuration Type Step Operation Description

Modify Enable Power | Stepl In the port panel, select the need to configure the port
number 2;

Step2 Do not power enables a pulldown menu, select "Disabled";

Step3 Click the "Apply" button to complete the configuration.

E The default power supply is turned on is enabled;

E Can select multiple ports bulk edit.
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4.2.2

MODIFY THE PORT DESCRIPTION

Click on "PoE System Management""PoE Port Settings", in the port panel, select the need to configure the

port number in the port description text box, enter a description, click on the "Apply" button to complete

the configuration :

PoE Port Settings

Description: Click on the ports panel to select one or multiple ports.

Select a port to configure:

2 3 4 5 6 7 8 g 10
R R R ey |

[ Optional port [ Fixed port g Selected port §'1] Aggregation port  Selectall Selectall others Cancel

Port: 1
I Description(0-26): woshiyihaodnankon I

Priority:| Low r

Refresh

Port En/Dis:| Enable v

Max Power: |72 WID-72W]

Figure 4-15: Modify the port description

I PoE Port Information
Port Description Status Power Consum ption Voltage Max Power Priority Class Type Edit
| 1 woshiyihaoduankou detecting ow ov T2W Low No device =z
2 123yui disable ow ov T2W Low No device ,/
3 123yui detecting ow ov T2W Low No device ,./
4 123yui detecting ow ov 72W Low No device 74
5 123yui detecting ow ov T2W Low No device ..Z
6 123yui detecting ow ov T2W Low No device [ .Z
123yui detecting ow ov 72W Low No device =z
8 123yui detecting ow ov 2W Low No device ,/

Figure 4-16: Setting Success

Modifying port configuration is described as follows:

Configuration Type Step Operation Description
Modify port Stepl In the port panel, select the need to configure the port
description number 1;
Step2 Port Description text box, type in "I'm One Port" ;
Step3 Click the "Apply" button to complete the configuration.

E The default is no port description;

@ Can select multiple ports bulk edit.

4.2.3 MODIFY THE PRIORITY
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Click on "PoE System Management""PoE Port Settings", in the port panel, select the port number to be
configured, select the desired priority, click on the "Apply" button to complete the configuration in
thePriority drop-down list:

PoE Port Settings
Description: Click on the ports panel to select one or multiple ports.

Select a port to configure:

3 4 &5 6 7 8 g9 10

1 2
| R Ry ] |

[l Optional port I Fixed port Gl Selected port [1] Aggregation port Selsctall Selectall others Cancel

Port: 1.2
Description(0-26): Port En/Dis: | Do Not Modify v
[ Priority: Fmgm M | Max Power: WID-72W]

Apply Refresh

Figure 4-17: Modify priority

I PoE Port Information

Port Description Status Power Consumption Voltage Max Power Priority Class Type Edit
detecting ow ov T2W High No device _j

2 disable ow ov T2W High No device __/'
3 123yui detecting ow ov T2W Low No device z

Figure 4-18: Setting Results of successfully

Modify priority configuration steps are as follows:

Configuration Type Step Operation Description
Modify priority Stepl In the port panel, select the port number to be configured
1,2;

Step2 Select Priority drop-down list in the "high";

Step3 Click the "Apply" button to complete the configuration.

@ The default priority is low;
@ There are four priority levels can be selected: critical, high, medium, low;

@ Can select multiple ports bulk edit.
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4.2.4 MODIFY THE MAXIMUM POWER

Click on "PoE System Management""PoE Port Settings", in the port panel, select the port number to be

configured, the maximum value of the input power required in the text box, click on the "Apply" button to

complete theconfiguration:

PoE Port Settings

Select a port to configure:

Description: Click on the ports panel to select one or multiple ports.

213 4 5 6 7

(]

o o 5 S

Port: 1.2
Description(0-26):
Priority:| Do Not Modify

Apply Refresh

[ 1Cptional port R Fixed port [ Selected port {17 Aggregation port  Selsctall Selectall others Cancel

Port En/Dis:| Do Not Modify r

IMax Power: |30 WID-72W] I

Figure 4-19: Modify the maximum power

PoE Port Information

Port Description

3 123yui

Status

detecting

disable

detecting

Power Consumption Voltage Max Power Priority Class Type Edit
ow ov 0w High Mo device ,j
ow ov 0w High Mo device 74
ow ov T2W Low No device 4

Figure 4-20: Setting Success

Modify the maximum power configuration steps are as follows:

Configuration Type: Step Operation Description
To modify the Stepl In the port panel, select the port number to be configured
maximum power 1,2;

Step2 Maximum power input text box, enter "30";

Step3 Click the "Apply" button to complete the configuration.

(=) (=] (=]

Maximum power range: 0-72w;

The default maximum power of 72w;

Can select multiple ports bulk edit.
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4.2.5

MODIFY POWER DISTRIBUTION

Click on "PoE System Management""PoE Port Settings", in the port panel, select the port number to be

configured, the value of the input power distribution needs in the text box, click on the "Apply" button to

complete the configuration:

| PoE Port Settings |

Select a port to configure:

Description: Click on the ports panel to select ane or multiple ports

= 3 4 5 g 7 8 9 10
CEieleleleielied | |

Port: 1.2
Description{0-26):
Priority:| Do Not Modify v

{1 Optional port 3 Fixed port § Selected port §'T] Aggregation port  Selectall Selectall others Cancel

Port En/Dis: | Do Not Modify

LPower Limit: 25 WID-72wW1 1
Apply Refresh
Figure 4-21: Modify power distribution
I PoE Port Information

Port Description Status Power Consumption Voltage Power Limit Priority Class Type Edit
detecting 0w ov 25 W High No device 2

2 disable ow ov 25W High No device
3 123yui detecting ow ov 0w Low No device !
4 123yui detecting 0w ov 0w Low No device 2

Figure 4-22: Setting Results of successfully

Modify power distribution configuration steps are as follows:

Configuration Type Step Operation Description
Modify power Stepl In the port panel, select the port number to be configured
distribution 1,2;

Step2 In the power distribution box, enter the text "25";

Step3 Click the "Apply" button to complete the configuration.

() (=] (] (]

Maximum power range: 0-72w;

Can select multiple ports bulk edit.

1-8 default port assignment power 30w, maximum allocated power 72w;

Allocated in static power supply mode is enabled.
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5 CHAPTER VI PORT MANAGEMENT

5.1 BASIC SETTINGS

5.1.1 CHECK THE PORT CONFIGURATION

Click on the navigation bar "Port Management""Basic Settings" to view the current configuration

of the switch ports:

a0 R i 2 e
[ Microsemi e
B system Status Basic Settings
B quick Configuration
Description: 1.Click on the ports panel to select one or multiple ports
¥ PoE System Management 2.MTU means maximum transmission unit. Generally byte as measurement unit
¥ Port Management Notice: [fthe selected parameter is not supported, the corresponding parameter settings will not take effectt
+ Basic Settings
Select a port to configure:
* Storm Control
1 2 3 4 5 6 7 &8 g 10
* Faw Contol el el ey e |
+ Port Aggregation
+ Port Mirroring §"7optional port i Fixed port G Selected port Selectall Selectall others Cancel
b Rott Snoad DA Description(0-26): status: | Do Not Modify v
» VLAN Management Rate: | Do Not Modify v Duplex Mode: | Do Not Modify
¥ Fault/ Safety MTU(64-10240):
» System Management T
I Port List
Port Description Status Rate Duplex Mode MTU Edit
Enable Auto Auto 1518 ‘)
2 Enable Auto Auto 1518 z
3 123yui Enable Auto Auto 1518 L;
Figure 5-1: Port list information
In the port list attribute which shows the current switch port configuration information:
m  Port: The number of the port;
m  Port Description: Displays the contents of the switch port description;
m  Port Status: switch port status information, on / off;
m  Port Rate: Displays the switch port speed configuration, auto-negotiation / 10/100/1000;
= Working Mode: Displays the switch port configuration duplex, auto-negotiation / full / half
duplex;
m  Mtu: Indicates the port is the maximum length of the packet;
:f];ﬁ Reminder
" Optical multiplexing port rate can only auto-negotiation / 1000; mode only auto-
negotiation / full duplex.
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5.1.2 CONFIGURING PORT PROPERTIES

7 After the icon, you can configure the selected port attributes:

[~ Microsemi

B system status Basic Settings
B cuick configuration
Description: 1.Click on the ports panel to select one or multiple ports.
» PoE System Management 2.MTU means maximum transmission unit. Generally byte as measurement unit.
v Port Mﬂllﬁgemellt Notice: Ifthe selected parameter is not supported, the corresponding parameter settings will nottake effect!
* Basic Settings
Select a port to configure:
* Storm Confrol
1 2 3 4 5 6 7 8 g 10
* Fiow Conto =Sadalalabalnle)nin
* Port Aggregation
* Port Miroring §"7optional port i Fixed port i Selected port Selectall Selectall others Cancel
* PortSpeed Limit Description(0-26): [nihas Status: | Enable v
» VLAN Management Rate: [ Auta v Duplex Mode: | Auto v
P Fault/ Safety MTU(64.10240): 15}
» System Management .
PRy
I Port List
Port Description Status Rate Duplex Mode MTU
Enable Auto Auto 1518
2 Enable Auto Auto 1518

Figure 5-2: Port Properties configuration of FIG.

To configure port properties as follows:

Step

Operation Description

Stepl

Click the "Edit" icon =

Step2

In the Port Properties configuration page Fill / select the value
to be configured

Step3

Click the "Apply" button to complete the configuration.

sl

v

Reminder

Description column supports input Chinese characters °
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5.2 STORM CONTROL

5.2.1 CHECK THE PORT SETTINGS STORM

Click on the navigation bar "Port Management""Storm Control" to view the current switch port
storm control information:

[ Microsemi W

B systom status Storm Control
B cuick Configuration

Description: Click on the ports panel to select one or multiple ports.
» PoE System Management | | potice: [fthe selectsd parameter is not supported, the corresponding parameter settings will not take effect!
+ Port Management

+ Basic Setings Select a port to configure:

1 2 3 4 5 68 7 8 9 1
atalalatatelalatmle

* Flow Control

*/ ROt A ety § 1 Optional port i Fixed port i Selected port  Selectall Selectall others Cancel
« Port Mirraring
Unicast| Disable v Storm conirol value: (Unit kbps, value 64-134208 within a multiple of 64)
* Port Speed Limit
Multicast| Disable v Storm control value: (Unit: kbps, value 64-134208 within a multiple of 64)
» VLAN Management
. Broadcast| Disable v Storm control value: (Unit kbps, value 64-134208 within a multiple of 64)
» Fault/ Safety
Apply
» System Management
I Port List
Port Unicast Broadcast Multicast Edit
&4 Disable Disable Y
2 Disable Disable 128 z

Figure 5-3: Storm Control List information
In the list of ports which shows the property values of the current storm control switch:

m  Port: The number of the port

m  Unicast: unknown unicast packets control

m  Broadcast: Broadcast packet control

®  Multicast: multicast packets control prompt

m  When set the control value is not a multiple of 64, the system automatically matches similar
multiples of 64.

= Control value unicast, broadcast, multicast, while only a single value for the control.

By clicking on the port panel "" corresponding port" , select the port to be controlled.

Storm Control

Description: Click on the ports panel to select one or multiple ports

Notice: Ifthe selected parameter is not supported, the corresponding parameter settings will not take effect!

Select a port to configure:

1 2 3 4 5 6 7 8 9 10
M S S 5 et Tt b [ ]

{1 Optional port 589 Fixed port P Selected port Selectall Selectall others Cancel

Unicast| Enable v Storm control value: B4 (Unit: kbps, value 64-134208 within a multiple of 64)
Multicast | Disable v Storm control value: (Unit: kbps, value 64-134208 within a multiple of §4)
Broadcast Disable \d Storm control value: (Unit: kbps, value 64-134208 within a multiple of §4)
Apply
I Port List
Port Unicast Broadcast Multicast Edit
64 Disable Disable z

Figure 5-4: Configuring Storm Control information
After You can also select multiple ports, and batch editing.
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Storm Control

Description: Click on the ports panel to select one or multiple ports.

Notice: Ifthe selected parameter is not supported, the corresponding parameter settings will not take effect!

Select a port to configure:

7 8

1 2 3 4 5 L} 9 10
-3 3 3 i iRy

§] Optional port i Fixed port P Selected port Selectall Selectall others Cancel

Unicast| Enable v Storm control value: 128 (Unit: kbps, value 64-134208 within a multiple of 64)
Multicast | Disable v Storm control value: (Unit: kbps, value 64-134208 within a multiple of 64)
Broadcast| Disable v Storm control value: (Unit: kbps, value 64-134208 within a multiple of 64)
Apply
I Port List

Port Unicast Broadcast Multicast

128 Disable Disable

2 128 Disable Disable

3 128 Disable Disable

4 128 Disable Disable

5 Disable Disable Disable

NN KNK

e

Figure 5-5: Bulk edit configuration information

After the selected ports in the Storm Control category, set the unicast, multicast, broadcast value,

such as setting the port number 1 unicast storm control is 128. Click Save Settings.

Storm Control

Description: Click on the ports panel to select one or multiple ports.
Notice: Ifthe selected parameter is not supported, the corresponding parameter settings will not take effect!

Select a port to configure:

1 2 3 4 5 6 7 & g 10
W) Sl S et e d S ] o]

[1Optional port 5 Fixed port G Selected port  Selectall Selectall others Cancel

Apply

Unicast| Enable v Storm control value: 128 (Unit: kbps, value 64-134208 within a multiple of 64)
Multicast| Disable v Storm control value: (Unit: kbps, value 64-134208 within a multiple of 64)
Broadcast | Disable T Storm control value: (Unit: kbps, value 64-134208 within a multiple of 64)

Figure 5-6: Configuring Storm Control information

After the configuration, as shown below:

I Port List
Port Unicast Broadcast Multicast Edit
128 Disable Disable 74
Figure 5-7: Configuration successfully Storm Control information flow control
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5.2.2 VIEWING TRAFFIC CONTROL LIST

Click "Port Management""configuration information flow control "Flow Control" view of the

switch:
= M ™.
8 5‘:"—“9;“ Status Flow Control

E Quick Configuration
Description: Click on the ports panel to select one or multiple ports.

~ Port Management

« Basic Sating Selecta port to configure:

2 3 4 5 6 7 8 9 10

+ storm Control DEEDEEDEDD

* Flow Control

* ‘PortAggregaion {3 optional port G Fixed port i Selected port Selectall Selectallothers Cancel
+ Port Mirroring
. BiSeit Flow control type: [ Off v
» VLAN Management S
» Fault/ Safety | portuist
» System Management Port
2

¥ PoE System Management Notice: Ifthe selected parameter is not supported, the corresponding parameter settings will not take effect!

Flow Control

On

on

on

Edit

Figure 5-8: Flow Control Information

5.2.3 CONFIGURING FLOW CONTROL

Open port flow control function: select to open port traffic control, click the "Flow control type"

Select "On", "Apply":

B system status Flow Control

B Quick Configuration
Description: Click on the ports panel to select one or multiple ports

w Port Management

Selecta port to configure:
« Basic Sefiings P 0

+ Storm Control 1 203 4 5 6 7 8 9 10
W

* Flow Control

* PortAggregation 17 Optional port G0 Fixed port i Selected port_ Selectall Selectall others Cancel
* Port Mirroring

Flow control :| on v
* PortSpead Limit Tpe

Appl
> VLAN Managemen

» Fault/ Safety | Port List

» System Management Port

¥ PoE System Management Notice: Ifthe selected parameter is not supported, the corresponding parameter settings will not take effect!

Flow Control

On

On

Edit

Figure 5-9: Open port flow control function

Open port traffic control, follow these steps:

Configuration | Step | Operation Description
Type

Open port Stepl | Select Open port traffic control;

traffic control

Step2 | Select Open in "Flow control type'on;

Step3 | Click "Apply"

View Configuration list to display configuration is successful:
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Port List
Port Flow Control Edit
Cn 2
2 on 12

Figure 5-10: Port flow control status

Modify the port flow control function: Click on port traffic control list corresponding to the rear
port of the "" button in the Port Settings page "Flow control type" select "Off", "Save Settings":

[ Microsemi

B system status Flow Control

B quick Configuration
Description: Click on the ports panel to select one or multiple ports.
» PoE System Management Notice: Ifthe selected parameter is not supported, the corresponding parameter setiings will not take efiectt

+ Port Management

* Basic Seftings Selecta port to configure:

+ storm control 1, 2. 3 st 50 80 B ee
. | 3 R A S g v |
* Flow Control
* Port Aggregation 53 Optional part F Fixed port i Selected port Selectall Selectallothers Cancel
+ Port Mirroring
| Flow control type: | Of v /]

+ PortSpeed Limit
Appl
» VLAN Management

» Fault/ Safety | portuist

» System Management Port Flow Control Edit

1 of
2 of

Figure 5-11: Close the port flow control

Close port traffic control, follow these steps:

Configuration | Step Operation Description

Type

Close port Stepl Select the button to the right of the port or directly selected
traffic control port;

Step2 In the "Flow control type" select Off;

Step3 Click "Apply";
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5.3 PORT AGGREGATION

5.3.1 VIEWING PORT AGGREGATION CONFIGURATION

Click "Port Management""Port Aggregation" to view the current switch configured port

aggregation information:

T Microsermi

B system status Port Aggregation

B cuick Configuration
Description: Click on the ports panel to select one or multiple ports

» PoE System Management
e Bt M Load balance type: [sc-mac v || Apply
+ Basic Seftings Aggregation number (1-16):

* Storm Control Select a port to configure:

* Flow Control 1 2 3 4 5 6 7 8 9 10
[ Fohamegien | st e

+ PortMirroring

7" Optional port R Fixed port P Selected port | T¢ Agaregation port  Selectall Selectall others Cancel
+ Port Speed Limit
Aggregation type: | Not selected
» VLAN Management
Apply | Cancel
» Fault/ Safety

b System Management | Aggregation List
Aggregation number Load balance Aggregation type Number of Ports Member port Edit

First Previous [1] Next Lasf1 1Page

Figure 5-12: Aggregation port configuration information

In the port aggregation list which shows the current switch port configuration information for the
polymerization properties:

m  Aggregation number: display link aggregation group number value;
m  Load Balancing: Displays the current link aggregation group load balancing judgment condition;
m  Aggregate types: Displays whether to use a polymerization port LACP protocol;

m  Member ports quantity: Displays the number of ports in the link aggregation group contains a
total of member port: Displays the current port link aggregation group member prompt

m  Each aggregate port can bind up to eight member ports, port to transfer data among members
of the network traffic through the shunt rules.

m  Port aggregation group must ensure that the port speed, duplex, port state agreement, or can
not ATTACH after configuration.

5.3.2 ADD PORT AGGREGATION

Enter aggregation port number, select the desired aggregation port, select aggregation type, click
IIApplyll
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System Status

Port Aggregation

R Quick Configuration
Description: Click on the poris panel to selectone or multiple ports
» PoE System M

¥ Port M

Loadba\ancewpe: SIC-mac 'I Apply | 1

Aggregation number (1-16}] [ 5

Selecta port to configure:

» Basic Sefings

= Storm Control

* Flow Control 1.2 3 4 5 6 7 8 9 10
oonoEEcnOg

3

* Port Aggregation

* Port Mirroring
51 Optional port i Fixed port g Selected port §1{ Aggregation port  Selectall Selectall others Cancel

Cancel 4
5

I Aggregation List

* Port Speed Limit
» VLAN Management
» Fault/ Safety

» System Management

Aggregation number Load balance Aggregation type Number of Ports

Member port

Edit

Figure 5-13: Port Aggregation Configuration area
Increase port aggregation, follow these steps:

Configuration | Step
Type

Operation Description

Increase port | Stepl

Select the option to load the shunt in the load balancing list.

aggregation Step2

Enter the number in the "Aggregation number" in.

Step3 | Select the aggregated ports in the panel °

Step4d | Select the aggregation type.

Step5

Click the "Apply" button to complete the configuration.

5.3.3 MODIFYING PORT AGGREGATION

Click on "Aggregation List" in the need to modify the port aggregation right icon in this area to the

port aggregation port aggregation group corresponding modification:

B system staws Port Aggregation

W cuickc

Description: Click on the ports panel 1o selectone or multiple ports,
w PoE System Management
- POk s o Load balance type: [sc-mac v || Apply

* PoE Port Settings Aggregation number (1-16): 2

v Porth Select a port to configure:

* Basic Seftings 2 3 4 5 6 7 8 g 10

L0 O B R L

* Storm Control

* Flow Control
§{ Optional port I Fixed port i Selected port 517 Aggregation port - Select all | Selectall others Cancel
* Port Aggregation

Aggregation ;| static
+ PortMirroring INEREybe

Apply Cancel

« Port Speed Limit

¥ VLAN Marisgemert I Aggregation List

» Fault/ Safety Aggregation number Load balance Aggregation type Number of Ports

» System Management

2 src-mac static 2

Member port

56

Edit

Figure 5-14: To modify the port aggregation
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Modify Link Aggregation Procedure:

Configuration | Step | Operation Description
Type

Modify port Stepl | In the "Aggregation List Click to modify the right of the port
aggregation aggregation

Step2 | In the port aggregation configuration page to modify the load
balancing type and click Next to "Apply".

Step3 | Select the port to be added to the aggregation port.

Step4 | Click the "Apply" button to complete the configuration.

5.3.4 DELETE PORT AGGREGATION

Select the port to be deleted aggregation, click the "X" button, you can delete the configured port
aggregation:

I Aggregation List

Aggregation number Load balance Aggregation type Number of Ports Member port Edit

2 src-mac static 2 56 2 E

First Previous [1] Next Lastl I 1Page

Figure 5-15: Delete port aggregation

To delete a port aggregation group, follow these steps:

Configuration Type Step Operation Description

Remove port Stepl Click the link aggregation group on the right.

aggregation

Step2 Confirm Delete to finish deleting the
configuration

5.4 PORT MIRRORING

5.4.1 PORT MIRRORING CONFIGURATION

Click "Port Management""configuration of port mirroring "Port Mirroring" view of the switch:
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B system status Port Mirroring

B quick Configuration
Description: Click on the ports panel to select ane or multiple source ports.
» PoE System Management Notice: Aggregated ports can't be selected for port mirroring

~ Port Management

¥ i Sonne Choose the source port:iSelecting too many source ports, may affect the device performance)

1 2 3 4 5 6 7 8 9 10
" Somiras £ 72 57 7 i R 2 £ L
* Flow Control
* PortAggregation § Optional port i Fixed port i Selected port {T{ Aggregation port Selectall Selectall oihers Cancel
- Choose the destination port:(choose only one port)
* Port Speed Limit T B E W BB o
» VLAN Management eiwiwind >3 2 Swiwrim |
» Fault/ Safety
» System Management §~1Optional port 7 Fixed port fii Selected port ;7] Aggregation port

Apply  Refresh

I Mirroring pert list

Source port Destination port Edit

First Previous [1] Next Lastt /1Page

Figure 5-16: Port mirroring configuration information

In the Port Mirroring is a property list which shows the configuration of the current mirror switch:
Mirroring group: mirroring group ID, can be configured up to seven mirroring group;
Source Port: The port forwarding on the source data is mirrored to the destination port;

Destination port: mirror data sent to the destination port.

m  Port aggregation port can not be used as the destination port and source port;
m  Destination port and source port can not be the same;

m  Same group mirroring group can have only one destination port.

5.4.2 ADD PORT MIRRORING GROUP

On the panel, select "Source Port" and "Destination Port" add port mirroring group.

Port Mirroring

Description: Click on the ports panel to selectone or multiple source ports.
Notice: Agaregated ports can't be selected for port mirering

Choose the source port:(Selecting too many source ports, may affect the device performance)

1 2 3 4 5 6 7 8 g 10
Y et fote 8 i vie S ol B ote Sl e = 1

yJOptional port G Fixed port Y Selected port [T} Aggregation port  Selectall Selectall others Cance

Choose the destination port:(choose only one port)

1 2 3 4 5 6 7 8 g 10
! S i e i il i ! ][] 2

§ JOptional port i Fixed port i Selected port [17 Aggregation port

Apply Refresh

I Mirroring port list

Source port Destination port Edit

Figure 5-17: Add port mirroring group
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Port Mirroring

Description: Click on the ports panel to select one or multiple source ports.
Notice: Aggregated ports can't be selected for port mirroring

Choose the source port:(Selecting too many source ports, may affect the device performance).

1 2 3 4 5 6 7 8 g 10
iy & SRR

71 Optional port § Fixed port i Selected port [T Aggregation port  Selectall Selectall others Cancel

Choose the destination port:(choose only one port)

4 5 6 7 8 g9 10

1 2 LD 7 9
ORI

§] Optional port 3 Fixed port g Selectad port [T Aggregation port
Apply Refresh

I Mirroring port list

Source port Destination port Edit
3 4 >
First Previous [1] MNext Lasil I1Page

Figure 5-18: Add port mirroring group results

Port mirroring configuration steps are as follows:

Configuration Type Step Operation Description
Port Mirroring Stepl | Select "Source Port"
Configuration

Step2 | Select "Destination Port"

Step3 | Click"Apply"

Configuration instructions:

m  On the switch can be configured 7 mirroring group.

m  Aggregated port mirroring can not be configured are shown in gray in the panel.
m  Has been selected port mirroring port, displayed in the faceplate is gray.

m  Aggregated port mirroring can not be configured are shown in gray in the panel.

= Has been selected port mirroring port, displayed in the faceplate is gray.
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5.4.3 TO MODIFY THE PORT MIRRORING GROUP

Select the group to modify, click on the action bar " .2 " button. Modify the corresponding

mirroring group.

Port Mirroring

Description: Click on the ports panel to select one or multiple source ports
Motice: Aggregated ports can't be selected for port mirroring.

Choose the source port:(Selecting too many source ports, may affect the device performance)

1 2|3 4|5 8 7 8 o mw
R | ! (i Rl | |

7 Joptiopal port i Fixed port §F Selected port [T{ Aggregation port  Selectall Selectall others Cancel

IChoose the destination port:(choose only one port)

1 2|3 4|5 8 7 8 9 10
PR, [~ TR S o |

" Cptional port §3 Fixed port g Selectad port [ Aggregation port
Apply Refresh

I Mirroring port list

Source port Destination port Edit

3 4 4

Figure 5-19: To modify the port mirroring group
Modify the port mirroring configuration steps are as follows:

Configuration Type Step Operation Description

Modify mirroring Stepl | Inthe image you want to modify the operation of

w oo
- ’

group the group column, click on

Step2 | Add or remove the corresponding port in the
panel;

Step3 | Click "Apply"

Port Mirroring

Description: Click on the ports panel to select one or multiple source ports

Motice: Aggregated ports can't be selected for port mirraring

Choose the source port:(Selecting too many source ports, may affect the device performance)

1 2[3 2 5]6 7 8 g 10
R | 3§ PR

E Optional port EFued port QSEIected port EAggregaticm port Selectall Selectall others Cancel

Choose the destination port:(choose only one port)

1 2 3 4 5 6 7 B g 10
Ry 3§ R e

[ 3 Optional port G Fixed port g Selected port {17 Aggregation part
Apply Refresh

I Mirroring port list

Source port Destination port

35 4

Edit

Figure 5-20: Modify successful port mirroring group
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5.4.4 DELETE A PORT MIRRORING GROUP

Remove the current port mirroring, click the " .2 " button in the action bar, click on the source
port and destination port, respectively cancel the currently selected port, and click Apply. (Note:

The current version supports only one port mirroring group)

Port Mirroring

Description: Click on the ports panel to select one or multiple source ports.
Motice: Aggregated ports can't be selected for port mirroring.

Choose the source port:(Selecting too many source ports, may affect the device performance)

3 4 5 9 10

1 2 6 7 8
R 4 iy
2

Eciulianal port E Fixed port i Selected port EAggregatiun port Selectall Selectall others Cancel

Choose the destination port:(choose only one port)

1 7 3 i) 5] 7 8 9 10

=2 =y R o |
)

I optional port 3 Fixed port g Selscted port [ Aggregation port

Apply Refresh 4

I Mirroring port list

Source port Destination port

Edit

First Previous [1] Next 1 astl

Figure 5-21: Delete port mirroring group

Remove port mirroring configuration steps are as follows:

Configuration Type Step Operation Description

Remove Mirroring Stepl | Inthe image you want to modify the operation of

Configuration the group column, click “ "~ ;

Step2 | Inthe panel, click Cancel the source port,
destination port and then click Cancel;

Step3 | Click "Apply"

Port Mirroring

Description: Click on the ports panel to select one or multiple source ports
Notice: Aggregated ports can't be selected for port mirroring.

Choose the source port:(Selecting too many source ports, may affect the device performance)

7 8

1 2 3 4 5 6 9 1
o e S S S

71 Optional port 5 Fixed port i Selected port [ Aggregation port  Selectall Selectall others Cancel

Choose the destination port:(choose only one port)

2 3 4 5 &6 7 8 9 10

e e e e

71 Optional port 55 Fixed port i Selected port [ Aggregation port
Apply Refresh

I Mirroring port list

Source port Destination port Edit

First Previous [1] Next Last1

I1Page

Figure 5-22: Deleted successfully port mirroring
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5.5 PORT SPEED

5.5.1 VIEW PORT RATE LIMITING

Click "Port Management""Port Speed Limit" switch to view the current port speedconfigured
information:

[ Microsemi

B system Status Port Speed Limit
B Quick Configuration

Description: Click on the ports panel to select one or multiple ports
¥ PoE System Management | noyce: 1MBBitis=1024KBilis=1024/3KB/S=128KE/S.The theorstical rate of the banawidth coresponding to 1M Is 128KB/s
~ Port Management The leftis the minimum speed limit value, the right end is the maximum speed limit value, thatis speed limit disable

* Basic Settings
Select a port to configure
* Storm Control

1 2 3 4 5 6 7 8 g 10
+ Flow Contral I T R

* Port Aggregation

+ Port Mirroring 51 Optional port ! Fixed port i Selected port § T] Aggregation port  Selectall Selectall others Cancel
¥ VLAN Management Input speed limit: @ vaximum The left side for the Minimum speed limit value, the right end to the Maximum limit value, its no speed limit
+ VLAN Management
» Fault] Safety Output speed limit: @ vaximum The left side for the Minimum speed limit value, the right end to the Maximum limit value, its no speed limit
» System Management Apply

I Port list of speed limit

Port Input speed limit Output speed limit Edit
MAX MAX 2
2 MAX MAX 2

Figure 5-23: View Rate Configuration information
In the port speed list which shows the current speed limit switch attribute configuration
information:

Port: The number of the port;
Input limit: uplink port speed;

Output speed: port downstream rate;

Wl

v

Reminder

To select multiple ports on the front panel, which can set the speed limit.

5.5.2 CONFIGURE PORT ACCESS RATE

Select the panel to set the speed limit of the port, set the rate limit value by dragging the speed
bar.

Port Speed Limit

Description: Click on the ports panel to select one or multiple ports.
Motice: 1MBBit/s=1024KBit/s=1024/8KB/s=128KB/s. The theoretical rate of the bandwidth corresponding to 1M is 128KB/s.
The leftis the minimum speed limit value, the right end is the maximum speed limit value, that is speed limit disable

Select a port to configure

7 8

1 3 4 5 B a 10
DﬁDEDEDDD
1

71 Optional port R Fixed port § Selected port 517 Aggregation port  Selectall Selectall others Cancel

2

Input speed limit: | 470.417MBIt/s The left side for the Minimum speed limit value, the right end to the Maximum limitvalue, its no speed limit.

Output speed limit: . 651 500MBitis The left side for the Minimum speed limit value, the right end to the Maximum limit value, it's no speed limit

= -
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Figure 5-24: Configure port rate limiting entrance

Port list of speed limit
Port Input speed limit Output speed limit Edit
MAX MAX 74
| 2 470 417 MBitis 651.500MBit/s Zz

Figure 5-25: Port entrance speed limit results
Entrance port rate limiting configuration steps are as follows:

Configuration Type Step Operation Description
Uplink port rate limiting Z
configuration Stepl Click on the right side of the port ”E" Icon or select

multiple icons;

Step2 Set rate limiting strip port value;

Step3 Click the lower right corner "Apply" button to complete
e
P the configuration.

5.5.3 REMOVE THE PORT SPEED LIMIT

Click the need to remove the limit on the right port icon " in the configuration area of the port rate
value pull bar to the far right, "Apply" to complete the operation.

Port Speed Limit

Description: Click on the ports panel to select one ar multiple ports.
Notice: 1MBBit/s=1024KBit/s=1024/8KB/s=128KB/s.The theoretical rate ofthe bandwidth corresponding to 1M is 128KB/s.

The left is the minimum speed limit value, the right end is the maximum speed limit value, that is speed limit disable

Select a port to configure

1 2 3 4 5 6 7T 8 9 10
iy, BurRr R Rir vy 23 > |

11 Optional port § Fixed port i Selected port 17 Agoregation port Selectall Selectall others Cancel

Input speed limit: @ Maximum The left side for the Minimum speed limit value, the right end to the Maximum limit value, its no speed limit

Output speed limit: @ Maximum The left side for the Minimum speed limit value, the right end to the Maximum limit value, its no speed limit
2

Apply |

I Port list of speed limit
Port Input speed limit OQutput speed limit Edit

MAX MAX

! 74
2 470 417MBit/s 651 590MBitis ik

Figure 5-26: Remove the port speed limit

Remove uplink port rate limiting steps are as follows:

Configuration Type Step Operation Description
Remove port rate Stepl | Click on the right side of the port “ icon ;
limiting
Step2 In the area of the port rate configuration value rate
e
P strip pulled to the far right;
Click the "Apply" button to complete the
Step3 . .
configuration.
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6 VLAN MANAGEMENT

6.1 VLAN MANAGEMENT

6.1.1 CHECK VLAN CONFIGURATION INFORMATION

Click on the navigation bar "VLAN Management""VLAN information "Vlan Management" to view
the switch configured:

8 system status | VLAN settings ‘ | Trunk Port settings

B ouick Configuration I VLAN
¥ [Fof: System Managems VLAN ID VLAN Name VLAN [P Port Edit
» Port Management
~ VLAN Marisgemont DEFAULT 92.168.100.4 7.10,Ag2 Zz

* VLAN Management © NewVLAN @ Delete VLAN First Previous [1] Next Last1 /1Page}

~ Fault/ Safety

Figure 6-1: VLAN configuration information
In the VLAN list which shows the properties of the configuration information of the current switch
VLAND:
= VLAN ID: VLAN ID value is displayed;
= VLAN Name: The name of the VLAN, the default VLAN ID to name;
= VLAN IP address: Displays the switch's management IP;
m  Port: Displays the port VLAN that exist.
m By default, all ports belong to VLAN 1.

6.1.2 ADDING A VLAN

Click "NEW VLAN" button, you can increase the VLAN configurations:

| VLAN settings | | Trunk Port settings |
New VLAN
I VLAN ID(1-4094): " 2
B newvian] VEAN nametr30
1 Select the ports to modify the VLAN:

LT EIR

[ 7 Optional port g Selected port [17 Aggregation port [ Trunk Port  Selectall Selectall others Cancel

4
[ et |
Figure 6-2: Adding a VLAN
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Adding a VLAN, follow these steps:

Step Operation Description

Stepl Click "NEW vlan" connection;

Step2 Value added VLAN VLAN ID of the page to fill in;

Step3 Click the lower right corner "Apply" button to complete
the configuration.

@ VLAN ID is set in the range of 2-4094;
@ New VLAN operations simultaneously, you can enter VLAN name in the "VLAN name" text
box (support Chinese);

@ NVLAN operations simultaneously, you can select ports in the port panel, added to a new
VLAN.

6.1.3 REMOVE VLAN
1. Single vlan delete

To delete the selected VLAN, click the "X" button to delete the selected VLAN:

‘ VLAN settings | ‘ Trunk Port settings ‘
I VLAN
VLAN ID VLAN Name VLAN IP Port Edit
1 DEFAULT 192.168.100.69 1.4-7.10,Ag2 z
2 Hello 2 7)|Z|
23 VLANDD23 3 2 x
@ NewVLAN @ Delete VLAN First Previous [1] Next Lasii /1Page

Figure 6-3: Delete a single VLAN

2. Delete multiple vlan

First select the VLAN you want to be deleted before the "" checkbox, then click "Delete VLAN"
button to delete the selected VLAN:
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rosemi

‘ 192.168.100.69 says:

Are you sure to delete?
| VLAN settings H Trunk Port settif
VLAN ID "VLAN Name VLANTP Port Edit
1 DEFAULT 192.168.100.69 1.4-7.10.Ag2 4
4 2 Hello 2 \Z *x
| 23 VLAN0023 =) 2 x
& NewVLAN First Previous [1] Next Last1 /1Page
Figure 6-4: Delete multiple VLAN
Delete multiple VLAN, follow these steps
Step Operation Description
Stepl | want to delete VLAN check box;
Step2 Click on the bottom left "Delete VLAN" connection;
Step3 Confirm delete.
@ VLAN 1 is the management VLAN, it can not be deleted.
6.1.4 EDITING VLAN
1. PorttoaVLAN
Click on the icon can be added to the selected port in the VLAN:
| VLAN settings || Trunk Port settings ‘
Edit VLAN
VLAN ID{1-4094): 23
VLAN name(1-31): VLaHO023
Select the ports to modify the VLAN:
1 2 3 4 5 [ 7 ) 9 10
PRI B E L],
[ Cptional port 5 Selected port {17 Agaregation port [ Trunk Port  Selectall Select all others Cancel
3
=
Figure 6-5: Add the port to the VLAN
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Add the port to the VLAN, follow these steps:

Step Operation Description

Stepl Click“ “ "icon °

Step2 Selected to join the ports in the port panel.

Step3 Click the lower right corner "Apply" button to complete the
configuration.

2. Toremove the port from a VLAN

Click on the icon, you can remove the port from this VLAN:

Edit VLAN

VLAN ID(1~4084): 2 D

VLAN name(1-31): Hello
Select the ports to modify the VLAN:

9 10

1 3 4 5 6 1 8
b o] e R R i e S ¥ P 3 |
2

") Optional port Gl Selected port {17 Agaregation port .3 Trunk Port  Selectall Sslectall others Cancel

Figure 6-6: To remove the port from the VLAN.
Procedure to remove the port from VLAN as follows

Step Operation Description

Stepl Click on the icon “ 7 ;

Step2 Remove the port to be removed from the port panel ;

Step3 Click on the lower right corner of the "Apply" button to
complete the configuration

@ Delete - TRUNK mode port from the original VLAN, the default is VLAN 1.

6.1.5 VIEW TRUNK PORT SETTINGS

Click on the "Vlan Management""TRUNK Port settings" view switches has been configured trunk

port information:
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’ gcrosemiu
System Status ‘ VLAN settings || Trunk Port settings | ‘

B cuick Configuration
Description: Ifa port allows the portto be set to Trunk by multiple Vian packets, it s recommended that the port o the netwark device be set o the Trunk port

» PoE System Management

» Port Management I S Y

~ VLAN Management Port Native VLAN Allowed VLAN Edit
* VLAN Management . N
2 Zz X
~ Fault/ Safety
3 1 0
* Anti-Attack z R
% Sip © NewTrunk PortList @ Delete Trunk Port First Previous (1] Next Lasfi  |1Pace

Figure 6-7: View trunk configuration information

Displayed in the TRUNK port list is the property value of the TRUNK port configuration of the
current switch:

= The port name: display port number used;
= The Native VLAN's native VLAN: display port;
m  The VLAN allows the display message can be through vlan;

m  The default port is 1 VLAN native vlan,

6.1.6 INCREASED TRUNK

Click the "Trunk Port List New" button, can be carried out to increase the configuration of the

trunk port:

" VLAN settings | | Trunk Port settings

New Trunk Port List

Selecta port to configure:

T 2 3 4 5 6 7 8 3 10
SRyl i viv i o o N

EOplinnal port ESE\EC[EH port EAggregatmn port ETrunkPnr{ Selectall Selectall others Cancel

|Native VLAN{1.4094): |1 bl 2

Allowed VLAN(eg 3-5,8,10): |1

2)

=N e

Figure 6-8: Trunk
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The steps to increase trunk are as follows :

Step Operating Description

Stepl Click on the "new trunk port list" button; ;

Step2 Select the port to be set on the port panel ;

Step3 Set local VLAN ;

Step4d Set by allowing the VLAN number ;

Step5 Click on the lower right corner of the "application”
button to complete the configuration

@ Allows the VLAN to create in VLAN before setting.

6.1.7 DELETE TRUNK PORT

1. Delete a single trunk port

Selected to remove the trunk port, click the "X" button, you can delete the selected trunk. port:

| VLAN settings | | Trunk Port settings ‘
Description: Ifa portallows the portto be setto Trunk by multiple Vlan packets, itis recommended that the port of the network device be setto the Trunk port.
I Trunk Port List

Native VLAN Allowed VLAN

@ NewTrunk PortList & Delete Trunk Port

Edit

q

/1Page

4
74

First Previous [1] Mext Lasi1

Figure 6-9: Delete a single trunk port

2. Multiple trunk ports simultaneously deleted

First selected to need to be removed before the trunk port of the "\" check box, click "Trunk Port

Delete" connection, you can delete the selected trunk port:

Sure you want to delete the selected Trunk port it?

B system stas | VLAN settings ‘ ‘ Trunk Port settit R
Prevent this page from creating additional dialogs.
B, Quick Configuration

Description: Ifa port allows the portto be setto T & be setio the Trunk port

Sl [P L= e

~ VLAN Management 7! i Port Native VLCAN Allowed VLAN Edit
* VLAN Management @ 2 = x

w Fault/ Safety .
+ Anti-Attack L 2 z R
. SIE @ NewTrunk FOr\Llsl 2 First Previous[1] Next Lasf1 I1Page

Figure 6-10: Delete multiple trunk ports
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The procedure for removing multiple trunk ports is as follows

Step Operation Description

Stepl Delect the check box to delete the trunk port; ;

Step2 Click on the lower left corner of the "Trunk Port Delete"
button ;

Step3 Confirm complete delete -
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7 FAILURE / SAFETY

7.1 ANTI ATTACK

7.1.1  ANTI ARP FRAUD

7.1.1.1View ARP configuration

Click the "Fault/Safety""Anti-Attack""ARP Deception" to check the current switches has been
configured for ARP information:

BT T e 2 g (e
; mi. T Y- ik
g
B system staws ‘ ARP Deception H Port Security H DHCP Deception
B8, Quick Configuration ARP Deception
» PoE System Management
i B Description: Click on the ports panel to selectone or multiple ports.
¥ PodiManagamers ARP Deception: Prevent the ARP from the important equipment (such as gateway, server, efc.)
» VLAN Management
w Fault/ Safe Select a port to configure
Tz 3 ¢ 5 5 7 8 5w
. s1P EEEEEEEEEE
* Ping Detection
Gptional port [ Fied port i Selected port 17 Aggregation port Selectall Selectall others Gancel
« Ascess contol £ Optiral port. g Fixec port i Selected port 773 Aggregaton
+ IGMP Snooping Apply | Cancel || Refresh
* ERPS State of the ARP table
» System Management VLAN ID P MAC Port Status Edit
192.168.1.10 £639.3562.7TEA2 1 AFFIRM *
192.168.100.83 1060.4B78.4238 1 AFFIRM x
192.168.100.77 8216.7EB3.4488 1 AFFIRM x
First Previous [1] Next Last1 /1Page

Figure 7-1: View port ARP configuration information

Displayed in the ARP state table is the property value of the current switch ARP configuration:
VLAN ID: display the number of VLAN values;
The IP address: IP address current configuration display switch;

The MAC address: display switch current MAC;

E Click "Refresh" button, display refresh configuration information.

7.1.1.2 Activates ARP anti cheat function

In the ARP anti cheat configuration table, click the "Apply" button to complete the configuration of
one or more ports that need to be activated to prevent ARP deception in the port panel.
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|

B system status | ARP Deception || Port Security || DHCP Deception

B Quick Configuration I ARP Deception
» PoE System Management
Description: Click on the ports panel to select one or multiple ports.

» Port Management
» VLAN Management

ARP Deception: Prevent the ARP from the important equipment (such as gateway, server, etc_ )

w Fault/ Safety Select a port to configure
= Anti-Attack 1 P 3 4 5 [ i 8 a 10
. sTP 7S e B8 J iy 2 8l e e

Ping Detection

Optional port Fixed port Selected port Aggregation port Selectall Selectall others Cancel
Access Control £oe port (1 Fired port g port §17 Agareg p

IGMP Snooping Apply Cancel Refresh

Figure 7-2: Anti fraud configuration

Apply Cancel I Refresh I
State of the ARP table

VLAN ID P MAC Port Status Edit
192.168.1.10 EB830.3562.7TEA2 1 AFFIRM ®

192.168.100.83 1060.4B7B5.4238 1 AFFIRM b 4

102.168.100.77 8816.7EB3 4488 1 AFFIRM X

192 168.100 201 80C1 6EDF.AD99 1 AFFIRM x

192.168.100.127 4016.7EB3.4062 1 AFFIRM X

192.168.100.82 201A.0639.919D 1 AFFIRM b 4

192.168.100.143 T427 EA3G.DE14 1 AFFIRM X

10.10.20.88 0001.7A55.ETDF 1 AFFIRM X

192.168.100.17 0086.5092.1434 1 AFFIRM x

192.168.100.16 BCEE.7B9A.C2CE 1 AFFIRM X

First Previous [1] [21[3] Next Last1 I3Page

Figure 7-3: Refresh ARP status table
The configuration steps for the ARP anti cheat function of the active port are as follows:

Configuration Step Operation Description
type

Enable ARP anti Stepl | Activate ARP anti cheat Step1 click on the port panel to
cheat activate the port to activate the anti ARP cheat;

Step2 | Click on the lower left corner of the "Apply" button to
complete the configuration ;

Step3 | Click the "Refresh"” button in the lower left corner to see the
ARP status table.

@ Each port up to learn 200 different ARP message, more than 200 after this port Enter the
jam will, can not normally forward data.
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7.1.1.3Disable ARP anti cheat function

In the ARP anti deception configuration table, click on the port panel need to disable the anti ARP
deception of one or more ports, so that it is not selected, and then click the "Apply" button to
complete the configuration.

» PoE System Management

e

log ou

Description: Click on the ports panel to select one or multiple ports.
» Port Management

» VLAN Management

w Fault/ Safety Select a port to configure

ARP Deception: Prevent the ARP from the important equipment (such as gateway, server, efc.)

* Anti-Attack 1 2 3 4 65 6 7 8 9 10

. lﬂﬂﬂﬁﬂﬂﬂﬁ[ﬂjl

: ii:zs‘;:(:‘ § " Optional port G Fixed port i Selected port {17 Aggregation port  Selectall Selsctall others Cancel

+ IGMP Snoaping Cancel | | Refresh

* ERPS State of the ARP table

» System Management VLAN ID P MAC Port Status Edit
First Previous [1] Next Last1 I1Page
Figure 7-4: Disable ARP anti cheat function
The configuration steps to disable ARP anti fraud:

Configuration Step Operation Description

type

Disable ARP anti | Stepl Click on the port panel you need to disable one or more

cheat ports of anti ARP deception, so that it is in a state of.
Step2 Click on the lower right corner of the "Apply" button to

complete the configuration.

@ After an interface receives 200 ARP requests that the interface even PC virus, a chance to
put this off exchange interface. So the switch of the cascade interface can not open the ARP
anti cheat function.

@ Open anti ARP anti spoofing, proposed to open storm control.
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7.1.1.4Delete miscarriage of justice ARP

State of the ARP table
VLAN ID P MAC Port Status Edit
192.168.20.83 1060.4B7B.4238 1 AFFIRM b4
192.168.50.83 1060.4B7B.4238 1 AFFIRM b4
192 16810050 D43D.7EG3 2760 1 AFFIRM x
192.168.100.160 7427 EA36.DDET 1 AFFIRM b 4
192.168.1.56 C260.00E0.2B7D 1 AFFIRM x
172.16.321 1060.4B7B.4238 1 AFFIRM b4
192 16810038 4016 7TEB1.EBED 1 | ATTACK I | x |

Figure 7-5: Delete miscarriage of justice ARP
ARP anti deception is likely to be false in some ARP packets to attack the message and reject the

ARP, or the attack message is mistaken for legitimate messages. If there is a miscarriage of justice,
you can click the delete button in the action column to delete the wrong item. :

Configuration type Step Operation Description

Delete the Stepl Remove the false ARP configuration Step1 click on the
configuration steps for action bar delete button, select the confirmation
ARP: delete.

@ When an interface receives 200 ARP request, will think this interface with PC virus, the
opportunity will be closed this interface exchange. So the switch of the cascade interface
can not open the ARP anti cheat function.

E Open anti ARP anti spoofing, proposed to open storm control.

7.1.2 PORT SECURITY

7.1.2.1Configuration port security

Click the "Fault/Safety""Anti-Attack""Port Security", configure the switch port security:

& system status | ARP Deception || ‘ ‘ DHCP Deception
B, Cuick Configuration I Port Secury

» PoE System Management

» Port Management Description: Click on the ports panel to select one or multiple ports

» VLAN Management

w Fault/ Safety

* Anti-Attack 1 2 3 4 5 6 718119 10
S Sl i Sl i Sl Q|E|:I |

+ STP

Notice: Port enabled with this feature, can't serve as ERPS port.

Select a port to configure:

* Ping Detection
§"] Optional port 5 Fixed port i Selected port §7] Aggregation port  Selectall Selectall others Cancel
* Access Control

« IGMP Snooping Apply Refresh Manual

* ERPS

» System Management
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Figure 7-6: Port security configuration

m  This function is based on the configuration of port;

= Need to choose the port security port;

= Save the configuration (i.e. open port security).

m  Click "Refresh" button to refresh the display, switch the binding information.

m  Click "Manual" button, you can manually configure the port binding information.

7.1.2.2Manual configuration

B Cuick Configuration

» Port Management

I Port Security

» PoE System Management Manually set the port security

B system status | ARP Deception || Port Security H DHCP Deception

3

4
1| Motice: Manually set the port security, IP address, MAC address and port number must be set items, described as optional settings

» VLAN M

* Ping Detection

* Access Control
* IGMP Snooping
* ERPS

» System Management

g 1P Adaress: [1s2. 166, 100,38 [1ac Address: pzat. 2356, czss_| [Port portore ~]| Bescrton: buaees 1
w Fault ! Safety
" p——
+ AntiAttack ancel
5
. 5TP

Figure 7-7: Port security manual configuration

Configuration instructions:

The manual mode need to configure the IP address, MAC address, port and description

Port security manual configuration steps are as follows:

Copyright © 2016
PDS-208G
Rev. 2.4

Configuration type Step Operation Description
Stepl | Select IP address, MAC address, port number,
description
Step2 | Click "Apply""
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I Port security is bound list

IP Address MAC Address Port Status Description Edit
192 168.100.39 0231.2356.0245 8 Bound ninhao x
First Previous [1] Next Lasii I1Page

Figure 7-8: Port security bound configuration results

7.1.2.3Cancel port security binding configuration

In the binding list, select the IP address, MAC, and port to which you want to cancel the binding
"X":

B system status

|' ARP Deception H Port Security || DHCP Deception ‘

B quick Configuration I Port Security

» PoE System Management | [Manually set the port security
» Port Management

» VLAN Management

Notice: Manually setthe port security, IP address, MAC address and port number must be setitems, described as optional settings

P Address MAC Address Fort: [Nt selected | Description
~ Fault/ Safety

+ AntiAttack e JHETE
. sTP

I Port security is bound list
* Ping Detection

P Address WAC Address Port status Description Edit
+ Access Control
192.166.100.39 0231.2356.0245 8 Bound ninhao

+ IGMP Snooping
. ERPS First Previous[1] Next Lastt

» System Management

[ x 1

/1Page

Figure 7-9: Cancel port security bound

7.1.3 ANTI DHCP ATTACK

7.1.3.1view anti DHCP attack configuration

Click the "Fault/Safety""Anti-Attack""DHCP Deception", the configuration information show the
anti DHCP attack:

B system Status

| ARPDeception || Port security Hl DHCP Deception |

B quick Configuration I DHCP Deception

» PoE System Management
Description: Click an the ports panel to select one or multiple pors.
» Port Management

» VLAN Management

Fault [ Safety
* Anti-Attack

+ STP

Enable or disable the anti DHCP attack, enable the DHCF can customize the trust port

«@@»

Custom setup DHCP trust port:

2 3 4 5 6 7 8 9 10

e lat el lata e mlm

* Ping Detection

* Access Control

Optional port Fixed port Selected port Aggregation port Selectall Selectall others Cancel
* IGMP Snooping Q Q Q m
* ERPS
Apply Refresh
» System Management
Trust port Edit

First Previous [1] Next Last1

/1Page

Figure 7-10: View anti DHCP attack configuration information

E] Click "Refresh" button, display refresh configuration information.
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7.1.3.20pen anti DHCP attack function

[ | OFF |
Click on a "Fault/Safety""DHCP Deception"click the button b to open the anti
DHCP attack:
§T i
8 system staus | ARP Deception | | Port Security | | DHCP Deception |
=

L Quick Configuration I DHCP Deception

PoE System Management e : .

Description: Click on the ports panel to select one or multiple ports.
Port Management
VLAN Management
w Fault/ Safety

Anti-Attack

Yy ¥ v

{ @ Enable or disable the anti DHCF attack, enable the DHCP can customize the trust port

+ STP

Fing Detection

Access Control

IGMP Snooping

+ ERPS

» System Management

Figure 7-11: Activation of anti DHCP attack function

7.1.3.30pen anti DHCP attack function

Click on a "Fault/Safety""DHCP Deception"click the button to open the anti DHCP attack:

& system Status | ARP Deception || Port Security || DHCP Deception

B Quick Configuration I DHCP Deception

» PoE System Management o .
Description: Click on the ports panel to select one or multiple ports.

» Port Management

» VLAN Management @/ Enable or disable the anti DHCP attack, enable the DHCP can customize the trust port
w Fault/ Safety

* Anti-Attack Custom setup DHCP trust port:

& SIE 1 2 3]4 5 6 7 8 g9 10

* Ping Detection EEN OO0

* Access Control

{"] Optional port 8 Fixed port [ Selected port {7/ Aggregation port  Selectall Selectall others Cancel

IGMP Snooping

* ERPS

p— | Applyl Refresh

Figure 7-12: Activation of anti DHCP attack function

Trust port Edit

13 X

First Previous [1] MNext Last1 ! 1Page

Figure 7-13: Activation of anti DHCP attack function
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7.1.3.4Sets the port to DHCP non trusted port

In the trusted port list, select the port that needs to be disabled to prevent DHCP attacks, an
the "" button to disable the function:

A |

d click

T = —ar
' T h ' L] i
mi ™ e
J |

B system status ‘ ARP Deception H Port Security H DHCP Deception

B quick Configuration I DHCP Deception
» PoE System Management

) o Description: Click on the ports panel to select one or multiple ports

» Port Management
» VLAN Management ["on ) Enable or disable the anti DHCP attack, enable the DHCP ean customize the trust port
~ Fault/ Safety

* Anti-Attack Custom setup DHCP trust port:

* TP T 2 3|4 5 6 7 8 a 10

* Ping Detection ¥ 8 peaw il svl | |

* Access Control

Optional port G Fixed port Jf Selected port {77 Aggregation port Selectall Selectall others Cancel
* IGMP Snooping & & = al
* ERPS
Apply Refresh
» System Management
Trust port Eait
- [
First Previous [1] Next Lasfy I1Page

Figure 7-14: Disable anti illegal DHCP server functions

@ The activation of anti DHCP attack function, is the port setting for trust status;

@ Disable - preventing DHCP attack, is set to a non trusted state port.

7.1.3.50ff anti DHCP attack function

Click the "ON" button, will prevent the DHCP attack function off:

[ T TR ONE R T W R

- Are you sure you want to close DHCP Deception ?
System Status 4 " P

‘ ARP Deception H Port sacurit’y H_

B ouick Configuration I DHCP Deception

Prevent this page from creating additional dialogs.

» PoE System Management

Description: Click on the ports panel to select one o Cancel
» Port

» VLAN Management E 0 .‘E ) | Enable or disable the anti DHCP attack, enable the DHCP can customize the trust port
v Fault/ Safety

* AntiAttack Custom setup DHCP trust port:

o 1 2 3 4 5 6 7 8 9 10

* Ping Detection EEEOI IO

* Access Conirol

¢ TGS 51 optional port R Fixed port g Selected port [ T7 Aggregation port  Selectall Selectall others Cancel
* ERPS

Appl Refresh
» System Management i

Trust port

13

Figure 7-15: Off anti DHCP attack function
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7.2 SPANNING TREE

7.2.1 VIEW SPANNING TREE CONFIGURATION

Click the "Fault/Safety""STP" can view the current spanning tree configuration:

E System Status

?, Quick Configuration
P PoE System Management
» Port Management
» VLAN Management

w Fault/ Safety
* Anti-Aftack

Description: Cpen the STP loop, notonly can avoid the loop caused by the broadcast storm problem, and can provide link redundancy backup.
Notice: Ifthe user PC on the device to open the feature will lead to user PC1~2 minutes delay, so it is recommended only to open the STP loop in non access devices

The spanning tree state: ¥ Enable
The spanning tree mode: RSTP @ sTP

Apply

+ STP

* Ping Detection

* Access Control
* IGMP Snooping

* ERPS

P System Management

Figure 7-16: View spanning tree configuration information

@ Be careful: STP is enabled by default, the default mode for stp. Blocking the corresponding
port by default for the loop.

@ When the detected loop occurs when the port opened, after the port UP will automatically
eliminate the loop.

7.2.2 TO CHANGE THE SPANNING TREE MODEL

E System Status I STP

B, cuick Configuration

» Port Management
» VLAN Management
w Fault/ Safety

* Anti-Attack

-« STP

* Ping Detection

Access Control
* IGMP Snooping
* ERPS

» System Management

» PoE System Management

Description: Open the STP loop, not only can avoid the loop caused by the broadcast storm problem, and can provide link redundancy backup

Notice: Ifthe user PC on the device to open the feature will lead to user PC1~2 minutes delay, so it is recommended only to open the STP loop in non access devices

The spanning tree state: ¥ Enable
1 |The spanning tree mode: '® RSTP' STP
Apply | 2

Figure 7-17: Changing the spanning tree pattern

Configuration type

Step Operation Description

Spanning tree

Stepl Select STP mode;
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configuration Step2 Click on the button "Apply" to save the current
configuration mode

7.2.3 CLOSE SPANNING TREE FUNCTION

Click the button on the page, click the "Apply" button to close the spanning tree:

T T @!ﬁ‘r

E System Status I sTP

W Cuick Conbouraiee Description: Open the STP loop, not only can avoid the loop caused by the broadcast starm problem, and can provids link redundancy backup.

» Port Management

IThe spanning tree state: ¥ Enable I
» VLAN Management

The spanning tree mode: ‘® RSTP STP
w Fault/ Safety ]
pp
* Anti-Aftack
* STP

* Ping Detection
* Access Control
* |GMP Snooping
* ERPS

» System Management

» PoE System Management Notice: [fthe user PC on the device to open the feature will lead to user PC1~2 minutes delay, so itis recommended only to open the STP loop in non access devices.

Figure 7-18: Close spanning tree

7.3 PING DETECTION

Click the "Fault/Safety""ping Detection"can view the Ping Detecion configuration:

£ system Status ‘ Ping Detection |
B Cuick Configuration

Description: Enter the destination IP address.
» PoE System Management

b Por Manasgeimes | Dpestination IP [132 183 100 33 |

k VLAN Management

w Fault/ Safety Test results

*  Anti-Aftack |
* SIP

* Ping Detection
* Access Control
* IGMPF Snooping
* ERPS

» System Management

Figure 7-19: PING information
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7.4 ACCESS CONTROL

7.4.1 ACL ACCESS CONTROL LIST

7.4.1.1view access control list

Click the "Fault/Safety""Access Control" you can view the configuration information of the access

control list:

e

B syctem status

B Guick Configuration
» PoE System Management
» Port Management
» VLAN Management

w Fault/ Safety
* Anti-Attack

.+ STP
* Ping Detection
+ Access Control
+ IGMP Snooping
* ERPS

» System Management

" ACL || Apply ACL |

Description: ACL(access control list), the configuration a series o matching rules, to specify the data flow (as defined in the source IP address and port number) execution allowed or forbidden by, to the network
interface data filtering
Notice: The ACL rule is successively sequential. and the row in front of the rule will give priority to match. I there are a lot of policy entries, the operation time is relatively long.
Wildcard: Wildcard mask specifies when an IP address compare with the other IP address, which one should be ignored. Wildcard mask "1 said ignore bits in an IP address corresponding, and "0" represented the bit
must be preserved. Ifyou do not configure the wildcard mask, 0.0.0.0 is said to be the default mask word.

New ACL rules

I Please select to view the access control list v

Destination
port

No. Action Protocol Source IPIMAC Source wildcard Source port Destination IP / MAC Destination wildcard Edit

Figure 7-20: Access control list

7.4.1.2Increased access rules
1. Increase the standard IP access rules

Click "ACL rules New", in the pop-up dialog box, select "standard IPV4 ACL Configuration", in the

list of ID:0, ID:0
the new rules:

ACE, rules to allow. IP address is: any source IP address. Click "Apply" to complete

Ll

B system status

B Guick Configuration

» PoE System Management
» Port Management
» VLAN Management

* ERPS

b System Management

AcCL H Apply ACL |

~ Fault/ Safety Select Type: Configuration standard IPV4 AC ¥
- A Atock [Rewactues |
. gTP ListID: Standard IPV4 ACL 0 v
* Ping Detection ACEID: ACED v
* Access Control — Permit =
* IGMP Snooping
IP Address ® Any source IP address

New ACL rules

Specify the IP address range:

IP Address: ‘Wildcards (optional):
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2. Increase the extended IP access rule

Click "ACL rules New", in the pop-up dialog box, select "Expand IPV4 ACL Configuration", in the list
of ACE, ID:0 ID:10, rules for "Permit"". Agreement: TCP, source IP address: any source IP address;
purpose IP address: any destination IP address, click "Apply" to complete thenew:

e v L 4 mm&:gérggmwz

B system status ‘ AcL ‘ ‘ Apply ACL
B Quick Configuration

» PoE System Management
» Port Management New ACL rules
» VLAN Management

w Fault/ Safety Select Type: Configuration Expand IPV4 ACL v 2

. sTP  istID Expand IPV4 ACL 10 v
* Ping Detection lce D: ACED v
+ Access Control s e =
+ IGMP Snooping e i =
* ERPS ource IP ® any source IP address
» System Management Specify the IP address range
(0.0.0.0) Wildcard: (optional)(0.0.0.0)
Pestination IP: Any destination IP address

Specify the IP address range:
(0.0.0.0) Wildcard: (optional)0.0.0.0)

B

Figure 7-22: Configuration standard IP access control list

3. Increasing expand MAC access rules:

Click"New ACL rules" » select "Configuration Expand MAC ACL" in the pop-up window > in list
ID : 20 > ACEID : 0 » Rules "Deny" ~ Source MAC address : 0088.9999.999A

Destination MAC address is the random MAC - MAC protocol type : 0x0086 - After After the
configuration is complete, click "Apply" :

== ~ | LA mm;ﬁéig! e

B sysiem staus | acL || appyact |
B8 Quick Configuration

» PoE System Management

» Port Management New ACL rules
» VLAN Management
w Fault/ Safety I Select Type: Configuration Expand MAC ACL ¥ I
- An ek [ et ]
. STP ListID: Expand MAC ACL 20 v
* Ping Detection ACEID: ACED v
* Access Control Rules: Deny -
* IGMP Snooping Source MAC: '‘Any source MAC address
+ ERPS ®specify the MAC address range:  |0D88.9999.999A
» System Management Destination MAC: ®Any destination MAC address

Specify the MAC address range:

MAC protocol. 0x0086 ((=0:0000-0xf=}(optional)

(=]

Figure 7-23: Configuration extended MAC access control list
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Configuration instructions
ACE ID is an optional rule. Do not fill: the default is 0;

The extended IP protocol access control list, type: TCP, UDP, IP, IGMP.

7.4.1.3Modify configuration
Rules for modifying port applications

Select the rules to be replaced, click "", enter the modified ACL rules page, the rules are: "Deny",
click "Apply":

["C Microsemi

B system Status ‘ ACL ‘ ‘ Apply ACL
B ouick Configuration

» PoE System Management

» Port Management Modify the ACL rules
» VLAN Management
w Fault/ Safety Select Type:
* Anti-Aftack
. STP List ID:
* Ping Detection ACEID: ACED
+ Access Control Rilles v I
* IGMP Snooping D
1P Address: ® Any source IP address
. s
ERES Specify the IP address range:
» System Management IP Address Wildeards (optional

Figure 7-24: To modify the ACL rule

Configuration instructions

The modified extended MAC and extended IP for the same operation.

7.4.1.4Delete rule

To delete the rule, click "X" to delete the current list of ACE under a ACL rule:

Are you sure to delete?
‘ ACL || Apply ACL | o ) » )
Prevent this page from creating additional dialogs.

Description: ACL(access control list), the configul IP address and port number) execution allowed or forbidden by, to the netwaork
interface data filtering Cancel

Motice: The ACL rule is successively sequential, { tniries, the operation time is relatively long.

Wildcard: Wildcard mask specifies when an IP address compare with the other [P address, Which one should b& ignored. Wildcard mask "1" said ignore bits in an IP address corresponding, and "0" represented the bit
must be preserved. If you do not configure the wildcard mask, 0.0.0.0 is said to be the default mask word.

New ACL rules
I Please select to view the access control list Standard IPV4 ACLO v
No. Action Protocol Source IPIMAC Source wildcard Source port Destination IP / MAC Destination wildcard Des:)i‘:r:a[l\on Edit
o permit any any 2 E

Figure 7-25: Delete rules

Copyright © 2016 Microsemi Page 65 of 108
PDS-208G One Enterprise Aliso Viejo, CA 92656 USA
Rev. 2.4 CONFIDENTIAL



Remove all of the ACE rule table under a ACL, click "Delete":

Ure 10 Qelete ACL Tist0?

| ACL H Apply ACL | ) ) - )
Prevent this page from creating additional dialogs.
Description: ACL(access control list), the configu) IP address and port number) execution allowed or forbidden by, to the network
interface data filtering. Cancel
Notice: The ACL rule is successively sequential, | sntries, the operation time is relatively long

Wildcard: Wildcard mask specifies when an IP address compare with the other IP agdress, wnich one should Be ignored. Wildtard mask ™17 said ignore bits in an IP address corresponding, and “0" represented the
must be preserved. If you do not configure the wildcard mask, 0.0.0.0 is said to be the default mask word.

New ACL rules
I Please select to view the access control ligt Standard IPV4 ACLO v
. 5 N . Destination .
No. Action Protocol Source IPIMAC Source wildcard Source port Destination IP / MAC Destination wildcard T Edit
0 permit any any 2 x

Figure 7-26: Delete ACL rules

Configuration instructions

Delete - after the success of the kneeling in port configuration table deleted together.

7.4.2 APPLICATION ACL

7.4.2.1View application ACL

The configuration information and click on the "Fault/Safety""Access Control""Apply ACL" can
view access control using ACL:

2 T R - T T
- - ‘au B '
9 M m’ A R ; loa out
3
B system Status | ACL | ‘l Apply ACL |
B, Quick Configuration
= Description: Click.on the ports panel to selectone or multiple ports
» PoE System Management Notice: Wnen the port/ link aggregation application o a rule can not be applied to other rules, the panel can not be applied when the application is gray
» Part Management
I ACL Rules Application
» VLAN Management
~ Fault/ Safe
. Please select the ACL list{ Standard IPV4 ACLO v
* Anti-Attack
« STP Select a port to configure:
Coonooooal
e
+ IGMP Snooping
i §”7] Cotional port 5 Fixed port i Selected port T17 Aggregation port Selectall Selectall others Cancel
* ERPS
» System Management
Apply
I ACL
AcL Port Edit
Standard IPV4 ACLO ®
Standard IPVG ACL26 x
First Previous [1] Next LastL /1Page

Figure 7-27: View application ACL rules
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7.4.2.2Increased application ACL
Select the rules that need to be applied, then select the port of application, click

complete the configuration:

IIApplyll tO

[ acL || appiyact |

Description: Click on the ports panel to select one or multiple poris
Notice: When the port/link aggregation application to a rule can not be applied to other rules, the panel can not be applied when the application is gray

I ACL Rules Application

[Please selectthe ACL list: Standard IPV4 ACLD ] 1

Select a port to configure:

1 2 4 5 6 7 B g9 10

Y PR i i v |
2

71 Optional port 5 Fixed port i Selected port [ 1) Aggregation port Selectall Selectall others Cancel

;
Port

I ACL
ACL
3

Standard IPV4 ACLO

Standard IPVE ACL26

First Previous [1] Next Last1

{ 1Page

Figure 7-28: Add applications ACL

7.4.2.3Delete application ACL

Click to delete the application rule on the right side, cancel the application of the rules in the port:

AT you SUTeE 10 aerete

Prevent this page from creating additional dialogs.

| ACL H Apply ACL ‘

Description: Click on the ports panel to select ony
I“ Cancel 1e application is gray.

Notice: When the port/link aggregation applicati

I ACL Rules Application

Please select the ACL list: Standard IPV4 ACLO

Select a port to configure:
1 2 3 4 5 6 7 8 9 10
YRR i e

[ Optional port 53 Fixed port i Selected port [T Aggregation port  Selectall Selectall others Cancel

Apply
I ACL
ACL Port Edit
Standard IPV4 ACLO 3 E
Standard IPV& ACL26 x
Figure 7-29: Delete application ACL
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7.5 MULTICAST LISTENER

7.5.1 VIEW MULTICAST LISTENER (SNOOPING IGMP) CONFIGURATION

Click the "Fault/Safety""IGMP Snooping" to check the current switch configured multicast

monitoring information:

I IGMP Snooping
Description: Click on the ports panel to select one or multiple ports
Notice: 1.The default case multicast monitor is not a static route port, the user can set static router port aceording to the demand
2 Dynamic routing port can not be removed manually, only static router port can be removed, the dynamic routing port only aging delete
|“ Open or close the multicast listener, open the post can customize the static routing port.
I IGMP Version selection

IGMP Version | IGMP_V2 v

Apply
I Multicast Routing Port Settings

Set the multicast routing port monitor

1 2 3 4 5 6 7 8 g 10
S P B S R Y

71 Optional port i Fixed port P Selected port 51 Aggregation port  Selectall Selectall others Cancel

VLAN |vlan 1 v

Add Router Port

Port P Status Edit

First Previous [1] Next Lastl I1Pag

I Muiticast Member Port

Figure 7-30: View Snooping IGMP configuration information

7.5.2 ACTIVE MULTICAST LISTENER FUNCTION

Click the "Fault/Safety""IGMP Snooping", click "Off" button to activate the multicast monitoring

function:

| IGMP Snhooping || MLD
I IGMP Snooping

Description: Click on the ports panel to select one or multiple ports.
Notice: 1.The default case multicast monitor is not a static route port, the user can set static router port according to the demand.
2 Dynamic routing port can not be removed manually, only static router port can be removed, the dynamic routing port only aging delete.

E Open or close the multicast listener, open the post can customize the static routing port

Figure 7-31: Open multicast listener configuration

@ The default multicast listener (IGMP Snooping) did not open;
@ The default on multicast listener (IGMP Snooping), all VLAN are open;

@ The default version of V2 - IGMP.
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7.5.3 DISABLE MULTICAST LISTENER FUNCTION

Click the "Fault/Safety""IGMP Snooping", click "ON" button to disable multicast monitoring

f

unction:

IGMP Snooping || MLD |
I IGMP Snooping

Description: Click on the ports panel to select one or multiple ports.
1.The default case multicast manitor is not a static route port, the user can set static router port according to the demand.

Notice:

2 Dynamic routing port can not be removed manually, only static router port can be removed, the dynamic routing port anly aging delete.

Open or close the multicast listener, open the post can customize the static routing port.

I IGMP Version selection
IGMP Version | IGMP_V2 v

Apply
I Multicast Routing Port Settings

Set the multicast routing port monitor

1 2 3 4 5 6 7 8 g 10
b et ] Bl Bd i e i ] ]

[l Optional port [ Fixed port Jg Selected port [T Aggregation port  Selectall Selectall others Cancel

VLAN |vlan 1 v

Figure 7-32: Closed multicast listener function operation

7.5.4 CONFIGURATION MULTICAST ROUTING

Select VLAN, click "Router Port Add" button, to configure the multicast routing in the port panel:

| IGMP Snooping MLD ‘

I IGMP Snooping

Description: Click on the ports panel to select one or multiple ports.
Notice: 1.The default case multicast monitor is not a static route port, the user can set static router port according to the demand
2.Dynamic routing port can not be removed manually, only static router port can be removed, the dynamic routing port only aging delete.

[ ] Open or close the multicast listener, open the post can customize the static routing port

I IGMP Version selection

IGMP Version | IGMP_V2 v

Apply
I Multicast Routing Port Settings

Set the multicast routing port monitor

‘ 3 4 5 6 7 8 9 10
EIEEEEEEEIEI

17 Optional port R Fixed port g Selected port [1] Aggregation port  Selectall Selectall others Cancel

2
Add Router Port 3

VLAN Port P Status

Figure 7-33: Configuration of multicast routing
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Multicast routing configuration steps are as follows:

Configuration type Step Operation Description
Multicast routing Stepl In the port panel to select multicast listener routing port;
configuration

Step2 Select vlan;

Step3 Click on the "Add Router Port" button to complete the
configuration.

7.5.5 IGMP VERSION

Click the "Fault/Safety""IGMP Snooping", set the IGMP version of the page:

| IGMP Snooping || MLD |

I IGMP Snooping

Description: Click on the ports panel to select one or multiple ports.
Mofice: 1.The default case multicast monitor is not a static route port, the user can set static router port according to the demand.

2 Dynamic routing port can not be removed manually, only static router port can be remaved, the dynamic routing port only aging delete.

.m J'j: Cpen or close the multicast listener, open the post can customize the static routing port.

I IGMP Version selection

IGMP Version | [GMP_V2 v
IGMP_\V1

(o] Limm—

I Multicast Routing Port Settings

Set the multicast routing port monitor

2 3 4 5 6 7 8 9 10

o T I e

[ Optional port {5 Fixed port g Selected port [ 1] Aggregation port Selectall Selectall others Cancel

Figure 7-34: Configuration IGMP version

Copyright © 2016 Microsemi

PDS-208G One Enterprise Aliso Viejo, CA 92656 USA
Rev. 2.4 CONFIDENTIAL

Page 70 of 108



IGMP version configuration steps are as follows:

Configuration type Step Operation Description
Multicast routing Stepl Select the required version number;
configuration
Step2 Click the "Apply" button to complete the configuration.
7.5.6 VIEW MLD CONFIGURATION

Click the "Fault/Safety""MLD" to view the current switches has been configured for MLD

information:

E System Status

» PoE System Management
» Port Management
» VLAN Management
w Fault/ Safety
* Anti-Aftack

+ STP

Notice:

‘ IGMP Snooping || MLD I|

B Quick Configuration I MLD

Description: Click on the ports panel to select one or multiple ports
1.The default case multicast monitor is not a static route port, the user can set static router port according to the demand.
2.Dynamic routing port can not be removed manually, only static router port can be removed, the dynamic routing port only aging delete.

% Open or close the multicast listener, open the post can customize the static routing port.

* Ping Detection

* Access Control

* IGMP Snooping

* ERPS

» System Management

I MLD Version selection
MLD Version | MLD_V1 v

Apply
I Multicast Routing Port Settings

Set the multicast routing port monitor

1 2 3 4 5 6 7 8 g9 10
S 5f St i md it S? ] ] [

§"{ Optional port i Fixed port i Selected port {17 Agaregation port Selectall Selectall others Cancel

VLAN | vlan 1 v

Figure 7-35: View MLD configuration information
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7.5.7 ACTIVATION MLD FUNCTION

Click "Fault / Safety""MLD", click on the "Off" button to activate MLD functions:

|' IGMP Snooping || MLD |
IMLD

Description: Click on the ports panel to select one or multiple ports.
Motice: 1.The default case multicast monitor is not a static route port, the user can set static router port according to the demand.

Cpen or close the multicast listener, open the post can customize the static routing port.

I MLD Version selection
MLD Version | MLD_V1 v

Apply
I Multicast Routing Port Settings

Set the multicast routing port monitor

1 2 3 4 5 6 7 8 g 10
IR SIS S AW S W ) W

[ Optional port G Fixed port g Selected port [T Aggregation port  Selectall Selsctall others Cancel

VLAN v

2.Dynamic routing port can not be removed manually, only static router port can be removed, the dynamic routing port only aging delete.

Figure 7-36: Open MLD functions configuration

@ By default, MLD is not turned on;
@ After opening MLD By default, all VLAN are open;

@ The default MLD version V1

7.5.8 DISABLING MLD FUNCTION

Click on "Fault / Safety""MLD", click "OK" button to disable MLD functions:
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—

|' |éMP5nooping || MLD

I MLD

Description: Click on the ports panel to select one or multiple ports.
1.The default case multicast monitor is not a static route port, the user can set static router port according to the demand.

2.Dynamic routing port can not be remowved manually, only static router port can be removed, the dynamic routing port only aging delete.

pen or close the multicast listener, open the post can customize the static routing port.

I MLD Version selection

Notice:

MLD Version | MLD_V1

Apply
I Multicast Routing Port Settings

Set the multicast routing port monitor

2 3 4 5 6 7 8 g 10

7 59 57 £ £ 62 €2 0 1 10

[ Optional port G Fixed port g Selected port ['T] Aggregation port  Selectall Selsctall others Cancel

VLAN | vlan 1

Figure 7-37: Close MLD function operation

7.5.9 CONFIGURING MULTICAST ROUTING

Listens on port panel, select routing port, select vlan, click on the "Add Router Port" button can be

configured for multicast routing:

|' IGMP Snooping H MLD |
IMLD

Description: Click on the ports panel to select one or multiple ports.
Notice: 1.The default case multicast monitor is not a static route port, the user can set static router port according to the demand.

2.Dynamic routing port can not be removed manually, only static router port can be removed, the dynamic routing port only aging delete.
|@ Open or close the multicast listener, open the post can customize the static routing port.
I MLD Version selection
MLD Version | MLD_V1

Apply
I Multicast Routing Port Settings

Set the multicast routing port monitor
1 i 4 5 6 7 8 g9 10
a] = atatalalatalnls
1

"7 Optional port 553 Fixed port g Selected port [17 Aggregation port  Selectall Selectall others Cancel

VLAN [vian 1 - | 2

Add Router Port 3
Port P Status Edit

VLAN
First Previous [1] Next Last1 I 1Page]

Figure 7-38: Configuring Multicast Routing
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Multicast routing configuration steps are as follows:

Configuration Type Step Operation Description
Multicast Routing Stepl On the panel, select Multicast Listener port router ports;
Configuration Step2 Select vlan;

Step3 Click on "Add Router Port" button to complete the

configuration.
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8 SYSTEM MANAGEMENT

8.1 SYSTEM SETTINGS

8.1.1 VLAN MANAGEMENT

8.1.1.1VLAN Management View

Click on the navigation bar "System Management""System Settings""VLAN Management" to view
the management address of the current switch configuration information:

B system siaws | ‘ ‘ System Restart H Change Password H System Log H Log Export ‘ ‘ ARP Table H MAC Management

B Quick Configuration
Description: VLAN-- Management parameters, the configuration management of VLAN such as IP, MAC, gateway, and user contact, ™" represents the required
» PoE System Management

» Port Management I The basic information of the system settings

» VLAN Management 'VLAN Management: | vian 1 v MAC: |00:22:66:66:54:12
» Fault/ Safety IPV4: (182, 188, 100. 41 IPV6: |£eB0: : 222 BBEE: £b
¥ System Management Subnet Mask: [255. 255, 255.0 Device name: |Wicrozeni
. .
_ login timeout: 30 Device location:
+ syste o
System Upgrade Management port: [50 Contacts:
+ Syste
SystemCrEg Default gateway: 192, 168, 100. 1 Ceontact information:
+ Configuration Management
* SNMP Apply

* LLDP Setup
* QoS
* System Diagnostics

* WEB Console

Figure 8-1: View VLAN management

®  |n the management VLAN page displays the property values of the current switch
configuration management:

®  Management VLAN: switch management VLAN ID, the default is 1;

m  MAC Address: MAC address of the switch device;

m  Management IP: switch management VLAN current IP address;

m  Subnet Mask: The current switch management VLAN subnet mask information;

s Default Gateway: switch management VLAN current default gateway;

m  Device Name: hostname of the switch;

m  Device Location: switch placement;

= Timeout login: more than 5 minutes by default, Web Interface login screen return;
m  Management Port: The default is 80.

m  |Pv6: switch management VLAN current IPv6 address;

m  Contacts: the name of the Contact;

m  Contact Information : the contact information of the Contact;
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@ The default management VLAN is VLAN1, it can not be deleted.

8.1.1.21P address configuration management

Modify the parameters of the corresponding dialog box, you can configure the management IP

address:
|| VLAN Managementl || System Restart || Change Password || System Log || Log Export || ARP Table H MAC Management
Description: VLAN- Management parameters, the configuration management of VLAN such as IP, MAC, gateway, and user contact, ™" represents the required.

I The basic information of the system settings

VLAN Management: | vian 1 v MAC: |00:22:66:65:54:12
| 1Pva: 192 168 100 41 i IPV6: [£=80: 1222 BEFE: £eb
Subnet Mask: [255.255.255.0 Device name: Microsemi
login timeout: (30 Device location:
Management port: |50 Contacts:
Default gateway: 192, 168, 100, 1 Contact information:

Apply

Figure 8-2: Changing the switch management address

To configure the switch management IP address is as follows:

Step Operation Description

Stepl To modify the parameters, as follows:
In the IP address text box to enter the IP address, such as 192.168.100.41

In the Subnet Mask text box, enter the subnet mask, such as
255.255.255.0

In the Gateway Address text box to enter the gateway address, such as
192.168.100.1

Step2 Click the "Apply" button to complete the configuration.

8.1.2 SYSTEM RESTART

Click on the navigation bar "System Management""System Settings""System Restart" to reboot
the switch:
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| VLAN Management || | System Restart | H Change Password || System Log || Log Export || ARP Table || MAC Management

Description: Restart process takes about 2 minutes. please be patient.

| Restart the dewceimmediale\yl 192.168.100.41 says: X

Restart the device now?

Prevent this page from creating additional dialogs.

0K Cancel

Figure 8-3: Reboot

Restart the device, follow these steps:

Configuration Step Operation Description
Type
Reboot the Stepl Click on "Start the device immediately" button
device Step2 Click OK in the box that pops up "OK" button
Step3 Prompted to save the current configuration, depending on

your need to select "OK" or "Cancel"

Step4 After the restart the progress bar moves to 100%, reboot the
device

@ Equipment during the restart, WEB page can not be accessed,;

@ When the device reboot is complete, we need to re-access the switch management WEB

page.

8.1.3 PASSWORD CHANGE

8.1.3.1Modify the superuser password

Click on the navigation bar "System Management""System Settings""Change Password", modify
the value in the edit text box corresponding to the superuser password: Old password: password,
the new password: admin, confirm the new password: admin, click "Apply"button:
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‘ 192.168.100.138 says:

Setting save!

| VLAN Management | | System Resz Prevent this page from creating additional dialogues.

I Modify the super user password

Tip: Password can only contain letters, numbers a

Old password]|s«r+»

Hew password] v

Confirm new password] |

Apply Clear

Figure 8-4: Super user password changes

Supervisor password, follow these steps:

Configuration Step Operation Description
Type

Modify the super | Stepl Enter the old password: password;

user password Step2 Enter the new password: admin;

Step3 Confirm new password: admin

Stepd Click the "Apply" button;

Step5 Pop-up dialog box, click "OK" button.

@ Password can be set only alphanumeric characters and underscores.

8.1.4 SYSTEM LOG

Click on the navigation bar "System Management""System Settings""System Log" to enter the log
management interface, you can query the system log, clear the log:

| VLAN Management H System Restart H Change Password H I System Log I H Log Export H ARP Table || MAC Management
Description: ‘Current log information’ display system log information

I System Log

Keyword: Search Clear

SysLog function : enabled

Consale logging - level debugging

[Telnet logging - level debugaging|

File logging : level warning, max size 262144

Dec 31 20:21:42 1969: %LINEPROTO-4-UPDOWN: Line protocol on port 044 . changed state to down
Dec 31 20:21:44 1969: %LINEPROTO-4-UPDOWN: Line protocol on port 0410 , changed state to up
Dec 31 20:26:46 1969: %LINEPROTO-4-UPDOWN: Line protocol on port 048 . changed state to down
Dec 31 20:26:46 1969: %LINEPROTC-4-UPDOWN: Line protocol on port 0410 , changed state to down
Dec 31 20:27:45 1969: %LINEPROTC-4-UPDOWN: Line protocol on port 044 , changed state to up
Dec 31 20:33:08 1969: %LINEPROTC-4-UPDOWN: Line protocol on part 046 , changed state to up
Dec 31 20:33:16 1969: %LINEPROTC-4-UPDOWN: Line protocol on port 046 . changed state to down
Dec 31 20:33:35 1969: %LINEPROTC-4-UPDOWN: Line protocol on port 0410 , changed state to up
Dec 31 20:34:35 1969: %LINEPROTC-4-UPDOWN: Line protocol on port 0/2 , changed state to up

Dec 31 20:34:59 1960: %LINEPROTC-4-UPDOWN: Line protocol on port 0/5 , changed state to up

Dec 31 20:36:23 1969: %LINEPROTC-4-UPD!

/N: Line protocol on port 0/10 , changed state to down

Dec 31 20:36:52 1969: %LINEPROTC-4-UPDOWN: Line protocol on port 0410 , changed state to up e

Figure 8-5: System Log Management
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@ Log management system WEB page to view the contents of the command line is consistent
with the results of the command show logging;

@ Click "Clear" button to clear the current log information switch ;

8.1.5 EXPORT LOG

Click on the navigation bar "System Management""System Settings""Log Export" to export log
information into the interface, you can export the log information through tftp server.

| VLAN Management | ‘ System Restart | | Change Password | ‘ System Log ‘ | Log Export ‘ | ARP Table | | MAC Management |
Description: The log information is exported through the TFTP server.
I Log export
TFTP server (IP):
Set the file name to save:
Export

Figure 8-6: Log Export

8.1.6 ARP TABLE

Click on the navigation bar "System Management""System Settings""ARP Table" to enter the ARP
entry interface, you can view the ARP information:

| VLAN Management | | System Restart ‘ | Change Password | | System Log ‘ | Log Export | | ARP Table | | MAC Management
Description: ARP table entries for display management addresses
I ARP Table
P MAC Vian ID
192.168.100.39 40:16:7e:b3:43ed
© Clear ARP table entries First Previous [1] Mext Last1 11Page

Figure 8-7: ARP message

@ Click "Clear ARP table entries" button to clear the display ARP information.

8.1.7 MACADDRESS MANAGEMENT

8.1.7.1 MAC address lookup

Click the "System Management""System Settings""MAC Management" can switch MAC address
information query:
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‘ VLAN Management ‘ ‘ System Restart ‘ ‘ Change Password ‘ | System Log | | Log Export | ‘ ARP Table | ‘ MAC Management
I Protection Settings
Static MAC: To protect the security ofimportant data, it is proposed that the server and other important devices MAC address of the address of the static MAC
MAC listz| all v Configure MAC Binding
User MAC Port Port type VLAN Edit
00AABB01.2345 1 dynamic [« »]
0086.5092.1434 1 dynamic [« »]
T7427.EA30.6925 1 dynamic («ln]
1060.4B7B.4238 1 dynamic (aln]
FCD7.336B.9887 1 dynamic («n]
4016.7EB3.4056 1 dynamic o0
04BD.70C5.9E7C 1 dynamic (at»]
000C 4330.52CB 1 dynamic o0
D43D.TEG3 2760 1 dynamic [« n]
1060.4B6E.ET6F 1 dynamic o0
& Dynamic MAC to Static MAC @ Delete Static MAC First Previous [1] [2][3] [4]1[5] Next Lastt /5Page

Figure 8-8: MAC address lookup display

In the MAC address list which shows the current switch port to learn MAC addresses:
s User MAC: MAC address of the switch that currently exists is displayed;

m  Port: Displays the source port number of the MAC address;

m  Port Type: There are two types of dynamic and static;

= VLAN: VLAN ID display value.

You can query the MAC address type:

Query Type Step Operation Description

According to the | Stepl Type in the MAC address MAC check list next to the drop-down box
type of query Select: All / static / dynamic;

MAC address

8.1.7.2Add a static MAC address type

1. Use manual binding MAC address
Click the "Configure MAC Binding" After, you can configure a static MAC address type in the
MAC address configuration area:
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[Configre MAC Binding |

VLAN Management H System Restart H Change Password H System Log || Log Export H ARP Table H MAC Management

Configure MAC Binding
MAC type: B
User MAC: * (format0000.0000.0000)
Select a port bind to the MAC:

1 2 3 4 5 6 7 8 9 10
bl Bt St bt il 1 St St ] ]

[l optional port §9J Fixed port i Selected port 1] Aggregation port [ Trunk Port

E3 EN

Figure 8-9: MAC addresses statically bound static configuration

Statically typed MAC address configuration steps are as follows:

Configuration Step Operation Description
Type
Statically typed Stepl Click the "Configure MAC Binding" button;
MA]S addrt.-:'ss Step2 In the "User MAC" text box to enter the MAC address, such
configuration as 0001.7A4F.74D2;
Step3 Select ports in the port panel;
Stepd Click on "save", to complete the configuration.

Use” &% 7 Button binding static MAC address

In the MAC address list, select the MAC address to be bound, click on the left “ GO - Button, to

achieve binding:

VLAN Management | | System Restart | ‘ Sure you want to bind as static MACT ARP Table | ‘ MAC Management
Protection Settings Prevent this page from creating additional dialogs.
Static MAC: To protect the security ofimportant data, itis pro| the static MAC
T ox 1) | conce
MAC list: all v Configure MAC Binding
User MAC Port Port type VLAN Edit
00AABBO1.2245 dynamic oo
008650921434 dynamic
1080.4B7B.4238 dynamic (a7 s
4016 7EB3 4066 dynanic oo
04BD.70C5 9E7C dynanic oo
000C 4330.52CB dynanic oo
Figure 8-10: MAC address of the static binding configuration
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2. Using the "Dynamic MAC to Static MAC" link Bulk Bind static MAC

In the MAC address list by checking the front of the column you want to bind, "V" check box, click
on the "Dynamic MAC to Static MAC" button to complete the configuration:

Stting savel —
| VLAN Management ‘ ‘ System Req Prevent this pags fram creating additional dialogs. pIt | | ARP Table ‘ | MAGC Management
I Protection Settings
Static MAC: To protect the security of important di ml Address of the static MAC
MAC list:| all v Configure Iv1AC.B'mdmg
User MAC Port Porttype VLAN Edit
d 00AABB01.2345 1 dynamic o0
i 0086 50021434 1 dynamic o0
¥ 1060.4B7B.4238 1 dynamic [« »]
4016 7EB3 4066 1 dynamic o0
04BD.70C5 9ETC 1 dynamic o0
000C.4330.52CB 1 dynamic (a7 ]
D43D.TE63.2760 1 dynamic o0
1060.4B6E.ET6F 1 dynamic GO
BCEE.7BSADIED 1 dynamic (a7 ]
4016.7EB3.4062 1 dynamic oo
IQ Dynamic MAC to Static MACI @ Delete Static MAC First Previous [1] [21[2][4] Next Last1 f4Page

Figure 8-11: Batch-MAC binding configuration

8.1.7.3Remove the static MAC address type
1. Single MAC records are deleted

Select the need to delete the MAC address, click the "X" button to delete a static MAC address
type:

Tire you want o delete the static Binding WMAC

‘ VLAN Management || System Res FH ARP Table H MAC Management

Prevent this page from creating additional dialogs.
I Protection Settings

Static MAC: To protect the security of important dg Cancel address of the static MAC.
MAC I\sl: Configure MAC Binding

User MAC Port Port type VLAN Edit
e 1060.4576.4238 1 static III
0086.5092.1434 1 static x
00AA BBO1.2345 1 static x
0001.7A4F74D2 5 static x
@ Dynamic MAC to Static MAC @ Delete Static MAC First Previous [1] Next Lasf1 /1Page

Figure 8-12: MAC address deletion

Remove MAC address configuration steps are as follows:

Configuration Type Step Operation Description

Remove MAC address Stepl To delete the selected MAC address.
configuration

Step2 Click” % ” button to delete the configuration
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2. Batch delete a static MAC address

In the MAC address list by checking the front of the column you want to bind, "V" check box, click
"Delete Static MAC" button:

Really delete the selected static MAC/ —
| VLAN Management | | System Res . ) . i prt | | ARP Table | | MAC Management
Prevent this page from creating additional dialogs.
I Protection Settings
Static MAC: To protect the security of important di Cancel address of the static MAC.
MAC list:| Static M Configure MAC Binding
User MAC Port Port type VLAN Edit
1060.4B76.4238 1 static 1 x
v 0086.5092.1434 1 static x
rd 00AA BBD1.2345 1 static 1 x
| 0001.7A4F 74D2 3 static 1 x
© Dynamic MAC to Static MAC |@ Delete Static MAC First Previous [1] Next Lasil 1 1Page

Figure 8-13: MAC address batch deletion deletion

8.2 SYSTEM UPGRADE

Click the "System Management""System Upgrade" to upgrade the software on the switch:

System Upgrade

MNotice: 1. Verify you are using the correct upgrade version.
2. Don't refresh or close the page during the upgrade process, it can lead to upgrade failure.

3. Ifthe page is temporary not responding, don't reboot or re-power the device (This is due to the upgrade process).

File name: | Choose File |Ho file chosen Upgrade

Figure 8-14: Switch System Upgrade

Do not upgrade process will switch off;
Ensure the correctness of the upgrade before the upgrade file;

Must be saved before the upgrade configuration to avoid configuration loss;

(=) (=) (=) [

After the upgrade process is completed, the switch will automatically restart, the
application of new software.
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Switch system upgrade steps are as follows

Configuration | Step Operation Description

Type

Switch Stepl Click "Choose File" button to select the switch
Software upgrade file;

Upgrade

Step2 Click the "Upgrade" button switch to start the
upgrade new software;

Step3 When the upgrade progress bar is at 100%, the
switch will automatically reboot, completion of the
upgrade is completed.

The upgrade process Do not leave the switch software upgrades WEB page;
After the upgrade is complete, the switch will automatically reboot;

Equipment during the restart, WEB page can not be accessed;

(=) (=) (= [

When the device reboot is complete, we need to re-access the switch management WEB
page.

8.3 SYSTEM INFORMATION

8.3.1 MEMORY INFORMATION

Click on the "System Management""System Information""of" the Memory Information into the
Memory Information interface, can view the System Memory Information:

System Status | Memory Information | | CPU Information

L
B, Quick Configuration

Description: Display system memory information
PoE System Management

System Memory Information
Port Management I id =
VLAN Management

Fault/ Safety

Clear Refresh

{vyvvvw

Systemn Management total shared buffers

* System Settings

* System Upgrade

* System Information

* Configuration Management
* SMMP

* LLDP Setup

* QoS

* System Diagnostics

* WEB Console

Figure 8-15: System memory information
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See the WEB page of memory information content consistent with the results show the
memory command command line;

Click on the "Clear" button to Clear the current switches in the memory information;

Click on the "Refresh" button to Refresh the current switches in the memory information.

8.3.2

THE SYSTEM TASK

Click on the "System Management""System Information""CPU Information" to enter the CPU
Information interface, can view the System task Information:

CPU Information

" Memory Information | |

Description: Display system CPU information.

I CPU Information

Refresh

Clear

Mem: 59262K used, 4
CFU: 0% usr
Load average:
FID PFID USER 5 V3 IRI
148 16 root 5 1a% 0% [bcmL2X.0} ./bcm.user
& root 5 12% 0% [tPort3ts}l ‘bem.user
& root 5 la% 0% ./bcm.user
& root 5 16% 0% ./bcm.user
& root 5 16% 0% [becmINTR]} . /bcm.user
& root 5 16% 0% [bceMEM 3SCAN.O0} ./bcm.user
& root 5 16% 0% [c¥VlanTask] ./becm.user
& root 5 16% 0% ./bcm.user
& root 5 16% 0% [bemCNIR.O) . /bem.user
& root 5 16% 0% {[cArpiattack]} ./bcm.user
& root 5 16% 0% [cPoceipp]l ./ /bcm.user
416 root 5 16% 0% [bemlLINK.O)} ./bem.user
416 root 5 16% 0% {cimer leoccop} ./bcm.user
& root 5 16% 0% [tMSTE} ./ /bcm.user
416 root 5 16% 0% ./bcm.user
416 root 5 16% 0% [bemDEC) . /bem.user
& roo 5 16% 0% ./bcm.user
& root 5 16% 0% ./bcm.user
& root 5 16% 0% {bemXGS53RayncIX] ./ /beom.user v
& root 5 16% 0% [cSDEwent} ./becm.user P

Figure 8-16: CPU information

@ WEB pages to the content of the system task view consistent with the results show the CPU
commands command line;click on the "Clear" button to remove the current switches in the
system;

@ Click on the "Refresh" button to Refresh the current switches in the system task.
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8.4 CONFIGURATION MANAGEMENT

8.4.1 CONFIGURATION MANAGEMENT

1. To see the current configuration

Click on "System Management""Configuration Management""Configuration Management", and

click the button "View of the current Configuration", View the current Configuration information:

| Configuration Management || Restore the Factory Settings |

Current Configuration

I I | Current configuration : 1323 bytes user level 15

!
| Last configuration change at Wed Dec 31 20:35:33 1969

| Flash config last updated at Wed Dec 31 20:37:48 1969 by admin
| Configuration version 07

I

Isoftware version 10.1.2.3 14738
no service password-encrypt

no service new-encrypt

service login-secure

user admin password 0 password
hostname Microsemi

lan 1

description DEFAULT

exit

dhcp-snooping

port 0/1
arp-inspection

Close

Figure 8-17: View the current configuration

2. Save the current configuration

Click on the "System Management""Configuration Management""Configuration Management",

click "Apply" button, the running - the content of the config files saved to the startup - config file:

Succeed!

| Configuration Management | ‘ Resty|
Description: View current running configuration infan

I Configuration Management

View the current configuration Apply

® Import Configuration Export Configuration

Motice: 1.Don't refresh or close the page while importing configuration, it can lead to upgrade failure.
2.The new configuration will only take affect after restart.

File name:| Choose File |Ho file chosen Import Configuration

Prevent this page from creating additional dialogs.

e

Figure 8-18: To save the current configuration

3. The configuration
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Click on the "System Management""Configuration Management""Configuration Management",
select "Import Configuration", click "Choose File" button to find Configuration File to Import, click
the "Import Configuration" button, complete the Configuration Import:

Configuration Management | | Restore the Factory Settings
Description: View current running configuration information, save as well as import, export configuration.

I Configuration Management

View the current configuration Apply

| * |mport Cnnﬂguraticl‘u 1 Export Canfiguration

Motice: 1.0Don't refresh or close the page while importing configuration, it can lead to upgrade failure.

2.The new configuration will only take affect after restart.

2 3

File name | Choose File |Ho file chosen Import Cenfiguration

Figure 8-19: Imported configuration
Import the configuration steps are as follows:

Configuration Steps Operation Description

type

Telnet login Stepl Select the "Import Configuration";

password Step2 Click "Choose File" button to find you want to import the

configuration File;

Step3 Click on "Import Configuration" button;

Step4d Confirm the restart.

Table 8-8 import configuration steps

4. Export configuration
Click on the "System Management""Configuration Management""Configuration Management",
select "Export Configuration", Export Configuration.
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| Configuration Management || Restore the Factory Settings

Description: View current running configuration information, save as well as import, export configuration.

I Configuration Management

View the current configuration Apply

Impart Configuration | '® Export Configuration

| Export Lonfiguration |

Figure 8-20: Export configuration

8.4.2 RESTORE FACTORY SETTINGS

Click on the "System Management""Configuration Management""Restore the Factory Settings" to
switch to Restore the Factory Configuration actions:

: o All startup configuration will be deleted.Are you sure to restore the
| Configuration Management | ‘ Re! factory configuration?

Description: Click restore the factory settings buti B e e e e

Restore -I Cancel

Figure 8-21: Restore factory Settings

Factory default operation steps are as follows:

Configuration Steps Operation Description
type
Restore the Stepl Click the "Restore the Factory Settings" button
factory Settings Step2 In the pop-up confirmation box, click the "OK" button
Step3 After the completion of the reset switch, wait for equipment to

restart, switch back to factory default configuration

8.5 SNMP

8.5.1 CHECK THE SNMP

Click on the "System Management""SNMP", you can view the SNMP configured information:
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=
"

SNMP

* QoS

System Status

PoE System Management
Port Management

VLAN Management
Fault | Safety

Configuration Management

LLDP Setup

WEB Console

SNMP

Quick Configuration
Description: SNMP is used for remote management control, after the SNMP function can be turned on through the SNMP software management switch.

Motice: The SNMP monitor software is in line with the SNMP version of the switch, if it does not cause communication failure!

« System Management

* System Settings

* System Information

System Diagnostics

I SNMP service:

SNMP service: [ |
Community name: Enter the community name here

Permissions: ® RO RW

* System Upgrade OK | Cancel

I SNMP TRAP service:

SNMP TRAP service: | |

Host IP: |Enter the IP here

Trap community name: Enter the community name here

SNMP version: | V1 Al

oK Cancel

Figure 8-22: View the SNMP configuration information

@ By default SNMP is not open;

SNMP monitoring software and switches the SNMP version is consistent, if inconsistencies
can lead to communication failure.

8.5.2

ACTIVATE THE SNMP

Click ON the "System Management""SNMP", choose the SNMP service, click ON the "OFF" to "ON",

click ok:

SNMP

oK

oK

I SNMP service:

Setting sawve!

Prevent this page from creating additional dialogs.

Description: SNMP is used for remote managemene

Notice: The SNMP monitor software is in line with th

ox |

Community name:
Permissions:

Cancel

I SNMP TRAP service:

SNMP TRAP service:
Host IP:

Trap community name:
SNMP version:

Cancel

Enter the community name here
® RO RW

(

Enter the IP here

Enter the community name here
V1 r

nagement switch

Copyright © 2016

PDS-208G
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Figure 8-23: Activation SNMP function

Microsemi
One Enterprise Aliso Viejo, CA 92656 USA
CONFIDENTIAL

Page 89 of 108



Activation function SNMP configuration steps are as follows:

Configuration type Steps Operation Description

Activate the function Stepl Choose open SNMP options;
of SNMP

Step2 Click "OK" button to complete the configuration.

@ Before configure other function, must first open the SNMP function;

@ SNMP V1 and V2C version support.

8.5.3 TO DISABLE THE SNMP

Click ON the "System Management""SNMP", choose the SNMP service, click ON the "ON" to "OFF",
complete the configuration:

Are you sure you want to shut off the SNMP service ?
SNMP

Prevent this page from creating additional dialogs.

Description: SNMP is used for remote managems nanagement switch.

Notice: The SNMP monitor software is in line with Cancel

I SNMP service:

SNMP service: (el I
Community name: |Enter the community name hara

Permissions: & RO RW

OK Cancel

Figure 8-24: Disable the SNMP function

Disable the SNMP function configuration steps are as follows:

Configuration type Steps Operation Description

Disable the SNMP Stepl Choose close SNMP options;

f i - - ;
unction Step2 Click "OK" button to complete the configuration.

8.5.4 ACTIVATE THE TRAP

After open the SNMP, select the SNMP TRAP service, click ON the "OFF" to "ON", click ok:
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Setting save!
SNMP

Prevent this page from creating additional dialogs.

Description: SNMP is used for remote managems
Notice: The SNMP monitor software is in line with

I SNMP service:

nanagement switch

SNMP service: I% )

Community name: Enter the community name here

Permissions: = RO RW
OK Cancel
I SNMP TRAP service:
I SNMP TRAP service: (Ll j:I

Host IP: |Enter the IP here

Trap community name: Enter the community name here

SNMP version: | w1 v
OK Cancel

Figure 8-25: Activation function of the TRAP

Activate the TRAP function configuration steps are as follows:

Configuration type Steps Operation Description

Activate the TRAP Stepl Select "ON" option;

f i - - -
unction Step2 Click "OK" button to complete the configuration.

@ With open the TRAP, service host can send real-time TRAP message.

8.5.5 DISABLE THE TRAP

Choose the SNMP TRAP service, click ON the "ON" to "OFF", click "OK", complete the configuration:

Prevent this page from creating additional dialogs.
Description: SNMP is used for remote managems

Motice: The SNMP monitor software is in line with oK

I SNMP service:

Are you sure you want to shut oft the SNMP TRAP service ¥
SNMP

Cancel

SNMP service: f@ )
Community name: |[Enter the community name here
Permissions: & RO RW
OK Cancel

I SNMP TRAP service:

SNMP TRAP service: ([l )

HostIP: |Enter the IP here
Trap community name: Enter the community name here
SNMP version: | W1 A

OK Cancel

nanagement switch |

Figure 8-26: Disable TRAP function
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Disable the TRAP function configuration steps are as follows:

Configuration type Step OperationDescription
Disable the TRAP Stepl Select "ON" to "OFF" option.
function Step2 Click "OK" button to complete the configuration.

8.5.6 INCREASE OF COMMUNITY

Click on the "System Management""SNMP", in the community name text box input: public,

permissions choice: read and write, click the "OK" button, complete the configuration:

SNMP

I SNMP service:

SNMP service: im.;-

| community name: |puplic |

Cancel

Description: SNMP is used for remote management control, after the SNMP function can be turned on through the SNMP software management switch

Notice: The SNMP monitor software is in line with the SNMP version of the switch, if it does not cause communication failure!

Figure 8-27: Increase community

SNMP

Description: SNMP is used for remote management control, after the SNMP function can be turned on through the SNMP software management switch.
Notice: The SNMP monitor software is in line with the SNMP version of the swilch, ifit does not cause communication failure!

I SNMP service:

SNMP service: (LIS
Community name: Enter the community name here

Permissions: @® RO RW

OK Cancel

I Community name list

Community name access right Edit
public RO x
First Previous [1] Next Last1 i 1Page
Figure 8-28: Community results
Increase community configuration steps are as follows:

Configuration type Step OperationDescription
Increase community Stepl In the community name dialog box input: the public;
name

Step2 Select "RO" permissions;

Step3 Click on "OK" button, complete the configuration.
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@ Community has two kinds of read-only and read-write permi

@ When the SNMP closed, hidden community list, close the TRAP

8.5.7 DELETE THE COMMUNITY NAME

Click on the "System Management""SNMP", in the community list choose need to delete the

object, click “ % ”finish configuration:

SNMP

Description: SNMP is used for remote management control, after the SNMP function can be turned on through the SNMP software management switch.
Notice: The SNMP monitor software is in line with the SNMP version of the switch, if it does not cause communication failure!

I SNMP service:

SNMP service: (LD
Community name: |Enter the community name here
Permissions: @® RO RW

OK Cancel

I Community name list

Community name access right Edit

public RO E

First Previous [1] Next Last1 i

1Page

Figure 8-29: Delete community 30

8.5.8 ADDED THE SNMP TRAP SERVICE HOST

Click on the "System Management""SNMP", in the host IP text box input: 192.168.100.83, TRAP
community name: public, SNMP version choice: V2C, click the "OK" button, complete the
configuration:

SNMP

Description: SNMP is used for remote management control, after the SNMP function can be turned on through the SNMP software management switch.
Notice: The SNMP monitor software is in line with the SNMP version of the switch, if it does not cause communication failure!

I SNMP service:

SNMP service: e[l
Community name: |Enter the community name here
Permissions: ® RO RW
OK Cancel
I Community name list
Community name access right Edit
public RO X

First Previous [1] Next Lasil

I SNMP TRAP service:

SNMP TRAP service: (o]0
Host IP: (192.168.100.83

Trap community name: |public

Cancel

SNMP version: |v2C x:

[/ 1Page

Figure 8-30: Increases the SNMP TRAP service host
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I SNMP Trap service host list
Trap community name P version Edit
public 192.168.100.83 SNMP Ver 2C x

First Previous [1] Next Last1 I/1Page

Figure 8-5: SNMP TRAP service host

Increase the SNMP TRAP service host configuration steps are as follows:

Configuration type Step Description

Increase the SNMP Stepl In the host IP dialog box input: 192.168.100.83;
TRAP service host

Step2 In TRAP community name dialog input: public;

Step3 Select the SNMP version: V2C

Step4 Click on "OK" button, complete the configuration.

@ When an SNMP closed, hide the SNMP TRAP service host list.

8.5.9 DELETE THE SNMP TRAP SERVICE HOST

Click on the "System Management""SNMP", in the SNMP TRAP service host list need to delete the
object, click II' "finish" configuration:

I SNMP Trap service host list

Trap community name P version Edit

public 192.168.100.83 SNMP Ver 2C E

First Previous [1] Mext Lastl /1Page

Figure 8-31: Delete community

8.6 LLDP FOUND

8.6.1 CHECK THE LLDP CONFIGURATION

Click on the "System Management""LLDP Setup", can collect the basic information of the current

device:
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e % !fﬁ

£ system Status | LLDP Setup ]| Neighbor Info “ Port Statistics ]
-

4 Quick Configuration

I LLDP Setup
» PoE System Management G 3 :

Description: Click on the ports panel to select one or multiple poris.
» Port Management
» VLAN Management
14

Fault / Safety

Motice: Ifthe selected parameter is not supported, the corresponding parameter settings will not take effect!
Global Setup (@M ) PortSetup

+ System Management

* System Settings LLDP: |Enable ¥
+ Sysiem Upgrade Sending Interval: |30 (5~32768s) Sending Delay: |2 (1~8192s)
i TTI Multiplier: |2 (2~10) Initialization Delay:|z (1~10s)
* System Information
Apply

Configuration Management
* SNMP

* LLDP Setup

* QoS

* System Diagnostics

* 'WEB Console

Figure 8-32: LLDP configuration view

8.6.2 CHANGE THE LLDP CONFIGURATION

Click on the "System Management""LLDP Setup", change the current configuration parameters,
click "Apply" application, confirm the currentconfiguration

‘ LLDP Setup ‘ | Neighbor Info ‘ ‘ Port Statistics
I LLDP Setup
Description: Click on the ports panel to select one or multiple ports.
Notice: Ifthe selected parameter is not supported, the corresponding parameter settings will not take effectl

Giobal setup () ) Port Setup

LLDP: [Enable v
Sending Interval: [327e8 (5~32T768s) Sending Delay: g192 (1~8192s)
TTI Multiplier: |10 (2~10) Initialization Delay: |10 (1~10s)

Figure 8-33: LLDP configuration parameters

8.6.3 CLOSE THE LLDP GLOBAL PARAMETERS CONFIGURATION

Click on the "System Management""LLDP Setup", click the LLDP enabled drop-down box, select

disable, click "Apply" to confirm the current configuration, after close the LLDP global parameters
configuration:
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P _ . 4 oetting savel
| LLDP Setup || Neighbor Info |

Prevent this page from creating additional dialogs.
I LLDP Setup

Description: Click on the ports panel to select ong oK
Mofice: Ifthe selected parameter is not supported)

Global Setup (@l ) Port Setup

LLDP: |Enable «

Interval: LL1S20IS ]
; § Enable

(5~32768s)
(2~10)

Sending Delay: |2 (1~8192s)
Initialization Delay: |2 (1~10s)

Figure 8-34: Closing the LLDP global parameters configuration

|J LLDP Setup || Neighbor Info || Port Statistics
ILLDPSetup

Description: Click on the ports panel to select one or multiple pors.
Notice: Ifthe selected parameter is not supported, the corresponding parameter settings will not take effect!

Global Setup g Part Setup

LLDP: |Disable v

ending Interval: |30 (5~32768s) Sending Delay: 2 (1~8192s)
TTI Multiplier: |4 (2~10) Initialization Delay: |z (1~10s)
Apply

Figure 8-35: Successfully closed LLDP global parameters configuration
8.6.4 THE LLDP PORT CONFIGURATION

Click on "System Management""LLDP Setup", click on the slide button by the "Global Setup" to
"Port Setup" to view the current configuration LLDP Port:

|' LLDP Setup H Neighbor Info || Port Statistics ‘
ILLDPSelup

Description: Click on the ports panel to select one or multiple ports.

Motice: Ifthe selected parameter is not supported, the corresponding parameter settings will not take effect!

IGInhaI Setup ! Port Setupl

Select a port to configure:

a 10

1 2 3 4 5 6 7 8
R I e S Y |

§10ptional port EJ Fixed port g Selected port [1] Aggregation port  Selectall Selectall others Cancel

Port Properties: | Disable v

Apply
I Port List
Port Port Properties Edit
RxTx j
2 RxTx 2
3 RxTx j
Figure 8-36: LLDP port configuration view
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8.6.5 SET PORT LLDP PERFORMANCE

Click on the "System Management""LLDP Setup", choose to configure the Port after, choose the

Port need to configure the attributes, click on the button "Port Properties", click "Apply"

application of the currently selected configuration

[ LLDP setwp H Neighbor Info H Port statistics |

I LLDP Setup

Description: Click on the ports panel to select one or multiple ports

Notice: Ifthe selected parameter is not supported, the corresponding parameter settings will not take effect!

Global Setup -jdjl Port Setup

Selecta port to configure:

12 3 4 5 6 7 8 g 10
EEEE&E&E&EDD
1

[ I Optional port R Fixed port G Selected port §1] Aggregation port  Selectall Selectall others Cancel

I LLDP Setup

Description: Click on the ports panel to select one or multiple ports.
Notice: Ifthe selected parameter is not supported, the corresponding parameter settings will not take effect!

Global Setup ( (0 Port Setup

Select a port to configure:

2 3 4 5 & T 8 8

o 5 7 5 5 5 0

5] Optional port 53 Fixed port g Selectsd port 1] Aggregation port  Selectall Selectall others Cancel

Port Properties: [ Disable v
i 2
I Port Lis
Port Port Properties Edit
RxTx .4"
2 RxTx .Z'
Figure 8-37: Setting LLDP port properties
| LLDP Setup H Neighbor Info H Port Statistics ‘

Port Properties: | Tx v
Apply
I Port List
Port Port Properties Edit
1 4
2 Rl e

Figure 8-38: Port properties configuration is successful

8.6.6 VIEW THE LLDP NEIGHBOR INFORMATION

Click on the "System Management

information:
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|' LLDP Setup || Neighbor Info H Port Statistics

I Port List
Local Port

port 0/3

8.6.7

Click on the "System Management

System Name Neighbor Port Chassis ID

74:2723:30:60:25

First Previous [1] Next Lasf1

Figure 8-39: View LLDP neighbor information

CHECK THE LLDP PORT INFORMATION

Address Management

/1Page

Port Statistics", you can view the current Port information:

Neighbor Ageing

0

o

0

‘4 LLDP Setup | | Neighbor Info ‘ | Port Statistics ‘
I Port List
Port Tx Rx Error Disregard Discrad TLV Unknown TLV Discard ORG
0 0 0 0 0 0 0
2 o o 0 0 0 o o
4 0 0 0 0 0 0 0
5 o o 0 0 0 o o
6 0 0 0 0 0 0 0
7 0 0 0 0 0 0 0
8 o o 0 0 0 o o
9 0 0 0 0 0 0 0
0 0 0 0 0 0 0 0
First Previous [1] Next Last1

/ 1Page

8.7 QOS

8.7.1

Figure 8-40: LLDP port information

VIEW THE QOS CONFIGURATION

Click on the "System Management""Q0S", can view the device QOS basic information:

f i -
b o

System Status

B Quick Configuration

» PoE System M

Description: Click on the ports panel to select one or multiple ports

» Port Management
» VLAN Management
» Fault/ Safety
+ System Management
* System Setlings
* System Upgrade
* System Information
* Configuration Management
* SNMP
* LLDP Setup
==
* System Diagnostics

* WEB Console

Enable @@e{Ji) ) Disable

Select a port to configure:

1 2 3 4 5 6 7 8 g 10
S e S T ] ]

§{ Optional port R Fixed port S Selected port {1 Aggregation port  Selectall Selectall others Cancel

Priority: 0 v
Apply
I Port List
Port Priority
0
2 0

Copyright © 2016
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@ By default, close the QoS function.

8.7.2 THE CONFIGURATION OF PORT PRIORITY

Click ON "System Management""QQOS" slide button from "OFF" to "ON", after open the QOS,
choose to configure port (can be set in bulk), set the port priority, click "Apply" to confirm and
applied successfully.

Setting save!
QoS

Prevent this page from creating additional dialogs.

Description: Click on the ports panel to select ong

IEnameum:- ) Disaml 1 5

Select a port to configure:

1 2 3 4 5 & 7 8 9 10
RS A S S A
2
[ Optional port G Fixed port G Selected port [1] Aggregation port  Selectall Selectall others Cancel
I Prioriw:lz—'” 3
;
I Port List
Port Priority
0
2 0
Figure 8-42: Setting port priority
I Port List
Port Priority
3
2 0

Figure 8-43: Successful port priority setup

8.7.3 TO DISABLE THE QOS

Click ON the "System Management""QoS", slide the button by the "ON" slide to "OFF", click "OK"
to close the QoS function:
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Sure you want to close?

Qos

Prevent this page from creating additional dialogs.

Description: Click on the ports panel to selectang

| Enable (@EIID ) DisaIJIBI 1 - Cancel

Select a port to configure:

2 3 - 5 6 v 8 g

M55 T S T 5 O L

[ "1 Optional port 0 Fixed port g Selected port §1] Aggregation port  Selectall Selectall others Cancel

Priority: | 3 v

Apply

Figure 8-44: Closing the QoS function

8.7.4 A KEY FAULT COLLECTION

Click on the "System Management""System Diagnostics", can collect the equipment failure
information.

B3 system Status System Diagnostics

B, Cuick Configuration
Description: System diagnostics collects useful device information into log file.

PoE Systemn Management

Port Management System Diagnostics
VLAN Management
Fault | Safety

¥ ¥ ¥

|

System Management

* System Settings

= System Upgrade

* System Information

« Configuration Management
* SNMP

* LLDF Setup

» Q0S5

* System Diagnostics

* WEB Caonsole

Figure 8-45: Key fault collection

8.8 THE WEB CONSOLE

Click on the "System Management""WEB Console", can enter commands for operating equipment.
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E_P, System Status WEB Console

B Cuick Configuration
Description: Press Enter key or click the send button to send CLI command in the command input boxe

PoE System Management
CLI Qutput:

Port Management icrosemiE

VLAN Management
Fault/ Safety

¥y ¥ ¥ v

w System Management

* System Settings

* System Upgrade

* System Information

» Configuration Management
* SNMP

* LLDP Setup

* Qo3

* System Diagnostics

WEE Console

Enter command:

Send Clear Command Clear

Figure 8-46: Web console
Input in the input box legal name, such as: the show version click on the Send button, Send the

Command, if the input error Command, click on the button to Clear the Command to remove the
current haven't Send orders, Clear the contents of the orders after click the Clear button.

WEB Console

Description: Press Enter key or click the send button to send CLI command in the command input box

CLI OQutput:
Microsemi#show version

Broadcom-Linux Cperating System

PDS-208G system image file (linux.gz.iso), version Microsemi 2.4(1) Release14738, Compiled on 2016-06-22 18:34:31
Copyright (c) 2015 Microsemi Corporation. All rights reserved SN 0259865222,

PDS-208G Version Information

Hardware “ersion 10

boot Version :U-Boot 2012.10

Software Version : Microsemi 2.4(1) Release 14738

MAC ADDRESS - 0022.6666.5412

SerialNumber 102509865222

Software Image File :PDS-208G(Microsemi 2 .4(1) Release14738).iso
Compiled 1 2016-06-22 18:34:31

System Uptime is 0 hour 50 minutes 53 seconds

Microsemi#

Enter command:

show wersion | I Send I I:Iear Commandl |Clear I

Figure 8-47: Web console operation
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9 APPENDIX A: SWITCHES DEFAULT CONFIGURATION

Table 9-1 make a list of some important switch the default configuration information, for your

reference.
Configuration items The default configuration
System The user name/password admin/password
IP address IP address : 192.168.0.50
Subnet mask : 255.255.255.0
A serial port baud rate 115200
MAC address aging time 300secs
Equipment host name Microsemi
PORT Port state The activation
Port rate Automatic negotiation
Port duplex mode Automatic negotiation
Link Aggregation Not configured
Port broadcast storm Disable
The port working mode Access
NATIVE VLAN 1
Shut down The management VLAN VLAN 1
VLAN VLAN function mode 802.1Q
IGMP Snooping | Global IGMP Snooping function | Disable
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10 APPENDIX B: SWITCH TERMS

Term English Statement

1000Base-T 1000Mbit/s Ethernet base band standard, with 4 pair
five kind UTP for connection ,transmission speed up to
1000Mbit/s

100Base-T 100Mbit/s Ethernet base band standard, with 2 pair

five kind UTP for connection ,The maximum
transmission speed is 100Mbit/s

10Base-T 10Mbit/s Ethernet base band standard, with 2 pair
UTP(3/4/5 kind) for connection ,The maximum
transmission speed is 10Mbit/s

Auto Auto-Negotiation Make the switch device to negotiate work efficiency
and full duplex mode in best performance automatic

ARP Address Resolution To the network layer IP address resolution for the
Protocol physical address of the data link layer

BPDU Bridge Protocol Data | STP delivering bpdus between devices to determine the
Unit topology of the network.BPDU contains enough

information to ensure that equipment to complete the
calculation process of spanning tree

Broadcast Refers to broadcast packets in the IP subnet, all within
the subnet host will receive these messages

Full Duplex Full duplex refers to receive and send data using two
independent channels, but at the same time, each
other

Half Duplex Half duplex is refers to the sending and receiving

Shared a channel, the same time can only be sent or
received, so half duplex may lead to conflict

HTTP Hypertext Transfer Hypertext transfer protocol defines how information is
formatted, how is transmitted, as well as in various
Protocol

orders taken by the browser and server responses.IP
between the host and and multicast router in the

immediate vicinity of establishing and maintaining

IGMP Internet Group TCP/IP protocol family, be responsible for the

management of IP multicast member agreement used
Management

in IP between the host and and multicast router in the
Protocol

immediate vicinity of establishing and maintaining
multicast group membership
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Term English Statement

IGMP Querier | Internet Group In running the IGMP multicast networks, there will be a
three layer multicast device ACTS as the IGMP query,
Management
responsible for sending IGMP query message, make
Protocol Querier three layer multicast equipment can turn to establish
and maintain in the network layer multicast published
items, in normal forwarding network layer multicast

data

IGMP- Internet Group Running on the layer 2 Ethernet switches multicast

Snooping constraint mechanism, to manage and control group

Management
was part of the TCP/IP protocol in the complete set.lts
Protocol Snooping main tasks, there are two: one is addressing, the

second is management segmentation data

IP Internet Protocol Internet protocol is the open systems interconnection
model (OSI model), one of the main agreement is part
of the TCP/IP protocol in full.lts main tasks, there are
two: one is addressing, the second is management
segmentation data

LACP Link Aggregation An implementation link dynamic convergence and
Control Protocol convergence of agreement.LACP Protocol by LACPDU
(Link Aggregation Control Protocol Data Unit, Link
together Control Protocol Data Unit) and mutual

information to end

LAN Local Area Network | Local area network (LAN) is located in the relatively
limited area (for example, a building) within a group of
computers, printers and other equipment to connect
the communication network.LAN can allow any
connected device and other devices on the interaction

PVID Port VLAN ID The default VLAN ID

SNMP Simple Network To ensure management information transmitted

Management between any two points in a network, is advantageous

Protocol for the network administrator of any node in the
network retrieval information, modify information,
locate fault, fault diagnosis, capacity planning and

generate reports

STP Spanning Tree Formulated according to the association of the IEEE
Protocol 802.1 D standard, physical loop is used to eliminate the
data link layer in the local area network (LAN)
protocol.To run the equipment of the agreement by

interaction with each other, found in the network
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Term English Statement

message loop and have a choice to blocking of certain
port, will eventually clip to form a loop loop network
structure of tree network structure, so as to prevent
the proliferation of in loop network message and an
infinite loop, avoid the host by repeated receiving the
same

Cause of the decline of the message processing
capacity of message

VLAN Virtual Local Area Virtual local area network (LAN) is a kind of through the
Network equipment within the local area network (LAN)
logically, not physically divided into small segments so
as to realize the technology of virtual team

VID VLAN ID VLAN id
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11 SAFETY INFORMATION
IMPORTANT SAFETY INFORMATION

] A Installation and removal of the PoE Media converter must be carried out by qualified
personnel only.

s AC Power cord set:
The power cord must have regulatory agency approval for the specific country in which it is
used (i.e., UL, CSA, VDE, etc.).

m  The power cord must be a three-conductor type (two current carrying conductors; one ground
conductor) terminated on one end by an IEC 60320 appliance coupler (for connection to the
PoE Media Converter), and on the other end by a plug containing a ground (earth) contact.

m  The power cord must be rated for a minimum of 250Vac RMS operation, with a minimum
rated current capacity of 5 amps (or a minimum wire gauge of 18 AWG (0.75mm2).

V.
PoE Media converters installed in Australia require power cords with a minimum wire gauge
of 16 AWG (1.0 mm2).

N,

The "Data-In" PoE injector and "PoE" ports are shielded RJ45 data sockets. They cannot be
used as Plain Old Telephone Service (POTS) telephone sockets. Only RJ45 data connectors may be
connected to these sockets.

The AC wall socket-outlet must be near the PoE Media converter and easily accessible. You can
remove AC power from the PoE Media converter by disconnecting the AC power cord from either
the wall socket-outlet or the PoE media converter appliance coupler.

The PoE Media Converter Data-In and Data & Power Out interfaces are qualified as SELV (Safety
Extra-Low Voltage) circuits according to IEC 60950-1. These interfaces can only be connected to
SELV interfaces on other equipment.

WARNINGS!

m  Read the installation instructions before connecting the PoE Media Converter to its power
source.

= Follow basic electricity safety measures whenever connecting the PoE Media Converter to its
power source.
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L] A A voltage mismatch can cause equipment damage and may pose a fire hazard. If the
voltage indicated on the label is different from the power outlet voltage, do not connect the
PoE Media converter to this power outlet.

RECYCLING AND DISPOSAL

:g Disposal instructions for old products. The WEEE (Waste Electrical and Electronic
Equipment) national environmental initiatives has been put in place to ensure that
products are recycled using best available treatment, recovery and recycling techniques to
ensure human health and high environmental protection. Your product is designed and

manufactured with high quality materials and components, which can be recycled and
reused. Do not dispose of your old product in your general household waste bin. Inform
yourself about the local separate collection system for electrical and electronic products

marked by this symbol:
Use one of the following disposal options:

1. Dispose of the complete product (including its cables, plugs and accessories) in the designated
WEEE collection facilities.

2. If you purchase a replacement product, hand your complete old product back to the retailer.
He should accept it as required by the national WEEE legislation.
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