DG0798
Demo Guide
PolarFire FPGA System Services

& Microsemi

a A%\ MicrocHIP company




& Microsemi

a A%\ MicrocHI® company

Microsemi Headquarters

One Enterprise, Aliso Viejo,

CA 92656 USA

Within the USA: +1 (800) 713-4113
Outside the USA: +1 (949) 380-6100
Sales: +1 (949) 380-6136

Fax: +1 (949) 215-4996

Email: sales.support@microsemi.com
Www.microsemi.com

©2021 Microsemi, a wholly owned
subsidiary of Microchip Technology Inc. All
rights reserved. Microsemi and the
Microsemi logo are registered trademarks of
Microsemi Corporation. All other trademarks
and service marks are the property of their
respective owners.

Microsemi makes no warranty, representation, or guarantee regarding the information contained herein or the suitability of
its products and services for any particular purpose, nor does Microsemi assume any liability whatsoever arising out of the
application or use of any product or circuit. The products sold hereunder and any other products sold by Microsemi have
been subject to limited testing and should not be used in conjunction with mission-critical equipment or applications. Any
performance specifications are believed to be reliable but are not verified, and Buyer must conduct and complete all
performance and other testing of the products, alone and together with, or installed in, any end-products. Buyer shall not
rely on any data and performance specifications or parameters provided by Microsemi. It is the Buyer’s responsibility to
independently determine suitability of any products and to test and verify the same. The information provided by Microsemi
hereunder is provided “as is, where is” and with all faults, and the entire risk associated with such information is entirely
with the Buyer. Microsemi does not grant, explicitly or implicitly, to any party any patent rights, licenses, or any other IP
rights, whether with regard to such information itself or anything described by such information. Information provided in this
document is proprietary to Microsemi, and Microsemi reserves the right to make any changes to the information in this
document or to any products and services at any time without notice.

About Microsemi

Microsemi, a wholly owned subsidiary of Microchip Technology Inc. (Nasdaq: MCHP), offers a comprehensive portfolio of
semiconductor and system solutions for aerospace & defense, communications, data center and industrial markets.
Products include high-performance and radiation-hardened analog mixed-signal integrated circuits, FPGAs, SoCs and
ASICs; power management products; timing and synchronization devices and precise time solutions, setting the world's
standard for time; voice processing devices; RF solutions; discrete components; enterprise storage and communication
solutions, security technologies and scalable anti-tamper products; Ethernet solutions; Power-over-Ethernet ICs and
midspans; as well as custom design capabilities and services. Learn more at www.microsemi.com.

50200798. 8.0 9/21


mailto:sales.support@microsemi.com
http://www.microsemi.com

& Microsemi

a A%\ MicrocHIP company

Contents
1 Revision History . ... ... 1
1.1 ReVISION 8.0 . ... 1
1.2 ReVISION 7.0 . ..o e e 1
1.3 ReVISION 6.0 . ..o e 1
14 ReVISION 5.0 . ..o e 1
15 ReVISION 4.0 . .. 1
1.6 ReVISION 3.0 . ..o e 1
1.7 ReVISION 2.0 . .. 1
1.8 ReVISION 1.0 . .o e e e 1
2 PolarFire FPGA System Services . ... ... .. 2
2.1 PF_SYSTEM_SERVICES Core OVEIVIEW . . . . ..ottt e e e e e et 2
2.2 Design Requirements . ... ... . e 4
2.3 PrereqUISItES . . ... e 5
2.4 DEemO DeSigN . . .o 5
241 Design Implementation . ... ... ... . 6
2.5 Clocking Structure . . ... ... . 11
3 Libero Design Flow ... ... . . 12
3.1 SYNtheSizZe . . .. 12
3.2 Place and RoUte . ... .. . 13
3.2.1 Resource Utilization . . . ... ... . 13
3.3 Verify TImMiNg ..o 13
34 Generate FPGA Array Data . . . ... ... 14
3.5 Configure Design Initialization Data and Memories .. ............. .. . . . i 14
3.6 Configure Programming OptioNs . . ... . i e 17
3.7 Generate Bitstream .. ... ... 17
3.8 RUN PROGRAM ACHON . ..ot e e e e e e e e e e 18
3.9 Export FlashPro EXpress Job . ... . . e 20
4 Setting up the Serial Terminal Program - PuTTY . ... ... ..... ... ... ...... 21
5 Runningthe Demo .. .. ... ... 23
6 Appendix 1: Programming the Device Using FlashPro Express ............... 29
7 Appendix 2: Device Certificate Information . .............................. 32
8 Appendix 3: Query Security . . ... ... 34
9 Appendix 4: Debug Information . .. ... ... .. . 35
10 Appendix 5: Digest Information .. .......... . ... ... ... 36
11 Appendix 6: Runningthe TCL Script . ......... .. ... . . . . .. 37
12 Appendix 7: References . ........ ... . 38

Microsemi Proprietary DG0798 Revision 8.0 iii



Figures

& Microsemi

a A%\ MicrocHIP company

Figure 1

Figure 2

Figure 3

Figure 4

Figure 5

Figure 6

Figure 7

Figure 8

Figure 9

Figure 10
Figure 11
Figure 12
Figure 13
Figure 14
Figure 15
Figure 16
Figure 17
Figure 18
Figure 19
Figure 20
Figure 21
Figure 22
Figure 23
Figure 24
Figure 25
Figure 26
Figure 27
Figure 28
Figure 29
Figure 30
Figure 31
Figure 32
Figure 33
Figure 34
Figure 35
Figure 36
Figure 37
Figure 38
Figure 39
Figure 40
Figure 41
Figure 42
Figure 43

Core System Services IP Interfacing with Fabric UserLogic .. .......... .. ... . ... ... ...... 3
Firmware Catalog . . ... ... 4
System Services Design Block Diagram . . .. .. ... 5
Top Level Libero Design . . .. ... 6
PF_CCC_0 Input Clock Configuration ... ... ... . . . .. e 7
PF_CCC_0 Output Clock Configuration . . .......... ...ttt 7
Mi-V RV32 Configuration . ....... .. ... . e e e 8
Mi-V RV32 ConfigurationT . ... ... ... e 9
CoreGPIO_0 Configuration . . . ... ..o e 10
MemOry Map . ..o 10
Clocking Structure . .. ... .. 11
Libero Design Flow Options . . ... ... 12
Design and Memory Initialization ... .. ... . . . . . . 14
Fabric RAMS Tab .. ... 15
Edit Fabric RAM Initialization Client . . ... .. ... .. . . 15
Apply Fabric RAM Content ... ... . 16
Add PlainText NonAuthenticated Client Option . ....... ... ... ... . . . . . . . 16
Edit PlainText NonAuthenticated Client . ...... ... .. ... .. . . . . . . i 17
Configure Programming Options . . ... .. i e e e 17
Board Setup—Evaluation Kit . . ... .. 19
Board Setup—Splash Kit . . ... .. . e 20
Findingthe COM Port . .. ... . . 21
Select Serial as the Connection Type . . .. ...t e e e 21
PUTTY Configuration . ... ... . ... 22
System Services OptioNs . . ... . 23
Device Serial NUMDEr . . .. ... e 23
Device User-Code . . .. ... . 23
Device Design Information ... ... .. . 24
Device Certificate . ... ... ... . e 25
DigeSt . 26
Security Locks Information . ... .. . 26
Debug Information . .. ... ... e 26
Digital Signature . . ... ... .. e 27
Secure NVIM SEerViCES . . . oottt e e e e 28
PUF Emulation ServiCe . .. ... ... i e e e 28
Generated NONCE . . ... .o 28
FlashPro Express Job Project . ... ... .. . 29
New Job Project from FlashPro Express Job . . ... . . 30
Programming the Device . ... ... ... ... 30
FlashPro Express—RUN PASSED . ... ... . . . e e i 31
Copy Device Certificate . ......... .. 32
Certificate Decoding Using Java Script .. ... ... 33
Decoded Certificate ... ...... .. . e 33

Microsemi Proprietary DG0798 Revision 8.0 iv



Tables

& Microsemi

a A%\ MicrocHIP company

Table 1
Table 2
Table 3
Table 4
Table 5
Table 6
Table 7
Table 8
Table 9
Table 10
Table 11
Table 12

System Services inthe Demo . . ... ... .. e 2
System Services DescCriptor . . .. ... 3
Design ReqUIremMents . ... ... . 4
O SIgNals . . 6
Resource Utilization—Evaluation Kit .. ... . ... . . 13
Resource Utilization—Splash Kit . ........ ... . . . . . 13
Jumper Settings for PolarFire Device Programming—EvaluationKit . . ..................... 18
Jumper Settings for PolarFire Device Programming—Splash Kit . ... ......... ... ... ... ... 18
Device Certificate Fields (1024 bytes) . ... ... e 32
Security LOoCks Fields . ... ... 34
Debug Info Fields . ... ... .. e 35
Digest Information Bit Fields . . .. ... ... . e 36

Microsemi Proprietary DG0798 Revision 8.0 v



Revision History © Microsemi

a A%\ MicrocHIP company

1 Revision History

The revision history describes the changes that were implemented in the document. The changes are
listed by revision, starting with the current publication.

1.1 Revision 8.0

The following is a summary of the changes made in this revision.

*  Replaced text CoreSysServices_PF with PF_SYSTEM_SERVICES.
* Updated Figure 1, page 3, Figure 3, page 5, and Figure 11, page 11.
* Replaced Figure 4, page 6, Figure 10, page 10, and Figure 25, page 23 through Figure 36, page 28.

1.2 Revision 7.0

Added Appendix 6: Running the TCL Script, page 37.

1.3 Revision 6.0

The following is a summary of the changes made in this revision.

*  Updated the document for Libero SoC v12.2.
* Removed the references to Libero version numbers.

14 Revision 5.0

Updated the document for Libero SoC v12.0.

1.5 Revision 4.0

The following is a summary of the changes made in this revision.

*  Updated for Libero® SoC PolarFire v2.3.
*  Merged SPLASH kit related content.

1.6 Revision 3.0

Updated the document for Libero SoC PolarFire v2.2.

1.7 Revision 2.0

Updated the document for Libero SoC PolarFire v2.1.

1.8 Revision 1.0

The first publication of this document.
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PolarFire FPGA System Services

2.1

System services are System Controller actions initiated from the FPGA design using the
PF_SYSTEM_SERVICES core. The System Controller hard block in PolarFire® FPGAs provide various
system services. The PF_SYSTEM_SERVICES core issues service requests to the System Controller
and fetches the relevant data.

This document describes how to run the system services listed in the following table using the demo
design.

Table 1« System Services in the Demo

Service Category Services

Device and Data Services Read Device Serial Number
Read Device User-code
Read Device Design-info

Design and Data Security Services Read Device Certificate
Read Digest
Query security
Read Debug Information
Digital signature
Secure NVM services
PUF Emulation
Nonce service

The demo design includes the Mi-V soft processor, which initiates the system service requests and
enables the PF_SYSTEM_SERVICES core to access the System Controller. For more information about
the system services design implementation, and the necessary blocks and IP cores instantiated in Libero
SoC, see, Demo Design, page 5.

The demo design can be programmed using any of the following options:

» Using the pre-generated. job file: To program the device using the. j ob file provided along with
the demo design, see Appendix 1: Programming the Device Using FlashPro Express, page 29.
» Using Libero SoC: To program the device using Libero SoC, see Libero Design Flow, page 12.

The demo design can be used as a reference to build a fabric design with the system services feature.

PF_SYSTEM_SERVICES Core Overview

System controller actions are initiated by the fabric logic through the System Service Interface (SSI) of
the System Controller. The fabric logic requires the PF_SYSTEM_SERVICES core for initiating the
system services. A service request interrupt to the system controller is triggered when the fabric user
logic writes a 16-bit system service descriptor to the SSI. The lower seven bits of the descriptor specify
the service to be performed. The upper nine bits specify the address offset (0-511) in the 2 KB mailbox
RAM. The mailbox address specifies the service-specific data structure used for any additional inputs or
outputs for the service. The fabric logic must write additional parameters to the mailbox before requesting
a system service.

Microsemi Proprietary DG0798 Revision 8.0 2
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Figure 1+

The following table lists the system service descriptor bits.

Table 2 » System Services Descriptor
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Descriptor Bit Value
15:7 MBOXADDR
6:0 SERVICEID

SSI consists of an asynchronous command-response interface that transfers a system service command
from the fabric master to the system controller and the status from the system controller to the fabric
master. The following figure shows how the PF_SYSTEM_SERVICES Interfaces with the fabric logic.

Core System Services IP Interfacing with Fabric User Logic

PolarFire FPGA

System Controller

Mailbox
Interface

SSI

PF_SYSTEM_SERVICES

APB Slave

APB Interface

APB Master

User Logic (Fabric Master)

Fabric

The system services driver and the sample SoftConsole project are generated from Firmware Catalog as

shown Figure 2, page 4.

In this demo, the sample SoftConsole project is migrated to SoftConsole and the application file main.c

is modified to provide the user options.

Microsemi Proprietary DG0798 Revision 8.0
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Figure 2+ Firmware Catalog
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¥ Firmware Catalog

File View Tools Help

View (52/160):

Al @ Vaut @] Web repositories

¥ display only the latest version of a core

Search by all fields (52/52):

N

CoreSPI Driver
CoreSysServices_PF Driver -
CoreTSE Driver 1] Generate...
CoreTimer Driver
CorelUARTapb Driver
CoreWatchdog Driver B )
Hardware Abstraction Layer (Ha| @ Show detail.
PolarFire PCle Driver Open documentation

& Remove from vault

Name ‘ Version
Core10100_AHBAPB Driver 4.0.102
Core16550 Driver 2.3.100
CoreAl Driver 3.0.101
CoreAhbMNvm Driver 21102
CoreDDRTip_PF Driver 1.0.100
CoreGPIO Driver 3.2101
Corel2C Driver 3.2.101
Corelnterrupt Driver 21102
Corel PC Driver 2.1.101
CoreMACFilter Driver 2.1.100
CoreMMC Driver 2.0.100
CorePWM Driver 23101
CoreSDLC Driver 2.1.100

3.2.101

3

2.3.100
2.3.101
32101
22100
23.102
1.0.100 ()

(St i ‘
Generate ample project_* i
PolarFire User Crypto Driver Sl B RISCV * | SoftConsolevs1 * [ polarfire System Services

Documentation:
CoreSysServices PF Driver UG.ndf
CoreSysServices PF Driver RN.pdf

Supports all the services supported by CoreSysServices_PF Soft IP
Device and design information services
Design services

i New cores are avalable for download ~ Download them now!

Description: Bare metal software driver for CoreSysServices_PF Soft IR,

=]
[£%] Generate

Design Requirements

The following table lists the resources required to run the demo.

Table 3 » Design Requirements

Requirement

Version

Operating System

Windows 7, 8.1, or 10

Hardware

PolarFire Evaluation Kit (MPF300T-IFCG1152E)
or

Rev D or later

PolarFire Splash Kit (MPF300T-1FCG484E)

Rev 2 or later

Software

FlashPro Express

Libero SoC Design Suite

SoftConsole

Note: Refer to the readme. txt file
provided in the design files for the
software versions used with this
reference design.

Serial Terminal Emulation Program

PuTTY or HyperTerminal
www.putty.org

Note: Any serial terminal emulation program can be used. PuTTY is used in this demo.

Note: Libero SmartDesign and configuration screen shots shown in this guide are for illustration purpose only.
Open the Libero design to see the latest updates.
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2.3 Prerequisites

Before you begin:

1.

Download and install Libero SoC (as indicated in the website for this design) on the host PC from the
following location.
https://www.microsemi.com/product-directory/design-resources/1750-libero-soc#tdownloads

For demo design files download link:

+  For Evaluation Kit
http://soc.microsemi.com/download/rsc/?f=mpf_dg0798_eval_df

*  For Splash Kit
http://soc.microsemi.com/download/rsc/?f=mpf_dg0798_splash_df

The latest versions of ModelSim and Synplify Pro are included in the Libero SoC

installation package.

24 Demo Design

The following steps describe the data flow in the demo design:

1.
2.

3.

4.

The host PC sends the system service requests to CoreUARTapb block through the UART Interface.
The Mi-V soft processor initializes the system controller using the PF_SYSTEM_SERVICES and
sends the requested system service command to the system controller.

The system controller executes the system service command and sends the relevant response to
the PF_SYSTEM_SERVICES over the mailbox interface.

The Mi-V processor receives the service response and forwards the data to the UART interface.

The following figure shows the block diagram of the system services design.

Figure 3+ System Services Design Block Diagram

System Controller
A A
Mailbox Interface . SSI
v
PF_SYSTEM_SERVICES

A

On Board LEDs |« Core GPIO APB Slave

4 Y

APB Slave o
MI-V Soft
> Processor COREJTAGDEBUG

APB Slave

A

Host PC < Core UART
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241 Design Implementation
The following figure shows the top-level Libero design of the PolarFire system services design.

Figure 4+ Top Level Libero Design

vz D
- (3=

(=2
PF_INIT_MONITOR 0_0

Core_SPLO

10

CCC_0_0 = g
. 0. =t

Core_SPI

CoreReset_PF_0_0

PF_INIT_MONITOR_0

PF_SYSTEM_SERVICES C0_0

e rommu |
FlaRIC_ e,

\
CoreResel_PF_U | COREITAGDEBUG_0_0

MIV_RV32_CO_0 CoreAPB3_0_0 | PF_SYSTEM_SERVICES_CO

CoreGPI0_OUT
coreUARTapb_0_0

CoreAPE3_0

i3 ag &
H]

COREITAGDEBUG_0

MIV_RV32_CO

2

corellARTapb_0

The following table lists the important 1/0 signals of the design.

Table 4 « 1/0 Signals

Signal Description
REF_CLK_O Input 50 MHz clock from the onboard 50 MHz oscillator

resetn Onboard reset push-button for the PolarFire device
RX Input signals received from the serial UART terminal
TX Output signals transmitted to the serial UART terminal

GPIO_OUT[3:0] Onboard LED outputs

Microsemi Proprietary DG0798 Revision 8.0 6
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Figure 5 «

Figure

.1 PF_CCC_0 Configuration

The PolarFire Clock Conditioning Circuitry (CCC) block takes an input clock of 50 MHz from the onboard
oscillator and generates a 100 MHz fabric clock to the Mi-V processor subsystem and other peripherals.
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The following figures show the input and output clock configurations.

PF_CCC_0 Input Clock Configuration

B Configurator

Clock Conditioning Circuitry (CCC)

Microsemi:SgCore:PF_CCC:1.0.115

>

Configuration |PLLSingle -
Clock Cptions PLL | Output Clacks |
Input Frequency

Input Freguency [50 MHz [~ Barkup Clack
Bandwidth  [High 7

i
i

[ Enable Delay Line

© Feedback Clock Delay Delay Steps: [1 EI:
£ Backup Clock Delay

Power | Jitter
& Minimize Jitter
© Minimize VCO*
 Minimize Power

PF_CCC_0

{REF_CLK_U

OUTO_FABCLK_0|
PLL_LOCK_O

Feedback Mode

Post-VCO <

i

[ Tnteger Made

[ $5CG Madulation

[~ Enable Dynamic Reconfiguration Interface (DRI)
[ Export PowerDown Part

4

Help =

PF_CCC

7|
o\ symbol /

The following figure shows the PF_CCC_0 output clock configuration. The Mi-V processor supports up to
120 MHz. This design uses a 100 MHz system clock for configuring the APB peripherals.

6

PF_CCC_0 Output Clock Configuration

Configurator

Clock Conditioning Circuitry (CCC)

Microsemi:SgCore:PF_CCC:1.0.115

Configuration 1PLL—5ingIe *

Clock Options PLL  Output Clocks |

For best results, put the highest freguency first,

[~ Enabled

Requested Frequency ﬁﬁo

MHz ~ Actual Lower 100 MHz “ Actual Higher 100 MHz
Requested Phase 0 Degrees ©  Actual Lower ) Degrees ®  Actual Higher 0 Degrees
[~ Dynamic Phase Shifting | Expose Enable Port [~ Enable Bypass REF_PREDIV
| F~ Fabric Clock | [ Fabric Clock (Gated) [ HSI/O Clock [ Dedicated Clock
4| | i

PF_CCC 0

{REF_ELK_CI

OUTO_FABCLE|
PLL_LOCK, |

PEACCE

Cancel
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241.2 Mi-V Soft Processor Configuration

The Mi-V soft processor default Reset Vector Address is 0x8000_0000. After the device reset, the
processor executes the application from TCM, which is mapped to 0x80000000, hence the Reset Vector
Address is set to 0x80000000 as shown in Figure 7, page 8.

TCM is the main memory of the Mi-V processor. It gets initialized with the user application from uyPROM.

In the Mi-V processor memory map, the 0x8000_0000 to 0x8000_FFFF range is defined for TCM
memory interface and the 0x6000_0000 to 0x6FFF_FFFF range is defined for APB3 /O interface.

Figure 7+ Mi-V RV32 Configuration
Mi-V RV32 Configurator

Microsemi:MiV:MIV_RV32:3.0.100

8

OCDnﬁguraﬁon l Memory Map l

Extension Options
RISC-V Extensions: |I > o Multipler: |Fabric
- Interface Options

AHB Master: |None ¥ AHE Mirrored I/F: [~ )
APE Master: ||APB3 ¥ apB Mirrored 1/F: [ )
AXIMaster: |None ¥ axtmirored 1F: [~ )

Reset Vector Address
Upper 16hits (Hex): |0x8000 Lower 16hits (Hex): |0x0 (1)

BootROM Options

BootRoM: [ @ Reconfigure BootRom: [~ €

Tightly Coupled Memaory (TCM) Options
v € Tcm APE Slave (Tas): [ €D

Interrupt Options
External System IRQs: |0 ¥ o
Vectored Interrupts: [ (3]
System Timer Options
Internal MTIME: [ o MTIME Prescaler: [100 o
InternalMTIME RQ: [ D

- Other Options

Debug: W o Register Forwarding: [ o 2

rrre [ B eon Deictars r & 5

Help ¥ OK | Cancel

*  Memory depth: This field is set to 16384 words to accommodate an application of up to 64 KB into
TCM. The present application is less than 50 KB so this can fit into either sNVM or yPROM. In this
demo, yPROM is selected as a data storage client as shown in the following figure.

Microsemi Proprietary DG0798 Revision 8.0 8
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Figure 8 « Mi-V RV32 Configuration1
Mi-V RV32 Configurator
Microsemi:MiV:MIV_RV32:3.0.100

o Configuration Memory Map l o]

AHE Master Address

Start Address: Upper 16bits (Hex): |0x2000 Lower 18bits (Hex): [0x0
End Address: Upper 16bits (Hex): |0xafff Lower 16bits (Hex): |0uxffff

Start Address: Upper 16bits (Hex): W Lower 16bits (Hex): |0x0
End Address: Upper 16bits (Hex): ’W Lower 16bits (Hex): |0xffff

AXI Master Address

Start Address: Upper 16bits (Hex): |0xs000 Lower 16bits (Hex): [0x0
End Address: Upper 16bits (Hex): |0xafff Lower 16bits (Hex): |0uxffff
=]
Start Address: Upper 16bits (Hex): W Lower 16bits (Hex): |0x0
End Address: Upper 16bits (Hex): W Lower 16bits (Hex): |0xffff

TCM APE Slave Address

Start Address: Upper 16bits (Hex): |0x4000 Lower 16bits (Hex): [0x0

End Address: Upper 16bits (Hex): |0x4000 Lower 16bits (Hex): |0x3fff

BootROM Address

Source Start Address: Upper 16bits (Hex): |0x8000 Lower 16bits (Hex): [0x0
Source End Address: Upper 16bits (Hex): |0x8000 Lower 16bits (Hex): |0x3fff

Destination Address: Upper 16bits (Hex): |0x4000 Lower 16bits (Hex): [0x0 J
Help ¥ OK | Cancel |
241.3 CoreGPIO_0 Configuration

The CoreGPIO IP controls the on-board LEDs using GPIOs. It is connected to Mi-V soft processor as an
APB slave.

The configuration settings of the COREGPIO_0 IP are as follows:
In the Global Configurations pane:

+ APB Data width is set to 32
The design uses a 32-bit data width for APB read and write data.
*  Number of I/Os is set to 4
The design controls 2 onboard LEDs for output and 2 DIP Switches for input.
+ /0 Bit: The following list shows the sub-options under I/O Bit option.
*  Output on reset: Setto 0
+ Fixed Config: Yes
« /0 type: As shown in the following figure, the first two 1/Os are configured as an output and the
last two 1/Os are configured as an input.
Note: The first two 1/0Os configured as output are used by the design and the last two I/Os are not used.
The 1/Os are interfaced with on-board LEDs to control the LED states.

* Interrupt Type: Disabled
When 1/O states change, no interrupt is required for the application as these are used for only
LEDs.

Microsemi Proprietary DG0798 Revision 8.0 9
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The following figure shows the CoreGPIO_0 configuration.

CoreGPIO_0 Configuration

CoreGPIO Configurator
Microsemi:DirectCore:CoreGPI0:3.2.102
Configuration ot
Global Configuration L
APB Data Width: 32 v]  Numberofljos:
Single-bit interrupt port: |Disabled Qutput enable:
1/ bit 0
Qutput on Reset: Fixed Config: I/ Type: Interrupt Type: |Disabled -
1O bit 1
Qutput on Reset: Fixed Config: IO Type: |Quiput « Interrupt Type: |Disabled -
10 bit 2
Output on Reset: |0 Fixed Config: I1/0 Type: Interrupt Type:
1/Obit 3
Output on Reset: |0 Fixed Config: I1/0 Type: Interrupt Type:

Design Memory Map

The Mi-V processor bus interface memory map is shown in the following figure.

Memory Map

o)

@g [# [ showslaves [

Master/Bus/Bridge/Peripheral Offset Address 1 Range | High Address | DRC
= MIV_RV32_C0_0:APB_MSTR
= CoreAPB3_0_0:APB3mmaster

corelARTapb_0_0:APE_bif (x6000_0000 4KB  (OxBO00_OFFF
CoreGPIO_OUT_0:APB_bif 0x6000_1000 4KB  OxBOD0D_1FFF
PF_SYSTEM_SERVICES_CO_(:APBSlave (x6000_2000 4KB Ox6000_2FFF
- Core_5PI_0:APB_bif (x6000_3000 4KB Ox6000_3FFF

CoreAPB3 Configuration

The CoreAPB3 IP connects the peripherals, PF_SYSTEM_SERVICES, CoreSPI, CoreGPIO and
CoreUARTapb as slaves.The configuration settings of COREAPB3 are as follows:

e APB Master Data bus width: 32-bit
The design uses a 32-bit data width for APB read and write data.

*  Number of address bits driven by the master: 16
The Mi-V processor accesses the slaves using the 16-bit. The final addresses for these slaves are
translated into 0x6000_0000, 0x6000_1000, 0x6000_2000, and 0x6000_3000.

. Enabled APB slave slots: Slot 0 for CoreUARTapb, Slot 1 for CoreGPIO, Slot 2 for
PF_SYSTEM_SERVICES, and Slot 3 for CoreSPI.

Microsemi Proprietary DG0798 Revision 8.0 10
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2.5 Clocking Structure

The following figure shows the clocking structure of the demo design. The Mi-V processor supports clock
up to 120 MHz. This design uses a 100 MHz system clock.

Figure 11 « Clocking Structure

Clock Domain

Onboard 50 MHz Oscillator

|
|
|
|
|
|
|
|
|
50 MHz |
|
|
|
|
|
|
|
|
|

PF_CCC_0
,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,, ]

100 MHz | 2

5

‘C)

p

@

e}

=

‘X

< o

Mi-V softprocessor
CLK

PCLK PCLK
CoreuARTapd
CLK
PF_SYSTEM_SERVICES
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3 Libero Design Flow

The Libero design flow involves running the following processes in the Libero SoC PolarFire:

Synthesize, page 12

Place and Route, page 13

Verify Timing, page 13

Generate FPGA Array Data, page 14

Configure Design Initialization Data and Memories, page 14
Configure Programming Options, page 17

Generate Bitstream, page 17

Run PROGRAM Action, page 18

Export FlashPro Express Job, page 20

Note: To initialize the TCM in PolarFire using the system controller, a local parameter |_cfg_hard_tcm0_en, in
themiv_rv32 opsrv_cfg pkg.v file should be changed to 1°’b1 prior to synthesis. See the 2.7 TCM
section in the MIV_RV32 Handbook.

The following figure shows these options in the Design Flow tab.

Figure 12 » Libero Design Flow Options

Top Module(root): PROC_SUBSYSTEM (= r:j @

| Tool &

= » Create Design
B3 Create SmartDesign
E Create HDL
27 Create SmartDesign Testbench
E Create HDL Testbench
= b Verify Pre-Synthesized Design
B simulate
Constraints
» Manage Constraints
Implement Design
T Open Netlist Viewer
v = Synthesize
= B Verify Post-Synthesized Design
=] Generate Simulation File

<

B simulate
v % Place and Route
= B Verify Post Layout Implementation
v &, Verify Timing

&, Open SmartTime
B Verify Power
£% Open SSN Analyzer
= » Configure Hardware
P Programming Connectivity and Interface
& Configure Programmer
& Select Programmer
= Program Design
v +71 Generate FPGA Array Data

+_] Configure Design Initialization Data and Memories
v +1 Generate Design Initialization Data

£ Configure I/O States During JTAG Programming
+ Configure Programming Options
@ Configure Security
@ Configure Permanent Locks (OTP)
% Generate Bitstream
% Run PROGRAM Action
= » Program 5P| Flash Image
D Generate 5P| Flash Image
© Run PROGRAM_SPI_IMAGE Action
= » Debug Design
+"1 Generate SmartDebug FPGA Array Data
© SmartDebug Design
&4 1dentify Debug Design
Handoff Design for Production
) Export Bitstream
#) Export FlashPro Express Job
) Export SPI Flash Image
+“] Export Pin Report
*_] Export BSDL
+71 Exoort IBIS Madel =

%

L%

3.1 Synthesize

To synthesize the design, perform the following steps:

1.

On the Design Flow window, double-click Synthesize.
When the synthesis is successful, a green tick mark appears as shown in Figure 12, page 12.

Right-click Synthesize and select View Report to view the synthesis report and log files in the
Reports tab.
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The PROC_SUBSYSTEM.srr and PROC_SUBSYSTEM compile netlist.log files are
recommended to be viewed for debugging synthesis and compile errors.

Place and Route

The Place and Route process requires the 1/O, timing, and floor planner constraints. The demo design
includes following constraint files in the Constraint Manager window:

* The io.pdc and the user.pdc file for the I/O assignments
*+ The PROC_SUBSYSTEM_derived_constaints.sdc file for timing constraints

To Place and Route, on the Design Flow window, double-click Place and Route.
When place and route is successful, a green tick mark appears next to Place and Route.

The file, PROC_SUBSYSTEM place and route constraint coverage.xml is recommended to
be viewed for place and route constraint coverage.

Resource Utilization

The resource utilization report is written to the PROC_SUBSYSTEM layout log.log filein the
Reports tab -> PROC_SUBSYSTEM reports -> Place and Route. It lists the resource
utilization of the design after place and route. These values may vary slightly for different Libero runs,
settings, and seed values. The following table lists the resource utilization of the evaluation kit.

Table 5 « Resource Utilization—Evaluation Kit

Type Used Total Percentage
4LUT 14207 299544 474
DFF 8066 299544  2.69
I/O Register 0 1536 0.00

Logic Element 15187 299544  5.07

The following table lists the resource utilization splash kit.

Table 6 « Resource Utilization—Splash Kit

Type Used Total Percentage
4LUT 14597 299544 4.87
DFF 8069 299544 2.69
I/O Register 0 732 0.00

Logic Element 15556 299544 5.19

Verify Timing

To verify timing, perform the following steps:

1. On the Design Flow window, double-click Verify Timing.
When the design successfully meets the timing requirements, a green tick mark appears as shown
in Figure 12, page 12.

2. Right-click Verify Timing and select View Report, to view the verify timing report and log files in the
Reports tab.
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3.4 Generate FPGA Array Data

To generate the FPGA array data, perform the following steps:

1. On the Design Flow window, double-click Generate FPGA Array Data.
2. Agreen tick mark is displayed after the successful generation of the FPGA array data as shown in
Figure 12, page 12.

3.5 Configure Design Initialization Data and Memories

The Configure Design Initialization Data and Memories step generates the TCM initialization client
and adds it to sSNVM, yPROM, or an external SPI flash, based on the type of non-volatile memory
selected. In the demo, the TCM initialization client is stored in the yPROM.

This process requires the user application executable file (hex file) to initialize the TCM blocks on device
power-up. The hex file (application.hex)is available in the

DesignFiles Directory\Libero Project folder. When the hex file is imported, a memory
initialization client is generated for TCM blocks.

Follow these steps:
1. On the Design Flow window, double-click Configure Design Initialization Data and Memories.
The Design and Memory Initialization window opens as shown in the following figure.
Figure 13 » Design and Memory Initialization

Project File Edit View Design Tools Help

NE oo

Design Flow & & Reports @ | Stertpoge & x | [ PROC_SUBSYSTEM & X Design and Memory Tnitialzation & X
Top Module(root): PROC_SUBSYSTEM g0 @& | Desian Initialization \luPRDM} sNvM | SPIFlash | Fabric RAMS
‘Tﬁml l;| wply | piscord | wep |
v %2 Place and Route Tn design initialization, user design blocks such as LSRAM, uSRAM, transceivers, and PCle can be initialized as an option using data stored in the noi
=- b Verify Post Layout Implementation The initialization data can be stored in uPROM, sNYM, or an external SFI Flash.
v &, Verify Timing

Follow the below steps to program the initialization data:

@, Open SmartTime 1. Set up your fabric RAMs initialization data, if any, using the 'Fabric RAMS' tab

Ex Verify Power 2. Define the storage location of the initialization data
&% Open SSN Analyzer 3. Generate the initialization clients
5 b Configure Hardware 4. Generate ;r edxpurt the bitstream
bl Programming Connectivity and Interface SR DI
& Configure Programmer Design initialization specification
& Select Programmer First stage (SNVM)
7 » Program Design In the first stage, the initializati d rts FABRIC_POR_N
v () Generate FPGA Array Data e 'ge. the inibialization sequence de-assel -
I (] Configure De§|gn Ivltializatimn Data and Memories I Second stage (shVM)
"4 +[ Generate Design Initialization Data
& Configure /O States During JTAG Programming In the second stage, the initialization sequence initializes the PCle and XCVR blocks present in the design.
« Configure Programming Options Start address for second stage initialization client: 0x [00000000
Configure Security
Configure Permanent Locks (OTP) Third stage (sNVM/uPROM/SPL-Flash)
.; p
v & Generate Bitstream = In the third stage, the initialization sequence initializes the Fabric RAMS present in the design.
"4 & Run PROGRAM Action M : b .
To save the instructions in lash, please use 'Fabric RAMs' tab to make your selection for each RAM client.
=- » Program SPI Flash Image
& Generate SPI Flash Image [ Start address for sNvM dlients:  0x | 00000000
‘G Run PROGRAM_SPI_IMAGE Action | [7 _ Start address for uPROM clients: _0x [00000000 I
= b Debug Design R
- Start address for SPF-Flash clients: 0x 00000402
+(] Generate SmartDebug FPGA Armray Data ﬂ O Sttt SR
SPFFlash Binding:  [SPFlash - No-binding Plaintext ~|  SPIClock divider value: [1
Design Flow | Design Hierarchy | Stimulus Hierarchy | Catalog | Files | «

2. Select the Fabric RAMs tab, select the tcm_ram client from the list, and click Edit as shown in the
following figure.
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Figure 14 » Fabric RAMs Tab

Design and Memory Initislization & X | Timing Report Explarer & X | Reports & X Constraint Manager & X | StartPage & X | Hop- 8 x

Desiqn Intalzation | uPROM | s | SPrFlesh  Febric Rams |

Apply. Discard Help

Usage -
Pl Load desion configuration | Edit. Tnitislize all clients from: [User Selection =
Available M te 2437120
e T Fiter out Inferred RAMs
Used Memory(Bytes): 81920
Free M tes) s 2355200 PORTA PORTE.
e R Logical Instance Name Depth - Wickh | Depth * width | Memony Content | Storage ype | Memory Source
1| Core_SPI_0/Core_SPI_0/USPI/URXF/fifo_mem_q[8] 329 329 Initialized sNVM Synthesis
2| Core_SP1_0/Core_SPI_0/USPI/UTXF/fifo_mem_q[8] 329 329 Initialized SNVM Synthesis
3| MIV_RV32_CO_0/MIV_RV32_C0_0/u_opsrv_0/gen_tem0.u_opsny_TCM_0/tcm_ram_macro.u_ram 0 65536132 65536x32 application.hex | UPROM Configurator
4{MIV_RV32_C0_0/MIV_RV32 C0_0/u_opsrv_0/u_core_0/u_expipe_0/gen_gpr_ram.u_gpr_0/gen_gpr.u_gpr_amay 0/mem(31:0] |32x32 3232 No content SNVM Synthesis
. s 5| MIV_RV32_CO_0/MIV_RV32_C0_0/u_opsrv_0/u_core 0/u_expipe_0/gen_gpr_ram.u_gpr_0/gen_gpr.u_gpr_amray_0/mem_1[31:0] | 3232 32032 No content SNVM Synthesis
| ] Free space
~USRAM Memory
Available Memory (Bytes): 266112
Used Memory(Bytes): 768
Free Memory (Bytes) : 265344
| Used space
| ] Free space

3. Inthe Edit Fabric RAM Initialization Client dialog box, select the Content from file option, and
locate the application.hex file from DesignFiles directory\Libero Project folder
and Click OK as shown in the following figure.

Figure 15 « Edit Fabric RAM Initialization Client

Client name: lﬂI'-a'_R'\-'32_CIII_III_r'u_opsrv_lIl,-"gen_tcmD.u_0p5|'v_TCI'\'1_D_."tcm_|'am_macr0.u_|'am_D

Physical Mame: lJ_-"tcm_ram_macro.u_ram_l],r'mi'v'_r'v'32_ram_sing|ep0rt_lp_R 16C0/INST_RAMIK20_IP
— RAM Initislization Options

" Initialized Content from Synthesis
€ Content Initialized from configurator{using content editor option)

& Content from file:  |application.hex |

Imported Memory file location : application.hex

" Content filed with 0s

" No content (dient is a placeholder and will not be programmed)

Optimize for: ¢ High Speed € Low power

Storage Type |uPROM ¥

Help | oK I Close
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4. Click Apply as shown in the following figure.
Figure 16 « Apply Fabric RAM Content

Design and Memary Initialization™ & X I Timing Report Explorer & X i Reports & X I Constraint Manager & X | StartPage & X | B top= & x

Desin nitalzation | UPROM | stM | SP1Flash  Fabric Rams® |

apply | oserd | nep |
- Usage statisti Clients
B R Load design configuration | Edit... | Initisize all dients from: [User Selection -
Available Memory(Bytes): 2437120 e —
Used Memary(Bytes): 81920
R T EEED Logical Instance Name De;ﬁfxmh o P:ff'wnm‘ Memory Content | Storage Type | Memory Source
1 | Core_SPI_0/Core_SPI_0/USPI/URKF fifa_mem_q[8] 3269 320 Initialized SNVM Synthesis
2| Core_SPI_0/Core_SPI_O/USPI/UTXF/fifo_mem 3249 329 Initialized SNVM Synthesis
|-3. m_ram_macro.u_ram 0 uPROM Configurator
4| MIV_RV32_CO_D/MIV_RV32_CD_0/u_opsrv_0/u_core_D/u_expipe_0/gen_gpr_ram.u_gpr_0/gen_gpr.u_gpr_array_0/mem[31:0] |32¢32 332 No content sNVM Synthesis
- e 5| MIV_RV32_CO_0/MIV_RV32_C0_0/u_opsrv_0/u_core_0/u_expipe_0/gen_gpr_ram.u_gpr_0/gen_gpr.u_gpr_array_0/mem_1(31:0] | 32x32 3232 No content sNVM Synthesis
| ] Free space
USRAMMemory
Available Memory(Bytes): 266112
Used Memary(Bytes): 758
Free Memory (Bytes) : 265344
| | Used space
| ] Free space

5. Select sNVM tab -> Select Add from the list -> click Add PlainText NonAuthenticated Client as
shown in the following figure:

Figure 17 + Add PlainText NonAuthenticated Client Option

Project File Edit View Design Tools Help

D22 0@|

Jesign Flow g x

Reports & X | StartPage & X | E PROC_SUBSYSTEM & X Design and Memory Initialization & X

Desian Initialization | UFROM SPI Flash | Fabric RAMs
Apply I Discard | Help |

Top Module(root): PROC_SUBSYSTEM

|chnl
E- b Constraints

- Usage statistic: r Client:

|3 Manage Constraints
¥ & P Implement Design atchiina ot l(inpacges gt Add... | Edi ... Delete Load design configuration

1 Open Netlist Viewer Used memory (in pages): 133 : :
v ‘S Synthesize Free memory (in pages): 88 e | Number of bytes

E- b Verify Post-Synthesized Design Add PlainText Authenticated Client 504
+[] Generate Simulation File Add CipherText Authenticated Client
i 32768
= : 5'"‘“'?: - Add USK Client
ace and Route

= b Verify Post Layout Implementation
v &, Verify Timing

& Open SmartTime

[t Verify Power

% Open SSN Analyzer

- b Configure Hardware

I Programming Connectivity and Interface
& Configure Programmer

& Select Programmer

- b Program Design

v +(] Generate FPGA Array Data
+(] Configure Design Initialization Data and Memories
v +(] Generate Design Initialization Data

i Configure I/ States During JTAG Programming

= Configure Programming Options

Configure Security

B Configure Permanent Locks (OTP) | AILI
»

4

Design Flow | Design Hierarchy | Stimulus Hierarchy | Catalog | Files | 4|

6. In the preceding step select a client and click Edit.
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7. Inthe Edit PlainText NonAuthenticated client dialog box, select Content filled with 0’s option
and provide the Number of bytes. Click OK as shown in the following figure.

Figure 18 » Edit PlainText NonAuthenticated Client

® | Edit PlainText NonAuthenticated client ? X
Client name: |Sr|'-."l‘~1_-:lear
sNVM
" Content from file: |
Format: |Pcliw:rcsemi-Binan' 8/16/32 bit J

I *  Content filled with 0s I

" No content (client is a placeholder and will not be programmed)
Start page (decimal): 0 El: 00
Number of bytes (decimal): 131 pages

[ Use content for simulation

[ Use as ROM

Help oK | Cancel

8. Inthe Design Initialization tab, click Apply.
9. On the Design Flow window, click Generate Initialization Data to generate design initialization
data.

After successful generation of the Initialization data, a green tick mark appears next to Generate
Initialization Data option as shown in the Figure 12, page 12.

3.6 Configure Programming Options

The Design version and user code (Silicon signature) are configured in this step. Double click Configure
Programming Options to give values as shown in the following figure.

Figure 19 « Configure Programming Options

=k —Program DEsdign [| H H H
o) Generate FRGA Arrzy Data B | Configure Programming Options X
[ Configure Design Initialization Data and Memcries
v + Generate Design Initizfization Daa

= :PROC_SUSSYSTEM
B Configure /0 States During JTAG Programming =ign eme:

T D E T T @) o=sion verson (rumber betwemn Dand E5S3E |1
R ‘Lonngure secur
v % Generate Bitsraam .
Back Lavel version (rumber betwe=n 0 and 55535 [0
© Run PROGRAM Action o s : :
=} ¥ FProgram 5P1 Flash Image . . . ; . SSABCOEF
% Generate SPI Flash lmage Sificon signaturs (max length iz 8 HEX chars): O | 33450

© Run PROGRAM_SP_IMAGE Acticn
=] ¥ Debug Design

+C) Generate SmartDebug FPGA Array Data Help oK Cancsl
€ SmartDebug Design

B tdmsifis Mabuin Prion T ™ =

3.7 Generate Bitstream

To generate the bitstream, perform the following steps:

1. On the Design Flow window, double-click Generate Bitstream. When the bitstream is successfully
generated, a green tick mark appears as shown in Figure 12, page 12

2. Right-click Generate Bitstream and select View Report to view the corresponding log file in the
Reports tab.

Microsemi Proprietary DG0798 Revision 8.0 17



Libero Design Flow @ Microsemi

a A%\ MicrocHIP company

3.8 Run PROGRAM Action

After generating the bitstream, the PolarFire device must be programmed with the system services
design.

To program the PolarFire device, perform the following steps:

1. Ensure that the following jumper settings are set on the evaluation board.

Table 7 « Jumper Settings for PolarFire Device Programming—Evaluation Kit

Jumper Description
J18, J19, J20, J21, and J22 Close pin 2 and 3 for programming the PolarFire FPGA through FTDI

J28 Close pin 1 and 2 for programming through the on-boardFlashPro5
J4 Close pin 1 and 2 for manual power switching using SW3
J12 Close pin 3 and 4 for2.5V

Ensure that the following jumper settings are set on the splash board.

Table 8 « Jumper Settings for PolarFire Device Programming—Splash Kit

Jumper Description
J5, J6, J7, J8, and J9 Close pin 2 and 3 for programming the PolarFire FPGA through FTDI
J11 Close pin 1 and 2 for programming through FTDI chip
J10 Close pin 1 and 2 for programming through FTDI SPI
J4 Close pin 1 and 2 for manual power switching using SW1
J3 Open pin 1and 2for 1.0V
2. Connect the power supply cable to the connector J9 on Evaluation board or J2 on Splash board.

3. Connectthe USB cable from the host PC to the J5 on Evaluation board or J1 on Splash board (FTDI
port).
4. Power on the board using the slide switch SW3 on Evaluation board or SW1 on Splash board.
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The following figure shows the board setup of evaluation kit.

Figure 20 »

Board Setup—Evaluation Kit 7

The device is successfully programmed and the onboard LEDs 7, 8, 9, 10, and 11 glow. A green tick
mark appears next to Run PROGRAM Action as shown in Figure 12, page 12.

Figure 21, page 20 shows the board setup of splash kit.
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3.9 Export FlashPro Express Job

On the Design Flow window, double-click Export FlashPro Express Job. When the job file is
successfully generated, a green tick mark appears as shown in Figure 12, page 12

Figure 21 « Board Setup—Splash Kit

: g
T S

5.  On the Design Flow window, double-click Run PROGRAM Action.
The device is successfully programmed and the onboard LEDs 4, 5, 6, 7, and 8 glow. A green tick mark
appears next to Run PROGRAM Action as shown in Figure 12, page 12.

To program the device using the . job file provided along with the demo design, see Appendix 1:
Programming the Device Using FlashPro Express, page 29.
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4 Setting up the Serial Terminal Program -
PuTTY

The user application receives system service commands on the serial terminal through the UART
interface. This chapter describes how to set up the serial terminal program.

To Setup PuTTY, perform the following steps:

1. Connect the USB cable from the host PC to the J5 (USB) port on the Evaluation board or J1 port on

the Splash board.

Connect the power supply cable to the J9 connector on the Evaluation board or J2 on Splash board.

3. Power on the board using the SW3 slide switch for Evaluation board or SW1 slide switch for the
Splash board.

4. From the host PC, click Start and open Device Manager to note the second highest COM Port
number and use that in the PuTTY configuration. In this example, COM Port 5 (COMS5) is selected
as shown in the following figure. COM Port-numbers may vary.

Figure 22 » Finding the COM Port

N

4 --1? Ports (COM & LPT)
L "% Communications Port (COM1)
=" ECP Printer Port (LPT1)

=" FlashProS5 Port (COM3)

5. On the host PC, click Start, find and select PuTTY program.
6. Select Serial as the Connection type as shown in the following figure.

Figure 23 » Select Serial as the Connection Type

ﬁ PuTTY Cenfiguraticn - ¥ 2|
Cateqany:
[]- Session Basic options for your PuTTY session
A I..ogging Specify the destination you want to connect to
= Teminal Serial line £
- Keyboard s
- Bell COoms 115200
- Features Connection type:
= Window () Raw () Telnet ) Rlogin (©) SSH
ﬁppea@nce Load, save or delete a stored session
- Behaviour
. Translation Saved Sessions
- Selection
- Colours :
Default Settings
= Connection Load
- Rlogin
- 55H
- Serial Close window on exit:
() Aways () Newver (@ Only on clean exit
About ] [ Help ] Open ] [ Cancel

7. Setthe Serial line to connect to COM port number noted in step 4.
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8. Setthe Speed (baud) to 115200 as shown in the following figure.
Figure 24 » PuTTY Configuration

ﬁ PuTTY Cenfiguraticn - - ¥ 2|
Cateqany:
E]- Session Options controlling local seral lines
i I..ogging Select a serial line

[=- Terminal
- Keyboard Serial line to connect to I COM5
- Bell
- Features Configure the seral line .

= Window Speed (baud) | 115200 |
P@pea@nce Data bits 8 I
- Behaviour
- Tranglation Stop bits 1
- Selection Pt
- Colours any

 Comecn — I

. Data

- Prosy
- Telnet
- Rlogin
- 55H

[ Mot || Hep | open || cancel ||

9. Setthe Flow control to None as shown in the preceding figure and click Open.

PuTTY opens successfully, and this completes the serial terminal emulation program setup. See
Running the Demo, page 23.
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S Running the Demo

This chapter describes how to run the system services demo using the serial terminal program (PuTTY).
The prerequisite for the following procedure is to program the device and to set up the serial terminal. For
more information on setting up the serial terminal, see Setting up the Serial Terminal Program - PuTTY,
page 21.

To run the demo, perform the following steps:

1. Power on the board using the SW3 slide switch.
System services options are displayed on the PUuTTY as shown in the following figure.

Figure 25 + System Services Options

»wxx% PolarFire Device and Design system services Example »oeex
otes: Return data from System controller is displayed byte—wise with LSB first
Input data is provided LSB first. Each ASCII character is one Nibble of data

elect Service:

Read Device Serial number
Read Device User—code
Read Device Design—info
Read Device certificate
Read Digest

Query security

Read debug information
Digital signature
Secure NUM services

PUF Emulation

Nonce

LI R T T R R B B |

2. Enter 1 to select Read Device Serial number.
The 128-bit Device Serial Number (DSN) is displayed as shown in the following figure.

Figure 26 « Device Serial Number

:Deu:i.ce serial number: 278398138C7F3CDBC1A4AB3B59CECABS

Each PolarFire FPGA device has a unique, publicly readable, 128-bit DSN. The DSN can be used in
cryptographic protocols to uniquely identify the device. The DSN comprises two
64-bit fields: FSN and SNM.

Factory Serial Number (FSN)—The first (most significant) field is the FSN. It is a pseudo-random per-
device unique value assigned during Microsemi's manufacturing test and persists for the lifetime of the
device.

Serial Number Modifier (SNM)—The second component is the SNM. It is initialized during the factory test
and is destroyed during the recoverable zeroization action. If the device is subsequently recovered, a
new SNM is assigned such that each SNM generated for a given FSN, is unique.

Note: The system services main menu is displayed after the execution of any of the options.

3. Enter 2 to select Read Device User-code.
The 32-bit device USERCODE/Silicon signature is displayed as shown in the following figure.

Figure 27 « Device User-code

32bit USERCODE/Silicon signature <(MSB first>: 89ABCDEF

This can be configured from Design flow->Program and Debug Design->Configure
Programming Options.
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4. Enter 3 to select Read Device Design-info.
As shown in Figure 28, page 24, the device design information consists of:

+  256-bit user-defined Design ID

*  16-bit design version
This can be configured from Design flow->Program and Debug Design->Configure Pro-
gramming Options. In auto update programming, the current design version is compared with
the available images in external SPI flash to initiate the auto update on power up.

*  16-bit design back-level
This can be configured from Design flow->Program and Debug Design->Configure
Security. When back level protection is enabled, the device can only be programmed if the target
design version is more than the back level value.

Figure 28 « Device Design Information

esign ID:
6F44746F7000000AANANAANABAANANBAA
HANPENANRENRNRENRNRERAVNNBRAUNRBAA
esign Uersion: 0168

esign Back-Level: 060880
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The device supply chain assurance certificate is displayed as shown in Figure 29, page 25.

For more information about decoding the device certificate, see Appendix 2: Device Certificate

Information, page 32.

Device Certificate

Device Certificate:
3882A3CC3IAB208352nAA3A2A1A2021240
F49CDE72892BF?C8BFOF1ERG 3658F76E
1380AB6A82A8648CE3DA4A3A33849 31
PAB380786035504P613825553310C300A
BA6A35504AB1383536F4331AD3AABAGA3
5584811 3A44D534343311 D381 BA6A355
PA4831314316233646233316236303138
313135353@3737653020170D31353138
31343030303734375A18BF3939393931
3233313233353935395A304E314C300B
B6E355842C138430303030301 31868355
A484ACACSA6FACH17246697265202820
3828860355842ABC214D584633303854
20292020202020202020202020202020
20202020202020202028387630100607
2A8648CE3DB20106A52B81P4AA228362
AAB4F6200A1 24EFFS38E5438FSEDFC19
9154FA71E128FA35BAIESAB Y8 BF48C95
FFF56EB2EC1 365BAD1 EC7?DBAY 68 DEBADS
7384DA7CB5F9187D7849B6 7EDEA766%4
5216264B3F934E7D9FC4101D921682CD9
SFAS?74C94BCD14938B68B37CEB1B898AD
IF3AB1P7AR4AYAEF6S8B6 DY 7AA8 21188
2783981 38C7?F3CDBC1A4AB3IAS 9CECABS
A38281D63A8201D2 301 28600 2BA6A1 A4
9182BD640101849400000800308 18FB6
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Running the Demo

Figure 30

Figure 31 »

Note:

Figure 32

6. Enter 5 to select Read Digest.
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The 416 byte Digest contains the fabric digest, SNVM digest, and user key digests. The Digest protects
data integrity. The following figure shows the 416 byte digest displayed. For more information about

decoding the digest output, see Appendix 5: Digest Information, page 36

Digest

Read Digest:

4AF18CADSDE7AEBSC2063F93CDAFD4AB
290834BAC4B3F91844B9AD283EES7B5C2
DF42E8184C7CC2F71415E77FBB5@7984
56FA2FASB26A2F61 DDFE7AB2FBF7AF?2A
CCDEA13695FAB6BB68F69992D3ASB5SFBA
538D226C3BAES20E84BCE673ESFBFA63
223186F213839429B186AC19F222D712
2212B3A5ACAAEA?25D96B2FB918F34BC
lalslalalslalalalalalslalalalalalslalnle s ol lalalgla e 615 15 ]s)
PAARRARENARAAARNARRARAANRABENARAAG
ARRRRRARPRRAARAARRAERNANARARRARRRAAAA
afalalalalalalalalalalalalalalalalala]alalolalalafs]alalalalols;
2EA?AB2198D16380807488CD2C3BEF1CC
745B864B76011ABE1BC52180AC6452D4
FoASFD42D16A20302798EF6ED302279B
43803D232BDIFBESEA?831A92759FB4B
PARRARENARAREANARBBERNRRABBENARANG
000ABRARRRAREARREANANAAARRRNRAAAA
2EA?AB2198D163800740ACD2C3BEF1CC
745B864B76011ABE1BC5218AAC6452D4
F5ASFD42D16A20302798EF6ED309979B
43003D232AD9FAESEA9831A92759FB4B
93BB6A72F664DE7?6 EBCAEREBAF8991CA
9D7BS5DDFEDA2F2DF6195FF4F8C81A549
6BFAEAE18355BBD76FB?358971A8B3CF
2598CD4EEBB8AB8533042D3DE4CB4F32

7. Enter 6 to select Query Security.

The non-volatile states of user security locks are displayed as shown in the following figure.

Security Locks Information

Security locks: 0G00AARARRRAAARRANA

The design does not include any security settings for device safety. Security locks can be configured
from Design flow->Program and Debug Design->Configure Security. For more

information about security locks, see Appendix 3: Query Security, page 34.

If security locks are not handled properly, the device can go into the locked state.

8. Enter 7 to select Read debug information.

The debug information is displayed as shown in the following figure.

Debug Information

Debug info:
PPRARRRN22800220023BACBAYBCAYC3AY
15874002 CC1900000BBRNBBRRNBNBBAA
B#182D42DP1944FC11480E?7?FB000A0BAA
PAR12FASANNNANNAT7220000A1 EA200AA
PPDEA136925FAB6OBABBNABHA

In Figure 32, page 26, the highlighted 4 bytes E7000000 (LSB first) indicates the number of times
(in this example,0x000000E7), the device was programmed (programming cycles). For more information

about the Debug Info fields, see Appendix 4: Debug Information, page 35.
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Figure 33
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9. Enter 8 to select Digital Signature.
The digital signature in both Raw and DER formats are displayed in the following figure.

Digital Signature

Eigital Signature service:

48 hyte hash value:
211661143081 D7E2676 BB434FF45D7EB
5634E5CBF8BB6Fo85ESA2D?DB38AB2FY
211661143081 D7E26 76 BB434FF45D7BE

[Raw format:

Digital Signature service successful.

Output Digital Signature — Raw format:

2BR4CAS7A62DE3F6AF?E?1 AEBBE4BBDA3

89F5DB43244AC2BBC51A4475ED95BAAY?
73F5BR24828A64851B7A6F1EABA33E31

AC3D3985F185FECD392CA68552F2199E

8F?74CABB198ECF2ACD2378637F94F458

S1FFSAF30983757CDC1F6123DE4699AD

DER format:

Digital Signature service successful.
Output Digital Signature — DER format:
JB6682310BABED?18D918DB65298BE4D
EB43CFDBBE29EF631BAD7421D57C72BA
F7E6bAFF29D2F?39D6C621 BCEBGIAFCE
BAF31A1DF2082310A9F6ABAB?511A4AE
84C72C61 D11 E3FBO@2F7EEF6C3BA?CE2
7AFBAFD3IF83389C1AASADA27AD99326C
21A8BA7A589F1D978

The digital signature service takes a user-supplied SHA384 hash and signs it with the devices private
key. The application randomly generates the SHA384 hash value. The Digital Signature service sends
the hash value to the System Controller. The Athena core runs the Elliptic Curve Digital Signature
Algorithm (ECDSA) using the hash and the device private key to generate the signature.
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10. Enter 9 to select Secure NVM.

When the sNVM page/ module address is entered (in this case, 0), the randomly generated 60 byte data
is written to the specified sSNVM page and read back, as shown in Figure 34, page 28.

Figure 34 « Secure NVM Services

Secure NUM (sNUM> Functions
sHNUM write format
Non—authenticated plain—-text

Enter the sHUM page/module address (1 HEX hyte.Page value range is from BxB1 to
13{83) and Press Enter key:

Input Datad(6@ Byte):
554D993&446F48697E999581124B?74?
ES5E699A554D9036446F48C97E9A95C1
124B9747ESSE629A554D9836446F48C9
ZE?A95C1124B9747ESS5E6T9A

Secure NUM urite successful.

Data read from sMUM region:
55409036446 F48C?7E?A75C1124B9747
ES5E699A554D9036446F48CI7E?A?5CL
124B9747ES55E699A554D9036446 F48CY
ZE9A95C1124B9747E55E699AB00ARA0G
ARARPORAPRARNARRRARANARAPARPBRRBA
200RPNORARABANERRARANARANARRNARNGBA
ARARPNORARARANBARNRANARARNBRNARABA
ARARRNRARABARRRRARANBRRARRRARABA
3019006 0P2BANBPRRARANBRARARRAARABA
BAABARABBRRRNARANABARABRRBARRBRBRG
80880080RABRRERREEARAREAB3B8BEB6
56581820802E2528AF397294554D90836
446F48C?7E?7A95C1124B3747ESSELRT9A
31682042081 944FC11400E77FB0000A0A
AB012FAS0PBPPBAR722000001 EA2B0808
BBDEO13695FABG ABOBODOBOA

11. Enter ‘a’ (without quotes) to select PUF Emulation_service

The PUF emulation service provides a mechanism for authenticating a device, or for generating a
pseudo random bit strings that can be used for different purposes. When this service is selected, the
service by default accepts a 128-bit challenge and an 8-bit optype, and returns a 256-bit response
unique to the challenge and the optype as shown in the following figure.

Figure 35 « PUF Emulation Service

he challenge OPTYPE range(ﬂxﬂ to BxFF>: 85

6 byte challen

35ﬂﬂFCC1E77HG41F?FBB?CBIBGFICDIB

UF emulation service successful.Generated Response:
7128EB270136CCCE385BA62EBA747E4A
DBEEDAGA74A1AFD4575B734479662DA1

12. Enter ‘b’ to select Nonce service.

The 32 byte nonce value is displayed as shown in the following figure. The nonce service provides the
ability to strengthen the Deterministic Random Bit Generator (DRBG) of the Athena by providing an
alternate entropy source to use as additional seed data in its DRBG functions.

Figure 36 « Generated Nonce

Generated MNonce:
FF5249B92A41CFB23CAFBSE3AY7E?C37?
E1660B46AEB20A8A8216CE?264BA76C43
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6 Appendix 1: Programming the Device Using

FlashPro Express

This chapter describes how to program the PolarFire device with the Job programming file using a
FlashPro programmer. The default location of the Job file are located at following location:
mpf dg0798 eval df\Programming Job\top.job

and

mpf dg0798 splash df\Programming Job\top.job

To program the PolarFire device using FlashPro Express, perform the following steps:

1. Ensure that the jumper settings on the board are the same as listed in Table 8, page 18 and Table 7,

page 18.

Note: The power supply switch must be switched off while making the jumper connections.

o0k wN

Connect the power supply cable to the J9 connector on the board.

Connect the USB cable from the Host PC to the J5 (FTDI port) on the board.
Power on the board using the SW3 slide switch.

On the host PC, launch the FlashPro Express software.
To create a new job project, click New or

In the Project menu, select New Job Project from FlashPro Express Job, as shown in the

following figure.

Figure 37 « FlashPro Express Job Project

E FlashPro Express

Project Edit View Programmer Help

New...
Open...

Recent Projects

Job Projects

or

E FlashPro Express

r“ Open Job Project
X Close Job Project
I Savelob Project

Set Log File
Export Log File

Preferences...

Execute Script
Export Script File...

Recent Projects

Exit

Project | Edit View Programmer Help
Bl Mew Job Project from FlashPro Express Job Ctrl+N

Ctrl+O

Ctrl+Shift+A

Ctrl+U

Ctrl+Q

7. Enter the following in the New Job Project from FlashPro Express Job dialog box:
+  Programming job file: Click Browse, and navigate to the location where the .job file is located and
select the file. The default location is: <download_folder>mpf_dg0798_eval_df\Programming_Job.

and

<download_folder>mpf_dg0798_splash_df\Programming_Job
»  FlashPro Express job project location: Click Browse and navigate to the location where you want to

save the project.
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Figure 38 « New Job Project from FlashPro Express Job
E MNew Job Project from FlashPro Express Job

Programming job file:
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%]

|h|uf_ng}"93_evdl_liberub‘-m_vlzpu_df\Prograrnrning_)ub'!.I-’I—_swstem_sewioeﬁ_evul.job
FlashiPro Express job project name:
i ] PF_system_services eval

FlashiPro Express job project location:

|D ‘\Demo Design\Libero w12p0_release)DGO7O8_System_senvice ewal

Help | oK

Browse...

or
@ MNew Job Project from FlashPro Express Job

Programming job file:

lmpf_dg0824_splash_liberosocd 2p0_df\Programming_lob\PF_system_service_splash.job
FlashPro Express job project name:
@ PP system_senvice_splash |

FlashPro Express job project location:

|D:'\Demn Designi\Libero_v12p0_release)\DGO7IS8_System_service_splash

Help | ok

Browse...

Cancel |

8.
9.

Click OK. The required programming file is selected and ready to be programmed in the device.
The FlashPro Express window appears as shown in the following figure. Confirm that a programmer

number appears in the Programmer field. If it does not, confirm the board connections and click

Refresh/Rescan Programmers.
Figure 39 « Programming the Device

Project Edit View Programmer Help

Refresh/Rescan Programmers

® MpRaOT @

<700 o

ran

PROGRAM |

RUN IDLE

Log

E Messages @ Errors 4 Wamings @ Info

& x
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10. Click RUN. When the device is programmed successfully, a RUN PASSED status is displayed as
shown in the following figure.

Figure 40 » FlashPro Express—RUN PASSED

Project Edr View Pregrammer Help
Rt s Frugiam e

Prozrammer

0 veewr &

o1 e

|07 s [ S

W sweReRsD

Loy

FMessages @Emws L vamngs @03

200T" : EHPORT IOE cocponent bristresm digest[25€] = J1933093€deddbidddTEce5040325:63528341=35¢dbead=E 02 Me15TT0 08T
=>7zanmes 'ECIIACHET" s deios 'MBEICOD'
poegammes E2001RULE: OT' : EXPORT DSW[12B] = EbTbddiS92edadciBaliiledIfdedived
pagzanmes 1B2001REREE" : :

progoammes 'E200IRGRET : device "MP
peogranmer 'E2001R0XEY" X
progranmer 'E2001RGESE 1 Chai
Chain Eregzamzing Finished: Thu cen 31 16:21:42 2015 (Elspsed time 00:02:471

07" : Pinished: Tou Jen 31 26:2L:4% 2019 |Elapaed time (0:01:47)
' Ewzmuting acticn FROGREM PASSED.

e=o=o=9-a-a

11. Close FlashPro Express or in the Project tab, click Exit.
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7 Appendix 2: Device Certificate Information

The Device Certificate is a 1024 byte Microsemi-signed X-509 certificate programmed during
manufacturing. The certificate is used to guarantee the authenticity of a device and its characteristics.

The following table lists the main fields of the device certificate.

Table 9 « Device Certificate Fields (1024 bytes)

Offset (Byte) Length (Bytes) Data

4 854 Signed region of certificate
234 120 Device Public Key
368 16 DSN

The device certificate is encoded in the ASN.1 format. To view the content, the certificate must be
decoded to a user readable format using the online JAVA tool: hittp:/lapo.it/asnijs/#.

For decoding a certificate, perform the following steps:

1. Right click PuTTy, select Copy All to Clipboard, and paste the same to notepad as shown in the
following figure.

Figure 41 » Copy Device Certificate

&P PUTTY fimm oo
Restore
0000000¢ Move
Size
00000000 _ e
oopoopoc @ Maximize

oooooooc X Close Alt+F4

Event Log
00000000

New Session...
00000000
Restart Session

0000000C Duplicate Session

Saved Sessions >
48CE3D04
Change Settings...

BF4B8B2AE
Copy All to Clipboard

BFC3F7CT Clear Scrollback

Reset Terminal
6F723DBE

Full Screen
ODESAQSC

About PuTTY
B66C1T2ACBBETIZAUZEUDEEYITUSEEIC

917ABECD61C036971BD0OAAFST6CAFFDC

FA000000000000000000000000000000

00000000000000000000000000000000

00000000000000000000000000000000

2. Copy the 1024 bytes of device certificate from notepad to ASN.1 decoder as shown in the following
figure and click decode button.
Note: The sample device certificate (1024 bytes) is provided at:
For Evaluation kit mpf dg0798 eval df\Device Certificate\sample.txt
or
For Splash kit
mpf dg0798 splash df\Device Certificate\sample.txt
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Figure 42 » Certificate Decoding Using Java Script
< > O 0 IEremmn

Find on page I'luh T scceats { > optionsw

308203CE30820352A003020102021240
2104289832 T03CEE2ZEGEECODSF415ECS

OLIGOA0E082ARE4RCEID040303304521

3. The web page displays all the fields in certificate as shown in the following figure.
Figure 43 « Decoded Certificate
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8 Appendix 3: Query Security

The following table lists each security lock bit and its features.

Table 10 = Security Locks Fields

Byte Bit Lock Description

0
0 UL_DEBUG Debug instructions disabled
1 UL_SNVM_DEBUG sNVM debug disabled
2 UL_LIVEPROBE Live probes disabled
3 UJTAG_DISABLE User JTAG interface disabled
4 JTAG_BS DISABLE JTAG boundary scan disabled
5 UL_TVS_MONITOR External access to system Temperature and Voltage Sensor (TVS)

disabled

6 JTAG_MONITOR JTAG fabric monitor enabled
7 JTAG_TAP JTAG TAP disabled

1
0 UL_PLAINTEXT Plain text passcode unlock disabled
1 UL _FAB_PROTECT Fabric erase/write disabled
2 UL_EXT_DIGEST External digest check disable
3 UL_VERSION Replay protection enabled
4 UL_FACT_UNLOCK Factory test disabled
5 UL_IAP IAP disabled
6 UL_EXT_ZEROIZE External zeroization disabled
7 SPI_SLAVE_DISABLE SPI port disabled

2-8 Reserved Reserved
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9 Appendix 4: Debug Information

The following table lists the debug information bit fields.

Table 11+ Debug Info Fields

Byte Offset Size (Bytes) Parameter Description
0 32 RESERVED
32 4 TOOL_INFO + Reflects the TOOL_INFO passed in

during ISC_ENABLE prior to
programming
* |AP sets thisto 0
36 1 TOOL_TYPE Tool type used to program device 1 = JTAG, 2 = |IAP,
and 3 = SPI_SLAVE

37 4 RESERVED

41 7 RESERVED

48 1 UIC_STATUS Design initialization status

49 1 UIC_SOURCE_TYPE Design initialization Data source type when execution
finished or halted

50 2 RESERVED

52 4 UIC_START_ADDRESS Design initialization Data source address when
execution finished or halted

56 4 UIC_INSTR_ADDRESS Design initialization Data instruction count from the start
of Design initialization execution

60 4 CYCLECOUNT Programming cycle count

64 1 IAP_ERROR_CODE IAP error information

65 7 RESERVED

72 4 IAP_LOCATION External SPI flash memory address that was used
during IAP
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10  Appendix 5: Digest Information

The following table lists the digest information bit fields.

Table 12« Digest Information Bit Fields

Offset (byte) Size (bytes) Value Note

0 32 CFD Fabric digest

32 32 CCDIGEST Fabric Configuration segment digest

64 32 SNVMDIGEST sNVM Digest

96 32 ULDIGEST User lock segment

128 32 UKDIGESTO User Key Digest 0 in User Key segment (includes SRAM PUF
activation code and device Integrity bit)

160 32 UKDIGEST1 User Key Digest 1 in User Key segment

192 32 UKDIGEST2 User Key Digest 2 in User Key segment (UPK1)

224 32 UKDIGEST3 User Key Digest 3 in User Key segment (UEK1)

256 32 UKDIGEST4 User Key Digest 4 in User Key segment (DPK)

288 32 UKDIGEST5 User Key Digest 5 in User Key segment (UPK2)

320 32 UKDIGESTG6 User Key Digest 6 in User Key segment (UEK2)

352 32 UPDIGEST User Permanent lock (UPERM) segment

384 32 FDIGEST Digest for Factory Key Segments

Total 416 bytes
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11  Appendix 6: Running the TCL Script

TCL scripts are provided in the design files folder under directory TCL_Scripts. If required, the design
flow can be reproduced from Design Implementation till generation of job file.

To run the TCL, follow the steps below:

1. Launch the Libero software

2. Select Project > Execute Script....

3. Click Browse and select script.tcl from the downloaded TCL_Scripts directory.
4. Click Run.

After successful execution of TCL script, Libero project is created within TCL_Scripts directory.

For more information about TCL scripts, refer to mpf_dg0798_eval_df/ITCL_Scripts/readme.txt or
mpf_dg0798_splash_df/TCL_Sripts/readme.txt.

Refer to Libero® SoC TCL Command Reference Guide for more details on TCL commands. Contact
Technical Support for any queries encountered when running the TCL script.
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Appendix 7: References

This section lists documents that provide more information about system services and other IP cores
used to build the system services.

For more information on Design and Data Security Services, see UG0753: PolarFire FPGA Security
User Guide.

For more information about the CoreJTAGDEBUG IP core, see CoreJTAGDebug_HB.pdf from
Libero->Catalog.

For more information about the MIV_RV32 IP core, see MIV_RV32 Handbook from the Libero SoC
Catalog.

For more information about the CoreUARTapb IP core, see CoreUARTapb_HB.pdf.

For more information about the CoreAPB3 IP core, see CoreAPB3_HB.pdf.

For more information about the CoreGPIO IP core, see CoreGPIO_HB.pdf.

For more information about the PolarFire initialization monitor, see UG0725: PolarFire FPGA Device
Power-Up and Resets User Guide.

For more information about how to build a Mi-V processor subsystem for PolarFire devices, see
TUO775: PolarFire FPGA: Building a Mi-V Processor Subsystem Tutorial.

For more information about the PF_CCC IP core, see UG0684: PolarFire FPGA Clocking Resources
User Guide.

For more information about Libero, ModelSim, and Synplify, see Microsemi Libero SoC PolarFire
webpage.
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