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Introduction General

INTRODUCTION

1.1 General

This document describes how to create, upload and manage self-signed/CA signed certificate for the
various Midspan products. Both SSL and TLS security protocols are supported by the unit, although only
TLSv1.1 and above are supported by recent web browsers.

&

7 Heartbleed security flow found in OpenSSL on 2014 was the drive behind abandoning
SSLv3 by all web browsers, adopting TLSv1.1 or higher instead.

1.2 Enforcing secured web browsing

To enforce secure web browsing, enable Web SSL Encryption from within the configuration web page as
in Figure 1.

yystem Configuration Port Configuration

System Configuration - Network
System Configuration - SNMP
System Configuraticn - SHMPY3

System Configuration - Security I:ﬂ-,.,,l f

System Configuration - RADIUS U

#"

tig e Access
— System Configuration - UPS Power Manager
System Configuration - Access List Filter le Telnet/ 35H Telnet T
System Caonfiguration - Product Parameters le Weh SSL Encryption 7 '
System Configuration - Maintenance
Figure 1

1.3 Secured Web Browsing options

There are several methods to secure web browsing, where CA signed certificates is the most secured.

1.3.1 Browsing the unit over HTTPS using the unit's default self-signed certificate
Advantage — The simplest method, requiring no extra preparations by the IT manager.

Disadvantage — A warning message displayed by the browser, encouraging the user to exit the
website unless he is absolutely sure that this is a trusted website. This method is not
recommended although it works well for closed networks and devices using absolute IP address.

1.3.2 Self-signed unit certificate

Advantage — No need to pay for every device certificate, and having full control over the
certificate's creation and expiration date.

Disadvantage — A self-generated trusted root authority certificate has to be uploaded to every
PC/Laptop to be used for browsing the unit over SSL/TLS. Failing to do so will cause the web
browser to issue the same warning, advising the user to leave the website since it is not secured.
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Certificate management - Package tools description Packag

1.3.3 CA (Certificate Authority) signed certificate
Advantage — The recommended method used by many websites such as Amazon, eBay, etc.

Disadvantage — An annual fee for every certificate signed by the CA. Examples of trusted CA are
VeriSign, Symantec, Thawte, etc.

CERTIFICATE MANAGEMENT - PACKAGE TOOLS DESCRIPTION

2.1 Package content

The certificate management package is based on an open-source OpenSSL tool, and readymade batch
files to ease user interaction with the Open SSL tool. For ease of use, two separate sub folders are
available.

2.1.1 Self-Signed Certificate Authority
This folder contains the OpenSSL tool plus two batch files.

1. The first batch file is named 01_Create Trusted Root Certification Authority (done once).bat. It is
used to create Trusted Root Certification Authority which is usually done only once, and has to be
uploaded to every web browser used for browsing the Midspan unit over HTTPS

2. The 2™ batch file is named 02_Create Certificate for each Device.bat. It is used to generate a
certificate for every Midspan unit in use (the certificate is IP dependent, and since every device has
its own IP, a unique certificate has to be created for every device).

2.1.2 CA-Signed Certificate Authority
This folder contains the OpenSSL tool plus two batch files.
1. The 1% batch file named 01_generate_private_key.bat is used to create a 2048-bit long private key.

Typically, private key generation is done only once.

2. The 2™ batch file named 02_create_certificate_request.bat is used to create a certificate request to
be uploaded to trusted root certificate authorities such as VeriSign, etc. The 2™ batch file has to be
executed for every network device to be managed over HTTPS.
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Example of creating self-signed certificate Creating self-signed Certificate Authority file

EXAMPLE OF CREATING SELF-SIGNED CERTIFICATE

This example assumes the unit IP is 192.168.0.50.

3.1 Creating self-signed Certificate Authority file

Run batch file 01_Create Trusted Root Certification Authority (done once).bat. The batch file will create
a 1024bit private key file named private_ca.key with expiration date of 10 years (3650 days), which can
be easily changed by modifying the batch file. Next, the user will be requested to fill in various fields as in
Figure 2, after which it will generate file named private_ca.crt, which is the self-signed trusted authority
certificate file required to be uploaded to every web browser being used to browse the unit over the
Network using HTTPS secured protocol.

e e e e
EX Administrator: C\Windows'\System32\cmd.exe

creates MEY Self Signed ’'Trusted Root Certification Authorities’ certificate
———— to he added to any web browswer being used to hrowse the unit over HTTPS 7

t Usually this process is done only once H

Create MEW Root Self Signed Certificate <(usually done only once) (Y/N>%Ty

eraseing older ’private_ca.®' files

Loading ’screen’ into random state - done

Generating REA private key, 1824 hit long modulus
++++++

r

Loading ’=zcreen an

You are about to be asked to enter information that will be incorporated
into your certificate request.

What vou are about to enter is what iz called a Distinguished Mame or a DN.
There are guite a few fields but you can leave some hlank

For some fields there will be a default value.

If you enter *.', the field will he left hlank.

Country Hame {2 letter code> [AUI:US

State or Province Mame (full name)> [Some-Statel:Some State

Locality Hame {eg, city} [1:5ome City

Organization Mame (eg. company) [Internet Widgits Pty Ltdl:Some Organization
Organizational Unit Mame {eg, section? [1:Some Organization Unit

Common Mame <eg, YOUR name> [1:My Common Hame

Email Address [1:

R R R BT
# #

f#t Please add the new generated ’private_ca.crt’ certificate to your H
ft Web Brouwser ’'Trusted Root Certification Authorities’ certificates H

# #
fi e R R R R R R R R R

Press any key to continue . . .

Figure 2
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Example of creating self-signed certificate

Uploading the self-signed trusted root certification authority file to the

&

The batch file 01_Create Trusted Root Certification Authority (done once).bat should
be typically executed only once. Running it again will erase and replace the already

created private_ca.crt file

3.2 Uploading the self-signed trusted root certification authority file to the web

browser

Upload the private_ca.crt file to web browser
Trusted Root Certification Authorities list.
This procedure has to be repeated for every
web browser used to browse the unit over
HTTPS.

The example in figures 3, 4, 5 refers to the
Chrome web browser. Each web browser has
its own instructions on how to perform same
actions.

1. In Chrome, select Settings.

2. Scroll down and press on Show Advanced
Settings.

3. Scroll down to HTTPS/SSL and select
Manage Certificates.

4. Select the Trusted Root Certification
Authorities tab.

5. Select Import, and select the
private_ca.crt file.

6. Inthe warning message that appears.
Select Yes.

7. An Import was Successful message should
appear.

Certificates

e L e
~
Intended purpose: I<AJI>

| intermediate Certification Authorities | Trusted Root Certification Authorities i Trusted Publ * | *

Issued To Issued By Expiratio...  Friendly Name it

= AddTrust External ... E
_ﬁJBaItimore CyberTru... Baltmore CyberTrust... 13/05/2025 Baltimore Cyber...
certum ca Certumn CA 11/06/2027  Certum

[S/Class 3 Public Prima...
Sl Copyright (2) 1997 ...
[Sa/DigiCert Assured ID...
[S:/DigiCert Global Roo. ..
(S DigiCert High Assur...
[S/Entrust Root Certifi...

02/08/2028 VeriSign Class 3 ...
31121999  Microsoft Timest. ..
10/11/2031 DigiCert

10/11/2031 DigiCert

10/11/2031 DigiCert

27112026 Entrust -

Class 3 Public Primary ...
Copyright (c) 1997 Mi...
DigiCert Assured ID R...
DigiCert Global Root CA
DigiCert High Assuran. ..
Entrust Root Certifica. ..

I Imnpart... H Export... H Remaowve J

s

ient Authentication, Secure Email, Code Signing, Time
m, IP security tunnel termination, IP security

ded purposes

Server Authenticat
Stamping, Encrypting File
user

Learn more about certificates

Figure 3

Security Warning

You are about to install a certificate from a certification authority (CA)
l % claiming to represent:

‘.._

Windows cannot validate that the certificate is actually from "My
Organization”. You should confirm its origin by contacting "My
Organization”. The following number will assist you in this process:

My Organization

Thumbprint (shal): TAD4FB7E 1FDE16D3 3CEF2ACF 2BEB4FOE 28580668

Warning:

If you install this root certificate, Windows will automatically trust any
certificate issued by this CA. Installing a certificate with an unconfirmed
thumbprint is a security risk. If you click "Yes" you acknowledge this

rizk.
Do you want to install this certificate? J
Yes | Mo
Figure 4
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Example of creating self-signed certificate

Uploading the self-signed trusted root certification authority file to the

8. Browse again as in figure 3 to Trusted Root
Certification Authority list and verify that
My Organization now appears on the list

i R . ==
L

Intended purpose: [<Al|> V]

| Intermediate Certification Authorities | Trusted Root Certification Authorities I Trusted Publ * | *

-~

Issued To Issued By Expiratio...  Friendly Name

[S;Microsoft Root Cert... Microsoft Root Certifi,..  10/05/2021  Microsoft Root C...
[SiIMicrosoft Root Cert... Microsoft Root Certifi,..  24/06/2035 Microsoft Root C...
[SiIMicrosoft Root Cert... Microsoft Root Certifi...  23/03/2036  Microsoft Root C...
[SIMicrosoft Root Cert... Microsoft Root Certifi,..  23/03/2035  Microsoft Root C...

My Organization
MO LIABILITY ACCEP.
SecureTrust CA

Starfield Class 2 Certjf..
Starfield Services Rgl...

B4 My Organization
[S3INO LIABILITY ACC...
@SecureTrust CA

5 starfield Class 2 Ce...
[5starfield Services R....

[m]

03/01/2004  VeriSign Time St...
31/12/2028  Trustwave
29/06/2034 Starfield Class 2 ...
01/01/2030 Starfield Technal... =

[ Import... ” Export... ][ Remove §|

Certificate intended purposes >

<All=
Trusted Root Certificatign View
Authority that was add
Learn more about certificates Cloge
Figure 5
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Example of creating self-signed certificate Creating device-specific certificate

3.3 Creating device-specific certificate

1.

Make sure the files private_ca.key and private_ca.crt which were created in the previous stage are
in the same folder where the 2™ batch file is going to be executed.

Run 02_Create Certificate for each Device.bat and fill in the various fields as in Figure 6.
Please note that the Common Name field must match the unit IP address.

Now upload the newly created web_ssl.key and web_ssl.crt certificate files to the Midspan unit over
TFTP as described in the next paragraph.

3.4 Uploading self-signed certificate to the unit

1. Run TFTP Server on one of the computers which are reachable by the Midspan unit.
2. Place web_ssl.key and web_ssl.crt file on the TFTP Server root folder.
3. Browse to the unit over Telnet/SSH (as was configured over the Web), or connect locally over USB.
4. From the main menu, select the Configuration and maintenance menu.
5. Within the configuration menu select Download WEB SSL Certificate from TFTP Server.
6. Now enter the TFTP Server IP address and certificate filename - web_ssl.key
7. Proceed by downloading web_ssl.crt certificate into the Midspan unit.

Create new unige cewrtificate for aditional MHetwork device (¥Y-/H>Ty

Create pr

Loading *screen’ into random state — done

Generating RSA private key. 1824 hit long modulus

g;nerate certifica
MOTE — For *‘Common MName’ device DMS name or IPF addre
done

You are about to be asked to information that will be incorporated

into your certificate regues

What you are about to enter what iz called a Distinguizshed MHame or a DHN.

There are guite a few fields but wou can leave some blank

For some fields there will be a default value.

If you enter *.",. the field will be left blank.

Country Mame (2 letter code> [AUI:

State or Province Hame <full name> [Some—Statel:

Locality Mame <eg. city> [1:

Organization Mame {(eg. company?> [Internet Widgits Pty Ltdl:My Company

Organizational Unit Mame <eg. section)?> L[1:My Unit

Common Mame <eg. YOUR name> [1:122.168.8.53

Email Address [1:

Fleasze enter the following ‘extra’ attr

to be sent with your certificate reguest

A challenge password []1:

An optional company name [1:

into random

Signature ok

subject=-C=AU-8T=Some—State-0=My Company-0U0=My Unit-CH=192_168.8.53

Getting CA Private Key

;la:e ;ile named ‘web_s=1_key® and “web l.crt’ on TFTP Sevrver root foldewr.

*HECHO’ i= not »recognized as an internal or external command.

operable program or batch file.

*HECHO' is not recognized an internal or external command.

any key to continue . . . B
D:~temp~aa~Self Signed Certificate Authorityl>_
Figure 6
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Example of creating self-signed certificate Self-Signed Certificate validation.

3.5 Self-Signed Certificate validation.

e Open Chrome web browser and browse to IP 192.168.0.50. Whenever trying to access configuration
or information web pages, the user web browser will be redirected to https://192.168.0.50

e Green lock as in Figure 7 on the left side of the URL should indicate that the browsing to the unit is
done over secured and validated HTTPS protocol.

[ Main x
€ = C A & https//192.168.0.50/index.html

Microsémi Configuration Advanced Information

My-Device

Figure 7
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Example of creating CA-signed certificate. Generating private key

EXAMPLE OF CREATING CA-SIGNED CERTIFICATE.

A CA-signed certificate will be typically used whenever the unit is connected to the global public Internet.
It has its own domain name as www.my-unit.com, and secure web browsing over the internet from any
web browser is required without any extra steps from the remote end-user.

Only trusted root certificate authorities which are installed together with the web browser installation
can be used to sign the certificate request which will be generated. The user has to pay yearly fee to the
certificate authority organization in order to get a signed certificate, which will be typically limited to one
or two years before it has to be updated. Examples of such companies are VeriSign, Symantec, Thawte,
etc. See Figure 8 for additional examples.

Intended purpose: [<.I'—\l|> -

| Intermediate Certification Authorities | Trusted Root Certification Authorities I Trusted Publ * | *

-~

Issued To Issued By Expiratio...  Friendly Name

alSymantec Root CA Symantec Root CA 01/05/2011 <MNone=
mThawbe Premium Se... Thawte Premium Serv... 01012021 thawte

mt‘ﬂawte Primary Ro... thawte Primary Root CA  17/07/2036 thawte

[l Thawte Timestampi... Thawte Timestamping... 01/01/2021  Thawte Timesta. ..
]UTN-USERFirst-Obj... UTN-JSERFirst-Object  09/07/2019 USERTrust (Cod...
|'_Tp:.|'u'eri5ign Class 3 Pu... VeriSign Class 3 Public... 17/07/2038 VeriSign
|'_Té.|'u'eri5ign Trial Secur... VeriSign Trial Secure 5...  01/04/2029  <Nonex
[5Iverisian Trust Netw... VeriSign Trust Network — 02)j08/2028  VeriSign

[ Import... ” Export... H Remove ] Advanced

Certificate intended purposes

Server Authentication, Client Authentication, Secure Email, Code Signing, Time
Stamping, Encrypting File System, IP security tunnel termination, IP security
user

View

I I I 1 -

Learn more about certificates Close

Figure 8

4.1 Generating private key

Run batch file 01_generate_private_key.bat. The batch file will create 2048-bit private key named
web_ssl.key.

&

The batch file 01_generate_private_key.bat should be typically executed only once.
Running it again will erase and replace the already created web_ssl.key file
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Example of creating CA-signed certificate. Generating certificate request

4.2 Generating certificate request

Run batch file 02_create_certificate_request.bat. After filling-in all the parameters as in Figure 9, a
certificate-request file named web_ssl.csr will be created. Please note that under Common Name you
must fill in the unit's domain name e.g., www.my-unit.com (there is no support for absolute IP address).

mation that will be incorporated

hed Mame or a DN.

ganizatiaon

Authority=

Figure 9

4.3 Signing certificate request

Upload web_ssl.csr certificate request to your favorite certificate authority organization. After paying the
appropriate fees and filling-in all the required information you will be issued a certificate, similar to the
one in Figure 10.

MITEDZCCAvegAWIBAGIJAJIRYKYYIGYNHAGGCSqGSIbIDQEBCWUANMGIRCZAJBGHY
BAYTAKFUMRHWwEQYDVQOIEwpThb211LUNGY XR1MRIWEAYDUQQKEw1HaWNYb3N1bWkx
FDASBgHUBASTCABURSBTeXNBZ2W1 zHROWEQYDUNQDEwt(bAUgU31zdGUtczAeFwlx
NTASHD IwDDU4HZ1 aF wByNTAHZAWODUSHz1aMGIxCzAJBgNUBAYTAKFUHRHWEQYD
UQQIEwpTb211LUNBYXR1MRIwEAYDUQQKEwlHaWNyb3N1bUkxFDASBgHUBASTC 1By
RSBTeXHBZW1zHRQwEQYDUQODEwtQbBUgU31zdGUtczCCASIwDOY JKoZ ThucHAQER
BQADQQEPADCCANOCYgEBALG523nR1Zuu8h7bfsiBqisnle j4JD/ jmelktUhUr JUa
JHFRSAXFjIt0qldredjCiya3wy2iu11D3WLYAOULhZSEPMZBBFpUJ2d36h10PBYE
ax1HuYA7IMCqUSHC8dMusHHFSquyxxo6zdZLyaloPahdZoitivgX VK e+ UWDPq
Jh32q¥+Z3bFulur8PHADEMWJBThdeufU6585uZnuBPCqRYUOVIE/ m+5u519x00%0
015ywnc/ALHb3UZcHBeFCSt1EUS2S5qBuw/ Uy twROG3HU1 IKQDGEASWZUPTu112/J
BxsBebIZpkDbrIJtelSun¥dXZPAJF61mF PNvwlkd jaUCAWEARADB=zCBxDAdBgHY
HQAEFgQUuIscyUKSHr1zTZ2c05j51j3YS2bkwgZ20GA1UdTwSBjDCBiYAUUI scyUKS
Nr1zTZ2c05i%1j3¥YSZbmhZqRKMGIXCzAJBgNUBAY TAKFUMRHWEQYDUQQIEWpTb211
LUNBYXRLMRIwEAYDVQOKEwLNaWNyb3N1bWkxFDASBGNUBASTC1BURSBTeXNAZW1Z
MRQWEgQYDVQODEWEQbBUgU31zdGUECHTIJAJIRYKYY3GOMHAWGATUdEWQFHAMBAF By
DOQYJKoZIhvcHAQELBOADGQEBAKwqTQidBTAVItxqL291gxJh20a5rBYHUhIDBS6F
GucG2ZKSLLKXmumGCFTz¥91i08Xp2A/X3dnujulfgiyKmmnfzhUTpuKHPYa2xBoyhx2
aBWR/jqKSTYF3jX1MZ jribeInU3yQnHutnyCHyebePWd7 JF2c3dDXUKMGQ05sCHO
BKHSKUBtmubALquesuRBB jzrGpFUXEWLq6P+GBuzMYI8W-2 j+5uI SpWAKrPFikr1
07vcbgXu+LiybdimuelbpyfiZeDdmjuJnuinel PNNtOYS/GXHDoSeNE6F IZntkjyo
SE7WEComvIYeknhHEXMT4gHduiSUPJ+FHRNLOQUHVKEZ WFF 0=

r————EHD CERTIFICATE--——--

Figure 10
Copy the certificate provided by the CA to the file named web_ssl.crt, and place under the same folder

where the 2™ batch file was executed.
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Example of creating CA-signed certificate. Uploading CA-signed certificate to the unit

4.4 Uploading CA-signed certificate to the unit

Run TFTP Server on one of the computers accessible to the PDS-104G unit over the Network.
Place the files web_ssl.crt and web_ssl.key in the TFTP Server root folder.

Browse to the unit over Telnet/SSH (as was configured over the web), or serial over USB.
From the main menu, select the Configuration and maintenance menu.

Within the configuration menu, select Download WEB SSL Certificate from TFTP Server.

Next enter the TFTP Server IP address, CA-signature file name web_ssl.crt, and web_ssl.key.

N o v bk~ w N

The unit will download both files and verify validity of both files against the unit internal web server.
After successful validation, a success message as in Figure 11 should appear

ble PoE Port
nfiguration

v Manager module)

ager module)

to factory default

tion)

= auto ping to Default Gate to ensure Network connectivity

qer 1P addn : AE.0.40

name |(for example uek

file name (for ezample wel

Manager module will bhe REZET in 1 Sec ||

Figure 11

@ NOTE:

1. A success message doesn't necessary mean that the entire process was done
correctly. It only indicates that the two uploaded files' content and format comply
with the unit Web Server files format

2. In case any of the two uploaded files doesn't comply with the unit Web Server files
format, the web server will discard the new uploaded certificate files and will
continue to use the already existing certificate files
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The information contained in the document (unless it is publicly available on the Web without access
restrictions) is PROPRIETARY AND CONFIDENTIAL information of Microsemi and cannot be copied,
published, uploaded, posted, transmitted, distributed or disclosed or used without the express duly signed
written consent of Microsemi. If the recipient of this document has entered into a disclosure agreement
with Microsemi, then the terms of such Agreement will also apply. This document and the information
contained herein may not be modified, by any person other than authorized personnel of Microsemi. No
license under any patent, copyright, trade secret or other intellectual property right is granted to or
conferred upon you by disclosure or delivery of the information, either expressly, by implication,
inducement, estoppels or otherwise. Any license under such intellectual property rights must be
approved by Microsemi in writing signed by an officer of Microsemi.

Microsemi reserves the right to change the configuration, functionality and performance of its products at
anytime without any notice. This product has been subject to limited testing and should not be used in
conjunction with life-support or other mission-critical equipment or applications. Microsemi assumes no
liability whatsoever, and Microsemi disclaims any express or implied warranty, relating to sale and/or use
of Microsemi products including liability or warranties relating to fitness for a particular purpose,
merchantability, or infringement of any patent, copyright or other intellectual property right. Any
performance specifications believed to be reliable but are not verified and customer or user must conduct
and complete all performance and other testing of this product as well as any user or customers final
application. User or customer shall not rely on any data and performance specifications or parameters
provided by Microsemi. It is the customer’s and user’s responsibility to independently determine suitability
of any Microsemi product and to test and verify the same. The information contained herein is provided
“AS IS, WHERE IS” and with all faults, and the entire risk associated with such information is entirely with
the User. Microsemi specifically disclaims any liability of any kind including for consequential, incidental
and punitive damages as well as lost profit. The product is subject to other terms and conditions which can
be located on the web at http://www.microsemi.com/company/terms-and-conditions.
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