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2 Revision History

The following table shows important changes made in this document for each revision.

Revision Changes

Revision 2 Updated the document for Libero v11.7SP1 software release (SAR 80381).

(July 2016)
Updated the document for Libero v11.7 software release (SAR 77891).
Updated the document with MSS SPI0 enhancement to support Auto Update while
sharing SPI0 pins with SPI Controller in Fabric (SAR 74734).

Revision 1 Initial release.

(September 2016)
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Preface

1.1

1.2

1.3

1.3.1

Purpose

This demo is for SmartFusion®2 system-on-chip (SoC) field programmable gate array (FPGA) device. It
provides instructions on how to use the corresponding reference design.

This document contains the following sections:

* Implementing Auto Update and Programming Recovery Features (Using Ethernet Interface) for
SmartFusion2 Devices

Intended Audience

This demo guide is intended for:

+  FPGA designers
+  System-level designers

References

The following documents are referred in this demo guide.

Microsemi Publications

UG0594- M2S090TS-EVAL-KIT SmartFusion2 Security Evaluation Kit User Guide
UG0451- IGLOOZ2 and SmartFusion2 Programming User Guide

UG0331- SmartFusion2 Microcontroller Subsystem User Guide

The following web-page provides a complete and up-to-date listing of SmartFusion2 device
documentation:

http://www.microsemi.com/products/fpga-soc/soc-fpga/smartfusion2
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Implementing Auto Update and Programming
Recovery Features (Using Ethernet Interface)
for SmartFusion2 Devices

2.1

Introduction

This demo design explains how to implement the Auto Update and Programming Recovery features of
the SmartFusion2 device. Auto Update is a programming feature where a pre-programmed device is
auto programmed with an Update Image on power-up or assertion of the DEVRST_N pin. The Update
Image is typically stored in an on-board external flash memory and its design version is greater than the
image design version that is already programmed in the device.Programming ‘Recovery feature allows
the device to automatically recover from a power failure during.a programming operation. When
Programming Recovery option is enabled, the device is programmed. with the -Golden Image that is
stored in the external flash memory.

To transfer the Update and Golden images from Host PC to on-board external SPI flash, you can use
different interfaces. For example, SmartFusion2 supported MSS peripherals such as UART, USB, PCle,
and Ethernet interfaces are used to load the images to the SPI flash memory. In this demo
TFTP/Ethernet interface is used for loading SPI flash' memory. The SPI flash memory can be
programmed using the MSS SPI0 or Fabric CoreSPI controller.

The MSS SPIO0 controller is configured to share the-SPIO pins with a CoreSPI controller implemented in
the FPGA fabric. To share the SPI0 port-a multiplexer logic is implemented in the FPGA fabric to switch
the SPIO pins between MSS SPI0 and.the Fabric CoreSPI controller.

Figure 1 on page 9 shows the dataflow of the design. The arrows that are highlighted in red show the
data flow between the Host PC and on-board external SPI flash memory using the MSS SPI and
Ethernet Interfaces. The arrows that are-highlighted in green show the data flow between the Host PC
and on-board external SPI flash memory using the CoreSPl and Ethernet interfaces. The ARM®
Cortex®-M3 processor-copies the programming data from the Host PC to the SPI flash using the
Ethernet interface. The arrows that are highlighted in blue show the System Controller reading the data
from external SPIflash memory to program the SmartFusion2 device. In this demo design, the SPI flash
images contain information to program both eNVM and FPGA fabric.
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Figure 1+ SmartFusion2 Demo Design
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For more information’about Programming Recovery and Auto Update features of SmartFusion2, refer to
the UG0451- IGLOO2 and SmartFusion2 Programming User Guide.

For more information. about SPI and Ethernet Interfaces, refer to the UGO0337- SmartFusion2
Microcontroller Subsystem User Guide.
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2.2 Design Requirements

Table 1+ Design Requirements

Design Requirements

Description

Hardware Requirements

SmartFusion2 Security Evaluation Kit:
* 12V adapter
* FlashPro4
» USB A to Mini-B cable

Rev D or later

RJ45 Cable (not provided with the kit)

Host PC or Laptop

Windows 64-bit Operating System

Software Requirements

Libero® System-on-Chip (SoC) for viewing the design files v11.7 SP1
FlashPro Programming Software v11.7 SP1
SoftConsole v3.4 SP1

Host PC Drivers

USB to UART drivers

One of the following serial terminal emulation programs:
* HyperTerminal
e TeraTerm
o PUTTY

Note: *For this demo guide, SoftConsole v3.4 SP1 is used. For using SoftConsole v4.0, see the TU0546:
SoftConsole v4.0 and Libero SoC v11.7 Tutorial.

2.3 Demo Design

2.3.1 Introduction

The demo design files are available for download from the following path in the Microsemi® website:
http://soc.microsemi.com/download/rsc/?f=m2s_dg0636_liberov11p7sp1_df

The demo design files.include:

+ Libero

+  Sample files

* Programming files
*  Readme.txt file

Figure 2 shows the top-level structure of the design files. Refer to readme. txt file for the complete

directory structure.
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Figure 2 » Directory Structure

2.3.2

2.3.3

2.3.3.1

<download folder>
{——— SF2 TFTP Update Recovery Demo DF

—— Libero
ProgrammingFiles

sample files

—— Readme.txt

Demo Design Features Summary

The following are the demo design features:

*  Program Recovery is enabled and to demonstrate this feature, only Golden Image is loaded into the
SPI flash memory. When a power failure scenario is created, the demo design programs the device
with the Golden Image after a power failure during a programming operation.

»  Auto Update is enabled and both Golden and Update images (with a higher version) are loaded into
the flash memory. When the device is reset, the demo design programs the device with a higher
design version image, that is, Update Image to demonstrate Auto Update feature.

+  Transfer of programming files from the Host PC to an external SPI flash is done through Ethernet
Interface using the TFTP application.

+  External SPI flash can be programmed using MSS SPIO or.CoreSPI controller in fabric.

*  Both eNVM and FPGA Fabric are programmed during Programming Recovery and Auto Update.

+ LED blinking patterns and Serial Terminal messages are different for Golden and Update images to
indicate Programming Recovery and Auto Update are applied correctly.

Demo Design Description

The demo design comprises of the following features:

*  Programming Recovery
*  Auto Update
»  TFTP Server Application

Programming Recovery

Programming recovery, if enabled, automatically recovers from a power failure during a programming
operation.. The Programming Recovery option is enabled using the Libero SoC software. To enable the
Programming Recoyery feature, open the Libero Project and select Configure Programming Recovery
option in Design Flow window.
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Programming recovery can be enabled in two ways:

1. In the Configure Program Recovery window, select Enable Programming Recovery check box
as shown in Figure 3.

Figure 3 » Configure Programming Recovery - Enable Programming Recovery

#| Configure Programmi

ﬁ Design version: 0

[] Enable Auto Update

’ Enable Programming Recovery I
] SPI dodk frequency: MHz

N SPI data transfer mode
| SPS: 1 SPO: SPH:
| Hp | | ok 4| Gancel |

2. In Configure Program Recovery window, enabling Auto Update option enables the Programming
Recovery as shown in Figure 4, this.configuration is used in this demo.

Figure 4 » Configure Programming Recovery -‘Enable Auto Update

: M_ gramming Recovery 1

ﬁ Design version: 0

Enable Auto Update

b | Enable Programming Recovery

5PI dock frequency: MHz

SPI data transfer mode
SpS: 1 SPO: SPH:

| Hep | | ok || cancel |
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Based on the content provided in the Recovery programming file, three types of programming are
possible:

* eNVM programming: This file has only eNVM content.
*  FPGA Fabric programming: This file has only the FPGA fabric content.
+ eNVM and FPGA Fabric programming: This file has both the FPGA fabric and eNVM content.

Program Recovery Image provided with Design files in this demo has both eNVM and Fabric content.

The Programming Recovery option requires an external SPI flash to be connected to MSS SPI_0.
External SPI flash needs to be loaded with a SPI directory, Golden Image and Update Image. The SPI
directory provides the address of the Golden or Update images and its design versions as shown in
Table 2.

Note: When only Programming Recovery option is enabled. Update Image address and version are not

required while creating SPI directory. This demo demonstrates both Programming Récovery and Auto
Update features.

Table 2 « SPI Flash Directory

Offset Name Size (Bytes) Description
0 GOLDEN_IMAGE_ADDRESS [3:0] Address where the golden image starts.
4 GOLDEN_IMAGE_DESIGNVER [1:0] Design version of the golden image.
6 UPDATE_IMAGE_ADDRESS [3:0] Address where the update image starts.
10 UPDATE_IMAGE_DESIGNVER [1:0] Design version of the update image.
Create a directory in the SPI flash to provide the address for Auto Update Image, Golden Image, and
their design versions. On the SmartFusion2 Security Evaluation Kit board, the flash memory size is
8 MB. Depending on the size of the programming file, the SPI flash memory is configured in the
SoftConsole Project as follows:
*  0x0 - OXFFF is for loading SPI Directory
*  0x1000 - Ox3FFFFF is for loading Golden Image
*  0x400000 - Ox7FFFFF is for loading Auto Update Image
2.3.3.1.1 Creating SPI Directory

The following steps describe how to create a SPI directory:

1. To create SPI.directory, open Libero project and select Export Bit Stream from Design Flow
window. Export Bitstream window is displayed as shown in Figure 5.
2. Select Export SPI Directory for programming recovery and click Specify SPI Directory.
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Figure 5 « Export Bitstream
rEl Export Bitstream Y E—— @1

Bistream file(s)

MName: Demo Existing bitstream files:
<MNo programming files found=

Location: oupdate\Demo'designer\Demo'\export E] preg 9
Formats:
STAPL Support for ISP

Chain STAPL  Support for ISP, Single Microsemi device in a JTAG chain I
[ paT Support for Embedded ISP (JTAG and SPI-Slave)
[ st Support for Auto Programming, Auto Update (IAP),

Programming Recovery and IAP/ISP Services
SVF Support for ISP
Limit SVF file size...

Selected Security options {modify via Configure Security tool)
Encrypt bitstream with default key. Mo User keys and Security Policies are enabled.

Bitstream files to be exported
Bitstream components

File to program at trusted facility Fabric eMVM

| Export SPI Directory for programming recovery  |Specify SPI Directory. .. |

4 1 |

o) [omm ]

% 3 = = — —

The SPI Directory window is displayed-as shown in Figure 6. Enter the design version and address for
Golden Image and Update Image. Golden and Update image addresses, which are configured in the
SoftConsole Project need to be entered in the SPI Directory window.

Figure 6 » SPI Directory

] SPI Directory ™
Golden SFI Image

Design version (DEC): 1 Load from file... Address (HEX):0x 1000

Update SPIImage

[ Design version (DEC): 2 Load from file... Address (HEX):0x 400p00

o) [t

Design version size is 16-bit. Address indicates the starting address of Golden and Update images and
address field size is 32-bit. Using the TFTP/Ethernet SPI Directory, Golden Image, and Auto Update
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images are transferred to SP| addresses 0x0, 0x1000 and 0x400000 respectively. Golden and Update
images are provided with the file extension .spi.

The System Controller reads the Golden Image address from SPI directory and programs the Golden
Image available at 0x1000 in case of power failure during programming operation.

Auto Update

When the Auto Update feature is enabled, the device is auto programmed with an Update Image on
power-up or assertion of the DEVRST_N pin. This applies when the Update Image design version (that
is, stored in SPI flash) is greater than the image design version that is already programmed in the device.
Auto Update feature is enabled using Libero SoC software. To enable the Auto Update feature, open the
provided Libero Project and select Configure Programming Recovery option in Design Flow window,
select Enable Auto Update in Configure Programming Recovery as shown in Figure 7.on page 15.

Enabling the Auto Update enables the Programming Recovery by default. During the Auto Update, in
case of power failure the Programming Recovery is run automatically.

Figure 7 » Configure Programming Recovery - Enable Auto Update

ﬂ Design version: 0

Enable Auto Update

Enable Programming Recauery

SPI dodk frequency: MHz

SFI data transfermode

SPS: 1 _<SPO: SPH:
—

Based on the inputs provided by the Auto Update programming file, three types of programming are
possible:

«eNVM programming: This file has only eNVM content.
*  FPGA Fabric programming: This file has only the FPGA fabric content.
+  eNVM and FPGA Fabric programming: This file has both the FPGA fabric and eNVM content.

Auto Update Image provided with design files in this demo has both eNVM and Fabric content.

The Auto Update option requires an external SPI flash to be connected to MSS SPI_0. The External SPI
flash needs to be loaded with SPI directory, Golden Image and Update Image. The SPI directory
provides the address for Golden Image, Update Image and their design versions. For more information,
refer to Table 2 on page 13.

If the flash memory has enough memory, then it can have more than one Auto Update Image. To update
from different Auto Update images, the user needs to create a new SPI directory with new Auto Update
Image Address and its Design Version.

In this demo, Auto Update Image is available at 0x400000 address. The same address must be entered
when creating the SPI directory as shown in Figure 6 on page 14.
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To update from different Auto Update Images, new Update Image address and version must be entered
in the GUI when creating the SPI directory. This new SPI directory needs to be programmed to the SPI
flash.

For more information about how to create SPI directory, refer to "Creating SPI Directory" section.

On power-up or assertion of the DEVRST_N pin, the System Controller reads the image version in the
SPI directory and programs the Update Image available at 0x400000, if it contains the higher image
version than the image already programmed in the FPGA.

TFTP Server Application

To transfer the Programming Images (.spi format) and load them to the SPI flash memory, the Trivial File
Transfer Protocol (TFTP) is used. The TFTP server application is implemented in the firmware project to
transfer the SPI images from the Host PC to the external flash memory (available on SmartFusion2
Security Evaluation Kit board).

TFTP server application has following layers:

*  Application Layer
+  Transport Layer
*  Firmware Layer

Figure 8 shows the block diagram of the TFTP server application on SmartFusion2 device used in this
demo design.

Figure 8 « TFTP Server Application - Block Diagram

2.3.3.31

2.3.3.3.2

2.3.3.3.3

Application Layer (TFTP)

Transport Layer

(WIP TCP/IP Stack) FreeRTOS

Firmware Layer

SmartFusion2 Security Evaluation Kit

Application Layer

The TFTP protocol is implemented in the application layer. TFTP is used to transfer the files between
client and server. A file transfer is initiated by the client issuing a request to read or write a particular file
on the server.

The TETP client (Host PC) transfers the file using TFTP PUT command to the SmartFusion2 device
(TFTP server). Transferred files are stored in the external flash memory connected to the MSS SPI_0 on
SmartFusion2 Security Evaluation Kit board.

Transport Layer (IwlP TCP/IP Stack)

The IwlP stack is suitable for the embedded systems because of its less resource usage. It is used with
or without the operating system. The IwIP consists of the actual implementations of the IP, ICMP, UDP,
and TCP protocols, as well as the support functions such as buffer and memory management.

For more information on the design and implementation, refer to www.sics.se/~adam/Iwip/doc/Ilwip.pdf.

RTOS and Firmware Layer

FreeRTOS is an open source real time operating system kernel. FreeRTOS is used in this demo to
prioritize and schedule the tasks. For more information about FreeRTOS and the latest source code,
refer to http://www.freertos.org.
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The firmware provides the software driver implementation to configure and control the following MSS
components:

Ethernet MAC
MMUART
GPIO

SPI

RTC

Hardware Implementation

In this demo design, the following blocks are configured in Libero hardware project:

MSS GPIO block is enabled and configured as: GPIO_0 to GPIO_7 as outputs and connected
LEDs.

M3_CLK clock is configured to 100 MHz.

MSS SPI_0 controller is enabled to access the external SPI flash memory.

CoreSPI controller in fabric is configured to access the external Flash Memory.

MMUART1 is enabled for RS-232 communication on the SmartFusion2 Security Evaluation Kit
board.

The MSS TSEMAC is configured for the ten-bit interface (TBI) operation.

The SERDES_IF_2 in the SmartFusion2 device is configured for EPCS Lanes.

Figure 9 » Libero SmartDesign
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2.3.5 SoftConsole Firmware Project

The following stacks are used for this demo design:

IwlP TCP/IP stack version 1.4.1
FreeRTOS
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Figure 10 shows SoftConsole software directory structure of the demo design.

Figure 10 « SoftConsole Project Explorer Window

Note:

2.4

L Project Explorer i3
a ‘_5 Demo_sb_MS5_CM3_app
> g(f' Binaries
» [ Includes
- i= Application
. == Debug
- [= FreeRTOS
- = lwip-141
» == mss_ethernet_mac
- = Release
» 4= TFTP
- == winbondflash_corespi
. [ winbondflash_mssspi
3 FreeRTOSConfig.h
» 4£] main.c
- || sys_cfg.c
3 sys_cfg.h
debug-in-microsemi-smartfusion2-envm_custorm.ld
debug-in-microsemi-smartfusion2-envm.ld
production-execute-in-place.ld
a ‘_5 Demo_sh_MS5_CM3_hw_platform
. B Archives
» [ Includes
» = CMSIS
. == Debug
- [= drivers
- [= drivers_config

- = hal
- = Release
3 Demo_hw_platform.h

The SoftConsole workspace consists of the following projects.

+ Demo_sb_MSS_CM3_app: Contains TFTP server application using LWIP and FreeRTOS. This
SoftConsole project transfers only the SPI directory, Golden and Update Images to SPI Flash
memory using Ethernet Interface.

*+ Demo_sb_MSS_CM3_hw_platform: Contains all the firmware and hardware abstraction layers
that correspond to the hardware design. This project is configured as a library and is referenced by
Demo_sb_MSS.CM3_app project.

External SPI flash.can be programmed using MSS SPI0 or Fabric CoreSPI controller. By default CoreSPI

is configured in SoftConsole project provided in the design files. To configure MSS SPIO0 to transfer .spi

files, see "Appendix: Configuring MSS SPIO in SoftConsle Project" section on page 42.

Setting Up the Demo Design

The following steps describe how to setup the hardware demo for the SmartFusion2 Security Evaluation
Kit board:

1. Connect the jumpers on the SmartFusion2 Security Evaluation Kit board, as shown in Table 3.
Table 3. shows the jumper settings.

Table 3 + SmartFusion2 Security Evaluation Kit Jumper Settings

Jumper

Pin (From) Pin (To) Comments

J22, J23, J24, J8, J3 1 2 Default

These are the default jumper
settings of the SmartFusion2
Security Evaluation Kit board.
Ensure that these jumpers are
set properly.
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"Appendix: SmartFusion2 Security Evaluation Kit Board Jumper Locations" section on page 29 provides
the SmartFusion2 Security Evaluation kit silk screen to identify the jumper locations on board.

Ensure that the power supply switch, SW7 is switched OFF while connecting the jumpers on the
SmartFusion2 Security Evaluation Kit board.

2. Connect the Host PC to the J18 connector using the USB Mini-B cable. The USB to UART bridge
drivers are automatically detected.

3. From the detected four COM ports, right-click any one of the COM ports and select Properties. The
selected COM port properties window is displayed, as shown in Figure 11.

4. Ensure to have the Location as on USB Serial Converter D in the Properties window as shown in
Figure 11.

Device Manager Window

File Action View Help

&= | T E HE & B xS

= W764-onteddhusl

= USB Serial Port (COML1) Properties -3
> {8 Computer

g Disk drives General | Port Settings | Driver | Details |
- B Display adapters

> -y DVD/CD-ROM drives USE Serial Part (COM11)
,.ﬂg‘, Human Interface Devices =

b g IDE ATA/ATAPI controllers
L Keyboards Device type: Ports (COM& LPT)
b ﬂ Mice and other pointing devices Manufacturer: FTDI

» ¥ Metwork adapters

b - § MNoMachine USE Host Adapter Device status

» B Portable Devices

4 Y3 Ports (COM & LPT)

o ? Communications Port (COM1)
7' Intel(R) Active Management Technology - SOL (C
=" USE Serial Port (CONLO)

=" USB Serial Port (COMll]I

=" USB Serial Port (COMS)

; =" USB Serial Port (COM9)

b 2 Processors

b -% Sound, video and game controllers
{8 System devices

Thiis device is working property. -

> - g Universal Serial Bus controllers

oK ][ Cancel

241

5. Install the USB driver, if the USB drivers are not detected automatically.

6. Install.the FTDI D2XX driver for serial terminal communication through the FTDI mini USB cable.
Download the drivers and installation guide from:

www.microsemi.com/soc/documents/CDM_2.08.24 WHQL_Certified.zip
7. Connect the FlashPro4 programmer to the J5 connector of the SmartFusion2 Security Evaluation Kit
board.

Connect the power supply to the J6 connector of the SmartFusion2 Security Evaluation Kit.

9. This design example can run in both Static IP and Dynamic IP modes. By default, the programming

files are provided for dynamic IP mode.

*  For static IP, connect the Host PC to the J13 connector of the SmartFusion2 Security Evaluation
Kit board using an RJ45 cable.

«  For dynamic IP, connect any one of the open network ports to the J13 connector of the
SmartFusion2 Security Evaluation Kit board using an RJ45 cable.

Board Setup Snapshot

Snapshots of the SmartFusion2 Security Evaluation Kit board with all the setup made is given in
"Appendix: Board Setup for Running the Demo" section on page 28

0
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2.5 Running the Demo Design

The following steps describe how to program the demo design:

10. Download the demo design from:
http://soc.microsemi.com/download/rsc/?f=m2s_dg0636_liberov11p7sp1_df
1. Switch ON the SW7 power supply switch.
2. Start any serial terminal emulation program such as:
*  HyperTerminal
e  PuUuTTY
« TeraTerm
Note: In this demo PuTTY is used.

The configuration for the program is:

*  Baud Rate: 115200
+ Eight data bits

*  One stop bit

*  No Parity

*  No flow control

For more information about how to configure the serial terminal emulation.programs, refer to the

Configuring Serial Terminal Emulation Programs Tutorial.

3. Launch the FlashPro software.
4. Click New Project.
5. Inthe New Project window, enter the project name.

Figure 12 « FlashPro - New Project Dialog Box

-
2 FlashPro [=]®
File Edit View Tools Programmers Configuration Customize Help

| T
DSk ® @E= ) w1
Open Praject = e |
g 3
Mew Project lﬂ
Project Name:
Demo
Project Location: .
C:\Users\swapna. onteddhu\Desktc B - I
| |
I )
Programming mode
i I ®
@ Single device
() Chain
Help ] [ OK. J [ Cancel
x|
]
| [\AII )\ Errors f\ ‘Warnings )\Info/
Ready Ne project loaded
[,

6. Click Browse and navigate to the location where the project needs to be saved.
7. Select Single device as the Programming mode.
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Click OK to save the project.

Click Configure Device.

Click Browse and navigate to the location where the Demo _main. stp file is located, and select the
file. The default location is:

<download_folder>\sf2_tftp_update_recovery _demo_df\ProgrammingFile\DynamiclP\core-
spi\Demo_main.stp. The required programming file is selected and is ready to be programmed in the
device.

Click Open in Load Programming File dialog.

Figure 13 »+ Configured FlashPro Project Window
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File Edit View Tools Programmers Configuration Customize Help
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EE | %
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D"&
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DACKAGE MZ5030T-£g484 .
DATE 2016/03/17 ol
. STAPL_VERSION JESDT71 © PROGRAN
§| |roconE 0F8071CF 3 -
5 IDMASK OFFFFFFF 3 EIWERIFY
DESIGN Demo
c ]
2| |CHECESmM DEEL D e
5| |sEcumiTY Disable
2| |aLe_vERsION z »
S| [« [ i b
&
@
Q Chain Parameter... Inspect Device
o
o
£
w

Ll

| [\'AII ;’\ Errors ;’\ Warnings l:?',‘I[nfol.-'r

12. Click PROGRAM to start programming the device. Wait until the Programmer Status is changed to
RUN PASSED as shown.in Figure 14 on page 22.
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Figure 14 » FlashPro Program Passed Window

rE FlashPro - [Demao] * - — =t = ﬂ:h

File Edit View Tools Programmers Configuration Customize Help

DSHE| 2 == EE | o s | s s s
‘ Mew Project ﬁﬁ ‘
—— —
‘ Open Project Bﬂ‘ ‘ Wiew Programmers f

» Programmer Programmer Port Programmer Programmer
Name Type Status Enabled
193746 FlashProd usb53746 (USB 2. | PASE il

Refrezh/Rescan for Programmers

Programmer List ‘Window

Ll

| r‘\'.-'-\ll ;’\ Errors ;’\ Warnings l:?',‘I[nfol.-'r

Note: The demo can be run in both static and dynamic modes. To run the design in Static IP mode, refer to
"Appendix: Running the Design.in Static [P Mode" section on page 35.

PuTTY displays the message as shown.in Figure 15.

Figure 15+ PuTTY Window

EP COM15 - PuTTY — O | B

13. Enable TFTP client in Host PC. To enable the TFTP client in Host PC, refer to "Appendix: Enable
TFTP Client" section on page 30.

14. Enter 1 to initiate SPI directory transfer.

15. Enter e to erase the SPI flash memory location (0x0 — OxFFF).
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Figure 16 « Erasing the SPI Flash Memory Location [0x0 - 0xFFF]

B COM15 - PuTTY (=] B [

spidir to SPI F1

golden image to 5FI F. ion 0x1000 u

’C to SmartFu

16. After completion of SPI flash erase operation, the Ethernet link is up and IP address is displayed on
PuTTY terminal. The LED 2 on the SmartFusion2 Security Evaluation Kit.-beard starts blinking.

17. On the Host PC command prompt, browse to the folder
downloadfolder>\SF2_TFTP_Update_Recovery_Demo_DF\Sample_files

18. Type the following command to transfer SPI Directory as shown in Figure 17.
tftp -i 10.60.132.134 PUT Demo.spidir

Figure 17 » Transfer SPI Directory

D:~5F2_TFIP_Update_Recovery_Demo_DF<Sample files>tftp —d 18.68.132.134 PUT Demo. )i
spidir

Transfer successful: 12 bytes in 1 second{s>, 12 hytes- s

D:~5F2_TFTP_Update_Recovery_Demo_DFsSample files>

19. Wait until total bytes received message is displayed on the PUTTY terminal, to ensure that the SPI
directory TFTP transfered to SPI Flash.

Figure 18 « SPI Directory Transferred Successfully Window

SmarcFusions N =)

spidir to SPI F1

2pi golden image to S5FI F.

To run the Programming Recovery option, select Option 2 and enter e to erase the SPI flash memory
location [0x1000 — Ox3FFFFF] for transferring the Golden Image version 1 to the address 0x1000.
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Figure 19 « Erase the SPI Flash Memory [0x1000 - 0x3FFFFF]

2B COMI5 - PuTTY [ESRIERT)

spidir to SPI F1

spi golden image to SP

sp

spl flash memory

xX3FFFFF] i

1. On the Host PC command prompt, browse to the folder
downloadfolder>\SF2_TFTP_Update_Recovery_Demo_DF\Sample_files

2. Type the following command to transfer the Golden Image Version 1 to 0x1000 memory location of
SPI Flash.
tftp -i 10.60.132.134 PUT Demo Golden V1.spi

Figure 20 « Transferring Golden Image Version 1

D:~5F2_TFTP_Update_Recovery_Demo_DF-\Sample files>tftp —i 18.68.132.134 PUT Demo
(Golden_Ul.spi
Transfer successful: 3782592 bytes in 65 second{(s>. 58193 hytes s

D:~5F2_TFIP_Update_Recovery Demo_DFsSample files>_

Wait until “total bytes received” message is displayed on the PuTTY terminal, to ensure Golden Image
Version 1 TFTP transfer to SPI Flash is completed.

Figure 21 « Successful Transfer.of Golden Image Window
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In order to run the Programming Recovery option, create a scenario where the programming operation
meets a power failure. One of the ways to perform this task, is to start programming the device using the
FlashPro tool. Ensure to switch off the power supply to the board before programming operation is
completed by FlashPro programmer. After the power failure situation is created, then the FlashPro
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programmer can be removed. The SmartFusion2 System Controller performs Programming Recovery
operation, as described below:

1.

2.
3.

Run FlashPro software and select the same Demo_main. stp file provided in the Programming File

folder.
Click PROGRAM.

While the programming is going ON, user can observe LEDs (H5, H6, J6, H7, F3, F4, and E1) are

turned OFF on the SmartFusion2 Security Evaluation Kit board and after seeing LED’s turn OFF,

immediately switch OFF the board using SW7.

FlashPro hardware should stop programming the device and FlashPro software should display an

error message as shown in Figure 22.

Figure 22 » FlashPro Error Display Window

[ FlashPro - [Dema] * I e A== X
File Edit View Tools Programmers Configuration Customize Help
DSHE| 2 = EE | s s | s s s
: nigue Devie
> PROGRAM
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=
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193746 FlashProd usb53746 (USE 2.0 RUN FAILED 1

Programmer List ‘Window

Fiefrezh/Rescan for Programmers

Ll

. Error: programmer 'S93746' : Executing action PROGEAM FAILED.

4 I

o-0c-0=0-0=10

| | [\‘AII ."{. Errors ;’\ Warnings }\Iny

53

Switch ON the SmartFusion2 Security Evaluation Kit board. The System Controller reads the

Golden Imageaddress from SPI directory and programs the Golden Image available at 0x1000. The
Programming Recovery process takes approximately four to five minutes. After successful
Programming Recovery, PUTTY terminal displays a message “Golden Image Version 1 is Running”
and Ensure LEDs (H5, J6, G7, and F4) are ON. This activity confirms that the Golden Image Version

1 is' recovered.
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Figure 23 » Running Golden Image Version 1

&2 COMIS - PuTTY [E=NEEE)

4

To run the Auto Update option, select 3 and enter e to erase the SPI flash memory location [0x400000 —
Ox7FFFFF] for transferring the Auto Update Image Version 2 to address 0x400000.

Figure 24 » Erasing the SPI Flash Memory Location [0x400000 - 0x7FFFFF]

1. On the Host PC Command prompt, browse to the
downloadfolder>\SF2_TFTP_Update_Recovery_Demo_DF\Sample_files folder

2. Type the following command to transfer Auto Update Image Version 2 to 0x400000 memory location
of the SPI flash.
tftp -i10.60.132.134 PUT Demo Update V2.spi

Figure 25+ Transferring Auto Update Image Version 2

Bl Ch\Windows\system32\omd.ex:

D:\SF2_TFTP_qpdate_Recouery_Demo_DF\Sample_files)tftp —-i 18.68.132.134 PUT Demo

Update _U2.spi
Transfer successful: 3782592 bytes in 68 second{(s>, 55626 hytes s

D:~8F2_TFIP_Update_Recovery_ Demo_DF-\Sample_ files>_

Wait until a message “total bytes received” is displayed on the PuTTY terminal, which ensures that the
Auto Update Image Version 2 TFTP transfer to SPI Flash is completed.
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Figure 26 « Transfer Successful Auto Update Image
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3. Select SW6 to reset the SmartFusion2 Security Evaluation Kit board.and wait for approximately four

to five minutes.
During Auto Update, LEDs (H5, H6, J6, H7, F3, F4, and E1)'are turned OFF.

ok

Running” and also ensure LEDs (H5, H6,/J6, are H7) are ON.
Figure 27 » Auto Update Image

EB COMIS - PuTTY [E=E)

2.6 Known Issue

After successful Auto Update, PuTTY terminal displays a message “Auto Update Image Version 2 is

The System Controller is unable to change the oscillator frequency after a successful Programming
Recovery. The oscillator frequency is 25 MHz instead of 50 MHz. This is a known silicon issue, which is

documented in ER0196- SmartFusion2 Device, Errata.

After Recovery Operation, junk messages are displayed on the Serial Terminal. The workaround is to
apply-a system reset after a successful recovery. It is recommended that this workaround is implemented
for any design, which uses the Programming Recovery. For more information about how to implement
this workaround, refer to "Appendix: Implementing Workaround to Reset the Device after Programming

Recovery" section on page 38.

The design example provided in this demo implements the workaround for Programming Recovery issue

and the design files are available in the following location:

<downloadfolder>\SF2 TFTP Update Recovery Demo DF\Sample files\Recovery-

WA
The same workaround is also implemented in the Program Recovery Image

Demo_Golden V1.spi which is demonstrated in "Running the Demo Design" section on page 20

already.

Revision 2


http://www.microsemi.com/index.php?option=com_docman&task=doc_download&gid=135070

& Microsemi

Power Matters.

3 Appendix: Board Setup for Running the
Demo

Figure 28 shows the board setup for running the demo on the SmartFusion2 Security Evaluation Kit
board.

Figure 28 « SmartFusion2 Security Evaluation Kit Setup
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Appendix: SmartFusion2 Security Evaluation
Kit Board Jumper Locations

Figure 29 shows the jumper locations on the SmartFusion2 Security Evaluation Kit board.

Figure 29 « SmartFusion2 Security Evaluation Kit Board Jumper Locations
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Notes:

Jumpers highlighted in red (J22, J23, J24, J3, J8) are set by default.
The location of the jumpers in Figure 29 are searchable.
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5 Appendix: Enable TFTP Client

The following steps describe how to enable TFTP client:

1. Navigate to Control Panel > Programs. Click Turn Windows Features On or Off as shown in
Figure 30.

Figure 30 + Control Panel - Programs and Features
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@uv| » Control Panel » |Programs| b| _ - |¢f | | Search Control Panel g ) o) |
1 - RS
Control Panel H :
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4 : 4] Wi
System and Security L_!.nms.tall a program | | B Turn Windows featuies on or off] . .
View installed updates | Run programs pi@defar previcus ¥ersions of Windows
Network and Internet How to install a program
Hardware and Sound
Default Programs
* Programs Change default settings for metha or desices
User Accounts Make a file type always openfin a spe€ific program | Set your default programs
e | Desktop Gadgets
Personalization . . i
. I~ Add gadgets to thédesktop | Getmore gadgets online | Uninstall a gadget
Clock, Language, and Regien Restore desktop dadgetsdfistalléd with Windows
Ease of Access
]
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2. Select the TFTP Client check box from Windows Features as shown in Figure 31.

Figure 31« Selecting TFTP Client from Windows Features
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To turn a feature on, select its check box. To turn a feature off, clear its
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3. Browse through Control Panel > System and Security, click Allow a program through Windows
Firewall.

Figure 32 « System and Security Window
r * =
@Ov ¢3 v Control Panel » System and Security » - | ¢,|

PSGa—

Search Control Panel yel |
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Windows Firewal
Programs

Check firewall status || Allow a program through Windows Firewall I —

User Accounts

W System
Appearance and [.%&-... v

View amount of RAM and processor speed | Check the Windows Experience Index

feetiaaton 'EE' Allow remote access | Seethe name of this computer '&'De\ficel‘danager

Clock, Language, and Region
Ease of Access I"]' Windows Updatg o Il
=il Turn automatic updating on oroff | Check for updates | View installed updates

Note: If the System and Security option is not available, then enter the firewall in the search window to perform
step 3.
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4. Click Change settings and choose Allow another program...

Figure 33 »+ Allowed Programs Window
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5. The Add a Program window is displayed and click Browse...

Figure 34 + Add a Program Window
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6. Browse through C:\ -> Windows->System32 and choose TFTP.exe and click Open.
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Figure 35+ Selecting the TFTP Executable File

(= e
~T _— . - %
o) | oo Eomputer v Local DIS_k (C:) » Windows » System32 » = L +3 || Search System32 i 2|
Organize « MNew folder =~ 0 @
W Favorites F En::m:ng ?ffflﬂif:fli?w uo.. I);ITJ?ILGLIUH = 424 MO
B Desktop 7] taskhost 21-11-2010 AM08...  Application 68 KB
. Downfoack 7] taskkill 14-07-2009 AM07...  Application 110 KB
E Recent Places 77 tasklist 14-07-2009 AM 07...  Application 106 KB
L 158 taskmgr 21-11-2010 AM0&...  Application 250KB
i Libraries T 3 temsetup 14-07-2009 AM 07...  Application 15%8
) Documents TCPSVCS 14-07-2009 AM07...  Application 10.KB:
o Music [ | 14-07-2009 AM07...  Application foic|
&) Pictures = timeout 14-07-2009 AM07...  Application 5 KB
B videos | & Tpminit 14-07-2009 AM07...  Application Be
577 tracerpt 14-07-2009 AMO7...  Application 396°KE
1% Computer i [ TRACERT 14-07-2009 AM 07...  Application 14 KB il
I = . 44 A7 omnAA AR ana :,—.Ar. . .- an wn
File name: TFTP - &plicatw.ﬁ(z*.cow:i} -
j S B
7. Ensure that the TFTP.EXE path (C:\Windows\System32\TFTP.EXE) is selected correctly and Click
Add.
Figure 36 « TFTP.EXE Path in Add a Program Window

-
Add a Program A @

Select the program you want to add, or dick Browse to find one that is not
listed, and then dick OK.

Programs:
E{Notepad++ -
@On—\nocess Scan I
@On-Demand Scan
ERun MNC Viewer
5| shoreTel Communicator
i silicon Explorer v5.2 il
BSoﬂware Center =
' 5 Synplify Pro ME T-2014.03M-5P 1
{45 TortoiseIDiff
I '_,;TorhoiseMerge

@Trivial File Transfer Protocol App =

Path: IC:‘\Windows‘\SystemSZ‘\TFl‘P.ExE I E Browse... i

I What are the pisks of unblocking a program?
‘fou can choose which network location types to add this program to.

I

L -
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8. Ensure that the Trivial File Transfer protocol App is added and also select all the check boxes
(Domain, Home/Work, Public) as shown in Figure 37.

Figure 37 » Selecting Trivial File Transfer Protocol App in Allowed Programs Window

- — — .

Search Control Panel 2 |

@_l\_)v|ﬁ <« Windows Firewall » Allowed Programs - | 3
[

What are the risks of allowing a program to communicate? ) Change settings 0
l@l For your security, some settings are managed by your system administrator.
Allowed programs and features:
MName Domain  Home/Work (Pri... Public  Group Policy =
[ Remote Volume Management O O O No
[ Routing and Remote Access O O O No
[ Secure Socket Tunneling Protocol O O O No
I SNMP Trap O O O Mo | |
System Center 2012 Configuration Man... O No
| ¥ Trivial File Transfer Protocol App Mo | =
OWindows Collaboration Computer Na... O O O No | |
OWindows Communication Foundation O O O ho
[OWindows Firewall Remote Management O O O Mo F“ |
Windows Management Instrumentatio... O O O No ] I
OWindows Media Player O O O No
[ Windows Media Player Metwork Sharin... O O O Ne | 7

w4
I_Allowanother program... J -
[ OK ] [ Cancel ]

9. Click OK.
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6 Appendix: Running the Design in Static IP
Mode

A static IP address will never change until it is explicitly changed and it is a permanent address assigned
to a device to access the Internet. A device using a static IP address must be reconfigured each time it
switches the networks. A dynamic IP address is a temporary address that is assigned each time a
computer or device accesses the Internet. Dynamic IP address requires a DHCP-capable router.

Note: In this demo, the design files are provided with the dynamic IP address settings.
The following steps describe how to run the design in Static IP mode:

1. Click Start > Programs > Microsemi SoftConsole v3.4 > Microsemi SoftConsole v3.4.0.5 to
open SoftConsole IDE.

2. Browse to the project Location
<downloadfolder>\SF2_TFTP_Update_Recovery_Demo_DF\Libero\Demo\SoftConsole\Demo_sb
MSS_CM3\projects.

3. Torun the design in Static IP mode, right-click the Demo_sb_MSS_CM3_app project and select
Properties as shown in Figure 38.

Figure 38 « Project Explorer Window SoftConsole Project

L Project Explorer i3 B &’
= D b_MS5_(
+ 5 Demosb MSSCT .
> 3%, Binaries
> [ Includes Golnto
= Spsllcatlon Open in New Window
> = Debug
> [= FreeRTOS =\ Copy Ctrl+C
> i wip-1.4.1 eJ Paste Ctrl+V
(& msethem 3 Delete Delete
> [= Release
» > TRTP | Mave...
> (= winbondflas Rename... F2
| [Enwinbondflash >
» [ FIEeRTOSCof =y Import...
> 4] main.c el Export.
> cfg.
[9) sys efg.c Build Project
i sys.cfg.h
[ debug-in-rni Clean Project
\=| debug-in-mi| £ | Refresh
|="production-g Close Project
L
B ng;_::_MSS_C Close Unrelated Projects
> B, Archives
> [ Includes Exclude from build...
> (= CMSIS Build Configurations 3
> Deb
& E.UQ Make Targets 3
> [= drivers
> [= drivers_confi Index '
& :a: Convert To...
> (= Release
> Demo_hw_pl e '
Debug As 3
Profile As 3
Team 3
Compare With 3
Restore from Local History...
I Properties Alt+Enter
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4. Remove the symbol NET_USE_DHCP in Tool Settings of the Properties for
Demo_sb_MSS_CM3_app window as shown in Figure 39.

Figure 39 » Properties for Demo_sb_MSS_CM3_app

SC Properties for Demo_sb_MS5_CM3_app

type filter text Settings
Resource
Builders
C/C++ Build B9 Tool Settings | 4 Build Steps | Build Artifact | Binary Parsers | @ Error Parsers|

Build Variables
Discovery Options

B3 GNU C Compiler

@ Preprocessor Defined symbols (-0}

Environment

8 a8 # &

ool Chain Editor

C/C++ General
Project References
Refactoring History

rectories
(# Optimization
(2 Debugging
# Warnings

Corespl
LWIP_COMPAT_MUTEX
LWIP_PROVIDE_ERRNO

MNDEBUG

@ Miscellaneocus
B3 GNU C Linker

@ General

@ Libraries

@ Miscellaneocus

Run/Debug Settings

B3 GNU Assembler
@ General
3 Memory map generator

Undefined symbols (-U) & o5

B85 GMU Intel Hex File Generator
# General

B3 GNU 5-Record Generator
3 General

m

@ Lok I

Cancel

5. Rebuild the SoftConsole Project. Load the.design in to the eNVM.
Note: Programming file with static IP settings is available in the following path.
<Downloadfolder>SF2_TFTP_Update Recovery. Demo_DF\Programmingfile\StaticlP.

6. Navigate to Control Panel and enter Network and Sharing Center in search window.

7. In Network and Sharing Center window, select Change Adapter Settings.
8. Right-click on Local Area Connection and select Properties.
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9. If the device is connected in Static IP mode, the board static IP address is 169.254.1.23, then
change the host TCP/IP settings to reflect the IP address. Figure 40 shows Host PC TCP/IP

settings.

Figure 40 » Local Area Connection Properties Window

-
4 Local Area Connection Properties M

Metworking

Connect using:

l_-? Intel{R) Ethemet Connection [217-LM

This connection uses the following items:

9% Client for Microsoft Networks

EQOS Packet Scheduler

.@ File and Printer Sharing for Microsoft Networks

<& Intemet Protocol Version & (TCP/IPvE)

g (et Protocol Version 4 (TCP/IPv4) |

& Link-Layer Topology Discovery Mapper 1/0 Driver
& Link-Layer Topology Discovery Responder

Description

Transmission Control Protocol/Intemet Protocol. The defautt
wide area network protocol that provides communication
across diverse interconnected networks.

[ okl ][ Cance

%

10. Update the static IP settings as shown in the Figure 41. Click OK.

Figure 41 + Internet Protocol Version 4 (TCP/IPv4) Properties

Internet Protocol Version 4 (TCP/IPvd) Prupertie_:, &Iﬂ
b

General

‘fou can get IP settings assigned automatically if your network supports
this capability. Otherwise, you need to ask your network administrator
for the appropriate IP settings.

() Obtain an IPaddress automatically
(@) Use the following IP address:

IP address: 169,254, 1 ., 22
Subnetmask: 255,255,255, 0
Default gateway:

ObtainDNS server address automatically
(@) Use the following DNS server addresses:
Preferred DMS server: 169,254, 1 ., 23

Alternate DNS server:

[T validate settings upon exit

[ OK J [ Cancel

]

11. Run the demo with Static IP address 169.254.1.23 as described in the Running the Demo Section.
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7 Appendix: Implementing Workaround to
Reset the Device after Programming
Recovery

The following changes are required in the Libero design.

1. Select File > New > SmartDesign.
2. Enter the name as Program_Recovery WA in Create New SmartDesign window.
»  Browse to the Libero catalog to open Tamper Macro. The Tamper Macro resets the device
when the RESET_N input port is connected to the logic 0.
+ Drag-and-drop the Tamper Macro that is available in the Libero catalog.to the
Program_Recovery_WA SmartDesign canvas as shown in Figure 42.

Figure 42 « Tamper Macro

TAMPERZ_D

JTG_ACTME

L0 Ck,_ T MFER_DETECT
MESH_SHORT_ERROR
DETECT_CATEGOR Y (20

D ETECT ATTEFT
DETECT_FAL

DISEST ERROR
SC_ROM_DIGEST_ERROR
TNFPER_CHANGE_STROBE

I?IF

»  Select the Enable RESET function check box in the Configuring Tamper 2_0 window.
»  Click OK. The System Reset option is enabled.
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Figure 43 « Tamper Macro Configuration Window

[EL Configuring TAMPER2_0 (TAMPERZ - 2.1.300) =NACE X

Configuration

Enable LOCKDOWN_ALL Function []

Enable DISABLE_ALL_IOS Function []

Enable RESET Function

Zeroization

Enable ZEROIZE Function [
Configuration Like Mew

Clk Frequency Error Detection

Enable CLK Frequency Error Detection [
Tolerance 25%

Digest check on power up

Help -
.

FABRIC digest check on power Up [
ENVM_0 digest check on power Up [

ENVM_1 digest check on power Up [

[ OK J I Cancel

Figure 44 shows the TAMPER2_0 macro after configuration.

Figure 44 « Tamper Macro

TAMPER2_0

JIAG ACTVE
LOCK_TAMPER_CETECT
MESH_SHORT_ERROR
DETECT_ATTBMPT
DETECT_FAIL
DIGEST_ERROR
SC_ROM_DIGEST_ERROR
TAMPER_CHANGE_STROBE
DETECT_CATEGORY[3:0]

@ w
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3. Instantiate the Clock_check HDL Module that is provided in the design files. The HDL module is a 25
bits ring counter and it counts the number of pulses coming into clock input pin and it is enabled by
the logic high on the reset pin. The pulse output pin is asserted high only when any of the ring
counter bits 10, 11, 12, 13, or 14 is high, and it occurs only at the negative edge of reset. So, this
module generates output pulses only for 25 MHz and not for 50 MHz. Follow the steps to add
Clock_check HDL module to Libero design.

Choose File > Import > HDL Source Files.

Browse to the following Clock check. v file location in the design files folder.

<downloadfolder>\SF2 TFTP Update Recovery Demo DF\Sample files\Recovery

WA\Sourcefiles
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+ Click Program_Recovery_WA tab and drag-and-drop the Clock check.v component from
the from the Design Hierarchy to the Program_Recovery WA SmartDesign canvas. Figure 45
shows the Clock_check HDL module.

Figure 45 « Clock_check HDL Component

Clock_check_0
clk pulze
reset

4. Right-click Demo_sb under Demo in Design Hierarchy window and select Open As
SmartDesign.

5. Select Demo_sb tab and double-click FABOSC_0 (On Chip Oscillator).

6. Configure the FABOSC_0 with the following settings as shown in Figure 46.
*  On-chip 25/50 MHz RC Oscillator should be enabled to Drive FabricLogic

Figure 46 » Chip Oscillators Configurator

& | Chip Oscillators Configurate

Configuration

[ External Main Crystal Osdillator

1 ]
I I
1 ]
Source Crystal (32KHz-20MHz) - : MSRRRCC |
]

I
Frequency 0.0 MHz 1 :
I I
Drives Fabric CCC(s) 1 RCOSC_50MHZ I
1 ]
Drives Fabric Logic I 1
I I
On-chip 25/50 MHz RC Oscillator : :
Drives Fabric CCC(s) : :
Drives Fabric Logic : :
| RCOSE_1MHZ I
On-chip 1 MHz RC Osdillator : |
]
(| Drives Fabric CCC(s) ] : > cce :
Drives Fabric Logic : cce :
I I
L I
& XTLOSC :
]
| _| UserLogic |
r = I
. A |
1 o !
1 ]
| FPGA Fabric H
I I

7. Select Demo tab.
8. Right-click Demo_sb_0 and select Update Instance with the latest component.
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9. Click Program_Recovery WA tab and make the connections as shown in Figure 47.

Figure 47 « Program_Recovery_WA

TAMPER2_0

P RESET_N JTAG_ACTIVE
LOCK_TAMPER_DETECT

MESH_SHORT_ERROR
DETEGT_ATTEMPT
DETECT_FAIL
DIGEST_ERROR
SC_ROM_DIGEST_ERROR
TAMPER_CHANGE_STROBE
DETECT_CATEGORY[3:0]

ghw

Clock check 0
clk

pulze

LS 8 8 0 0 0 8 4

10. Click Demo tab and drag-and-drop the Program_Recovery_ WA component from the Design
Hierarchy to the Demo SmartDesign canvas.

Make the connection as shown in Figure 48 and generate Demo SmartDesign. This completes the
implementation of the workaround.

Figure 48 + Demo Smart Design

FCec_1 ANDZ_0

S T s e SRS
4Prs_FEET N POWER_ON RESET NI X F e
= §o=sTn SOF reADy P2 = P
WSS REACY [ X resel
ROOSC: 1WFZ_0oF| | | ok
RDOSC 25 S0MEZ_00F| i G
< L !
MMUART 1_PACSEM
SOF]_PAE|
TAS_0CC P
GA0_ABRC
MAC TBL FABRC|
MAC T RX_CLKPO
TBI R OLEP1 4
WAG TEL aTH_ak 4
MAC THI MOC
VAC TECWID, BN Fccc o _|
WRC_TE NDD CLKD
T TS ND 4 Lo i—
WA C_TBI RESrR0] Fw
wiC_Te_Toerpe ), i
INT§
2|
& )
| ity
2
L 2 g 7,
E
SERDES_IF2_0
- AFE_S_PRESET_N FEFOLKT_CUTIR ¥,
APE_S POK Os_GUT D @EFE 00T |
(S NES s N EPCS_3_OUTE:
EIFRCS 3 N ©Cs 3 FEADY X
EESET_TX DATA[IE0] EFCS_3_RX_DAT[19:0)E
LR OEGITDDEEN SEImcimin —
EPCS 3 TH DATALE] EPLSs_AH DATAE: ®
LB cros TAvRDN oS mvAL B
i ERCS_3_TX_VAL BPCS_3 RX_IOE X
ERCS_3 TX_O08 ERCS_3_TX_QK_STABLE X
I ex=rRiew ERCS 3R RESET N B
- fy EPOS_S_RESELN PO 3 T RSET N B
3 "X oK p—
K

Notes:

1. If the Auto Update feature is enabled and update image is available in the Flash memory, then after
recovery, a default reset occurs due to the workaround. As a result, Update Image is programmed, if
the Update Image version is greater than the Golden Image.

2. This workaround only works for Mode 1.2 settings in the SPI images.

Reason: If the SPI images are set to Mode 1 V settings, then the device may undergo permanent reset.
As it continuously holds reset by the workaround since, the oscillator frequency is 25 MHz.
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8 Appendix: Configuring MSS SPIO in
SoftConsle Project

The following procedure allows you to configure MSS SPIO in the SoftConsole project.

1. Click Start > Programs > Microsemi SoftConsolev3.4 > Microsemi SoftConsole v3:4.0.5 to open
SoftConsole IDE.

2. Browse to the project location:
<downloadfolder>\SF2_TFTP_Update_Recovery_Demo_DF\Libero\Demo\SoftConsole\Demo_sb
MSS_CM3\projects

3. To configure MSS SPIO, right-click the Demo_sb_MSS_CM3_app project-and select Properties as
shown in Figure 49.

Figure 49 » Project Explorer - Properties

L Project Explorer i3 ] <f{>_
= D b_MS5_( 8
45 Demosh MSS.0 T .
> %, Binaries
> [ Includes Golnto
» i Application Open in New Window
> [= Debug
> [= FreeRTOS =| Copy Girl+C
> = wip-141 Paste Cely-V
s ethernel
(& mss_cthern ¥ Delete Delete
> [= Release
. = TFTP Move. £
> (= winbondflas Rename... F2
> [= winbondflash N
. [ FreeRTOSCo( Ry dmport...
» L€ main.c e Export...
» €] sys_cfg.e . .
- Build Project
s sys_cfg.h | o mj_e
B debug-in-mi| Clean Project
|2 debug-in<mif & | Refresh
|5 production-g Close Project
P
A= Demo_sl.J_MSS_(l Close Unrelated Projects
. B ‘Archives
‘ > [ Includes Exclude from build...
> (= CMSIS Build Configurations 4
Deb
= e. - Make Targets L4
s [= drivers
‘ > [ drivers_confi Index '
& :‘a: Convert To...
> (= Release
‘ > Demo_hw_pl e '
Debug As L4
Profile As 3
Team 3
Compare With 3
Restore from Local History...
I Properties Alt+Enter

4. Remove the symbol corespi in Tool Settings of the Properties for Demo_sb_MSS_CM3_app
window as shown in Figure 50 on page 43.
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Figure 50 » Properties for Demo_sb_MSS_CM3_app

SC Properties for Demao_sb_MSS_CM3_app -
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R — - el g
type filter text Settings L=l J v -
Resource
Builders inl
C/C++ Build Configuration: | Debug [ Active ] = | [ Manage Configurations...|
Build Variables
Discovery Options
Environment i Tool Settings | 4 Build Steps I Build Artifact | Binary Parsers I @ Error Parsers|
Settings
Tool Chain Editor i GNU C Compiler Defined symbols (-D) 288 §F &
C/C++ General (22 Preprocessor :
Project References (# Symbols _NE—LUSLDHCP Delele 3
Refactoring Histary % Directories LWIP PROVIDE ERANG
Run/Debug Settings (22 Optimization LWIP_COMPAT_MUTEX
(£ Debugging MICROSEML STDIO_THRU_UART
(# Wamings
(2 Miscellaneous
3 GNU C Linker
(2 General
(2 Libraries N
(2 Miscellaneous
3 GNU Assembler
(% General Undefined symbols (-U) NS ¢
3 Memory map generator
3 GNU Intel Hex File Generator
(2 General
TN TY - S S— L

F

OK ] [ Cancel ]

5.

Add symbol mssspi in the properties for Demo_sb_MSS_CM3_app window as shown in Figure 51.
Figure 51« Symbols - Properties for Demo_sb_MSS_CM3_app

Build Variables

Discovery Options

Environment

Settings

Tool Chain Editor
C/C++ General
Project References
Refactoring History
Run/Debug Settings

(£ Symbols
(& Directories
(& Optimization
(& Debugging
(& Wamings
(2 Miscellaneous
4 %) GNU C Linker
(& General
(& Libraries
(2 Miscellaneous
4 % GNU Assenbler
(& Genefal
i Meméry map generator
4 %) GNU Intel Hex File Generator
& General
4 %) GNU S-Record Generator.
(2 General
4 % GNU Listing Generator
(& General

LWIP_PROVIDE_ERRNO
LWIP_COMPAT_MUTEX
MICROSEMI_STDIO_THRU_UART

r o
SC Properties for Demao_sb_MSS_CM3_app l = g
type filter text Settings T

Resource = y .

-
Builders «® GHU € Compiler Defined symbols (D)
C/C++ Build (22 Preprocessor _

—
Undefined symbols (-U]

m

LR AR R

@

L —

OK ] l Cancel

6. Rebuild the SoftConsole Project. Load the design in to the eNVM.

7.~ Programming file with MSSSPIO0 settings is available in the following path:

<Downloadfolder>SF2_TFTP_Update_Recovery Demo_DF\Programmingfile\Staticlp\mssspi\Dem
0_main.stp

<Downloadfolder>SF2_TFTP_Update_Recovery_Demo_DF\Programmingfile\Dynamiclp\mssspi\D
emo_main.stp
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Product Support

Microsemi SoC Products Group backs its products with various support services, including Customer
Service, Customer Technical Support Center, a website, electronic mail, and worldwide sales offices.
This appendix contains information about contacting Microsemi SoC Products Group and using these
support services.

Customer Service

Contact Customer Service for non-technical product support, such as product pricing, product upgrades,
update information, order status, and authorization.

From North America, call 800.262.1060
From the rest of the world, call 650.318.4460
Fax, from anywhere in the world, 408.643.6913

Customer Technical Support Center

Microsemi SoC Products Group staffs its Customer Technical Support Center with highly skilled
engineers who can help answer your hardware, software, and /design questions about Microsemi SoC
Products. The Customer Technical Support Center spends a great deal of time creating application
notes, answers to common design cycle questions, documentation of known issues, and various FAQs.
So, before you contact us, please visit our online resources. Itis very likely we have already answered
your questions.

Technical Support

For Microsemi SoC Products Support, visit
http://www.microsemi.com/products/fpga-soc/design-support/fpga-soc-support.

Website

You can browse a variety of technical and non-technical information on the Microsemi SoC Products
Group home page, at http://www.microsemi.com/products/fpga-soc/fpga-and-soc.

Contacting the Customer Technical Support Center

Highly skilled engineers staff the Technical Support Center. The Technical Support Center can be
contacted by email or through the Microsemi SoC Products Group website.

Email

You can communicate your technical questions to our email address and receive answers back by email,
fax, or phone. Also;, if you have design problems, you can email your design files to receive assistance.
We_constantly monitor the email account throughout the day. When sending your request to us, please
be sure to include your full name, company name, and your contact information for efficient processing of
your request.

The technical support email address is soc_tech@microsemi.com.

My Cases

Microsemi SoC Products Group customers may submit and track technical cases online by going to My
Cases.

Outside the U.S.

Customers needing assistance outside the US time zones can either contact technical support via email
(soc_tech@microsemi.com) or contact a local sales office. Visit About Us for sales office listings and
corporate contacts.
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ITAR Technical Support

For technical support on RH and RT FPGAs that are regulated by International Traffic in Arms
Regulations (ITAR), contact us via soc_tech@microsemi.com. Alternatively, within My Cases, select Yes
in the ITAR drop-down list. For a complete list of ITAR-regulated Microsemi FPGAs, visit the ITAR web

page.
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