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INTRODUCTION

1.1 General

This document describes how to create, upload and manage self-signed/CA signed certificate for the
PDS-104G unit. Both SSL and TLS security protocols are supported by the unit, although only TLSv1.1 and
above is supported by recent web browsers.

&

7 Heartbleed security flow found in OpenSSL on 2014 was the drive behind abandoning
SSLv3 by all web browsers, adopting TLSv1.1 or higher instead.

1.2 Enforcing secured web browsing

To enforce secure web browsing, enable Web SSL Encryption from within the configuration web page as
in Figure 1.

=&

Mf‘crosemi Configuration Advanced

Username and Password

User Name admin

Password sasses

Confirm Passwaord LTI

Telnet/ 38H Telnet -
Web SSL Encryption 7] dp—

Figure 1

1.3 Secured Web Browsing options

There are several methods to secure web browsing, of which CA signed certificates is the most secured.

1.3.1 Browsing the unit over HTTPS using the unit's default self-signed certificate
Advantage — The simplest method, requiring no extra preparations by the IT manager.

Disadvantage — A warning message displayed by the browser, encouraging the user to exit the
website unless he is absolutely sure that this is a trusted website. This method is not
recommended although it works well for closed networks and devices using absolute IP address.

1.3.2 Self-signed unit certificate

Advantage — No need to pay for every device certificate, and having full control over the
certificate's creation and expiration date.

Disadvantage — A self-generated trusted root authority certificate has to be uploaded to every
PC/Laptop to be used for browsing the unit over SSL/TLS. Failing to do so will cause the web
browser to issue the same warning, advising the user to leave the website since it is not secured.
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1.3.3 CA (Certificate Authority) signed certificate
Advantage — The recommended method used by many websites such as Amazon, eBay, etc.

Disadvantage — An annual fee for every certificate signed by the CA. Examples of trusted CA are
VeriSign, Symantec, Thawte, etc.

CERTIFICATE MANAGEMENT - PACKAGE TOOLS DESCRIPTION

2.1 Package content

The certificate management package is based on an open-source OpenSSL tool, and readymade batch
files to ease user interaction with the Open SSL tool. For ease of use, two separate sub folders are
available.

2.1.1 Self-Signed Certificate Authority
This folder contains the OpenSSL tool plus two batch files.

1. The first batch file is named 01_Create Trusted Root Certification Authority (done once).bat. It is
used to create Trusted Root Certification Authority which is usually done only once, and has to be
uploaded to every web browser used for browsing the PDS-104G unit over HTTPS

2. The 2™ batch file is named 02_Create Certificate for each Device.bat. It is used to generate a
certificate for every PDS-104G unit in use (the certificate is IP dependent, and since every device has
its own IP, a unique certificate has to be created for every device).

2.1.2 CA-Signed Certificate Authority
This folder contains the OpenSSL tool plus three batch files.

1. The 1% batch file named 01_generate_private_key.bat is used to create a 2048-bit long private key.
Typically, private key generation is done only once.

2. The 2™ batch file named 02_create_certificate_request.bat is used to create a certificate request to
be uploaded to trusted root certificate authorities such as VeriSign, etc. The 2™ batch file has to be
executed for every network device to be managed over HTTPS.

3. The 3" batch file named 03_create_certificate.bat is used to combine the certificate received back
from the certificate authority site such as VeriSign (with a .crt extension) together with the private
key file (key extension) we generated using the first batch file, into a single file with a .pem
extension, to be uploaded back to the PDS-104G unit.
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EXAMPLE OF CREATING SELF-SIGNED CERTIFICATE

This example assumes the unit IP is 192.168.0.50.

3.1 Creating self-signed Certificate Authority file

Run batch file 01_Create Trusted Root Certification Authority (done once).bat. The batch file will create
a 2048-bit private key file named private_ca.key with expiration date of 10 years (3650 days), which can
be easily changed by modifying the batch file. Next, the user will be requested to fill in various fields as in
Figure 2, after which it will generate file named private_ca.crt, which is the self-signed trusted authority
certificate file required to be uploaded to every web browser being used to browse the unit over the
Network using HTTPS secured protocol.

i

Bl Admipjstrator Command Prompt - "01_Create Trusted Root Certification Authority (done once).bat” E@_

ne
ng modulus

er information that will be incorporated

iguished Mame or a DNM.

b

Figure 2

RSN NOTE:

\> The batch file 01_Create Trusted Root Certification Authority (done once).bat should
be typically executed only once. Running it again will erase and replace the already
created private_ca.crt file
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3.2 Uploading the self-signed trusted root certification authority file to the web

browser

Upload the private_ca.crt file to web browser Trusted Root
Certification Authorities list. This procedure has to be
repeated for every web browser used to browse the unit
over HTTPS.

The example in figures 3, 4, 5 refers to the Chrome web
browser. Each web browser has its own instructions on how
to perform the same actions.

Certificates

< S—

Intended purpose:

[(AII>

~ ']

‘ Intermediate Certification Autharities | Trusted Root Certification Authorities I Trusted Publ * | *

Issued To

59 AddTrust External ...

Issued By
AddTrust External CA...

Expiratio. ..
30/05/2020

Friendly Name
The USERTrust ...

e »

1. In Chrome, select Settings.

2. Scroll down and press on Show Advanced Settings.

3. Scroll down to HTTPS/SSL and select Manage

Certificates.

4. Select the Trusted Root Certification Authorities tab.

5. Select Import, and select the private_ca.crt file.

6. Inthe warning message that appears. Select Yes.

7. An Import was Successful message should appear.

mBalﬁmare CyberTru... Baltimore CyberTrust... 13/05/2025 Baltimore Cyber. ..
[Slcertum CA Certum CA 11/06/2027  Certum

(5 Class 3 Public Prima... Class 3 Public Primary ... 02/08/2028  VeriSign Class 3 ...

(5 Copyright (c) 1957 ... Copyright {c) 1997 Mi...  31/12/1933 Microsoft Timest...
mDigiCErt Assured ID... DigiCert Assured IDR... 10112031 DigiCert

= IDigiCert Global Roo... DigiCert Global RootCA  10/11/2031  DigiCert

S IDigiCert High Assur... DigiCert High Assuran...  10/11/2031 DigiCert

Entrust Root Certifi... Entrust Root Certifica...  27/11/2026  Entrust -

[ Import... ] [ Export... ] [ Remaove ]
Certifica ded purposes %

ient Authentication, Secure Email, Code Signing, Time

m, IP security tunnel termination, IP security

Server Authenticati
Stamping, Encrypting File’
user

Learn more about certificates

Figure 3

Security Warning

You are about to install a certificate from a certification authority (CA)
claiming to represent:

<+

Windows cannot validate that the certificate is actually from "My
Organization”. You should confirm its erigin by contacting "My
Organization”. The following number will assist you in this process:

B

My Organization

Thumbprint (shal): TAD4FBTE 1FDE1GDS 3CEF2ACF 2BEB4FOE 28580668

Warning:

If you install this root certificate, Windows will automatically trust any
certificate issued by this CA. Installing a certificate with an unconfirmed
thumbprint is a security risk. f you click "Yes" you acknowledge this
risk.

Do you want to install this certificate?

Figure 4

Certificates

T .

[<ai> -

Intermediate Certification Authorities | Trusted Root Certification Authorities | Trusted Publ * | *

Intended purpose:

8. Browse again as in Figure 4 to Trusted Root
Certification Authority list and verify that
My Organization now appears on the list.
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QMlaosoﬁ: Root Cert... Microsoft Root Certifi,..  10/05/2021 Microsoft Root C...
mMiansnf’t Root Cert... Microsoft Root Certifi...  24/06/2035 Microsoft Root C...
[SMicrosoft Root Cert... Microsoft Root Certifi..  23/03/2036 Microsoft Root C...
mMiaosoﬁ: Root Cert... Microsoft Root Certifi.,.  23/03/2036 Microsoft Root C...

55 My Organization My Organization -
[53/NO LIABILITY ACC... NO LIABILITY ACCEP. 4 08/01/2004 VeriSign Time St... |i|
[SlsecureTrust ca SecureTrust CA 31/12/202%  Trustwave

mstarﬁeld Class 2 Ce... Starfield Class 2 Certifl.  29/06/2034 Starfield Class 2....
Qsmrﬁeld Services R... Starfield Services RgB... 01/01/2030 Starfield Technol... =

/
[ Import... ] [ Export... ] [ Remove IJ]

Certificate intended purposes

<All>
Trusted Root Certification View
Authority that was add
Learn more about certificates
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3.3 Creating device-specific certificate

1. Make sure the files private_ca.key and private_ca.crt which were created in the previous stage are
in the same folder where the 2™ batch file is going to be executed.

2. Run 02_Create Certificate for each Device.bat and fill in the various fields as in Figure 6.
Please note that the Common Name field must match the unit IP address.

3. Now upload the newly created web_ssl.pem certificate to the PDS-104G unit over TFTP as described
in the next paragraph.

3.4 Uploading self-signed certificate to the unit

1. RunTFTP Server on one of the
computers which are accessible
by the PDS-104G unit on the
network.

modulus

2. Place the file web_ssl.pem on
the TFTP Server root folder.

3. Browse to the unit over
Telnet/SSH (as was configured
over the Web).

4. From the main menu, select the
Configuration and maintenance
menu.

5. Within the configuration menu
select Download WEB SSL
Certificate from TFTP Server.

6. From within the Certificate
Download menu select
Download self-signed
certificate.

7. Now enter the TFTP Server IP
address and certificate filename
- web_ssl.pem.

Figure 6
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3.5 Self-Signed Certificate validation.

e Open Chrome web browser and browse to IP 192.168.0.50. The web browser will be redirected to
https://192.168.0.50. No warning messages should appear in the web browser; only username and
password request should appear.

e Green lock as in Figure 7 on the left side of the URL should indicate that the browsing to the unit is
done over secured HTTPS protocol.

Main x
o

€« > C f B8 https//192.168.0.50/index.html

Mjcro mi Configuration Advanced Information

My-Device

Figure 7
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EXAMPLE OF CREATING CA-SIGNED CERTIFICATE.

A CA-signed certificate will be typically used whenever the unit is connected to the global public Internet.
It has its own domain name as www.my-unit.com, and secure web browsing over the internet from any
web browser is required without any extra steps from the remote end-user.

Only trusted root certificate authorities which are installed together with the web browser installation
can be used to sign the certificate request which will be generated. The user has to pay yearly fee to the
certificate authority organization in order to get a signed certificate, which will be typically limited to one
or two years before it has to be updated. Examples of such companies are VeriSign, Symantec, Thawte,
etc. See Figure 8 for additional examples.

... T

Intended purpose: | <All> - |

Certificates

| intermediate Certification Authorities | Trusted Root Certification Authorities | Trusted Publ * | *

Issued To Issued By Expiratio...  Friendly Name -
ESymmlzc Root CA Symantec Root CA 01/05/2011  <MNone=
_nJThawte Premium Se... Thawte Premium Serv... 01/01/2021 thawte
_thhawhe Primary Ro... thawte Primary Root CA  17/07/2036  thawte
_nJThawteT tampi... Thawte Timestamping... 01/01/2021 Thawte Timesta...
[ JUTN-USERFirst-Obj... UTN-AUSERFirst-Object  09/07/2019  USERTrust (Cod...
'_'p;JUeriSign Class 3Pu... Verisign Class 3Public... 17/07/2036 VeriSign
'_'p;J VeriSign Trial Secur... VeriSign Trial Secure 5., 01/04/2029  <None> r
(5] VeriSign Trust Netw... VeriSign TrustNetwork — 02/08/2028  VeriSign 5
—— 1 |
| Import... | | Export... | | Remove | Advanced
Certificate intended purposes
Server Authentication, Client Authentication, Secure Email, Code Signing, Time
Stamping, Encrypting File System, IP security tunnel termination, IP security T
user View
I
Learn more about certificates

Figure 8

4.1 Generating private key

Run batch file 01_generate_private_key.bat. The batch file will create 2048-bit private key named
web_ssl.key.

&

The batch file 01_generate_private_key.bat should be typically executed only once.
Running it again will erase and replace the already created web_ssl.key file

Microsemi
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4.2 Generating certificate request

Run batch file 02_create_certificate_request.bat. After filling-in all the parameters as in Figure 9, a

certificate-request file named web_ssl.csr will be created. Please note that under Common Name you

must fill in the unit's domain name e.g., www.my-unit.com (there is no support for absolute IP address).

be incorporated

hed Name or

1cate Authority

Figure 9

4.3 Signing certificate request

a DN.

Jon

Upload web_ssl.csr certificate request to your favorite certificate authority organization. After paying the

appropriate fees and filling-in all the required information you will be issued a certificate, similar to the

one in Figure 10.

MITEDzCCAveqAwIBAQIJAJIRYKYY3GONMABGCSqGSIb3DOEBCWUAMGI xCzAJBgHU
BAYTAKFUHRHuwEQYDUQQIEwpTb211LUNAYXR1MRIwEAY DVQQKEwINaWNyb3H1bWkx
FDASBQHUBASTCABURSBTeXNAZW1ZHMRQuEQYDUNOQDPEwEQbAUqU31zdGUEtCcZAeFwAx
NTASHD Iw0DUAHZz1 aF wOyNTA4MZAWODUAMZ1aMGI=CZzAJEgHNUBAYTAKFUMRHWEQYD
UQQIEwpTb211LUNOYSR1MR IWEAYDVOQKEWLNaWNYb3IN1bUKkZFDASBQHNUBASTC1BY
RSBTeXNBZW1zHROWEQYDUQQDEWE(QbBUqU31zdGUtczCCASIwD QY JKoZThvcHAQEB
BOADggEPADCCAQoCQEBALG523nR12uu8h7bfsiBqiSnle ju4JD/ jme IktUhUrJUa
jHFRSAXFjIt0gldrudjCiyA3wy2Wu11D3YLYAoULhZSEPNZBBFplJ2d3Gh10PBYE
ax1HuYA79HCqUSHCEdMuHHFSquyxxobzdZLyalo%ahdZoitiVUgi xUKeHH+UUDPq
Jh32q¥+Z23bFulurBPMUDEMUJBThdeufU6sB5uZmuB2CqRYUOVIE/ m+5u519x00x0
015yunc/ALMbEWZcHOeFCST1EUS 255 qBu/ MUY twROCIHU LIKQDGOSWZUP 112/ )
BxsBebIZpkDbrIJteMSvnYdXZPOJF61NF ?NvwlkJ j4UCAWEAAADBRZCBXDAdBgNY
HOYEFgQUUISCYUKSHr1zT2c05j5133YS52bkwg20GA1UdIwSBjDCBiYAUUISCYUKS
Nr1zT2c053%1j3YS2bmhZ2qRKHGIxCzAJBgNUBAY TAKFUMRHWEQYDUQQIEwWpTb211
LUNBYXR1MRIwEAYDU(QKEwlHaWNyb3H1bWk=xFDASBQNUBASTC1BURSBTexHOZW1z
MRQWEQYDUQQDEwt(b8UgU31zdGVtcATIJAJIRYEYYIGONHAWGA1UDEW]FHAMEA 8w
DOYJKoZIhucNAQELEQADGQEBAKwqTQideTAVItxqL291gxJh20a5rBYNUhiDBS6F
GWCE2KSLLEXmuUmGCFTzY91i8xpZA/33dnuwjwlfgiykmmnfzhUTpuKNPYaZxBoyhx2
aBWR/ jqKSTYF3jX1HZ jr4beInU3yQnHudnyCHyebePWd7 JF2c3dDXWKMG6Q05SCHO
BRNSKUBtmudALquesuRBB jzrGpFUXEWLQ6P+GBuzMY IBWrZ j+SuISpWAKrPFiMF
07vcbgRu+Liyb4imuetbpyfiZeDdmQuJnubnel PNHEOYS/GEHDoSeN86F IZntkjy@
QEFWtComvIYeknhHExmT4gHduiSUPJ+FHKNESQUHUK7WFF 0=

————— END CERTIFICATE-----
1

Figure 10

Copy the certificate provided by the CA to the file named web_ssl.crt, and place under the same folder

where the 2" batch file was executed.
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4.4 Finalizing the unit certificate process

Run the 3" batch file named 03_create_certificate.bat, which will combine the web_ssl.crt and
web_ssl.key files into a single file named web_ssl.pem.

4.5 Uploading CA-signed certificate to the unit

Run TFTP Server on one of the computers accessible to the PDS-104G unit over the Network.
Place the files web_ssl.crt and web_ssl.pem in the TFTP Server root folder.

Browse to the unit over Telnet/SSH (as was configured over the web).

From the main menu, select the Configuration and maintenance menu.

Within the configuration menu, select Download WEB SSL Certificate from TFTP.

From within the Certificate Download menu, select Download CA issued certificate.

N o v bk~ wnNnR

Now enter the TFTP Server IP address, CA-signature file name (web_ssl.crt), and the device
certificate file name (web_ssl.pem).

8. The unit will download both files and verify validity of both files against the unit internal web server.
After successful validation, a success message as in Figure 11 should appear

:|*******************************|
:|*******************************|

finished, loading Web Server with new configuration

Figure 11

&

1. Asuccess message doesn't necessary mean that the entire process was done
correctly. It only indicates that the two uploaded files' content and format comply
with the unit Web Server files format

2. In case any of the two uploaded files doesn't comply with the unit Web Server files
format, the web server will discard the new uploaded certificate files and will
continue to use the already existing certificate files
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The information contained in the document (unless it is publicly available on the Web without access
restrictions) is PROPRIETARY AND CONFIDENTIAL information of Microsemi and cannot be copied,
published, uploaded, posted, transmitted, distributed or disclosed or used without the express duly signed
written consent of Microsemi. If the recipient of this document has entered into a disclosure agreement
with Microsemi, then the terms of such Agreement will also apply. This document and the information
contained herein may not be modified, by any person other than authorized personnel of Microsemi. No
license under any patent, copyright, trade secret or other intellectual property right is granted to or
conferred upon you by disclosure or delivery of the information, either expressly, by implication,
inducement, estoppels or otherwise. Any license under such intellectual property rights must be approved
by Microsemi in writing signed by an officer of Microsemi.

Microsemi reserves the right to change the configuration, functionality and performance of its products at
anytime without any notice. This product has been subject to limited testing and should not be used in
conjunction with life-support or other mission-critical equipment or applications. Microsemi assumes no
liability whatsoever, and Microsemi disclaims any express or implied warranty, relating to sale and/or use
of Microsemi products including liability or warranties relating to fithess for a particular purpose,
merchantability, or infringement of any patent, copyright or other intellectual property right. Any
performance specifications believed to be reliable but are not verified and customer or user must conduct
and complete all performance and other testing of this product as well as any user or customer final
application. User or customer shall not rely on any data and performance specifications or parameters
provided by Microsemi. It is the customer’s and user’s responsibility to independently determine suitability
of any Microsemi product and to test and verify the same. The information contained herein is provided
“AS IS, WHERE IS” and with all faults, and the entire risk associated with such information is entirely with
the User. Microsemi specifically disclaims any liability of any kind including for consequential, incidental
and punitive damages as well as lost profit. The product is subject to other terms and conditions which can

be located on the web at http://www.microsemi.com/company/terms-and-conditions.
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