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Microsemi assume any liability whatsoever arising out of the application or use of any product or
circuit. The products sold hereunder and any other products sold by Microsemi have been
subject to limited testing and should not be used in conjunction with mission-critical equipment
or applications. Any performance specifications are believed to be reliable but are not verified,
and Buyer must conduct and complete all performance and other testing of the products, alone
and together with, or installed in, any end-products. Buyer shall not rely on any data and
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whether with regard to such information itself or anything described by such information.
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About Microsemi

Microsemi Corporation (NASDAQ: MSCC) offers a comprehensive portfolio of semiconductor
and system solutions for aerospace & defense, communications, data center and industrial
markets. Products include high-performance and radiation-hardened analog mixed-signal
integrated circuits, FPGAs, SoCs and ASICs; power management products; timing and
synchronization devices and precise time solutions, setting the world's standard for time; voice
processing devices; RF solutions; discrete components; enterprise storage and communication
solutions; security technologies and scalable anti-tamper products; Ethernet solutions; Power-
over-Ethernet ICs and midspans; as well as custom design capabilities and services. Microsemi
is headquartered in Aliso Viejo, California, and has approximately 4,800 employees globally.
Learn more at www.microsemi.com.
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Welcome to SmartDebug

Introduction to SmartDebug

Design debug is a critical phase of FPGA design flow. Microsemi’s SmartDebug tool complements design
simulation by allowing verification and troubleshooting at the hardware level. SmartDebug provides access to
non-volatile memory (eNVM), SRAM, SERDES, and probe capabilities. Microsemi SmartFusion2 System-on-chip
(SoC) field programmable gate array (FPGA), IGLOO2 FPGA, and RTG4 FPGA devices have built-in probe logic
that greatly enhance the ability to debug logic elements within the device. SmartDebug accesses the built-in
probe points through the Active Probe and Live Probe features, which enables designers to check the state of
inputs and outputs in real-time without re-layout of the design.

Use Models

SmartDebug can be run in the following modes:
e Integrated mode from the Libero Design Flow
e Standalone mode
e Demo mode

Integrated Mode

When run in integrated mode from Libero, SmartDebug can access all design and programming hardware
information. No extra setup step is required. In addition, the Probe Insertion feature is available in Debug FPGA
Array.

To open SmartDebug in the Libero Design Flow window, expand Debug Design and double-click SmartDebug
Design.

Standalone Mode

SmartDebug can be installed separately in the setup containing FlashPro Express and Job Manager. This
provides a lean installation that includes all the programming and debug tools to be installed in a lab environment
for debug. In this mode, SmartDebug is launched outside of the Libero Design Flow. When launched in
standalone mode, you must to go through SmartDebug project creation and import a Design Debug Data
Container (DDC) file, exported from Libero, to access all debug features in the supported devices.

Note: In standalone mode, the Probe Insertion feature is not available in FPGA Array Debug, as it requires
incremental routing to connect the user net to the specified 1/0.

Demo Mode

Demo mode allows you to experience SmartDebug features (Active Probe, Live Probe, Memory Blocks,
SERDES) without connecting a board to the system running SmartDebug.

Note: SmartDebug demo mode is for demonstration purposes only, and does not provide the functionality of
integrated mode or standalone mode.

Note: You cannot switch between demo mode and normal mode while SmartDebug is running.

Standalone Mode Use Model Overview

In the main use model for standalone SmartDebug, the DDC file must be generated from Libero and imported into
a SmartDebug project to obtain full access to the device debug features. Alternatively, SmartDebug can be used
without a DDC file with a limited feature set.
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Supported Families, Programmers, and Operating Systems

Programming and Debug: SmartFusion2, IGLOO2, and RTG4
Programmers: FlashPro, FlashPro3, FlashPro4, and FlashPro5
Operating Systems: Windows XP, Windows 7, Windows 10, and RHEL 6.x

Supported Tools
The following table lists device family support for SmartDebug tools.
SmartDebug Support per Device Family SmartFusion2 IGLOO2 RTG4

Live Probes X X X
Active Probes X X X
Memory Debug X X X
Probe Insertion (available only through Libero flow) X X X
View Flash Memory Content X X

Debug SERDES X X X
FPGA Hardware Breakpoint (Needs FHB Auto Instantiation) X X X
Event Counter (Needs FHB Auto Instantiation) X X X
Frequency Monitor (Needs FHB Auto Instantiation) X X X

Note: "X" indicates the tool is supported.
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Getting Started with SmartDebug

This topic introduces the basic elements and features of SmartDebug. If you are already familiar with the user
interface, proceed to the Solutions to Common Issues Using SmartDebug or Frequently Asked Questions
sections.

SmartDebug enables you to use JTAG to interrogate and view embedded silicon features and device status
(FlashROM, Security Settings, Embedded Flash Memory (NVM)).

See Using SmartDebug for an overview of the use flow.
You can use the debugger to:

e Get device status and view diagnostics

e Use the Embedded Flash Memory Debug GUI to read out and compare your content with your original files

Using SmartDebug

The most common flow for SmartDebug is:
1. Create your design. You must have a FlashPro programmer connected to use SmartDebug.

2. Expand Debug Design and double-click Smart Debug Design in the Design Flow window. SmartDebug
opens for your target device.

3. Click View Device Status to view the device status report and check for issues.
4. Examine individual silicon features, such as FPGA debug.

Running SmartDebug in Demo Mode

Demo mode allows you to experience SmartDebug features (Active Probe, Live Probe, Memory Blocks,
SERDES) without connecting a board to the system running SmartDebug.

Note: SmartDebug demo mode is for demonstration purposes only, and does not provide the functionality of
integrated mode or standalone mode.

Note: You cannot switch between demo mode and normal mode while SmartDebug is running.
If programming hardware is not detected when you invoke SmartDebug, you will see the following.
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€ SmartDebug (DEMO MODE]

— O x
File VYiew Help
Device: |M25M2GLO10(T|S[TS) (M2GLO10T) J Programmer: |simulatic.n (simulation) J
* SMARTDEBUG IS RUNNING IN DEMO MODE *
ID code read from device: HARDWARE NOT CONNECTED
View Device Status. .. Debug FPGA Array...
View Flash Memary Content... Debug SERDES...
Log B =

(=] Messages &3 Errors j, Warnings i} Info

See Also
Active Probes
Live Probes
Memory Blocks
Debug SERDES - Loopback Test
Debug SERDES - PRBS Test

Create Standalone SmartDebug Project

A standalone SmartDebug project can be configured in two ways:
e Import DDC files exported from Libero
e Construct Automatically

From the SmartDebug main window, click Project and choose New Project. The Create SmartDebug Project
dialog box opens.
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@ Create SmartDebug Project ﬁ

MName: sdebugl

Location: C:flUsers e

Construct JTAG chain for the project

Connected programmers: [52U1\'Q5T1"-I' '” Refresh ]

@ ImportDDC File: ide_v/negedgedk/2048 18 1024 36 v/srcs/RAM_Logical View.ddc |

Design dedug dats will be imporied with JTAG ohiain

) Construct Automatically

(] &) [ caed

Figure 1 - Create SmartDebug Project Dialog Box

Import from DDC File (created from Libero)

When you select the Import from DDC File option in the Create SmartDebug Project dialog box, the Design
Debug Data of the target device and all hardware and JTAG chain information present in the DDC file exported in
Libero are automatically inherited by the SmartDebug project. The programming file information loaded onto other
Microsemi devices in the chain is also transferred to the SmartDebug project.

Debug data is imported from the DDC file (created through Export SmartDebug Data in Libero) into the debug
project, and the devices are configured using data from the DDC file.

Construct Automatically

When you select the Construct Automatically option, a debug project is created with all the devices connected
in the chain for the selected programmer. This is equivalent to Construct Chain Automatically in FlashPro.

Configuring a Generic Device

For Microsemi devices having the same JTAG IDCODE (i.e., multiple derivatives of the same Die—for example,
M2S090T, M2S090TS, and so on), the device type must be configured for SmartDebug to enable relevant
features for debug. The device can be configured by loading the programming file, by manually selecting the
device using Configure Device, or by importing DDC files through Programming Connectivity and Interface. When
the device is configured, all debug options are shown.

For debug projects created using Construct Automatically, you can use the following options to debug the
devices:

e Load the programming file — Right-click the device in Programming Connectivity and Interface.
e Import Debug Data from DDC file — Right-click the device in Programming Connectivity and Interface.

The appropriate debug features of the targeted devices are enabled after the programming file or DDC file is
imported.
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Connected FlashPRO Programmers

The drop-down lists all FlashPro programmers connected to the device. Select the programmer connected to the
chain with the debug device. At least one programmer must be connected to create a standalone SmartDebug
project.

Before a debugging session or after a design change, program the device through Programming Connectivity and
Interface.
See Also
Programming Connectivity and Interface
View Device Status
Export SmartDebug Data (from Libero)
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SmartDebug User Interface

Standalone SmartDebug User Interface

You can start standalone SmartDebug from the Libero installation folder or from the FlashPRO installation folder.
Windows:

<Libero Installation folder>/Designer/bin/sdebug.exe

<FlashPRO Installation folder>/bin/sdebug.exe

Linux:

<Libero Installation folder>/ bin/sdebug

<FlashPRO Installation folder>/bin/sdebug

4 SmartDebug B
Project  View Tools

Log 5 x

I (TS]vemages) @ Evors i Womings @ Info

Figure 2 - Standalone SmartDebug Main Window
Project Menu
The Project menu allows you to do the following:
e Create new SmartDebug projects (Project > New Project)
e Open existing debug projects (Project > Open Project)

10
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e Execute SmartDebug-specific Tcl scripts (Project > Execute Script)
e Export SmartDebug-specific commands to a script file (Project > Export Script File)
e See alist of recent SmartDebug projects (Project > Recent Projects).

Log Window

SmartDebug displays the Log window by default when it is invoked. To suppress the Log window display, click the
View menu and toggle View Log.

The Log window has four tabs:
Messages — displays standard output messages
Errors — displays error messages
Warnings — displays warning messages
Info — displays general information
Tools Menu

The Tools menu includes Programming Connectivity and Interface and Programmer Settings options, which are
enabled after creating or opening a SmartDebug project.

Programming Connectivity and Interface

To open the Programming Connectivity and Interface dialog box, from the standalone SmartDebug Tools menu,
choose Programming Connectivity and Interface. The Programming Connectivity and Interface dialog box
displays the physical chain from TDI to TDO.

I*l Programming Connectivity and Interface L:"':" 5] e

& 2 TDO

Figure 3 - Programming Connectivity and Interface Dialog Box — Project created using Import from DDC File

All devices in the chain are disabled by default when a standalone SmartDebug project is created using the
Construct Automatically option in the Create SmartDebug Project dialog box.

}* Programming Connectivity and Interface E@m

A s TR
. B
o o700 ; oI

Figure 4 - Programming Connectivity and Interface window — Project created using Construct Automatically
The Programming Connectivity and Interface dialog box includes the following actions:

11
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Construct Chain Automatically - Automatically construct the physical chain.

Running Construct Chain Automatically in the Programming Connectivity and Interface removes all
existing debug/programming data included using DDC/programming files. The project is the same as a
new project created using the Construct Chain Automatically option.

Scan and Check Chain — Scan the physical chain connected to the programmer and check if it matches the
chain constructed in the scan chain block diagram.

Run Programming Action — Option to program the device with the selected programming procedure.

When two devices are connected in the chain, the programming actions are independent of the device.
For example, if M2S090 and M2GL010 devices are connected in the chain, and the M2S090 device is to
be programmed and t

he M2GL010 device is to be erased, both actions can be done at the same time using the Run
Programming Action option.

Zoom In — Zoom into the scan chain block diagram.
Zoom Out — Zoom out of the scan chain block diagram.

Hover Information

The device tooltip displays the following information if you hover your cursor over a device in the scan chain block
diagram:

Name: User-specified device name. This field indicates the unique name specified by the user in the Device
Name field in Configure Device (right-click Properties).

Device: Microsemi device name.
Programming File: Programming file name.

Programming action: The programming action selected for the device in the chain when a programming
file is loaded.
IR: Device instruction length.

TCK: Maximum clock frequency in MHz to program a specific device; standalone SmartDebug uses this
information to ensure that the programmer operates at a frequency lower than the slowest device in the
chain.

M25050T (2) Vo

2700 } o1 &
3 e
Name: [m2s0507 (2)
[Device [m2sosor |
File: |
.Drcglamming adicn:.i
.[F:: |$
[Tcx: 10000000

Device Chain Details
The device within the chain has the following details:

User-specified device name
Device name

12
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e Programming file name

e Programming action — Select Enable Device for Programming to enable the device for programming.
Enabled devices are green, and disabled devices are grayed out.

Right-click Properties

The following options are available when you right-click a device in the Programming Connectivity and Interface
dialog box.

Configure Device...

v Enable Device for Programming...
Load Programming File...
Select Program Procedure/Actions...
Import Debug Data from DDC File...

Set as Libero Design Device - The user needs to set Libero design device when there are multiple identical
Libero design devices in the chain.

Configure Device - Ability to reconfigure the device.
¢ Family and Die: The device can be explicitly configured from the Family, Die drop-down.
e Device Name: Editable field for providing user-specified name for the device.

Enable Device for Programming - Select to enable the device for programming. Enabled devices are shown in
green, and disabled devices are grayed out.

Load Programming File - Load the programming file for the selected device.

Select Programming Procedure/Actions- Option to select programming action/procedures for the devices
connected in the chain.

e Actions: List of programming actions for your device.

e Procedures: Advanced option; enables you to customize the list of recommended and optional procedures
for the selected action.

Import Debug Data from DDC File - Option to import debug data information from the DDC file.
Note: This option is supported when SmartDebug is invoked in standalone mode.

The DDC file selected for import into device must be created for a compatible device. When the DDC file is
imported successfully, all current device debug data is removed and replaced with debug data from the imported
DDC file.

The JTAG Chain configuration from the imported DDC file is ignored in this option.

If a programming file is already loaded into the device prior to importing debug data from the DDC file, the
programming file content is replaced with the content of the DDC file (if programming file information is included in
the DDC file).

Debug Context Save

Debug context refers to the user selections in debug options such as Debug FPGA Array, Debug SERDES, and
View Flash Memory Content. In standalone SmartDebug, the debug context of the current session is saved or
reset depending on the user actions in Programming Connectivity and Interface.

The debug context of the current session is retained for the following actions in Programming Connectivity and
Interface:

13



& Microsemi

a AS\MIcROCHIP company

SmartFusion2, IGLOO2, RTG4 SmartDebug User Guide

e Enable Device for Programming

e Select Programming Procedure/Actions
e Scan and Check Chain

¢ Run Programming Action

The debug context of the current session is reset for the following actions in Programming Connectivity and
Interface:

e Auto Construct — Clears all the existing debug data. You need to reimport the debug data from DDC file.
e Import Debug Data from DDC file

e Configure Device — Renaming the device in the chain

e Configure Device — Family/Die change

e Load Programming File

Selecting Devices for Debug

Standalone SmartDebug provides an option to select the devices connected in the JTAG chain for debug. The
device debug context is not saved when another debug device is selected.

€ SmartDebug - E:\Captures\SmartDebug! WAC_M2GLOS0_MGLOT
Project View Tools
T = ]
165 M &
Device: |M25/M2GLOSOTTS[TV) (M2GL0SOTS) = Programemer: (93536 (usb33536) -
M 25 MIGLOS] V) (M2GLOIOTS

| M25M2GL0 10(T]S[TS) (M2GL0 10TS)
ID code read from device: 1F3071CF

| View Devioe Status... | I Debug FPGA Array...

| View Flash Memory Content... I I Debug SERDES. .. |

View Device Status

Click View Device Status in the standalone SmartDebug main window to display the Device Status Report. The
Device Status Report is a complete summary of IDCode, device certificate, design information, programming
information, digest, and device security information. Use this dialog box to save or print your information for future
reference.

14
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b Device Status Report x

= |
Device: M25090T (M25090T) Programmer: 5201YPV02ZC (5201YPVDZC) Save I &3 Print |

Device Status:
IDCode (read from the device) (HEX): 1f8071cf

Device Certificate

Family: SmartFusion2
Die: M25090
Design Information
Design Name: SYS_SERDES
Design checksum (HEX): 53AA
Design Version: 0
Back Level: 0
Operating voltage: 1.2V
Internal Oscillator: S0MHz

Digest Information
Fabric Digest (HEX): 8d5382634b094bc5aalb67 TISfI42dfa
0000f78130fa81a31dcb45cbbl1cf159

eNVM_0 Digest (HEX): 90d743000b662a86aeabab52c0dbbibe
e3f809034344d1226624180728507254

Device Security Settings
ARM CortexM3 access to eSRAM module 0 read is protected.
ARM CortexM3 access to eSRAM module 0 write is protected,
ARM CortexM3 access to eSRAM module 1 read is protected.
ARM CortexM3 access to @SRAM module 1 write is protected.
ARM CortexM3 access to eNVM_0 read is protected.
ARM CortexM3 access to eNVM_0 write is protected.
ARM CortexM3 access to DDR bridge read is protected,
ARM CortexM3 access to DDR bridge write is protected.
Factory test mode access: Allowed.
Power on reset delay: 100ms
System Contreller Suspend Mode: Disabled.

Programming Information

Cycle count: 333

VPP Range: HIGH [ VPP >= 3.3V}
Temp Range: HOT

*Algorithm Version: 2

* Programmer: FlashPro 5
* Software Version: FlashPro w11.6

* Programming Software: FlashPro
* Programming Interface Pratocol: JTAG
* Programming File Type: STAPL

NOTE: * - The above Information is only relevant if the device was pregrammed through JTAG or SPI Slave mode.

i Help # Close |
Figure 5 - Device Status Report

IdCode

IDCode read from the device under debug.

Device Certificate
Device certificate displays Family and Die information if device certificate is installed on the device.

If the device certificate is not installed on the device, a message indicating that the device certificate may not have
been installed is shown.

15
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Design Information
Design Information displays the following:
e Design Name
e Design Checksum
e Design Version
e Back Level (SmartFusion2 and IGLOO2 only)
e Operating Voltage (SmartFusion2 and IGLOO2 only)
e Internal Oscillator (SmartFusion2 and IGLOO2 only)

Digest Information

Digest Information displays Fabric Digest, eNVM_0 Digest and eNVM_1 Digest (for M2S090 and M2S150
devices only) computed from the device during programming. eNVM Digest is shown when eNVM is used in the
design.

Device Security Settings

Note: For RTG4 devices, only Lock Bit information is displayed.

Device Security Settings indicate the following:
e Factory test mode access
e Power on reset delay
e System Controller Suspend Mode

In addition, if custom security options are used, Device Security Settings indicate:
e User Lock segment is protected
e User Pass Key 1/2 encrypted programming is enforced for the FPGA Array
e User Pass Key 1/2 encrypted programming is enforced for the eNVM_0 and eNVM_1
e SmartDebug write access to Active Probe and AHB mem space
e SmartDebug read access to Active Probe, Live Probe & AHB mem space
e UJTAG access to fabric

Programming Information
Programming Information displays the following:
e Cycle Count
e VPP Range
e Temp Range
e Algorithm Version
e Programmer
e Software Version
e Programming Software
e Programming Interface Protocol
e Programming File Type

Embedded Flash Memory (NVM) Content Dialog Box
(SmartFusion2 and IGLOOZ2 Only)

The NVM content dialog box is divided into two sections:
e View content of Flash Memory pages (as shown in the figure below)
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e Check page status and identify if a page is corrupted or if the write count limit has exceeded the 10-year
retention threshold

Choose the eNVM page contents to be viewed by specifying the page range (i.e., start page and the end page)
and click Read from Device to view the values.

You must click Read from Device each time you specify a new page range to update the view.

Specify a page range if you wish to examine a specific set of pages. In the Retrieved Data View, you can enter an
Address value (such as 0010) in the Go to Address field and click the corresponding button to go directly to that
address. Page Status information appears to the right.

Contents of Page Status
e ECC1 detected and corrected
e ECC2 detected
e Write count of the page
¢ If write count has exceeded the threshold
o If the page is used as ROM (first page lock)
e Overwrite protect (second page lock)
e Flash Freeze state (deep power down)
& Flk Memory

Retricve Flash Memory Content from Devie:

Select | <Page Range> ~ ) Fued from Deace.
Start Page: ] (address Ox500)
Erd Page: F | (11 pages, 1408 bytes)
Latest Content Retraeyed from Devio: Mo S 14 1B 2

Retreved Conieet: fom Page 10 to Pagee 20, 1408 bytes startng Som address 0x 500

Verw AJ Page Stama s to Address (e Geo

Status for  Fage 210 | Conter

Page humber - - = = - = -
e i leclo el )
) o500l Fé o {-H 91 Q € D D3 F8 L 4 4 L. n -
e detected:  Faise
able dats ever detected: Falne w [ 3% @ 1 @ “@ F L] : (=} ] - L]
tor oer Sreshold Taze
| oos| ) o0 5 c 2 0 o o & ] 4 o = ] 61
Mot st | » e L 7 = " - 4 # 2 % o o0 2 o1 B
Faise.
oosa| D = o £ 08 ™ o1 R % @ " 7
0550 B2 - *F % L o F§ =0 F o o Q F2
D056 00 L F, 02 4 oc @ “ [ 1 L {1+ o
| = S5 FE =] B & F L B % a4 F ol o o€ -]
| oosme| &4 ” ] 4 e ] ] L 4 £ x
Heip Jose:

Figure 6 - Flash Memory Dialog Box for a SmartFusion2 Device (SmartDebug)
The page status gets updated when you:
e Click Page Range
e Click a particular cell in the retrieved eNVM content table
e Scroll pages from the keyboard using the Up and Down arrow keys
e Click Go to Address (hex)

The retrieved data table displays the content of the page range selection. If content cannot be read (for example,
pages are read-protected, but security has been erased or access to eNVM private sectors), Read from Device
reports an error.

Click View Detailed Status for a detailed report on the page range you have selected.

For example, if you want to view a report on pages 1-3, set the Start Page to 1, set the End Page to 3, and click
Read from Device. Then click View Detailed Status. The figure below is an example of the data for a specific
page range.
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from Page 1 to Page 3, 334 bytes starting from address 0xB0 as of Thu Jan 07 14:43:29 2016 [_save || &print |
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Page Status Summary [ Page 1to 3]

Total number of pages with ECC2 errors; 0
Total number of pages with write count out of range: 0
FlashMemory Check PASSED for [Page 1to 3]

Flash Memory Page Status [Page 1to 3]
FlashMemory Page £1:

Recoverable ECC1 error detected: False
Mon recoverable data error detected: False

Write counter over threshold: False

Write count: 38 === This value may be incorrect due to OEPB is not set.
Use as ROM: Off

Owverwrite Protect: Not set

FlashFreeze state: False

FlashMemory Page £2:

Recoverable ECC1 error detected: False

Mon recoverable data error detected: False

Write counter over threshold: False

Write count: 38 ===This value may be incorrect due to OEPE is not set.
Use a5 ROM: off

Owerwrite Protect: Not set

FlashFreeze state: False

FlashMemory Page £3:

Recoverable ECC1 error detected: False

Mon recoverable data error detected: False

Write counter over threshold: False

Write count: 38 **=This value may be incorrect due to OEPB is not set.
Use as ROM: Off

Overwrite Protect: Not set

FlashFreeze state: False

Figure 7 - Flash Memory Details Dialog Box (SmartDebug)
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Debugging

Debug FPGA Array

In the Debug FPGA Array dialog box, you can view your Live Probes, Active Probes, Memory Blocks, and Insert
Probes (Probe Insertion).

The Debug FPGA Array dialog box includes the following four tabs:
e Live Probes
e Active Probes

e Memory Blocks
e Probe Insertion

Hierarchical View

The Hierarchical View lets you view the instance level hierarchy of the design programmed on the device and
select the signals to add to the Live Probes, Active Probes, and Probe Insertion tabs in the Debug FPGA Array
dialog box. Logical and physical Memory Blocks can also be selected.

¢ Instance — Displays the probe points available at the instance level.

¢ Primitives — Displays the lowest level of probeable points in the hierarchy for the corresponding component

—i.e., leaf cells (hard macros on the device).

You can expand the hierarchy tree to see lower level logic.
Signals with the same name are grouped automatically into a bus that is presented at instance level in the
instance tree.

The probe points can be added by selecting any instance or the leaf level instance in the Hierarchical View.
Adding an instance adds all the probe able points available in the instance to Live Probes, Active Probes, and
Probe Insertion.

19



& Microsemi

a AZ\MicrocHIP company

SmartFusion2, IGLOO2, RTG4 SmartDebug User Guide

Hierarchical View Netlist View

Filter:

!

[
&
&
g

1

: _out_1[0]
_out_1[1]
_out_1[2]
. _out_1[3]
_out_1[4]
_out_1[5]
_out_1[6]
_out_1[7]
_out_1[8]
_out_1[9]

PoPUPPEPEE
S8 888 RSEREE
o & B

TEETEEE

X
Swgd
il

4 1 Primitives
i I FIC_2_APB_M_PRDATA
T FIC_2_APB_M_PREADY
1 FIC_2_APB_M_PSLVERR
I INIT_DONE_q1
¥ INIT_DONE_g2
19 MDDR_PEMABLE

Figure 8 - Hierarchical View
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Search

In Live Probes, Active Probes, Memory Blocks, and the Probe Insertion Ul, a search option is available in the
Hierarchical View. You can use wildcard characters such as * or ? in the search column for wildcard matching.

Probe points of leaf level instances resulting from a search pattern can only be added to Live Probes, Active
Probes, and the Probe Insertion Ul. You cannot add instances of search results in the Hierarchical View.

Netlist View

The Netlist View displays a flattened net view of all the probe-able points present in the design, along with the
associated cell type.
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Herarchical View | MNethst View :

Fiter: [ sewh |
Net(s): F—rrr—
- Mame Type -]

count_0_g[0]:count_0/q[0]:Q
count_0_q[10]:count_0/q[10]:Q
count_0_g[11]:count_0/q[11]:Q
count_0_q[12]:count_0/q[12]:Q
count_0_g[13]:count_0/q[13):Q
count_0_q[14]:count_0/q[14]:Q
eount_0_q[15):count_0/q[15):Q
count_0_g[16]:count_0/q[16]:Q
count_0_g[17]:count_0/q[17]:Q
|count_0_g[18):count_0/a[18]:Q
count_0_q[19]:count_0/a[159]:Q
count_0_q[1):count_0/q[1]:Q
count_0_q[2]:count_0/a[2]:Q
count_0_q[3]:count_0/q[3]:Q
count_0_q[4]:count_0/q[4]:Q
count_0_g[5]:count_0/q(5]:Q
count_0_q[6]:count_0/af6]:Q
count_0_q[7]:count_0/g[7]:Q

count_0_q[8]:count_0/q[8]:Q

TIT3I3T 3T I RTINS YITR

count_0_g[9]:count_0/q[9]:Q

Figure 9 - Netlist View

Search

A search option is available in the Netlist View for Live Probes, Active Probes, and Probe Insertion. You can use
wildcard characters such as * or ? in the search column for wildcard matching.

Live Probes

Live Probes is a design debug option that uses non-intrusive real time scoping of up to two probe points with no
design changes.
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The Live Probes tab in the Debug FPGA Array dialog box displays a table with the probe names and pin types.

Note: SmartFusion2 and IGLOO2 support two probe channels, and RTG4 supports one probe channel.

SmartFusion2 and IGLOO2

RTG4

Two probe channels (ChannelA and ChannelB) are available. When a probe name is selected, it can be assigned
to either ChannelA or ChannelB.

You can assign a probe to a channel by doing either of the following:
¢ Right-click a probe in the table and choose Assign to Channel A or Assign to Channel B.

e Click the Assign to Channel A or Assign to Channel B button to assign the probe selected in the table to
the channel. The buttons are located below the table.

When the assignment is complete, the probe name appears to the right of the button for that channel, and
SmartDebug configures the ChannelA and ChannelB 1/Os to monitor the desired probe points. Because there are
only two channels, a maximum of two internal signals can be probed simultaneously.

Click the Unassign Channels button to clear the live probe names to the right of the channel buttons and
discontinue the live probe function during debug.

Note: At least one channel must be set; if you want to use both probes, they must be set at the same time.

| Debug FPGA Array. e e S|

=
" Live/Active Probes Selection & X FFPGA Array debug data
<2l View Netlist View il Live Probes | Active Probes Memory Blocks
Filter: | search | [ oelte | [ petetean |
HNet(s): Add

:Inst_CLKO_Top/Inst_CLKO_B2/Inst_CLKD_83/Inst_CLKO_B4/Inst_CLKD_B11/Inst_CLKD_|

Assign to Channel A
Assign to Channel B

:Inst_CLKO_Top,/Inst_CLK(
:Inst_CLKO_Top,/Inst_CLK(
:Inst_CLKD_Top/Inst_CLK(
:Inst_CLKO_Top/Inst_CLK( L4 1 b |
:Inst_CLK0_Top/Inst_CLK( | Assign to Channel 4 | =>

:Inst_CLKO_Top,/Inst_CLK( . :

| Assign to ChannelB | -3
:Inst_CLKO_Topy/Inst_CLK( -

g F Unas.sign Channels
< [ » S

Figure 10 - Live Probes Tab (SmartFusion2 and IGLOO2) in SmartDebug FPGA Array Dialog Box

One probe channel (Probe Read Data Pin) is available for RTG4 for debug. When a probe name is selected, it
can be assigned to the Probe Channel (Probe Read Data Pin).

You can assign a probe to a channel by doing either of the following:
¢ Right-click a probe in the table and choose Assign to Probe Read Data Pin.

¢ Click the Assign to Probe Read Data Pin button to assign the probe selected in the table to the channel.
The button is located below the table.

Click the Unassign probe read data pin button to clear the live probe name to the right of the channel button
and discontinue the live probe function during debug.

The Active Probes READ/WRITE overwrites the settings of Live Probe channels (if any).
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- Bl
] Debug FPGA Array oo
Live Active Probes Selection g X FPGA Array debug data
Hierarchical View Netlist View Live Probes Active Probes Memory Blocks
Filter: I Delete ] I Delete Al
— rame e
SN LED _ctrl_0/pb1_reg1:LED_ctrl_0/pb1 regl:Q
4 i LED_ctrl_0 LED_ctrl_0/pb1_reg2:LED_ctrl_0/pb1 reg2:Q Assign to probe read data pin
4 I Primitives
> 10 counter LED_ctrl_0/pb2_reg LLED_ctrl_0/pb2_reg1:Q DFF
1 pb1_regl
1 pbi reg2 LED _ctrl_0/pb2_req2:LED_ctrl_0/pb2_req2:Q DFF
B pb2_reg1
1 pb2_reg2
> I rot Ift
> 10 rot_rgt
I Assign to probe read data pin ] -
[ Unassign probe read data pin ]
Help Close

Figure 11 - Live Probes Tab (RTG4) in SmartDebug FPGA Array Dialog Box

Live Probes in Demo Mode

You can assign and unassign Live Probes ChannelA and ChannelB in Demo Mode.

Active Probes

Active Probes is a design debug option to read and write to one or many probe points in the design through

JTAG.

In the left pane of the Active Probes tab, all available Probe Points are listed in instance level hierarchy in the
Hierarchical View. All Probe Names are listed with the Name and Type (which is the physical location of the flip-

flop) in the Netlist View.

Select probe points from the Hierarchical View or Netlist View, right-click and choose Add to add them to the
Active Probes Ul. You can also add the selected probe points by clicking the Add button. The probes list can be

filtered with the Filter box.
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+ Fnbrie,_Diebg Qfscunt_chic_0en,

S _SA00:5ERDES
SERDES Debug OM_SA03SERDES Debug 05D DEMG_0_CORER)
SERDES_Debug OJ_S404:SERDES Debug 05D DEMO_0_OORER)
SERDES_Debug_050_DEMO_0.OORECONEIGR 0. INIT _DORNE_q1:%
SERCES Deboug O/S0_DEMO_0.ODRECOHFIGR 0. IMIT_DOMNE _q2:t
SERDES Debusg 05D _DEMO_0.CORECONFIGR_0.5DIF _RELEASED,
SERDES_Debug_0S0_DEMO_0.OORECONFIGR 0. SDIF_RELEASED,
SERDES Detesg_0/S0_DEMO_0.CORSOONFIGR . poel:SERDES Dl
I SERDES Dby q&:pﬂm_&m_ﬂ saft_resse_reglt
0.8t 1:0]

| arnree rabee ARn rewn P FAEFANERCD ST BEGET B*
K] ] 7

FPGA Array debug data

EEEE]

E

inte Value

SERDES, Dehug (1. MS_READY nit:Q)

SERDES Debug 0.t n_ck base:)

SERDES. Debug 0.eset_n_roosci

Lefle]id

E1E ELETELE]

el =

Write Actrve Probes

Figure 12 - Active Probes Tab in SmartDebug FPGA Array Dialog Box

When you have selected the desired probe, points appear in the Active Probe Data chart and you can read and

write multiple probes (as shown in the figure below).

You can use the following options in the Write Value column to modify the probe signal added to the Ul:

e Drop-down menu with values ‘0’ and ‘1’ for individual probe signals
e Editable field to enter data in hex or binary for a probe group or a bus
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FPGA Array debug data

Live Probes Active Probes | Memory Blocks I Probe Insertion |

@ ik ANE I Save... ] I Load... ] Delete Delete Al
Mame k- Type Read Value Write Value
SERCES Debug_0..MS_READY int:Q DFF i ‘ |
SERDES_Debug_0..t_n_dk_base:Q DFF i -
SERDES_Debug_0...eset_n_rcosc:(Q DFF 1 1
[» | Fabric_Debug_0fcount_0_coutA[7:0] DFF ghEF gh
» | Fabric_Debug_0/count_0_coutB[7:0] DFF g'hB4 gh
[» |Fabric_Debug_0jc.. k_0jdn_chk[7:0] DFF #'ho4 gh
Read Active Probes ] [Saue Active Probes' Data. .. Write Active Probes

Figure 13 - Active Probes Tab - Write Value Column Options

Active Probes in Demo Mode

Probe

In demo mode, a temporary probe data file with details of current and previous values of probes added in the
active probes tab is created in the designer folder. The write values of probes are updated to this file, and the GUI
is updated with values from this file when you click Write Active Probes. Data is read from this file when you click
Read Active Probes. If there is no existing data for a probe in the file, the read value displays all 0s. The value is
updated based on your changes.

Grouping (Active Probes Only)

During the debug cycle of the design, designers often want to examine the different signals. In large designs,
there can be many signals to manage. The Probe Grouping feature assists in comprehending multiple signals as
a single entity. This feature is applicable to Active Probes only. Probe nets with the same name are automatically
grouped in a bus when they are added to the Active Probes tab. Custom probe groups can also be created by
manually selecting probe nets of a different name and adding them into the group.

The Active Probes tab provides the following options for probe points that are added from the Hierarchical
View/Netlist View:

e Display bus name. An automatically generated bus name cannot be modified. Only custom bus names can
be modified.

e Expand/collapse bus or probe group

e Move Up/Down the signal, bus, or probe group

e Save (Active Probes list)

e Load (already saved Active Probes list)

e Delete (applicable to a single probe point added to the Active Probes tab
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e In addition, the context (right-click) menu provides the following operations:
Create Group, Add/Move signals to Group, Remove signals from Group,

(o]
(o]
(o]
[¢]

Ungroup

Reverse bit order, Change Radix for a bus or probe group
Read, Write, or Delete the signal or bus or probe group

FPGA Array debug data

Live Probes Active Probes | Memory Blocks | Probe Insertion |

) 5 (8 (8 () ) [ oo
Marmne h Type Read Value Write Value

SERDES_Debug_0..M5_READY int:Q DFF 1 1 =
SERDES_Debug_0..t_n_ck_base:Q DFF 1 0 |
SERDES_Debug_0.. eset_n_rcosc:Q DFF 1 =1

4 |Fabric_Debug_0fc.. k_0fdn_chk[7:0] DFF 8'hBE &'h
Fabric_Debug_0...0/dn_chk[7]:Q DFF 1 =1
Fabric_Debug_0...0/cin_chk[5]:Q DFF [] |
Fabric_Debug_0...0/cin_chk[5]:Q DFF 1 =1
Fabric_Debug_0...0/dn_chk[4]:Q OFF 1 =i
Fabric_Debug_0...0/cin_chk[3]:Q DFF 1 =]
Fabric_Debug_0...0fdn_chk[2]:Q DFF 1 =1
Fabric_Debug_0...0/dn_chk[1]:Q OFF i i
Fabric_Debug_0...0/cin_chk[0]:Q DFF [] =

4 [ group 1[1:0] 2'h2 Zh
Fabric_Debug_0...0/dn_chk[1]:Q OFF i |
Fabric_Debug_0...0/cin_chk[0]:Q DFF [] =]

4 | group2[1:0] 7h3 2h
Fabric_Debug_0...0/dn_chk[5]:Q DFF 1 =1
Fabric_Debug_0...0fcn_chk[4]:Q DFF 1 1

Read Active Probes I [Save Active Probes' Dab...] Write Active Probes

e Green entries in the “Write Value” column indicate that the operation was successful.
e Blue entries in the “Read Value” column indicate values that have changed since the last read.

Figure 14 - Active Probes Tab

Context Menu of Probe Points Added to the Active Probes Ul

When you right-click a signal or bus, you will see the following menu options:

For individual signals that are not part of a probe group or bus:

e Read
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e Write
e Delete
e Poll

e Create Group
e Add to Group
e Move to Group

¥5_SERDES_sb_0_SDIF0_INIT, nEc oh () /CORECONFIGP_0/pwrite:0)
Read

Delete

Poll...

Create Group...
Add to Group...
Move to Group...

For individual signals in a probe group:

e Read
e Delete
e Poll

e Create Group

e Add to Group

e Move to Group

¢ Remove from Group

4 | group[4:0]

count_0_g[7]:count_0/q[7]:Q

count_0_g[6]:count_0jfg[e]:Q Fead

count_0_g[5]:count_0/q[5]:Q Delete

count_0_g[4]:count_0/q[4]:Q

SYS_SERDES_sb_0/CORECONFIGP_O/soft_reset_regq[12... SERDES_ Sl reg[17]:Q
4 |5Y5_SERDES_sh_0/CORECONFIGP_D/fsoft reset req[14:8,6:2,0] SEESR

SYS_SERDES_sb_0/CORECONFIGP_Ofsoft_reset_reg[14... SERDES_ Add to Group... req[14]:0

SYS_SERDES sb_0/CORECONFIGP_O/soft_reset reg[13... SERDES Move to Group... reg[13]:0Q

SYS5_SERDES_sh_0/CORECONFIGP_0/soft_reset req[12..._SERDES_ Remove from Group reg[12]:Q

SYS_SERDES_sh_0/CORECONFIGP_O/soft_reset reg[11.. SERDES sb_0/CORECONFIGP_0/soft_reset_reg[11]:Q
For individual signals in a bus:

e Read
e Delete
e Poll

e Create Group
e Add to Group
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4 (count_0_qg[19:0]

For a bus:

Delete

count_0_g[19]:count_0/q[19]:Q

count_0_g[18]:count_0/jq[18]:(
count_0_q[17]:count_0/q[17]:Q

count_0_g[16]:count_0/g[16]:Q

count_0_g[15]:count_0/g[15]:Q

count_0_g[14]:count_0/q[14]:Q

count_0_g[13]:count_0/gq[13]:Q

count_0_qg[17]:count_0jgq[12]:Q

count_0_g[11]:count_0/q[11]:Q

Read
Delete

Poll...
Create Group...
Add to Group...

count_0_g[10]:count_0/q[10]:Q

Reverse Bit Order

Change Radix to Binary

Poll
Create Group

R ——"—

count_0_g[19]:count_0jg[19]:Q

count_0_g[18]:count_0/q[18]:Q

count_0_g[17]:count_0jg[17]:Q

count_0_g[16]:count_0/q[16]:Q

count_0_g[15]:count_0jg[15]:Q

count_0_g[14]:count_0/q[14]:Q

count_0_g[13]:count_0jg[13]:Q

Delete

Reverse Bit Order
Change Radix to Binary

Poll...

Create Group...

count_0_g[12]:count_0/q[12]:Q

count_0_g[11]:count_0jg[11]:Q

For a probe group:

Delete
Reverse
Change
Poll

Bit Order
Radix to Binary

Create Group

Ungroup
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el aroup2[4:0]
count_0_g[2]:count_0/q[2]:Q Delete
count_0_g[1]:count_0/g[1]:Q
count_0_q[0]:count_0/q[0]:Q

Reverse Bit Order

Change Radix to Binary -

count_0_g[&]icount_0/q[6]:Q
count_0_q[5]:count_0/q[5]:Q Poll...

4 |SYS SERDES sh 0/CoreAHBLite_0/ma Create Group... [15:7,0
SYS_SERDES_sb_0/CoreAHBLite_C Ungroup 16/mas

5YS_SERDES_sh_0/CoreAHEBLite (st 1o masters It Uy ma e 15/ mas
SYS_SERDES_sb_0/CoreAHBLite_0/matringx 16/masters. ite_0/matringyx 16/mas

Differences Between a Bus and a Probe Group

A bus is created automatically by grouping selected probe nets with the same name into a bus. A bus cannot be
ungrouped.

A Probe Group is a custom group created by adding a group of signals in the Active Probes tab into the group.
The members of a Probe Group are not associated by their names. A Probe Group can be ungrouped.

In addition, certain operations are also restricted to the member of a bus, whereas they are allowed in a probe
group.

The following operations are not allowed in a bus:

* Move to Group: Moving a signal to a probe group

*« Remove from Group: Removing a signal from a probe group

Memory Blocks

The Memory Blocks tab in the Debug FPGA Array dialog box shows the hierarchical view of all memory blocks in
the design. The depth and width of blocks shown in the logical view are determined by the user in SmartDesign,
RTL, or IP cores using memory blocks.

Notes:
¢ RAM is not accessible to the user when SmartDebug is accessing RAM blocks.
e RAM is not accessible to the user during a read or write operation.

o0 During a single location write, the RAM block is not accessible. If multiple locations are written, the
RAM block is accessed and released for each write.

0 When each write is completed, access returns to the user, so the access time is a single write
operation time.

The example figure that follows shows the hierarchical view of the Memory Blocks tab. You can view logical

blocks and physical blocks. Logical blocks are shown with an L (ﬂ), and physical blocks are shown with a P (
I
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€ Debug FPGA Amay

Mamary Bodks Selectan

Help i

FPGA Array debug dats

LiveProbes | ActveProbes  MemoryBlodks | Probe Insertion |
Uiser Design Memory Blod:

Data Widih:

Port Used:

1

Figure 15 - Memory Blocks Tab - Hierarchical View
You can only select one block at a time. You can select and add blocks in the following ways:
¢ Right-click the name of a memory block and click Add as shown in the following figure.

€ Debug FPGA Amay

v
Memery Blocks Selecten

Fiter: |

Sl:ud’!l
_sekat |

o |

FPGA Amray debug data

LveProbes | ActveProbes  MemoryBlocks | Probe Tnsartion
User Design Memory Block:

Data Width:

Port Used:

= [m] X

Figure 16 - Adding a Memory Block

e Click on a name in the list and then click Select.
e Select a name, drag it to the right, and drop it into the Memory Blocks tab.
e Enter a memory block name in the Filter box and click Search or press Enter. Wildcard search is supported.

Note: Only memory blocks with an L or P icon can be selected in the hierarchical view.

Memory Block Fields

The following memory block fields appear in the Memory Blocks tab.

User Design Memory Block

The selected block hame appears on the right side. If the block selected is logical, the name from top of the block

is shown.
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If a block is logical, the depth and width is retrieved from each physical block, consolidated, and displayed. If the

block is physical, the width is 9-bits, and the depth is 128 for uSRAM blocks and 2048 for LSRAM blocks.

Port Used

This field is displayed only in the logical block view. Because configurators can have asymmetric ports, memory

location can have different widths. The port shown can either be Port A or Port B. For TPSRAM, where both ports

are used for reading, Port A is used. This field is hidden for physical blocks, as the values shown will be
irrespective of read ports.

The following figure shows the Memory Blocks tab fields for a logical block view.

& Debug FPGA Amray = [m] x
Memory Biocks Selecton FRGA Array debug data
Fiter: | UveProbes | ActveProbes  MemoryBlocks | Probe insertion |
Memary Blocks: Liser Design Memary Blodk: mem
Depth X Width: 2048 X 32
instance Tree Port Used: [Peta -
B B mem_mem_0_0
= I Primithves
B INST_RAMIKN_IP
2| mem_mem_0_1
= B Primitives
B INST_RAMIK20_IP
= 8 mem_mem_0_2
= B Primitives
B INST_RAMIKN0_IP
= 3B mem_mem_0_3
= B Prisitves 1 ]
¥ INST_RAMIKI0_P
Resd Block
_ e | _ o |
Figure 17 - Memory Blocks Tab Fields for Logical Block View
The following figure shows the Memory Blocks tab fields for a physical block view.
€ Debug FPGA Auray - u] X
Memory Blocks Selecton FPGA Array debug data
ot | Lve Probes | Actvefrobes  MemoryBads | Probe tnsertion |
Memory Blodks: User Design Memory Bods  mem mem_mess_0_0/TNST_RAM 1K20_IP
Depth X Width: 2048 X 10
Instance Trse
= EF mem
= B mem_mem_0_0
8 Frimitrves
o] pst pavpo e |
mam_gmem_0_1
B INST RAMIEID TP
B mem_mem_0_2
B Primithves
= B INST_RAMICI0_IP
® mﬁ::_m_o_ﬂ 4| | ﬂ
B INST_RAM K20 _IP
Riead Block Save Biock Data |
| _ oo |
Figure 18 - Memory Blocks Tab Fields for Physical Block View
Read Block

Memory blocks can be read once they are selected. If the block name appears on the right-hand side, the Read

Block button is enabled. Click Read Block to read the memory block.
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Logical Block Read

A logical block shows three fields. User Design Memory Block and Depth X Width are read only fields, and the
Port Used field has options. If the design uses both ports, Port A and Port B are shown under options. If only one
port is used, only that port is shown.

 Debug FPGA Amay - o x
Memory Blocks Selection a8x FPGA Aray debug ot
— LveProbes | ActveProbes  MemoryBods | Probe lmerion |
Fiter: Sewrch
Memory Bocks: Select User Design Memory Block:  mem
Depth X Wh: B
I Tree Port Lsed: Port & v
= % men
= B pen en 0 (] [ [ e (e e o o [ ] ] o ] [ e B
= 2B Prestives
g T ISP oo FADUD DFIESF| | FABIAZ) PGEBAERT | TEEFSSEA (BISE4S0 SSASATES 27IS00BA 2976060 0641947 DNOETICT TOCOTIOE S231M0S SABSAFD) A 116205
= BB mem en 1
A e E— 0030 | AAIEI4E7 S0190EC MOILBEA FOBEERC BOCFAS SAEASALS SEXFSSA TUDICE 45048004 EAABFYE MOIBXFE FCFIED MEEVICH BYFESIS SADOCEEE TE1EBE0
L T | il 1 1 1 1 | ! 1
o & Pt 000 [DLZATTPS BINI4F | DRSSFSEN EDDLIENS €54 1906 AFARDD DFERCERY 446 28410 36715108 DSBAEROC ADECES22 590801 SOPTOICH TRAYME | TITZBLA 6XCTHOIE
B rET KD P =t
= B mem mem 01 00 | DAREECSY DEDACISA CAEIEEM BAFISTA SHIFEDR |5 IFDSOM DAISRZE1 014CEDI OSCE 18 ABCRONS FOMERNTD FMDHE BAAAALTE F-0FISE | PENT DBAI7I0
= 3 Primitives —
B pET pmxa p 0040 | 130066 22169358 34 ICEN] BBIIEDS) AEPASIC|DEPDIB0S SOASIER 1 01811160 E5637PE3 AZFSCSO1 CATSADIC DSHALTD IEIFECHE BESSEDF AT2IZD § 22417 o
ReadBok | SwveSedDun...
s | o |

Figure 19 - Logical Block Read

The data shown is in Hexadecimal format. In the example figure above, data width is 32. Because each
hexadecimal character has 4 bits of information, you can see 8 characters corresponding to 32 bits. Each row has
16 locations (shown in the column headers) which are numbered in hexadecimal from 0 to F.

Note: For all logical blocks that cannot be inferred from physical blocks, the corresponding icon does not contain
a letter.

Physical Block Read
When a Physical block is selected, only the User Design Memory Block and Depth X Width fields are shown.

© Debisg FPGA Ay - o x
Memory Hods Selecton - R FPGA Array debug data
A sewsh UveProbes | ActveProbes  MemoryBiods | probe rserton |
Manary Biods: Salmet User Design Memory Block:  memfinem_mem (1 0fINST_RAMBCO P
Depth X Widtc 0651
starce T | e e e e P T E
= B mam f
= B mem_mem 00 0000 0AD o ¥l = m 1A A0 us 1T L] aC b1 ¥E Bs b 2o 24
= 1B Primitves —
St A R wo| w7 | xc | x| mc | @ |ocs | wa | m | e | = | m | | s | o | x| o
& y_mj_'l |
»rer me_p oo | o9 | W | X6 | Di | we | M0 | 3 | 0 | MB | MC | M2 X | ¥ | XE | Da | ¥
= 1 men pem 02 — T T T T T T T i T
= B Fivies wH| 33 | B o8 | B | FF | M@ M B | TE | W E ME  E | IE | ® 3
. B PET RAMEN PP 4 . . I |
= ¥ men_pem 03 0040 | 0 i M k] FC 02 Fl oo *3 L1 FC = 1E BF 1] o
= B Primitves ! ) I } . . r
B reT RN P 0050 155 18 15C 35 104 056 m 00F 00 0cA 0F3 a7 194 (€6 Fa = |,
| o |

Figure 20 - Physical Block Read
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Write Block

Logical Block Write

A memory block write can be done on each location individually. A logical block shows each location of width. The
written format is hexadecimal numbers from 0 to F. Width is shown in bits, and values are shown in hexadecimal
format. If an entered value exceeds the maximum value, SmartDebug displays a pop-up message showing the
range of allowed values.

£ Debug FPGA Array - O x
Mernary Blocks Selexfion ax FPGA Array debug dats
e[ sewh UveProbes | Actve Probes  MemoryBods | Probe Inserion |
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B DT _pAMEC0 P T 1 T T T 1 i i i T T i
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| o |

Figure 21 - Logical Block Write

Physical Block Write

Physical blocks have a fixed width of 9 bits. The maximum value that can be written in hexadecimal format is 1FF.
If an entered value exceeds the limit, SmartDebug displays a popup message showing the range of values that
can be entered.

& Debug FPGA Array - 8 x
ey Rara P B2 | r Ay detng dsta
o {7 LveProbes | Actve Pribes wm|hum|
My Bks: Salect User Desion Memory Block:  memjimem_mem_0_0/INST_RAMIRN) P
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otance Bee J T [ o [ [ I [ ) ) ] ] e e e I |
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Figure 22 - Physical Block Write

Unsupported Memory Blocks

If RTL is used to configure memory blocks, it is recommended that you follow RAM block inference guidelines
provided by Microsemi. See Inferring Microsemi SmartFusion2 RAM Blocks for more information.

SmartDebug may or may not be able to support logical view for memory blocks that are inferred using RTL coding
not specified in the above document.
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Memory Blocks in Demo Mode

A temporary memory data file is created in the designer folder for each type of RAM selected. All memory data of
all instances of USRAM, LSRAM, and other RAM types is written to their respective data files. The default value
of all memory locations is shown as 0s, and is updated based on your changes.

Both physical block view and logical block view are supported.

Probe Insertion (Post-Layout)

Introduction

Probe insertion is a post-layout debug process that enables internal nets in the FPGA design to be routed to
unused I/Os. Nets are selected and assigned to probes using the Probe Insertion window in SmartDebug. The
rerouted design can then be programmed into the FPGA, where an external logic analyzer or oscilloscope can be
used to view the activity of the probed signal.

Note: This feature is not available in standalone mode because of the need to run incremental routing.

Pra-Synthesis
Simulation
—_—

Design Implementation Synthesis Pk Eiiasts

Simulation
I —

\

Insert probes into design

.................... Place & Route
Original 2 r\ <10
gg;:l Incrementally
routed net for
Routing may change probing
after incremental
route

Analyze Probed Signals

-

fE= 3

Figure 23 - Probe Insertion in the Design Process

The Probe Insertion debug feature is complementary to Live Probes and Active Probes. Live Probes and Active
Probes use a special dedicated probe circuitry.

Probe Insertion
1. Double-click SmartDebug Design in the Design Flow window to open the SmartDebug main window.
Note: FlashPro Programmer must be connected for SmartDebug.
2. Select Debug FPGA Array and then select the Probe Insertion tab.
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5] Debug FPGA Aray =8| 2

Probe Insertion Data Selection B X rpGA Array debug data

Herarchical View | MNedlist View Live Probes | ActiveProbes | MemoryBloks: | Probe Insertion

Filter: | Search ‘ Delete Delete Al
Instance(s): | Add J pat Prtewe P . g
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B primitives D_c UITAG_O/INST_UJTAG_SYSRESET_FF_IP:LORLFD iUrw-wd | Probe_inserti

Insert probe(s) and program the device | Run

Figure 24 - Probe Insertion Tab

In the left pane of the Probe Insertion tab, all available Probe Points are listed in instance level hierarchy in
the Hierarchical View. All Probe Names are shown with the Name and Type in the Netlist View.

3. Select probe points from the Hierarchical View or Netlist View, right-click and choose Add to add them to the
Active Probes Ul. You can also add the selected probe points by clicking the Add button. The probes list
can be filtered with the Filter box.

Each entry has a Net and Driver name which identifies that probe point.

The selected net(s) appear in the Probes table in the Probe Insertion tab, as shown in the figure below.
SmartDebug automatically generates the Port Name for the probe. You can change the Port Name from the
default if desired.

4. Assign a package pin to the probe using the drop-down list in the Package Pin column. You can assign the
probe to any unused package pin (spare 1/O).
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Figure 25 - Debug FPGA Array > Probe Insertion > Add Probe

5. Click Run.

This triggers Place and Route in incremental mode, and the selected probe nets are routed to the selected
package pin. After incremental Place and Route, Libero automatically reprograms the device with the added

probes.
The log window shows the status of the Probe Insertion run.

Probe Deletion
To delete a probe, select the probe and click Delete. To delete all probes, click Delete All.

Note: Deleting probes from the probes list without clicking Run does not automatically remove the probes from
the design.

Reverting to the Original Design
To revert to the original design after you have finished debugging:
1. In SmartDebug, click Delete All to delete all probes.
2. Click Run.

3. Wait until the action has completed by monitoring the activity indicator (spinning blue circle). Action is
completed when the activity indicator disappears.

4. Close SmartDebug.

Event Counter

The Event Counter counts the signals that are assigned to Channel A through the Live Probe feature. This feature
can track events from the MSS or the board. When the Event Counter is activated, and a signal is assigned to
Channel A, the counter starts counting the rising edge transitions. The counter must be stopped to get the final
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signal transition count. During the count, you cannot assign another signal to Channel A/Channel B or go to any

other tab on the window.

x
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Live Probes | Active Probes | Memory Blocks | Probe Insertion |

T E— =

Delete Delete Al
Name Type
A_DOUT_0_c[8]:URAM_3\/ed_URAM_3_URAM_ROCA/INST_RAM64x18_[P:A_DOUT[0]|  RAMS4x18
A_DOUT_0_c[7]:URAM_3\/sd_URAM_3_URAM_ROC3/INST_RAMG4x18_[P:A_DOUT[1]  RAMG4x18
A_DOUT_0_c[6]:URAM_3\/sd_URAM_3_URAM_ROC3/INST_RAM&4x18_IP:A_DOUT[]) RAMG4x18
A_DOUT_0_c[S]:URAM_3\/sd_URAM_3_URAM_ROCZ/INST_RAM&4x18_[P:A_DOUT[1]  RAMG4xi8
A_DOUT_0_c[4:URAM_3\/sd_URAM_3_URAM_ROC2/INST_RAM64x18_IP:A_DOUT[D]|  RAMS4x18
A_DOUT_0_c[3]:URAM_3\fed URAM_3 URAM_ROC1/INST_RAME4x18_[P:A_DOUT[1) RAMSAx18
A_DOUT_0_c[2]:URAM_3\/sd_URAM_3_URAM_ROC1/INST_RAMG4x18_IP:A_DOUT[0]  RAMG4x18
A_DOUT_0_c[1]:URAM_3\/sd_URAM_3_URAM_ROCO/INST_RAMG4x18_[P:A_DOUT[1] | RAMS4x18
A_DOUT_0_cl0]:URAM_3\/sd_URAM_3_URAM_ROCO/INST_RAMS4x18_[P:A_DOUT[0]  RAMG4x18
< ] v

Assign to Channel A
Assign to Channel B -

Unassign Channels

- A_DOUT_0_cl8]:URAM_3V/sd_URAM_3_URAM_ROC4/INST_RAMGH18_IP

[y

Activating the Event Counter

T

Figure 26 - Event Counter Tab/UI

You can activate the Event Counter in either of the following two ways:

e Click Activate Event Counter and then assign a signal to Live Probe Channel A.
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Figure 27 - Activating the Event Counter

e Assign a signal to Probe Channel A and then click Activate Event Counter.
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Figure 28 - Activating the Event Counter - Assign Probe Channel
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Running the Event Counter

Event Counter automatically runs the counter, which is indicated by a green LED. The counts are updated every
second, and are shown next to Total Events. FPGA Array debug data and the control tabs in the Event Counter
panel are disabled while Event Counter is running. When a signal is assigned, the signal name appears next to

Signal.
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Figure 29 - Running the Event Counter

Stopping the Event Counter

The only button enabled when Event Counter is running is the “Stop” button. Click button to stop counting. A red
LED is shown to indicates the Event Counter has stopped. FPGA Array debug data and the control tabs in the
Event Counter panel are enabled when Event Counter is not running.
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Figure 30 - Stopping the Event Counter

Note: When a DC signal (signal tied to logic ‘0") is assigned to Live Probe Channel A, or if there are no transitions
on the signal assigned to Live Probe Channel A with initial state ‘0’, the Event Counter value is updated as ‘1’
when the counter is stopped. This is a limitation of the FHB IP, and will be fixed in upcoming releases.

See Also
"Frequency Monitor" on page 41
"User Clock Frequencies" on page 52

Frequency Monitor

The Frequency Monitor calculates the frequency of any signal in the design that can be assigned to Live Probe
channel A. The Frequency Monitor must be activated before or after the signal is assigned to Live Probe Channel
A. You can enter the time to monitor the signal. The accuracy of results increases as the monitor time increases.
The unit of measurement is displayed in Megahertz (MHz). During the run, progress is displayed in the pane.
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Figure 31 - Frequency Monitor Tab/Ul

In the Frequency Monitor tab, you can activate the Frequency Monitor, change the monitor time (delay to
calculate frequency), reset the monitor, and set the frequency in megahertz (MHz). Click the drop-down list to
select monitor time value. During the frequency calculation, all tabs on the right side of the window are disabled,
as well as the tabs in the FPGA Hardware Breakpoint (FHB) pane.

Activating the Frequency Monitor
You can activate the Frequency Monitor in either of the following two ways:

¢ Click Activate Frequency Monitor, and then click the Live Probe tab and assign a signal to Channel A
(Channel B is not configured for spatial debug operations).
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Figure 32 - Activating the Frequency Monitor - Assign a Signal

¢ Click the Live Probe tab and assign a signal to Channel A, and then click the Frequency Monitor tab and
check the Activate Frequency Monitor checkbox.
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Figure 33 - Activating the Frequency Monitor

Running the Frequency Monitor

The Frequency Monitor runs automatically, and is indicated by a green LED. While it is running, FPGA Array
debug data and the control tabs in the panel are disabled. A progress bar shows the monitor time progress when
itis 1 second and above (as shown in the following figure). The Reset button is also disabled during the run.
When a signal is assigned, the signal name appears next to Signal.
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Figure 34 - Running the Frequency Monitor

Stopping the Frequency Monitor

The Frequency Monitor stops when the specified monitor time has elapsed. This is indicated by a red LED. The
result appears next to Frequency. The window and the tabs on the control panel are enabled. The Reset button is
also enabled to reset the Frequency to O to start over the next iteration. The progress bar is hidden when the
Frequency Monitor stops.
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Figure 35 - Stopping the Frequency Monitor

See Also
"Event Counter" on page 37
"User Clock Frequencies" on page 52

FPGA Hardware Breakpoint Auto Instantiation

The FPGA Hardware Breakpoint (FHB) Auto Instantiation feature automatically instantiates an FHB instance per
clock domain that is using gated clocks (GLO/GL1/GL2/GL3) from an FCCC instance. The FHB instances gate the
clock domain they are instantiated on. These instances can be used to force halt the design or halt the design
through a live probe signal. Once a selected clock domain or all clock domains are halted, you can play or step on
the clock domains, either selectively or all at once. The FPGA Hardware Breakpoint controls in the SmartDebug
Ul allow you to control the debugging cycle.

To enable this option, select the Enable FHB Auto Instantiation check box in the Design flow tab of the Project
Settings dialog box (Libero > File > Project Settings). See the example figure that follows.
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Figure 36 - Enable FHB Auto Instantiation in Project Settings Dialog Box: Design flow Tab

FPGA Hardware Breakpoint (FHB) controls appear in the Debug FPGA Array dialog box when there is an auto-
instantiated FHB instance in the design. See the example figure that follows.
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Figure 37 - FPGA Hardware Breakpoint (FHB) Controls

You can choose Operate on All Clock Domains or Operate on Selected Clock Domain by selecting the
appropriate radio button. Selecting either of these modes sets the FHB instances to the respective mode. Once
you assign the Live Probe PROBE_A connection and click Arm Trigger, the DUT halts on the next positive edge
that occurs on the signal connected to Live Probe PROBE_A.
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When you choose Operate on Selected Clock Domain mode, the Select Clock Domain combo box is enabled,

> |
and all available clock domains are listed. The Halt (Pause) n , Play , and Step buttons are

associated for that clock domain. If you switch between clock domains in this mode, previous clock domain
settings are not retained.

Note: The Operate on Selected Clock Domain mode is not supported for RTG4 devices.

When you choose Operate on All Clock Domains mode, the Select Clock Domain combo box is disabled. The
Halt, Play, and Step buttons are associated for all clock domains.

The Trigger Signal is shown as Not Connected until a live probe is assigned. See the example figure that follows.
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When a probe is assigned to Live Probe PROBE_A, the Trigger Signal updates.

If you require a certain number of clock cycles before halting the clock domain after triggering, a value between 0
and 255 must be entered for Delay Cycles Before Halt before you click Arm Trigger. This sets the FHBs to
trigger after the specified delay from the rising edge trigger.

Delay is not applied to a forced Halt. See the example figure that follows.
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When a live probe connection is made and you click Arm Trigger, FPGA Hardware Breakpoint functionality is
disabled until the trigger is disarmed automatically or the design is force halted.
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Trigger Input

You can use the trigger input signal if you want an event in the DUT to trigger the FHB IP (for example, a
particular state in the FSM or counter value, and so on) when this signal is asserted. If the trigger signal is already
asserted (or HIGH) at the time of arming the FHB, the DUT is halted immediately.

Force Halt/Play/Step is done using the FPGA Hardware Breakpoint controls (see the example figure that follows).
Once the clock domain is halted, you can either force Play the clock domain or Step the clock domain by 1 clock
cycle.

You can save the waveform view of the selected active probes using Export Waveform by specifying the number
of clock cycles to capture. The waveform is saved to a .vcd file.
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FPGA Hardware Breakpoint Operations

Live Probe Halt

You can halt a selected clock domain or all clock domains in Live Probe Halt mode based on the mode selection
(Operate on All Clock Domains or Operate on Selected Clock Domain).

Assign a signal to Live Probe PROBE_A in the Live Probes tab of the Ul, and then click the Active Probe tab to
see the FPGA Hardware Breakpoint controls.

Click Arm Trigger to arm the FHBs to look for a trigger on the signal connected to Live Probe PROBE_A.
Once the trigger occurs, the clock domains are halted.

Note: If only one clock domain is halted, other clock domains continue to run, and you should anticipate results
accordingly.

Note: Live Probe Halt can be delayed for a maximum of 255 clock cycles.
The actual delay realized on hardware is calculated by the following equation:
Actual delay cycles on hardware =

#Delay clock cycles before halt mentioned in smartdebug * (DUT clock frequency/FHB
clock frequency)

FHB clock frequency is device specific:
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SmartFusion2: 50MHz

IGLOO2: 50MHz

RTG4: 100MHz

See Assumptions and Limitations for more information.

Force Halt

You can force halt a selected clock domain or all clock domains based on mode selection without having to wait
for a trigger from a live probe signal. Click the Halt button in the FPGA Hardware Breakpoint (FHB) controls.

In Operate on Selected Clock Domain mode, the state of the Halt button is updated based on the state of the
clock domain selected.

In Operate on all Clock Domains mode, the Halt button is disabled only when all clock domains are halted. Each
clock domain is halted sequentially in the order shown in the Select Clock Domain combo box.

Note: If only one clock domain is halted, other clock domains continue to run, and you should anticipate results
accordingly.

Play

Once the clock domain is in a halted state (live probe halt or force halt), you can click Play in the FPGA Hardware
Breakpoint controls. This resumes the clock domain from the halted state.

In Operate on all Clock Domains mode, each clock domain runs sequentially in the order shown in the Select
Clock Domain combo box.

Step

Once the clock domain is in a halted state (live probe halt or force halt), you can click the Step button in the
FPGA Hardware Breakpoint controls. This advances the clock domain by one clock cycle and holds the state of
the clock domain.

In Operate on All Clock Domains mode, each clock domain steps sequentially in the order shown in the Select
Clock Domain combo box.

Waveform Capture
You can save the waveform view of the selected active probes using Export Waveform by specifying the number

1]
of clock cycles to capture in text box and then clicking Capture Waveform . The waveform is saved to a
.vcd file.

You can view the waveforms by importing the .vcd file. The waveform file can be viewed in any waveform viewer
that supports vcd format.

Reset

You can reset a selected clock domain or all clock domains (based on the mode selection) by clicking RESET at
any time. This resets the FHBs on clock domains and instructs FHB muxes not to look for a trigger.

Assumptions and Limitations

o If you select the auto instantiation option in Libero, you need to rerun Synthesis (if already run) to get the
FHB related functionality.

e Supported for FCC driven gated clocks (GLO/GL1/GL2/GL3) only.

e CLKINT_PRESERVE - FHB is not auto-instantiated if the user design contains this macro.
e Designs that have Encrypted IPs are not supported.

e EDIF using constraints flow is not supported.

e Live Probe triggering occurs on the Positive Edge only.

e Forimported verilog netlist files (.vm files), you must rerun synthesis to get FHB-related functionality. If
synthesis is disabled and the netlist is compiled directly, FHB functionality is not inferred.

e If only one clock domain is halted during operations, other clock domains continue to run, and you should
anticipate results accordingly.
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¢ FHB performance can only be characterized against the clock which it is running at (i.e. 50MHz).

o Ifthe DUT clock is running at or less than 50MHz, the DUT clock will halt within one clock cycle (1
or less).
o For frequencies higher than 50MHz, the point at which the DUT halts cannot be guaranteed.

User Clock Frequencies

The User Clock Frequencies tab shows the frequencies that have been configured from the FCCC block. If
assigned, live probe channels are temporarily unassigned, and reassigned after user clock frequencies have been
calculated. The Refresh button recalculates frequencies if clocks have been changed.

F =
1] Debug FPGA Array E‘M
Live/Active Probes Selection B X oA Array debug data
| verarchical view | Netistview [ Live probes | Active Probes | Memory Blocks | Probe Insertion |
Filter: Search [ Delete ] [ Delete Al
Instance(s): Add | Name Type |
SE = = A_DOUT_0_c[8]:URAM_3\isd_URAM_3_URAM_ROCH/INST_RAMG4x18_[P:A_DOUTID]  RAMG4x18
T URAM_0\ |
1B URAM_1\ £ A_DOUT_0_c[7]:URAM_3\/sd_URAM_3_URAM_ROC3/INST_RAMS4x18_IP:A_DOUT[1]  RAM64x18
I URAM_2\ |
B Rav_2\ A_DOUT_0_c[6]:URAM_3\/sd_URAM_3_URAM_ROC3/INST_RAMG4c15_IP:A_DOUT(D]  RAMG4x18
= t & 0! |
coun \ A_DOUT_0_c[S]:URAM_3\/ed_URAM_3_URAM_ROCZ/INST_RAMG4x 18_IP:A_DOUT[1] RAME4X 18
(™ Event Counter/Frequency Monitor _ 3 A_DOUT_0_c[4):URAM_3\/sd_URAM_3_URAM_ROC2/INST_RAMG4x15_IP:A_DOUT(D]  RAMG4x18
A_DOUT_0_c[3]:URAM_3\isd_URAM_3_URAM_ROCIAINST RAM64x18_IP:A DOUT[I]  RAMG4x18
I |lplseclocks Frequeacy (Mih) A_DOUT_0_[2]:URAM_3\fsd_URAM_3_URAM_ROC 1/INST_RAMG4X18_IP:A_DOUT[0]  RAMB4x18
1 FCCC_0_GLO -5 |
A_DOUT_0_c[1]:URAM_3\/sd_URAM_3_URAM_ROCOANST RAMG4x15_IP:A DOUT[]]  RAM64x18
2 FCCC0.6U 187 |
| A_DOUT_0_c[0]:URAM_3\/sd_URAM_3_LURAM_ROCO/INST_RAMG4x18_IP:A_DOUT[]  RAMG4x18
3 FCCC0.6L2 974 | |

4 FCCC0.GL3 1946

i il

) Channel A | -3 A_DOUT_0_c[8]:URAM_3\/sd_URAM_3_URAM_ROC4/INST_RAMG4x18_IP

It

Event Counter E Frequency Monitor |  User Clock Frequendies

@

o

Figure 38 - User Clock Frequencies Tab/Ul

See Also
"Event Counter" on page 37
"Frequency Monitor" on page 41
UG0449- SmartFusion2 and IGLOO2 Clocking Resources User Guide
UG0586- RTG4 FPGA Clocking Resources User Guide

Pseudo Static Signal Polling

With Active Probes you can check the current state of any probe in the design. However, in most cases, you will
not able to time the active probe read to capture its intended value. For these cases, you can use Pseudo Static
Signal Polling, in which the SmartDebug software polls the signal at intervals of one second to check if the probe
has the intended value. This feature is useful in probing signals which reach the intended state and stay in that
state.
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From the Active Probes tab in the Debug FPGA Array dialog box, right-click a signal, bus, or group and choose
Poll.... See the example figure that follows.

5 | Debug FPGA Amay e
=

LivefActhve Probes Selection -1

FPGA Array debug data

Hesarchicsl View | _Netist view UveProbes | ActveProbes | MemoryBocks | Prabe Inserticn

Fiter: | sewdh | [#] (=] (2] [+] (sl o ] Deiete | [ Deetes |

Instance(s): (Al ﬁm: [Type [Read Value Ilnite Value
= - - Shift_Reg_0/shit_reg[13:0] 14h
« WoFFo0 E 7 :
= nfmm D_FF_0fq_0:D_FF_0/a:Q

B q
4 1B shift Reg 0
a T Primitves
# T shit reg
B shit_regld]
B shft_reg(1]
W shit_reg[3]
B shit_regl3)
B hft_regl4)
g shift_regls]
et regl¥] P T —————
- shft_reg[7] Read Active Frobes | Sawe Active Probes’ Data...
] z : .

Create Group...

Figure 39 - Debug FPGA Array Dialog Box - Poll Option
The Pseudo-static signal polling dialog box opens.

Scalar Signal Polling

Polling Setup
To poll scalar signals, select Poll for 0 or Poll for 1.

The selected signal is polled once per second. It should be used for pseudo-static signals that do not change
frequently. The elapsed time is shown next to Time Elapsed in seconds.

To begin polling, click Start Polling. See the following example figure.
r #_| Pseudo-static signal polling me

Signal : D_FF_0/q_0:D_FF_0/q:Q
Polling Setup
@ Poll for 0 @) Poll for 1

MNote: The selected signal is polled once per second. It should be used for pseudo-static signals that do not change frequently.
For more information about pseudo-static signal polling, dick the Help button.
Time Elapsed in seconds: 0

Start Poling | | Stop Polling

Figure 40 - Pseudo-static signal polling Dialog Box (Scalar Signal Polling) - Start Polling
To end polling, click Stop Polling. See the following example figure.
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] Pseudo-static signal polling

)

Signal : D_FF_0/q_0:D_FF_0/q:Q
Poling Setup

MNaote: The selectad signal is polled once per second. It should be used for pseudo-static signals that do not change frequently.
For more information about pseudo-static signal polling, dick the Help button.
Time Elapsed in seconds: 0

Figure 41 - Pseudo-static signal polling Dialog Box (Scalar Signal Polling) - Stop Polling
Note: You cannot change the poll value or close the polling dialog box while polling is in progress.

The elapsed time is updated in seconds until the polled value is found. When the polled value is found, User

value matched is displayed in green in the dialog box. See the following example figure.

i Pseudo-static signal polling

Signal : D_FF_0/q_0:D_FF_0/q:Q
Polling Setup

@ Pol for 0 Pol for 1

MNote: The selectad signal is polled once per second. It should be used for pseudo-static signals that do not change frequently.
For more information about pseudo-static signal polling, dick the Help button.
Time Elapsed in seconds: 1

User Value matched

Figure 42 - Pseudo-static signal polling Dialog Box (Scalar Signal Polling) - User Value matched

Vector Signal Polling

=)

To poll vector signals, enter a value in the text box. The entered value is checked and validated. If an invalid value

is entered, start polling is disabled, and an example displays showing the required format. See the following

example figures.
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5] Pseudo-static signal polling =
Signal : Shift_Reg_0/shft_reg
Poling Setup
Poll for 14h0

Note: The selected signal is polled once per second. It should be used for pseudo-static signals that do not change frequently.
For more information about pseudo-static signal polling, dick the Help button.
Time Elapsed in seconds: 0

Figure 43 - Pseudo-static signal polling Dialog Box (Vector Signal Polling)

8| Pseudo-static signal polling [M

Signal :  Shift_Reg_0/shft_reg
Polling Setup
Poll for 14h
Enter a valid hex value. Eg: 19h0

Note: The selected signal is polled once per second. It should be used for pseudo-static signals that do not change frequently.
For more information about pseudo-static signal polling, dick the Help button.
Time Elapsed in seconds: 0

[ heb | Cose |

Figure 44 - Pseudo-static signal polling Dialog Box (Vector Signal Polling) -- After Validation
When you enter a valid value and click Start Polling is clicked, polling begins.
To end polling, click Stop Polling.
Note: You cannot change the poll value or close the polling dialog box while polling is in progress.

The elapsed time is updated in seconds until the polled value is found. When the polled value is found, User
value matched is displayed in green in the dialog box.
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Debug SERDES (SmartFusion2, IGLOOZ2, and RTG4)

You can examine and debug the SERDES blocks in your design in the Debug SERDES dialog box (shown in the
figure below).

To Debug SERDES, expand SmartDebug in the Design Flow window and double-click Debug SERDES.

Debug SERDES Configuration is explained below. See the PRBS Test and Loopback Test topics for information
specific to those procedures.

SERDES Block identifies which SERDES block you are configuring. Use the drop-down menu to select from the
list of SERDES blocks in your design.

Debug SERDES - Configuration

Configuration Report

The Configuration Report output depends on the options you select in your PRBS Test and Loopback Tests. The
default report lists the following for each Lane in your SERDES block:

Lane mode - Indicates the programmed mode on a SERDES lane as defined by the SERDES system register.

PMA Ready - Indicates whether PMA has completed its internal calibration sequence for the specific lane and
whether the PMA is operational. See the SmartFusion2 or IGLOO2 High Speed Serial Interfaces User Guide on
the Microsemi website for details.

TxPIl status - Indicates the loss-of-lock status for the TXPLL is asserted and remains asserted until the PLL
reacquires lock.

RxPLL status - Indicates the CDR PLL frequency is not grossly out of range of with incoming data stream.

Click Refresh Report to update the contents of your SERDES Configuration Report. Changes to the specified
SERDES register programming can be read back to the report.

SERDES Register Read or Write

Script - Runs Read/Write commands to access the SERDES control/status register map using a script. Enter the
full pathname for the script location or click the browse button to navigate to your script file. Click Execute to run
the script.
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5 Debug SERDES 2| 22

SERDES Blodk: |SERDESIF D =

@ Lane 0 Lane 1 Lane 2 Lane 3
SERDES Lanes: —_— —————ny
Lane D Reset | | Lane lReset]l | Lane 2 Reset !LamBRmt!
| Debug SERDES | Configuration Report:
Configuration [ [ | [Refresh Regort]
4 Tests Sardes Blodk SERDESIF 0 : m—
S Mlmemode:  EPCS (custom)
ane mode ; s
Loopback Test PMA Ready : True
TxPLL status : Lodked
RxPLL status : Lodked
Lane 1:
Lane mode : EPCS (custom)
PMA Ready : True
TxPLL status Locked
RxPLL status : Locked
Lane 2 :
Lane made : EPCS (custom)
PMA Ready : True
TxPLL status : Loded
RxPLL status : Lodked
Lane 3:
Lane mode : EPCS (custom)
PMA Ready : True
TxPLL status : Lodked
RyPLL status : Lodked
SERDES Register Read or Write:

[ reo |

Figure 45 - Debug SERDES - Configuration
Note: The PCle and XAUI protocols only support PRBS7. The EPCS protocol supports PRBS7/11/23/31.

Debug SERDES — Loopback Test

Loopback data stream patterns are generated and checked by the internal SERDES block. These are used to
self-test signal integrity of the device. You can switch the device through predefined tests.

See the PRBS Test topic for more information about the PRBS test options.

SERDES Block identifies which SERDES block you are configuring. Use the drop-down menu to select from the
list of SERDES blocks in your design.

SERDES Lanes

Select the Lane and Lane Status on which to run the Loopback test. Lane mode indicates the programmed mode
on a SERDES lane as defined by the SERDES system register.

Test Type

PCS Far End PMA RX to TX Loopback- This loopback brings data into the device and deserializes and
serializes the data before sending it off-chip. This loopback requires OPPM clock variation between the TX and
RX SERDES clocks.

See the SmartFusion2 or IGLOO2 High Speed Serial Interfaces User's Guide on the Microsemi website for
details.
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Near End Loopback (On Die) - To enable, select the Near End Loopback (On Die) option and click Start. Click
Stop to disable. Using this option allows you to send and receive user data without sending traffic off-chip. You
can test design functionality without introducing other issues on the PCB.

See the SmartFusion2 or IGLOO2 High Speed Serial Interfaces User's Guide on the Microsemi website for
details.

€ Debug SERDES -

@ Lane D Lane 1 Lane 2 Lane 3

SERDES Lanes: - 5
Lane 0 Reset] [Lane 1Reset | (Lane 2Reset | [Lane 3Reset
| Debug SERDES Lane 0 status: RxPLL TxPLL
Configuration Test Type:
4 Tests
PRES Test @ PCS Far End PMA Rx to Tx Loopback
Loopback Test Near End Serial Loopback (On Die)

Start

 teb | [ Cose |

Figure 46 - Debug SERDES - Loopback Test

Running Loopback Tests in Demo Mode
You can run Loopback tests in demo mode. The SERDES demo mode is provided to demonstrate the GUI
features of SERDES. All channels are enabled. Properly working channels and channels with connectivity issues
are shown so you can see the available GUI options. See the following example figure.
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& Debug SERDES (DEMO MODE) 4 x

SEROES Bodo I
" Lare " Lane 1 € Lane 2  Lane 3
ENN SR Lane 0 status: RaPLL [} TRLL L |
Configuration
= Tests
PRES Test Test Type:
Leapback Test & 1 Bii o T N
il
[ | AL oS
x L1 § |
— = —  —— Vourb

[Lr3 S‘IIQ |
: B
- [ 4
1T

* SMARTDEBUG IS RUNNING IN DEMO MODE *
Cose

[ e |

Debug SERDES — PRBS Test

PRBS data stream patterns are generated and checked by the internal SERDES block. These are used to self-
test signal integrity of the device. You can switch the device through several predefined patterns.

View Loopback Test settings in the Debug SERDES - Loopback Test topic.
SERDES Block identifies which SERDES block you are configuring. Use the drop-down menu to select from the
list of SERDES blocks in your design.

SERDES Lanes

Check the box or boxes to select the lane(s) on which to run the PRBS test. Then select the Lane Status, test
type, and pattern for each lane you have selected. Lane mode indicates the programmed mode on a SERDES

lane as defined by the SERDES system register. See the examples below.
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& Debug SERDES i L7 o]
—
SERDES Lanes: (4] Lane 0 (7] Lane 1 [7] Lane 2 [7] Lave 3 [Reset Seiected Lanes
H
Debug SERDES e e e — -
o Lane 05tats:  (Near End Seial Loogbock (OnDie) = | [PREST _ ~ | ReflL®  TwPL® Locktodata
& Tests
PRES Test
Loopback Test Lane Mumber  Cumulative Error Count  Data Rate Bt Ervor Rate: [Reset Emor Count
Lane 0 0 Ghps  NA B
[ sm |
L 2]
[ e ] | oo |
Figure 47 - SERDES Lanes - Single Lane Selected
€ Debug SERDES JEE—— - — (=)
—
SERDESLanes:  [¥] Lane 0 [¥] Lane 1 [¥] Lane 2 [ Lane 3 [Reset Seiected Lanes |
N
Debug SERDES e e e — -
ot Lane 0 5tatus:  (Near End Sevial Loogback (OnDie) = | [PRES7 = | RflLey  TwlL Lock to data
o M;mm Lane 15tats:  [Nea End Sevial Loogback (OnDie) = | [PREST = | Refll®  TwPL®  Locktodata
Loapback Test Lane 25tatus:  [Near End Sevial Loopback (On-se) v | [PRES7 = | Ly WL Lodk to data
Lane Mumber  Cumulative Brror Count Data Fabe {8t Error Rate Reset Enror Count
Lane 0 o Ghps  NA B
Lane 1 o Ghos  MA |
Lane 2 o Ghps  MA A
00
[ e ] [ o= ]

Figure 48 - SERDES Lanes - Multiple Lanes Selected
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Test Type

Pattern

Near End Serial Loopback (On-Die) enables a self-test of the device. The serial data stream is sent internally
from the SERDES TX output and folded back onto the SERDES RX input.

Serial Data (Off-Die) is the normal system operation where the data stream is sent off chip from the TX output
and must be connected to the RX input via a cable or other type of electrical interconnection.

If more than one SERDES Lane has been selected, the test type can be selected per lane. In the following
example, Near End Serial Loopback (On-Die) has been selected for Lane 0 and Lane 3, and Serial Data (Off-Die)
has been selected for Lane 1 and Lane 2.

£ Debug SERDES 0 ]
SERDES Block:
SERDES Lanes: ¥ Lane 0 [ Lane 1 [f| Lane 2 || Lane 3 Reset
|
Debisg SERDES
Configuration Lane 0 Status: e P RaPLL i TPLLE lock indats i@
o Tests 1 : ta (CIFF e &
Lane 1 Stabus: RaFLLD TP locktodata @
PRES Test
Loopback Test Lane 2 Stabus: i F-Die, = 7 - | RxPLLi L@ Lockindata i
Lane 3 Stabus: E k C =P = | RaFLL@ TS lockindata @
Lane Mumber  Cumulative Error Count  Data Rate Bt Error Rate Reset Error Count |
Lane 0 1] Ghps  MA
Lane 1 a Ghps  MA
| Lane 2 ] Ghops  MA
Lane 3 ] Ghps  MA
fitop
| |
|
Help | Close

Figure 49 - Test Type Example

The SERDESIF includes an embedded test pattern generator and checker used to perform serial diagnostics on
the serial channel, as shown in the table below. If more than one lane is selected, the PRBS pattern can be
selected per lane.

Pattern Type
PRBS7 Pseudo-Random data stream of 277 polynomial sequences
PRBS11 Pseudo-Random data stream of 2”11 polynomial sequences
PRBS23 Pseudo-Random data stream of 2723 polynomial sequences
PRBS31 Pseudo-Random data stream of 2731 polynomial sequences
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Cumulative Error Count

Lists the number of cumulative errors after running your PRBS test. To reset the error count to zero, select the
lane(s) and click Reset. By default, Cumulative Error Count = 0, the Data Rate text box is blank, and Bit Error

Rate = NA.
£ Debug SERDES i x|
SERDES Blod:
SERDES Lanes: |+ Lane O [ Lane 1 ¥ Lane 2 [+ Lane 3 Rese
|
Debug SERDES 2
Configuration Lane O Status: ¥ back L F RxPiL@ L@ Lok todata @
. yecty Lane 1 Status: sta (OFf D - | [Prest RPL@  TAL® lokbdia @
FRES Test
Leopback Test Lane 2 Stabus: - tn (OFOn - RES2 *  RxPLL@ TPl lektodats @
il
Lane 3 Status fear i - | PR - | RxPLL@ T=PLL lekodats @
Lare humber  Cumulstree Bror Count  Data Rate Bt Error Rate: | Reset Error Count |
Lane 0 0 Ghps 200810
Lane 1 o Ghos  L00e-10
i Lame 2 L] oo 6.67e-11
Lare § 0 Ghps  5.00e-11
o
[ ] | oo

Figure 50 - Debug SERDES - PRBS Test
Note: If the design uses SERDES PCle, PRBS7 is the only available option for PRBS tests.

Bit Error Rate

The Bit Error Rate is displayed per lane. If you did not specify a Data Rate, the Bit Error Rate displays the default
NA. When the PRBS test is started, the Cumulative Error Count and Bit Error Rate are updated every second.
You can select specific lanes and click Reset Error Count to clear the Cumulative Error Count and Bit Error Rate
fields of the selected lanes.

In the example below, the Bit Error Rate is displayed for all lanes.
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€ Diebug SERDES

e

N )

Cree ]

. . I ]
SERDES Bodc | SERDESIF 0 -
SERDES Lanes: [ Lane 0 [ Lane 1 [¥] Lane 2 (] Lane 3 [Rieset Selected Lanes
i
Debug SERDES.
i jear End Serial Loscback (On-Dee) = | [paes? -
Canfiguration Lane  Stats Nea Bnd Serial Loosbadk (0n-Dee) Er APl TP Lk dats @
& Lane | Status: Serinl Dty (OfF-Da) » | | PRESLL v | RaPLL{ TG locktodats @
| PRES Test
Leophack Test Lane I Stabus: | Serial Diata (OffDue) v ||mEsz v | P TRLE lodctodat @
f Lane 3 Stabus: Nesr End Serial Lospbadk (On-Dee) = | (PRES31 = | RxPiLi TPl Lock b dats @
Lane Mumber  Cumulatree Brror Count  Data Rate Bt Error Rate | Reset Error Count
Lana 0 ] 1 Gops 200610 B
Lare 1 o Fl Ghos  LOOe-10
Lane T o ] Ghos 66711
Lare 3 o 4 Gops  5.00e-11 i
Start

Figure 51 - Bit Error Rate Example - All Lanes
In the example below, Lane 1 and Lane 2 are selected and Reset Error Count is clicked.

-

& Debug SERDES e — )
SERDES Block: | SERDESIE 0 -
SERDES Lanes:  [o] Lane 0 [¥] Lane 1 [ Lane 2 [¥] Lane 3 Rleset Selected Lanes
L
Debug SERDES = r N B
Conligurtion Lane OStatus: | Mear End Serisl Loophack (OnDie) = | [PREST  ~ |RPLP  TAULE@  lokindats @
o Tests Lane 1 Status: Serial Data (OFf-Die) = | | PRESIL = | RePLLU TPl lockindata @
I PRES Test
Loapback Test Lane 25tatus: | Serial Data (OFF-Die) > | |PRES2Z ~ |RuPL@  TAULE  lokindia @
Lame 35tabus:  Mear End Serisl Loophack (OnDie) = | [PRESI] = |RaFL@ TWPULE  lockindan @
Lane Mumber  Cumulative Error Count  Data Rate Bt Error Rate Reset Error Count
Lane 0 [ 1 Ghps  L82e-11 B
Lane 1 0 2 Ghps  MA c}
Lane 2 0 3 Ghps  MA il
Lane 3 0 4 Ghps  4.55e-12 i
Start

Figure 52 - Reset Error Count Example
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Running PRBS Tests in Demo Mode

You can run Multi Lane PRBS tests in demo mode. The SERDES demo mode is provided to demonstrate the GUI
features of SERDES. All channels are enabled. Properly working channels and channels with connectivity issues
are shown so you can see the available GUI options. See the following example figure.

#© Debug SERDES (DEMO MODE) 7 w
SERDES Bleck: [S=RDES]
SERDES Lanes: [+ F i1 F F R | |
Dabug SEROES ]
e —— . Lo 1 S [+ =] [F= =] meug TeBLLgS lock n i |
= Test
;RESTeus Lane 1 Stabum [ =] [FRese =] meul Tk i Lock todats @ |
Limpiack et [ k =11 S T TPl Lock b5 dats @ |
Lane 3 Stabum: |4 = [rresn =] mewge TeRLLE lock iodein @ |

Lina Mumber  Cumulative Ervor Court. Dats Rate B Erros Rate Rast Ervor Cound |
L O o T Gww 1&%w r
Lara § HA [ cbes WA I
Lisa 2 A [ ot ma r
Lusa 3 ] [ obm  &swn I
il
* SMARTDEBUG IS RUNNING IN DEMO MODE *

Notes:
The formula for calculating the BER is as follows:
BER = (#bit errors+1)/#bits sent
#bits sent = Elapsed time/bit period
When clicked on Start:
e The BER is updated every second for the entered data rate and errors observed.
e If no data rate is entered by the user, the BER is set to the default NA.
When clicked on Stop:
e The BER resets to default.
When clicked on Reset:
e The BER resets to default.
e If notestis in progress, the BER remains in the default value.
e Ifthe PRBS testis in progress, the BER calculation restarts.

Debug SERDES - PHY Reset

SERDES PMA registers (for example, TX_AMP_RATIO) modified using a TCL script from the Configuration tab
require a soft reset for the new values to be updated. Lane Reset for individual lanes achieves this functionality.
Depending on the SERDES lanes used in the design, the corresponding Lane Reset buttons are enabled.

Lane Reset Behavior for SERDES Protocols Used in the Design
e EPCS: Reset is independent for individual lanes. Reset to Lane X (where X = 0,1,2,3) resets the Xth lane.
e PCle: Reset to Lane X (where X =0,1,2,3) resets all lanes present in the PCle link and PCle controller.

For more information about soft reset, refer to the SmartFusion2 and IGLOO2 High Speed Serial Interfaces User
Guide.
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Tcl Commands

For details about the Tcl commands supported by SmartDebug, refer to the Libero SoC Tcl Commands
Reference Guide.
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Freqguently Asked Questions

Embedded Flash Memory (NVM) - Failure when
Programming/Verifying
If the Embedded Flash Memory failed verification when executing the PROGRAM_NVM, VERIFY_NVM or
PROGRAM_NVM_ACTIVE_ARRAY action, the failing page may be corrupted. To confirm and address this issue:
In the Inspect Device window click View Flash Memory Content.
Select the Flash Memory block and client (or page range) to retrieve from the device.
Click Read from Device; the retrieved data appears in the lower part of the window.
Click View Detailed Status.

Note: You can use the check_flash_memory and read_flash_memory Tcl commands to perform
diagnostics similar to the commands outlined above.

P wbdPR

5. To reset the corrupted NVM pages, either re-program the pages with your original data or ‘zero-out’ the
pages by using the Tcl command recover_flash_memory.

If the Embedded Flash Memory failed verification when executing a VERIFY_NVM or
VERIFY_NVM_ACTIVE_ARRAY action, the failure may be due to the change of content in your design. To
confirm this, repeat steps 1-3 above.

Note: NVM corruption is still possible when writing from user design. Check NVM status for confirmation.

Analog System Not Working as Expected

If the Analog System is not working correctly, it may be due the following:
1. System supply issue. To troubleshoot:

e Physically verify that all the supplies are properly connected to the device and they are at the proper level.
Then confirm by running the Device Status.

e Physically verify that the relevant channels are correctly connected to the device.
2. Analog system is not properly configured. You can confirm this by examining the Analog System.

ADC Not Sampling the Correct Value

If the ADC is sampling all zero values then the wrong analog pin may be connected to the system, or the analog
pin is disconnected. If that is not the case and the ADC is not sampling the correct value, it may be due to the
following:

1. System supply issues - Run the device status to confirm.

2. Analog system is not configured at all - To confirm, read out the ACM configuration and verify if the ACM
content is all zero.

3. Analog system is not configured correctly - To confirm, read out the ACM configuration and verify that the
configuration is as expected.

Once analog block configuration has been confirmed, you can use the sample_analog channel Tcl
command for debug sampling of the analog channel with user-supplied sampling parameters.

If you have access to your Analog System Builder settings project (<Libero IDE
project>/Smartgen/AnalogBlock), you may use the compare function provided by the tool.
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How do | unlock the device security so | can debug?

You must provide the PDB file with a User Pass Key in order to unlock the device and continue debugging.

If you do not have a PDB with User Pass Key, you can create a PDB file in FlashPro (if you know the Pass Key
value).

How do | export a report?

You can export three reports from the SmartDebug GUI: Device Status, Client Detailed Status from the NVM, or
the Compare Client Content report from the NVM. Each of those reports can be saved and printed.

For more information about Tcl commands supported by SmartDebug, see SmartDebug Tcl Commands.

How do | generate diagnostic reports for my target device?

A set of diagnostic reports can be generated for your target device depending on which silicon feature you are
debugging. A set of Tcl commands are available to export those reports. The following is a summary of those Tcl
commands based on the silicon features.

When using the —file parameter, ensure that you use a different file name for each command so you do not
overwrite the report content. If you do not specify the —file option in the Tcl, the output results will be directed to
the FlashPro log window.
For the overall device:
read_device_status
read_id_code
For FlashROM:
compare_flashrom_client
read_flashrom
For Embedded Flash Memory (NVM):
compare_memory client
check flash_memory
read_flash_memory
For Analog Block:
read_analog_block config

compare_analog_config

sample_analog_channel

To execute the Tcl command, from the File menu choose Run Script.

How do | monitor a static or pseudo-static signal?
To monitor a static or pseudo-static signal:
1. Add the signal to the Active Probes tab.
2. Select the signal in the Active Probes tab, right-click, and choose Poll....
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2| Debug FPGA Array BRI =
&
Live Active Probes Selection g X FGA Array debug data
Hierarchical View I_Neﬂlv-ew m.‘ Active Probes ‘ Memory Blocks ‘ Probe Insertion |
il [#] (=] (#] [+ sovew |[ toade |[ oelte || ocktear
Instance(s): me F!E |Read Value [Write Value
& » | Shift_Reg_0jshft_reg[13:0] DFF 14h0001 14h
+ @ DFFO - -
4 W Primitives l 0/9_0:0, q:Q DETHE IRm : R
Bq |
« fF shift Reg 0 Delete
4 W primitves |
4 B shitreg | Pol.
: :g:rr:[nﬂ | Create Group...
B shft_reg[2]
B shft_reg[3]
B shft_regld]
B shit_reg[s]
B shit_reg[6]
B shit reold] Read Actve Probes Wrte Actve Probes
B chft_regle] =

3. Inthe Pseudo-static Signal Polling dialog box, choose a value in Polling Setup and click Start Polling.

-
®_] Pseudo-static signal polling

EERE=X==)

Signal : D_FF_0/q_0:D_FF_0/q:Q
Polling Setup
@ Poll for 0 @ Poll for 1

For more information about pseudo-static signal polling, dick the Help button.
Time Elapsed in seconds: 0

Start Polling Stop Polling

Mote: The selected signal is polled once per second. It should be used for pseudo-static signals that do not change frequently.

How do | force a signal to a new value?

To force a signal to a new value:
1. Inthe SmartDebug window, click Debug FPGA Array.
2. Click the Active Probes tab.
3. Select the signal from the selection panel and add it to Active Probes tab.
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-
'] Debug FPGA Array :
el dctiveRiones Sesectn B X|  FpgA Amay debug data
| Hierarchical View | Netist View [ Live Probes | ActveProbes | Memory Blocks | Probe Insertion |
Fiter: + =+ [+ Save... Delete Delete Al
Net(s): Iame [rype Read Vaive Joite Value
Name Type =
b B_DOUT_1_cf6:0] RAM&4x18
- RAMSHd
DFN1_0_Q:DFN1_0:Q
DFN1_1_Z:DFN1_1:Q 3 DOFF
T DR SOOI ORI RO R RODR TTET ST RAT X T
& URAM_D\fsd_URAM_0_URAM_ROCD/E_ADDR _net[S:0] RAMS4x 18
* eount_6_0_q[5:0] DFF
& count_6_2_0_qf7:0] DOFF
b count_7_0_q[6:0] DFF
I+ count_7_2_0_q[8:0] DFF =
' L | Read Active Probes Save Active Probes' Data... Write Active Probes
Bl FPGAHardware BreakPoint
- — ———

1. Click Read Active Probe to read the value.

2. In the Write Value column, enter the value to write to the signal and then click Write Active Probes.

i) Debug FPGA Array ’ = [ E S
®

Live [Active Probes Selection -

FPGA Array debug data

[ Hierarchical view | Netist View | LiveProbes | Active Probes | MemoryBloks | Probe Insertion |
e [(#) (=] [#][+][ swe. ][ tos. || Dpeew Delete Al

Mek(s): Add IName Type P Value rite Value
[—] |DFNL_O_Q:DFN1_0:Q DFF 1 0 =

Name - > |B_DOUT _c[5:0) RAMG4x18 | 6hoE 6'h9

Type
b 8_DOUT_1_c[6:0] RAME4x18
I B_DOUT_2_e[7:0] RAME4x 18
I B_DOUT «[5:0] RAME4x 18
DFN1_0_Q:DFN1_0:Q DFF :
DFNI_1_Z:DFNI_L:Q DFF
URAM_0\fsd_URAM_0_URAM_ROCO/A_ADDR_net[5:0] RAMB4x18
& URAM_O\/sd_URAM_0_URAM_ROCO/B_ADOR net[2:0] RAMG4x18
count_6_0_q[5:0]
count_6_2_0_q[7:0]
I count_7_0_q[6:0]
P count_7_2_0_q[8:0]

1] o I+ Read Active Frobes | [Save Active Probes' Data...

v v v

13%%

How do | count the transitions on a signal?

If FHB IP is auto-instantiated in the design, you can use the Event Counter in the Live Probes tab to count the
transitions on a signal.

To count the transitions on a signal:
1. Assign the desired signal to Live Probe Channel A.
2. Click the Event Counter tab and check the Activate Event Counter checkbox.
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Instance(s):

I Primitves
b+ URAM_0\ =
I URAM_1\ H
> fF URAM_2\
b BB URAM_3\
b+ 3 count 6 O} it

Activate Event Counter @ Reset
Edge Selected:  Rising
S —
Total Events: 533355545
Signal : A_DOUT_0_c[8]:URAM_3\jed_URAM_3_URAM

Event Counter | FrequencyMonitor | User Clock Frequendes

FPGA Array debug data

Live Probes | Active Probes | Memory Blods | Probe Insertion |

Delete

Delete Al

Name

A_DOUT_0_c[B]:URAM_3\jsd_URAM_3_URAM_ROCA/INST_RAMB-x 18_[P:A_DOUT[0]

A_DOUT_0_c[7]:URAM_3\/sd_URAM_3_URAM_ROC3/INST_RAMG<x18_[P:A_DOUT1]
A_DOUT_0_c[6]:URAM_3\/sd_URAM_3_ URAM_ROC3/INST_RAMG4x18_IP:A_DOUT(D]
A_DOUT_D_c[5]:URAM_3\/sd_URAM_3_URAM_ROCZ/INST_RAMGE4x18_IP:A_DOUT[1]
A_DOUT_0_c[4]:URAM_3\/sd_URAM_3 URAM ROC2/INST RAM&4x18 IP:A_DOUT[D]
A_DOUT_0_c[3}:URAM_3\/sd_URAM_3_URAM_ROC1/INST_RAME4x18_[P:A_DOUT[1]
A_DOUT_0_c[2}:URAM_3\/sd_URAM_3_URAM_ROC 1/INST_RAME4x18_[P:A_DOUT[0]
A_DOUT_0_c[1]:URAM_3\/sd_URAM_3_URAM_ROCO/INST_RAM&4x18_[P:A_DOUT[1]

A_DOUT_0_e[0]:URAM_3\fsd_URAM_3_URAM_ROCD/INST_RAME4x 18_IP:A_DOUT[D)

< \

Type
RAMB4x18

RAMG4x18

RAMG4x18

RAMS4x 18

RAMG4x18

RAMG4x 18

RAMG4x18

RAMG4x18

RAMG4x 18

4

Assign to Channel A

Assign to ChannelB | ->

Unassign Charnels

-> A_DOUT_0_c[8]:URAM_3Vsd_URAM_3_URAM_ROC4/INST_RAME13_IP

1y

See Also

Event Counter

How do | monitor or measure a clock?

You can monitor a clock signal from the Live Probe tab when the design is synthesized and compiled with FHB

Auto Instantiation turned on in Project Settings dialog box (Enhanced Constraint Flow).

In the Live Probe tab, SmartDebug allows you to:

1. Measure all the FABCCC GL clocks by clicking the User Clock Frequencies tab, as shown in the figure

below.
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rEI Debug FPGA Array ' EERAC)
=
Live/Active Probes Selecton B X roga Ay debug data
[ iesarchical View | Netistview LiveProbes | Active Probes | Memory Blocks | Probe Insertion |
e s
— e e
I Primitives = A_DOUT_0_c[8]:URAM_3\sd_URAM_3_LRAM_ROC4/INST_RAMG4x18_IP:A_DOUT[0]  RAMS4x18
= : ﬁ:?: |§_ | A_DOUT_0_c[7]:URAM_3\isd_URAM_3_URAM_ROC3/INST_RAMG4x18_IP:A DOUT[]]  RAMG4x18
5 : m" v Z’;: [ A_DOUT_0_c[6]):URAM_3\/sd_URAM_3_URAM_ROC3H/INST_RAM64x15_IP:A_DOUT[0]  RAME4x18
| count 6 0\ J A_DOUT_0_c[5]:URAM_3\/sd_URAM_3_URAM_ROC2/INST_RAMG4x18_IP:A_ DOUT[1]  RAMG4x18
_DOUT_0_c[4:LRAM_3\/sd_URAM_3 LRAM_ROC2/INST_RAMS4x18_[P:A DOUT[0]  RAME4x1S
A_DOUT_0_c[3):URAM_3\/sd_URAM_3_URAM_ROCIANST RAM64x15_IP:A DOUT[I]  RAMG4x18
UzecClocks Erequeacy (it} A_DOUT_0_c[2]:URAM_3\isd_URAM_3_URAM_ROC 1/INST_RAMG4x18_IP:A_DOUT[0]  RAMS4x18
1 FCCC_0.6LO -5
A_DOUT_0_c[1]:URAM_3\/sd_URAM_3_URAM_ROCO/INST_RAM64x18_IP:A_DOUT[1]  RAME4x18
2 FCCC 0 GL1 ~487
I A_DOUT_0_c[0]:URAM_3\/sd_URAM_3_LURAM_ROCOANST RAMG4x18_IP:A DOUT[D]  RAMG4x18
3 FCCC0.GL2 974
4 FCCC0.GL3 ~1945
l
f i r
Assign to Channel A | -3 A_DOUT_0_c[B]:URAM_3\isd_URAM_3_URAM_ROC4/INST_RAMG4x18_IP
i Assign to Channel 8 | ->
@
[Event Counter | FrequencyMonitor | user Clock ¢
'

Monitor frequencies of any probe points by:

a. Assigning the desired signal to Live Probe Channel A.

b. Selecting the Frequency Monitor tab as shown in the following figure and checking the Activate

Frequency Meter checkbox.
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r
| &1 Debug FPGA Array = 5

®

1| Live/Active Probes Sedection & X FPGA Array debug data

Hierarchical View | Netist View | [ tiveProbes | ActiveProbes | MemoryBlocks | Probe Inserbon |

Filter: [7 Search ] Delete

Instance(s): Add | Name Type
& s 3| |l ==
> B URAM_0\ E
URAM_1} 5
» I URAM_2\
W URAM_3\
b 3 count § 0\

| - _Event Counter/Frequency Monitor |
Actvate Frequency Meter @ ==

Monitor time (s):

Frequency (MHz): 0
Signal : A_DOUT _0_c[8]:URAM_3\fsd_URAM_3_URAM_ROC4/INST_RA!

> A_DOUT_0_c[B):URAM_3\sd_UR RAM_ROC &
| :

[Event Counter | Frequency Moritor | User Clock Freguendes | =

j s

How do | perform simple PRBS and loopback tests?

You can perform PRBS and loopback tests using the Debug SERDES option in SmartDebug.

To perform a PRBS test, in the Debug SERDES dialog box, select PRBS Test to run a PRBS test on-die or off-
die For more information, see "Debug SERDES — PRBS Test" on page 59.

To perform a PRBS test, in the Debug SERDES dialog box, select PRBS Test to run a PRBS test on-die or off-
die. For more information, see "Debug SERDES — PRBS Test" on page 59.

To perform a loopback test, in the Debug SERDES dialog box, select Loopback Test to run a near end serial
loopback /far end PMA Rx to Tx loopback test. For more information, see "Debug SERDES - Loopback Test" on

page 57.

How do | read LSRAM or USRAM content?

To read RAM content:
1. Inthe Debug FPGA Array dialog box, click the Memory Blocks tab.
2. Select the memory block to be read from the selection panel on the left of the window.
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€ Debug FPGA Amay = 0
v
Memory Blocks Seltction B x FPGA Array debug data
ter: | T I LiveProbes | ActwveProbes  MemoryBlods | Probe Insartion |
Memaory Blocks: Salact I User Design Memory Blodc
Data Width:
Port Used:
Instance Tree
= B omer  Add
=8
B INST_RAMKZ0_IP
# 3B mam_mam_0_1
# B mem_mem_0_2
# 3B mem_mam_0_3
1 ||
ata, 2
| oo |
i

An "L" in the icon next to the block name indicates that it is a logical block, and a "P" in the icon indicates that it is
a physical block. A logical block displays three fields in the Memory Blocks tab: User Design Memory Blocks,
Data Width, and Port Used. A physical block displays two fields in the Memory Blocks tab: User Design Memory

Block and Data Width.

3.
a. Click Select.
b. Right-click and choose Add.
C.

Add the block in one of the following ways:

Drag the block to the Memory Blocks tab.
4. Click Read Block to read the content of the block.

3| Debug FPGA
ey Focks s B X FpGA Array debug data
Fiter: [ search | [ Liveprobes | ActveProbes | MemoryBlocks | Probe insertion
Memory Blocks: User Design Memory Block:  Fabric_Logic_0/U3/F_0_F0_U1
Data Width: 18t
e 1| e
4 I Fabric_Logic_0 4
4 1 u3
4 T FoFoun e T e
4 ? ;“:‘D.;'“Wﬁ-o 0000 0DAS3 08809 09008 14500 00010 00381 12028 00040 12080 04000 20214 02000 11080 20040 1C220 DA020
mitives
TR H’LZWJ’“‘"“"“-P 0010 02700 04451 04001 08000 05000 32500 00120 00000 0DDSO 00420 04019 1CE00 00052 00106 0OC22 10058
<l f fsa' ‘;‘D_ 7_:':"07“70 0020 10400 00010 10000 14044 1C040 OS10E 39425 0DS90 10C14 00004 04001 10000 00100 00042 20100 08002
imi
aBF11 Fﬁ_lzmﬁ 18 P 0030 00018 OOOOO 20808 ODOSA OO1EQ 28100 02883 00770 10020 04000 00000 00200 20004 22400 04006 QAQSO|
P r;nu;n_ranm_ﬂ_ﬂ
4 B primitives
P INST_RAMG4x18_IP | = :
+ B F_12_F1 U2 Read Block Save Block Data. Write Block
4 B ramtmp_ramtmp_0_0
4 L primitiv
(o ]
See Also

"Memory Blocks (SmartFusion2, IGLOO2, RTG4)" on page 30"Memory Blocks (SmartFusion2, IGLOO2, RTG4)"

on page 30
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How do | change the content of LSRAM or USRAM?

To change the content of LSRAM or USRAM:
1. Inthe SmartDebug window, click Debug FPGA Array.

2. Click the Memory Blocks tab.
3. Select the memory block from the selection panel on the left of the window.
= =] ®

© Debug FRGA Amay
v
Memory Biodks Selection 8 X | rroa amay debog data
s | = I LivePrebes | ActveProbes  MemoryBlods | Probe Insertion
Memory Blocks: Select I User Design Memory Blodc
Data Width:
Port Used:
Irstance Tree
= B omer  Add
=8
B INST_RAMIKZ)_IP
w38 mem_mam_0_1
# B mem_mem 0_2
= 1B mem_fem _0_3
1 | |
Read Blod Ea, i
e | oo |
P

An "L" in the icon next to the block name indicates that it is a logical block, and a "P" in the icon indicates that it is
a physical block. A logical block displays three fields in the Memory Blocks tab: User Design Memory Blocks,
Data Width, and Port Used. A physical block displays two fields in the Memory Blocks tab: User Design Memory

Block and Data Width.
4. Add the memory block in one of the following ways:
a. Click Select.
b. Right-click and choose Add.
c. Drag the block to the Memory Blocks tab.
5. Click Read Block. The memory content matrix is displayed.
6. Select the memory cell value that you want to change and update the value.
7. Click Write Block to write to the device.

Memory Blocks Selection g X FPGA Array debug data
Fiter [Lsewh |  [uiveProbes [ ActveProbes | MemoryBlocks [ Probeinserton |
Memary Blocks: l:s*“ User Design Memory Block:  Fabric_Logic_0/U3fF_12_F1 U2
Data Width: 18bit
meoaine S pe—
4 T Fabric Logc 0 |
> W U2 = .
Qamu | 0l bl B it b S B i Bl o s B s Gl e D s B B
g :-?5"2;””‘2 & 0000 00083 3FFFF 00102 00088 01200 00824 00004 00304 00200 0OEOD DOOSA 20001 000S0 0000 00300 00000
> B F_11LFLL2 0010 00000 20410 20002 02101 00080 08016 020CO OC200 OODAD 00002 08000 10020 05004 00018 20008 08300
«BFuFLV
4 ?;‘“"“PJP’“W—U 0020 0020C 0O0OO 00000 00084 000BD 02408 0O0OL 02080 20000 0000 20000 00005 02000 02012 ODCOL 00454
Primitives
T Falzm—m“‘“—p 0030 02400 10001 00001 04000 00400 00002 01201 00004 00020 O1CO0 02040 10008 07242 18102 24041 02044
- B F:H:FI_UI
| FI5F1U2
b B F_16_F1 U2 - ]
®|F_17F1LL2 Read Block Write Block
- 3 F_18 F1U2 o
MEF 19 F1Ll
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See Also

"Memory Blocks (SmartFusion2, IGLOO2, RTG4)" on page 30"Memory Blocks (SmartFusion2, IGLOO2, RTG4)"
on page 30

SmartDebug for Libero SoC User Guide

How do | read the health check of the SERDES?

You can read the SERDES health check using the following Debug SERDES options:

1. Review the Configuration Report, which returns PMA Ready, TxPLL status, and RxPLL status. For
SERDES to function correctly, PMA ready should be true, and TxPLL and RxPLL status should be locked.

The Configuration Report can be found in the Debug SERDES dialog box under Configuration. See Debug
SERDES (SmartFusion2, IGLOO2, and RTG4).

= =
© Debug SERDES S ===
SERDES Bodc: |SERDESIF 0 «
@ Lane 0 Lane 1 Lane 2 Lane 3
SERDESLanes: ————
|Lane 0 Reset || Lane 1 Reset || Lane 2Reset | Lane 3 Reset
Debug SERDES Configuration Repart:
Configuration Serdes Block SERDESIF 0 : | |Refresh Report
o Tests LaneD:
Lane mode : EPCS (oustom)
PRES Test PMA Ready True ¢
Loopback Test TaPLL status @ Locked
RaPllstats:  Lodeed
Lane 1
Lane mode : EPCS (custom)
A Ready True
Tfllstabs:  Lodked
RaPULstats:  Lodeed
Lane 2:
Lane mode : EPCS (custon) ¢
PMA Ready True
TePllstahs:  Lodked
RoPllstatus:  Lodued
Lane 3
e T — |
PMA Ready True
ToPllstats:  Locked
RPllstatus:  Locked
SERDES Register Read or Write:
Sarpt: Execute |
el Coze
4

2. Runthe PRBS Test, which is a Near End Serial Loopback tests on selected lanes. This should result in 0
errors in the Cumulative Error Count column. See "Debug SERDES — PRBS Test" on page 59.

Where can | find files to compare my contents/settings?

FlashROM

You can compare the FlashROM content in the device with the data in the PDB file. You can find the PDB in the
<Libero IDE project>/Designer/Impl directory.

Embedded Flash Memory (NVM)

You can compare the Embedded Flash Memory content in the device with the data in the PDB file. You can find
the PDB in the <Libero IDE project>/Designer/Impl directory.

What is a UFC file? What is an EFC file?

UFC is the User FlashROM Configuration file, generated by the FlashROM configurator; it contains the partition
information set by the user. It also contains the user-selected data for region types with static data.

However, for AUTO_INC and READ_FROM_FILE, regions the UFC file contains only:
e Start value, end value, and step size for AUTO_INC regions, and
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e File directory for READ_FROM_FILE regions

EFC is the Embedded Flash Configuration file, generated by the Flash Memory Builder in the Project Manager
Catalog; it contains the partition information and data set by the user.

Both UFC and EFC information is embedded in the PDB when you generate the PDB file.

Is my FPGA fabric enabled?

When your FPGA fabric is programmed, you will see the following statement under Device State in the Device
Status report:
FPGA Array Status: Programmed and Enabled

If the FPGA fabric is not programmed, the Device State shows:
FPGA Array Status: Not Enabled

Is my Embedded Flash Memory (NVM) programmed?

To figure out if your NVM is programmed, read out and view the NVM content or perform verification with the PDB
file.

To examine the NVM content, see the FlashROM Memory Content Dialog Box.

How do | display Embedded Flash Memory (NVM) content in the
Client partition?
You must load your PDB into your FlashPro project in order to view the Embedded Flash Memory content in the
Client partition. To view NVM content in the client partition:
1. Load your PDB into your FlashPro project.
Click Inspect Device.
Click View Flash Memory Content.
Choose a block from the drop-down menu.
Select a client.

Click Read from Device. The Embedded Flash Memory content from the device appears in the Flash
Memory dialog box.

I

How do | know if | have Embedded Flash Memory (NVM)
corruption?
When Embedded Flash Memory is corrupted, checking Embedded Flash Memory may return with any or all of the
following page status:
e ECCI1/ECC2 failure
e Page write count exceeds the 10-year retention threshold

e Page write count is invalid
e Page protection is set illegally (set when it should not be)
See the How do | interpret data in the Flash Memory (NVM) Status Report? topic for details.

If your Embedded Flash Memory is corrupted, you can recover by reprogramming with original design data.
Alternatively, you can ‘zero-out’ the pages by using the Tcl command recover_flash_memory.

Why does Embedded Flash Memory (NVM) corruption happen?

Embedded Flash Memory corruption occurs when Embedded Flash Memory programming is interrupted due to:

e Supply brownout; monitor power supplies for brownout conditions. For SmartFusion monitor the
VCC_ENVM/VCC_ROSC voltage levels; for Fusion, monitor VCC_NVM/VCC_OSC.
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e Reset signal is not properly tied off in your design. Check the Embedded Memory reset signal.

How do | recover from Embedded Flash Memory corruption?

Reprogram with original design data or ‘zero-out’ the pages by using the Tcl command
recover_flash_memory.

What is a JTAG IR-Capture value?

JTAG IR-Capture value contains private and public device status values. The public status value in the value read
is ISC_DONE, which indicates if the FPGA Array is programmed and enabled.

The ISC_DONE signal is implemented as part of IEEE 1532 specification.

What does the ECC1/ECC2 error mean?

ECC is the Error Correction Code embedded in each Flash Memory page.
ECC1 - One bit error and correctable.
ECC2 — Two or more errors found, and not correctable.

What happens if invalid firmware is loaded into eNVM in
SmartFusion2 devices?

When invalid firmware is loaded into eNVM in SmartFusion2 devices, Cortex-M3 will not be able to boot and
issues reset to MSS continuously. eNVM content using View Flash Memory content will read zeroes in
SmartDebug.

To verify that your FlashROM is programmed, read out and view the FlashROM content or perform verification
with the PDB file by selecting the VERIEY or VERIFY_FROM action in FlashPro.

Can | compare serialization data?

To compare the serialization data, you can read out the FlashROM content and visually check data in the
serialization region. Note that a serialization region can be an AUTO_INC or READ_FROM_FILE region.

For serialization data in the AUTO_INC region, check to make sure that the data is within the specified range for
that region.

For READ_FROM_FILE region, you can search for a match in the source data file.

Can | tell what security options are programmed in my device?

To determine the programmed security settings, run the Device Status option from the Inspect Device dialog and
examine the Security Section in the report.

This section lists the security status of the FlashROM, FPGA Array and Flash Memory blocks.

How do | interpret data in the Device Status report?

The Device Status Report generated from the FlashPro SmartDebug Feature contains the following sections:
e |DCode (see below)
e User Information
e Device State

e Factory Data
e Security Settings
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Device Status Report

Device Status Report: IDCode

The IDCode section shows the raw IDCode read from the device. For example, in the Device Status report for an
AFS600 device, you will find the following statement:

IDCode (HEX): 233261cf
The IDCode is compliant to IEEE 1149.1. The following table lists the IDCode bit assignments:
Table 1 - IDCode Bit Assignments

Bit Field (little Example Bit Value for AFS600 Description
endian) (HEX)
Bit [31-28] (4 bits) 2 Silicon Revision
Bit [27-12] (16 bits) 3326 Device ID
Bit [11-0] (12 bits) 1cf IEEE 1149.1 Manufacturer ID for
Microsemi

Device Status Report: User Info

The User Information section reports the information read from the User ROW (UROW) of IGLOO, ProASIC3,
SmartFusion and Fusion devices. The User Row includes user design information as well as troubleshooting
information, including:

e Design name (10 characters max)

e Design check sum (16-bit CRC)
e Last programming setup used to program/erase any of the silicon features.
e FPGA Array / Fabric programming cycle count
For example:
User Information:
UROW data (HEX): 603a04e0alc2860e59384af926fe389F
Programming Method: STAPL
Programmer: FlashPro3
Programmer Software: FlashPro vX.X
Design Name: ABCBASICTO
Design Check Sum: 603A
Algorithm Version: 19
Array Prog. Cycle Count: 19

Table 2 - Device Status Report User Info Description

Category Field Description

User Row Data (Example) Raw data from User Row (UROW)
UROW data (HEX):
603a04e0a1c2860e59384af926fe389f

Programming (Example) Known programming setup used.
Troubleshooting Programming Method: STAPL This includes: Programming
Info Programmer: FlashPro3 method/file, programmer and
Programmer Software: FlashPro v8.6 software. It also includes
Algorithm Version: 19 programming Algorithm version
used.
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Category Field Description
Design Info (Example) Design name (limited to 10
Design Name: ABCASICTO characters) and check sum.

Design Check Sum: 603A
Design check sum is a 16-bit CRC
calculated from the fabric (FPGA
Array) datastream generated for
programming. If encrypted
datastream is generated selected,
the encrypted datastream is used for
calculating the check sum.

Device Status Report: Device State
The device state section contains:.
e |R-Capture register value, and
e The FPGA status
The IR-Capture is the value captured by the IEEE1149.1 instruction register when going through the IR-Capture

state of the IEEE 1149.1 state machine. It contains information reflecting some of the states of the devices that is
useful for troubleshooting.

One of the bits in the value captured is the ISC_DONE value, specified by IEEE 1532 standard. When the value is
‘1’ it means that the FPGA array/fabric is programmed and enabled. This is available for IGLOO, ProASIC3,
SmartFusion and Fusion devices.
For example:

Device State:

IRCapture Register (HEX): 55

FPGA Array Status: Programmed and enabled
For a blank device:

Device State:

IRCapture Register (HEX): 51

FPGA Array Status: Not enabled

Device Status Report: Factory Data
The Factory Data section lists the Factory Serial Number (FSN).
Each of the IGLOO, ProASIC3, SmartFusion and Fusion devices has a unique 48-bit FSN.

Device Status Report: Security

The security section shows the security options for the FPGA Array, FlashROM and Flash Memory (NVM) block
that you programmed into the device.
For example, using a Fusion AFS600 device:
Security:
Security Register (HEX): 0000000088c01b
FlashROM
Write/Erase protection: Off
Read protection: Off
Encrypted programming: Off
FPGA Array
Write/Erase protection: OFff
Verify protection: OFf
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Encrypted programming: OFfF
FlashMemory Block O
Write protection: On
Read protection: On
Encrypted programming: OFfF
FlashMemory Block 1
Write protection: On
Read protection: On
Encrypted programming: OFf

Table 3 - Device Status Report - Security Description

Security Status Description
Info
Security Raw data captured from the device's security status register
Register (HEX)
Write/Erase Write protection is applicable to FlashROM, FPGA Array (Fabric)and Flash Memory
Protection (NVM) blocks. When On, the Silicon feature is write/erase protected by user passkey.

Read Protection | Read protection is applicable to FlashROM and Flash Memory (NVM) blocks. When
On, the Silicon feature is read protected by user passkey.

Verify Protection | Verify Protection is only applicable to FPGA Array (Fabric) only. When On, the FPGA
Array require user passkey for verification.

Reading back from the FPGA Array (Fabric) is not supported.

Verification is accomplished by sending in the expected data for verification.

Encrypted Encrypted Programming is supported for FlashROM, FPGA Array (Fabric) and Flash
Programming Memory (NVM) blocks. When On, the silicon feature is enable for encrypted
programmed. This allows field design update with encrypted datastream so the user
design is protected.

Encrypted Programming

To allow encrypted programming of the features, the target feature cannot be Write/Erase protected by user
passkey.

The security settings of each silicon feature when they are enabled for encrypted programming are listed below.

FPGA Array (Fabric)
Write/Erase protection: OFff
Verify protection: OFfF
Encrypted programming: On
Set automatically by Designer or FlashPro when you select to enable encrypted programming of the FPGA Array

(Fabric). This setting allows the FPGA Array (Fabric) to be programmed and verified with an encrypted
datastream.

FlashROM

Write/Erase protection: Off
Read protection: On
Encrypted programming: On
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Set automatically by Designer or FlashPro when you select to enable encrypted programming of the FlashROM.
This setting allows the FlashROM to be programmed and verified with an encrypted datastream.

FlashROM always allows verification. If encrypted programming is set, verification has to be performed with
encrypted datastream.

Designer and FlashPro automatically set the FlashROM to be read protected by user passkey when encrypted
programming is enabled. This protects the content from being read out of the JTAG port after encrypted
programming.

Flash Memory (NVM) Block

Write/Erase protection: Off
Read protection: On
Encrypted programming: On
The above setting is set automatically set by Designer or FlashPro when you select to enable encrypted

programming of the Flash Memory (NVM) block. This setting allows the Flash Memory (NVM) block to be
programmed with an encrypted datastream.

The Flash Memory (NVM) block does not support verification with encrypted datastream.
Designer and FlashPro automatically set the Flash Memory (NVM) block to be read protected by user passkey

when encrypted programming is enabled. This protects the content from being read out of the JTAG port after
encrypted programming.

How do | interpret data in the Flash Memory (NVM) Status Report?

The Embedded Flash Memory (NVM) Status Report generated from the FlashPro SmartDebug feature consists of
the page status of each NVM page. For example:

Flash Memory Content [ Page 34 to 34 ]

FlashMemory Page #34:

Status Register(HEX): 00090000

Status ECC2 check: Pass

Data ECC2 Check: Pass

Write Count: Pass (2304 writes)

Total number of pages with status ECC2 errors: 0

Total number of pages with data ECC2 errors: O

Total number of pages with write count out of range: O

FlashMemory Check PASSED for [ Page 34 to 34 ]

The "check_flash_memory® command succeeded.

The Execute Script command succeeded.

Table 4 - Embedded Flash Memory Status Report Description

Flash Description
Memory
Status
Info

Status Raw page status register captured from device
Register
(HEX)

Status Check for ECC2 issue in the page status
ECC2
Check
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Flash
Memory
Status
Info

Description

Data
ECC2
Check

Check for ECC2 issue in the page data

Write
Count

Check if the page-write count is within the expected range.
The expected write count is greater than or equal to:

6,384 - SmartFusion devices
2,288 - Fusion devices

Note: Write count, if corrupted, cannot be reset to a valid value within the customer
flow;invalid write count will not prevent device from being programmed with the FlashPro
tool.

The write count on all good eNVM pages is set to be 2288 instead of 0 in the manufacturing
flow. The starting count of the eNVM is 2288. Each time the page is programmed or erased
the count increments by one. There is a Threshold that is set to 12288, which equals to 3 *

4096.

Since the threshold can only be set in multiples of 4096 (2"12), to set a 10,000 limit, the
Threshold is set to 12288 and the start count is set to 2288; and thus the eNVM has a 10k
write cycle limit. After the write count exceeds the threshold, the STATUS bit goes to 11
when attempting to erase/program the page.
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